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1 INTRODUCTION 

1.1 Purpose 

1.1.1 Due to diminishing manufacturing sources (DMS), the U.S. Air Force requires a 
replacement Data Acquisition System (DAS) for use across all blocks of F-16 fighter 
aircraft. 

1.1.2 The objective of this effort is to contract with GE Aviation Systems LLC (GE Aviation), 
Grand Rapids, MI, through Leidos to continue development and qualification of an 
Operational Flight Program (OFP) for the existing GE Aviation Refreshed Data 
Acquisition System (DAS-11R) Flight Data Recorder system, which will be integrated 
into USAF F-16 aircraft by the USAF. 

1.2 Scope 

 This Performance Work Specification (PWS) is a supplement to PWS on contract for 
#ID08180003. The scope of this additional effort includes additional Contractor tasks for 
the systems validation and verification. Efforts will include Electrical and 
Electromagnetic testing, Safety of Flight Certification, Cybersecurity, and additional data 
options.  

1.3 Background 

1.3.1 The DAS is a software controlled system that acquires: (a) raw parameter data from 
aircraft analog and discrete sensors, (b) various discrete and continuous parameter 
data from the dual redundant MIL-STD-1553B Avionics Multiplexed Data Bus, (c) 
various discrete and continuous parameter data from the serial channel from the flight 
control system, (d) various discrete and continuous parameter data from a dedicated 
serial communication channel from the aircraft engine, and (f) processes and records 
these data. 

1.3.2 The DAU accepts all of the existing CSFDR analog signals and discrete input signals 
and digitizes them in the same format as its predecessor. The DAU interfaces with the 
existing Input and Output Ports and is fully compatible with the existing CSFDR system. 
The DAU acquires aircraft data from these sources, provides any unique data 
processing, records the maintenance related data internally in non-volatile memory, and 
sends the mishap investigation data to the ECSMU. The ECSMU stores all data 
received from the DAU in Crash-Protected Memory (CPM). The memory in the DAU 
and ECSMU is allocated to ensure that the proper quantity of each type of data is 
recorded at the defined minimums. The recorded data is used for mishap investigations 
and for maintenance-related analysis (avionics diagnostics data, individual aircraft 
tracking data (IAT), loads/environment spectra survey (L/ESS) data, and engine usage 
data). 

The DAS hardware is qualified to the requirements specified in the Lockheed Martin 
Prime Item Performance Specification (PIPS) for the F-16 Data Acquisition System (DAS) 
Airborne Hardware (document # 16ZF062A). The DAS-11 SRS, CA1247-001, the DAS-
11 ICD, CA1225-001 will be updated to reflect the DAS-11R requirements. The SRS, and 
ICD will be approved by the USAF. 

The precedence of requirement documents for the CSFDR replacement is as follows: 
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o Conducted Susceptibility (CS115) 
o Conducted Susceptibility (CS116) 
o Radiated Susceptibility (RE102) 
o Radiated Susceptibility (RS103) 

3. Safety of Flight Certification CDRL A005 
 

3.1.2  Cyber Security and Resiliency 
 The Contractor shall conduct a Cybersecurity Deep Dive utilizing the following 
guidance.  

Under Phase One of this project, GE delivered a Static Code analysis and Hardware and 
Memory Architecture Analysis Report or HAMAAR.  As we enter the next phase, the 
objective is for the GE to support a validation and verification effort, referred to as a 
System Security Vulnerability Assessment or “Deep Dive”.   

1. The vendor shall develop a test procedure based on the Memory verification section of 
the HAMAAR as Pass/Fail tests, run the associated tests in their facilities and allow 
Government representatives to witness, review, and accept all testing activities and 
results.  Typical Deep Dive reviews can be completed in 3-5 business days, and involve 
time in the vendor’s lab/test stands, as well as meeting spaces.  The vendor shall also 
make available the appropriate system experts to run the tests and answer questions 
about the results.  The end goal of these efforts is to validate and verify how data in the 
DAS-11R is handled, with specific interest in what resides in the system’s non-volatile 
memory.  Derived from the vendor’s previously submitted HAMAAR, the USG has 
generated a higher level test plan that can be used as a guide (see attached).  CDRL 
A005 

2. Cyber Option Task 1, Complete the Security Controls Traceability Matrix (SCTM) CDRL 
A005:  

• The vendor shall trace system architecture design to the requirements derived 
from the agreed to Security Controls Traceability Matrix (SCTM) NIST 800-53 
controls (see attached) IAW DoDI 8500.01 and DoDI 8510.01 and TSN per DoDI 
5200.44, AT per DoDI 5200.44 and 5200.39, and Resiliency requirements.  

• The vendor shall allocate requirements to the Safety Critical Functions (SCFs), 
Mission Critical Functions (MCFs), and CPI commensurate with operational risk 
categorization. The vendor shall ensure integration and verification that SCFs, 
MCFs, and CPI have the appropriate segregation and diverse redundancy in the 
architecture to complete the mission (resiliency).  Completion of this document will 
involve reoccurring vendor to USG discussions.   

3. Cyber Option Task 2, Trusted Sources and Supply Chain Risk Management (SCRM) 
CDRL A005:  

• The vendor shall ensure all hardware, with special emphasis on lowest CCs and 
components containing CPI, are from trusted sources and are manufactured by 
approved personnel. The vendor shall develop and implement a Counterfeit 
Parts Prevention program in compliance DFARS 252.246–7007 Vendor 
Counterfeit Electronic Part Detection and Avoidance System using with SAE 
AS5553, SAE AS6171, SAE AS6081, and IDEA-STD-1010B  or similar practices 
to prevent the inclusion of counterfeit parts or parts with malicious logic. 
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• The vendor shall ensure that no critical components procured are on the section 
806 List in the Supplier Performance Risk System (SPRS).    

• The vendor shall develop a Supply Chain Risk Management (SCRM) plan IAW 
the current version of CNSSD No. 505 and NIST 800-160 to mitigate supply 
chain risk. 

4. Cyber Option Task 3 CDRL A005 

• Contractor to provide requested fixes on a limited (100 hour) basis as required 
after SCTM. Option Task 3 will provide a documented memory map of the DAS-
12.  A memory map is a typical structure of how memory is laid out in a system. 
The memory map will detail which memory address corresponds with the 
associated memory bank and/or chip.  The requested memory map shall contain 
the following data: memory addresses, memory sizes, memory/component 
names (Flash, SDRAM, NVRAM, ROM, etc.), reserved or special locations, and 
peripheral registers. The memory map shall document the memory location of 
the OFP and what memory it is allowed to access (write to). 
 

3.1.3 Record 64 Additional Type I and V Data Parameters CDRL A005 
1. The Contractor will enable recording of the 64 Type I and V data parameters contained 

in the attached Excel file.  All data parameters are 16-bit, 1553, and recorded as generic 
4-character HEX values at a 1 Hz rate.  This effort should also include necessary 
documentation updates and the delivery of an EX release, as well as the final updated 
production OFP release. 

2. USAF will provide relevant data sheets by contract award. 

3.2 Contractor General Requirements/Deliverables 

3.2.1 The Contractor shall update PWS CDRL A004 ‘Schedules, Milestones, and Delivery 
Dates with the tasks found in this PWS Supplement.  

3.2.2 The Contractor shall include in the monthly status report PWS CDRL A003 the progress 
of tasks performed under this supplement. 

3.2.3 The Contractor shall include the tasks performed under this supplement in PWS CDRL 
A003 Final Status Report.   

3.3 Response to Request for Proposal (RFP) 

3.3.1 In response to the RFP, the Contractor shall provide the Government buyer a Firm 
Fixed Price (FFP) proposal tasks described in Section 3.1. 

4 DELIVERY SCHEDULE AND PERIOD OF PERFORMANCE 

4.1 Period of Performance 

4.1.1 The period of performance for this task shall be 12 months from contract award. Early 
delivery is acceptable if the contracted tasks are completed in less time.   

4.2 Delivery Schedule 

Refer to PWS from March 2019 

4.3 Deliverables 

Refer to PWS from March 2019  
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4.4 Final Status Report 

Refer to PWS from March 2019 

4.5 Government Inspection and Acceptance of Deliverables 

Refer to PWS from March 2019 

5 ASSUMPTIONS AND CONDITIONS 

5.1 The following assumptions and conditions apply for this EA: 

5.1.1 Period of performance of this contract will be 12 months from Contract award. 

5.1.2 Standard GE Aviation one-year warranty is assumed. 

6 PROGRAM SCHEDULE 

6.1 Program Milestone Schedule 

6.1.1 To be proposed by contractor. 

7 SPECIAL CONSIDERATIONS 

7.1 Security 

7.1.1 Contractor personnel shall not release or remove system documentation, data, or 
reports generated by or through use of Government systems. All requests for 
information shall be forwarded to AFLCMC/WAM through Leidos. 

7.1.2 The efforts required for this task are expected to be UNCLASSIFIED. 

7.1.3 The Contractor shall not divulge any information regarding files, data, processing 
activities/functions, user ID's, passwords, or other knowledge that may be gained to 
anyone who is not authorized to have access to such information. Contractor personnel 
shall abide by all Government rules, procedures, and standard of conduct. Contractors 
requiring access to Government Automated Information Systems (AIS) shall have 
background investigations and security awareness training completed, after task order 
award but prior to AIS access. When the period of performance is complete or and 
Contractor personnel leave work on this project, they will have five (5) days to terminate 
all their network user account and to return all access cards and base identification 
badges. 

7.2 Access to Facilities and Property 

7.2.1 Access to Government facilities is limited. Therefore, the Contractor shall coordinate 
required access/usage times and dates through at least fifteen days prior to the need 
date. Control of the facilities shall remain with the Government. 

7.3 Property 

All property/material that is acquired by the Contractor in direct support of this effort will 
become the property of the US Government upon the completion of order. Contractor will 
contact the appropriate government contracting officer for disposition instructions. 
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7.4 Government Furnished Equipment, Materials, and Software 

All products developed under this contract shall be considered Government work and 
shall have no license encumbrances. All Government Furnished Equipment (GFE), 
Government Furnished Software (GFS), and Government Furnished Material (GFM) shall 
be returned to the Government upon completion of this contract. The Government will 
provide workspace, administrative equipment and support, communication equipment, 
computer support and supply essentials which shall be considered GFE. At the end of 
this project, the Contractor shall return the GFE to the Government and will be required to 
return the GFE to its original state prior to delivery to the Government. 

7.5 Government Program and Contract Management 

7.5.1 Government Program Management 

7.5.1.1 The Government Program Manager will provide the Contractor access to all technical 
data required to perform approved tasking. Only the Government Program Manager 
has authority to review and approve contract deliverables. 

7.5.2 Government Contract Management 

7.5.2.1 Responsibility for contracting activities rests solely with the Government Contracting 
Officer. No conversation, recommendations, or direction, whether given directly by, or 
implied by Government personnel, that will affect the scope, schedule, or price of the 
program covered by this PWS, shall be acted upon by the Contractor unless 
specifically approved by the Government Contracting Officer. 

7.6 Safety Requirements 

7.6.1 General Safety Requirements 

7.6.1.1 The Contractor shall comply with all safety provisions, e.g., technical specifications, 
technical publications, Federal Occupational Safety and Health Standards (Title 29 
CFR. Part 1910). If there is no applicable Occupational Safety and Health 
Administration (OSHA) standard, use other applicable nationally recognized sources of 
safety, health, and fire prevention standards referenced in the work requirements of 
this contract. 

7.6.1.2 The Contractor shall protect Government property to prevent damage during the 
period of time the property is in the possession of the Contractor. The Contractor shall 
report promptly to the Administrative Contracting Officer (ACO) all available facts 
relating to each instance of damage to Government property. 

7.6.1.3 When a major mishap ($10,000 or more) involving Government property occurs, the 
Contractor shall immediately secure the accident scene and the damaged item until 



USAF F-16 DAS-11R Qualification 

9 

released by the accident investigative authority as designated by the AFLCMC/WAM 
Safety Office. Such release shall be accomplished by the ACO. 

7.6.1.4 If the Government elects to conduct an investigation of the accident, the Contractor 
shall cooperate fully and assist Government personnel until the investigation is 
completed. 

7.6.1.5 The Contractor shall include a clause in each of its subcontracts requiring 
subcontractor cooperation and assistance in accident reporting and investigation. 

8 TRAVEL REQUIREMENTS 

The Contractor may be required to travel to support the objectives of this PWS. The 
Contractor shall obtain approval from the Government Program Manager in advance 
before traveling. Airfare for travel and per diem shall be billed IAW Joint Travel 
Regulations (JTR). The Contractor is responsible for making all necessary travel 
arrangements. 

9 SERVICES SUMMARY (SS) 

9.1 Services Summary 

SS 
No. 

Performance Objective PWS 
Para 

Performance 
Threshold 

Remedies and Incentives 

1 Track current and forecast 
Development, Validation and 
Verification, and Cybersecurity 
program costs, provide monthly 
reports detailing status of ongoing 
efforts. 

3.2.2 100% of the time Remedy: If the Contractor fails 
to meet threshold: a written 
warning will be given and if 
continued non-compliance, a 
formal letter of complaint may 
be filed in the contract folder 
and sent to the Contractor. 
Incentive: Exceptional 
performance may result in a 
letter of appreciation, possible 
commendation and/or an 
elevated appraisal rating. 

2 Accomplish technical activities in 
accordance with the avionics 
program schedules. 

1.4 
2.2 
3.1 

No more than (1) 
findings per 
month of 
inaccurate or not 
up-to-date 
information. 

Remedy: If the Contractor fails 
to meet threshold a written 
warning, after each inaccuracy, 
will be given and if continued 
non-compliance, a formal letter 
of complaint may be filed in the 
contract folder and sent to the 
Contractor. 
Incentive: Exceptional 
performance may result in a 
letter of appreciation, possible 
commendation and/or an 
elevated appraisal rating. 
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3 Provide data required to support 
all engineering milestones. 

3.1 100% timely 
submissions 

Remedy: If the Contractor fails 
to meet threshold a written 
warning, after each inaccuracy, 
will be given and if continued 
non-compliance, a formal letter 
of complaint may be filed in the 
contract folder and sent to the 
Contractor. 
Incentive: Exceptional 
performance may result in a 
letter of appreciation, possible 
commendation and/or an 
elevated appraisal rating. 

4 Contractor will develop and follow 
program schedule and/or program 
plan. Contractor will notify 
Government PM of any 
discrepancies to baseline 
documents and develop 
contingency plans in coordination 
with the USAF PM when required. 

3.2.1 100% of the time Remedy: If the Contractor fails 
to meet threshold a written 
warning, after each inaccuracy, 
will be given and if continued 
non-compliance, a formal letter 
of complaint may be filed in the 
contract folder and sent to the 
Contractor. 
Incentive: Exceptional 
performance may result in a 
letter of appreciation, possible 
commendation and/or an 
elevated appraisal rating. 

10 QUALITY ASSURANCE PERSONNEL (QAP) 

The Contractor will be notified by letter prior to contract award of the Primary and 
Alternate QAPs assigned to this task order. 

11 GOVERNMENT POCs 

In accordance with existing contract.   

12 ATTACHED FILES 

 

DAS-11R 

Independent Valida   
EZA Template with 

Hygiene Resiliency a     
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ATTACHMENT 1 – CONTRACT DATA REQUIREMENTS LISTS 
(CDRLs) and MILESTONE SCHEDULE 

 

Table 1 – CDRL Deliverables 
Delivery 
Date 

CDRL Description PWS Section D-ID # CDRL 
Number 

USAF Approval 

In accordance with current contract CDRLs 

Per Program 
Schedule 

Technical Report 3.1.1 DI-MSC-80508B/T A005 Information 
Only 

Per Program 
Schedule 

Technical Report 3.1.2 DI-MSC-80508B/T A005 Information 
Only 

Per Program 
Schedule 

Technical Report 3.1.3 DI-MSC-80508B/T A005 Information 
Only 

As revised Program Management 
Plan 

3.2.1 DI-MGMT-81797/T A004 Approval 

NLT 14 days 
after last 
day of 
reporting 
period 

Monthly Progress/Status 
Report 

3.2.2/3.2.3 DI-MGMT-80227/T A003 Information 
Only 

 

 
BLOCKS 9: DISTRIBUTION STATEMENT “D” Distribution authorized to Department of Defense (DoD) and DoD Contractors for administrative or operational use 
determined 23 July 1991. Other requests for a copy of this document shall be referred to the BLK 6 Requiring Office on the DD Form 1423 that governs this 
submittal. 
WARNING: This document contains technical data whose export is restricted by the Arms Export Control Act (Title 22, U.S.C., Sec 2751 et seq.) or Executive 
Order 12470. Violations of these export laws are subject to severe criminal penalties. 
The above Distribution Statement and Warning Notice shall be displayed or affixed to the data in a conspicuous position. 
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ATTACHMENT 2 – ADDITIONAL TYPE I & V CSFDR UNCLAS 
PARAMETERS LIST 

 
See attached MS Excel File dated 07 April 2021 



DAS‐11R Independent Validation & Verification 

Background/Purpose 

The System as a whole is called the Data Acquisition System (DAS). The DAS system consists of two LRUs, 

one is the Data Acquisition Unit (DAU) and the other is the Enhanced Crash Survivable Memory Unit 

(ECSMU).  The DAU receives data via 1553 multiplex bus, and discrete and analog inputs.  The discrete 

and analog data is converted to digital data for storage on the ECSMU.  The ECSMU receives the data via 

a high‐speed data bus and stores the data in crash protected memory. 

An Ethernet interface is used to download information from the DAS or upload new software/firmware 

to the DAS. 

Note: The Audio I/O is not enabled or planned for the F‐16 platform. The 1553 I/O CCA contain 4 1553 

channels and theses channels are inactive in the F‐16 DAS‐11R configuration. 

Test Plan 

Note:  Statement in the HAMAAR all non‐volatile memory devices are writeable and accessible during a 

run‐time environment through either: 1) JTAG interfaces, and/or 2) Ethernet interfaces using the OGP 

interface with one exception.  That exception is the FPGA inside the CPM.  Some JTAG interfaces are 

only accessible if the LRUs are open (IOP CCA, EIOP CCA).  DAS does not have the capability to lock 

down memory. 

DAU 

There are six (6) subassemblies in the DAU: 1) Power Supply Circuit Card Assembly (CCA), 2) Analog 

Processing Unit (APU) CCA, 3) Input / Output Processor (IOP) CCA, 4) 1553 Assembly, 5) Backplane 

Assembly, and 6) EMI/Filter Assembly. 

The Power Supply CCA and EMI/Filter Assembly contain no memory devices. 

APU CCA – The APU is composed to two electronic subassemblies: APU Base CCA and APU Mezzanine 

CCA.  The APU Base CCA provides digital processing and passes analog signals to the APU Mezzanine 

Card where analog signals are converted to digital data.  The APU Base CCA contains the following 

memory devices: 

 Flash – FPGA storage – 32MB – Non‐volatile, Verification method: Hashdeep 

o Test: Set “Stay In Loader” input discrete and load APU OFP (Cabinet file) with a 

corrupted checksum.  Verification of corrupted checksum by the Cabinet Transfer 

Program (CTP) (It will request a new Cabinet file) (OFP). Load a valid APU OFP (Cabinet 

File) with a good known checksum, after loading it, verify the CTP (in RAM) transfers 

control to Cabinet Installer Program (CIP) and loads the OFP (Cabinet File) in memory 

(Flash). 

o Test: Read all data going to the APU CCA and verify no 1553 MUX data is written to non‐

volatile memory. (Shouldn’t be any 1553 MUX data going to the APU CCA) 

o Question: What happens when data is written to Flash during run‐time? 

 



 

‐ Complex Programmable Logic Device (CPLD) – Non‐volatile, Verification method: Checksum 

o Test: Assumption since the CPLD is only accessible through a JTAG interface this is 

loaded at the factory. Verification of checksum. 

o Question: What happens if data is written during run‐time? 

‐ FPGA ‐  Volatile, Verification method: Hashdeep 

o Test: Verification of memory space did not hold the memory material when a memory 

dump was induced. 

IOP CCA – Is the main processor in the DAU, local RAM and local program memory. Provides a single 

1553 interface that allows the DAU to monitor one 1553 bus.  Provides data upload/download via 

Ethernet.  Has a JTAG interface on the board. 

 SDRAM (8MB) – Processor RAM – Volatile 

o Test: Verify the CIP is deleted from RAM when loading an OFP (Cabinet File) is complete. 

For both the APU CCA and IOP CCA. 

 FLASH (4 MB) – Non‐volatile, Verification method: Hashdeep & Checksum ‐ Processor Memory 

and FPGA storage. 

o Test: Set “Stay In Loader” input discrete and load IOP OFP (Cabinet file) with a corrupted 

checksum.  Verification of corrupted checksum by the Cabinet Transfer Program (CTP) ( 

It will request a new Cabinet file) (OFP). Load a valid IOP OFP (Cabinet File) with a good 

known checksum, after loading it, verify the CTP (in RAM) transfers control to Cabinet 

Installer Program (CIP) and loads the OFP (Cabinet File) in memory (Flash). 

o Test: Probe Flash memory to verify non‐volatile memory is not written to during run‐

time.  What happens if this data changes during run‐time? 

 DPR (Dual Port RAM) – 1553 Monitoring 

o Test: Verification of memory space did not hold the memory material when a memory 

dump was induced. (ex. Power cycle) 

 FPGA – cPCI access to ATA bulk memory and 1553. Question – Is the FPGA programmable 

outside of the factory? 

o Test: Verification of memory space did not hold the memory material when a memory 

dump was induced. (ex. Power cycle) 

 ATA Memory (8GB) – Data memory storage. 

o Test: Verification of data for all Types (Type 1, 2, 3, 4, and 5) of data passed to the DAU 

bulk memory.  Trace all undefined codes (1553 MUX data). 

 Complex Programmable Logic Device (CPLD) – Non‐volatile, Verification Method: Checksum 

o Test: Assumption since the CPLD is only accessible through a JTAG interface this is 

loaded at the factory. Verification of checksum. Verification – CPLD is only writable via 

JTAG. 

1553 I/O CCA – Test:  Verify the four 1553 MUX channels are not active. 

 

 

 



 

ECSMU 

There are five (5) subassemblies in the ECSMU: (a) Power Supply Assembly, (b) Enhanced Input/Output 

(EIO) Expansion CCA, (c) the Crash Protected Memory (CPM), (d) Enhanced Input/Output Processor 

(EIOP) CCA, and (e) Flex Cable Assembly. 

The Power Supply Assembly and Flex Cable Assembly contain no memory devices.  The Enhanced 

Input/Output (EIO) Expansion CCA is not used in this ECSMU model. 

CPM – Contains thermally protected Flash memories.  Data flows from the DAU (IOP) to the ECSMU (via 

RS‐422) Main processor and then to the CPM (via serial bus). 

 Flash (4GB) – Flight Data Storage – Non‐volatile 

o Test: Verification of Type 1 data (Mishap data) passed to the CPM via the EIOP CCA. 

Trace any undefined codes (1553 MUX data). 

 FPGA – Non‐volatile? Verification Method: Checksum. Question: Is the FPGA programmable 

outside of the factory? 

EIOP CCA – Is the main processor in the ECSMU.  Provides an ATA interface to a bulk memory device. 

 SDRAM – Processor RAM ‐ Volatile 

o Test: Verify the CIP is deleted from RAM when loading an OFP (Cabinet File) is complete, 

for the EIOP CCA. 

 Flash (4MB) – Processor Memory and FPGA storage – Non‐volatile – Verification Method: 

Hashdeep, Checksum 

o Test: Set “Stay In Loader” input discrete and load EIOP OFP (Cabinet file) with a 

corrupted checksum.  Verification of corrupted checksum by the Cabinet Transfer 

Program (CTP) (It will request a new Cabinet file) (OFP). Load a valid EIOP OFP (Cabinet 

File) with a good known checksum, after loading it, verify the CTP (in RAM) transfers 

control to Cabinet Installer Program (CIP) and loads the OFP (Cabinet File) in memory 

(Flash). 

o Test: Probe Flash memory to verify non‐volatile memory is not written to during run‐

time.  What happens if this data changes during run‐time? 

 FPGA – Volatile ‐ Verification Method: Hashdeep. Question: Is the FPGA programmable outside 

of the factory? 

o Test: Test: Verification of memory space did not hold the memory material when a 

memory dump was induced. (ex. Power cycle) 

 ATA Memory – Data Memory storage – Non‐volatile 

o Test: Verification of Type 1 data passed to the ECSMU from the DAU (Reading the 

incoming data).  Trace all undefined codes (1553 MUX data). 

 CPLD – Non‐volatile, Verification Method: Checksum 

o Test: Assumption since the CPLD is only accessible through a JTAG interface this is 

loaded at the factory. Verification of checksu 

  
 



EZA Template with 
Hygiene Resiliency a

 



ID

CON ROL NAME 
Control Enhancement 

Name CON ROL Weapon system defined va ues

Ai
r V

eh
ic

le

Re
s

lie
nc

y 
Co

nt
ro

ls

H
yg

en
e 

Co
nt

ro
ls

CS
A

F-
16

Co
m

pl
ia

nt

ailoring Ra iona e / Comments Reference docs
AC-1 Access Control Policy and 

Procedures  
The o gan zat on
a. Develops, documents, and d ssem nates to [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]
1. An access cont ol pol cy that add esses pu pose, scope, oles, espons b l t es, 
management comm tment, coo d nat on among o gan zat onal ent t es, and 
compl ance  and
2. P ocedu es to fac l tate the mplementat on of the access cont ol pol cy and 
assoc ated access cont ols  and
b. Rev ews and updates the cu ent
1. Access cont ol pol cy [Ass gnment  o gan zat on-def ned f equency]  and
2. Access cont ol p ocedu es [Ass gnment  o gan zat on-def ned f equency].

a. … all pe sonnel
b.1. … at least annually
b.2. … at least annually   
Document n Secu ty Plan.

X X X

AC-2 Account Management The o gan zat on
a. Ident f es and selects the fo low ng types of nfo mat on system accounts to suppo t 
o gan zat onal m ss ons/bus ness funct ons  [Ass gnment  o gan zat on-def ned 
nfo mat on system account types]
b. Ass gns account manage s fo  nfo mat on system accounts
c. Establ shes cond t ons fo  g oup and ole membe sh p
d. Spec f es autho zed use s of the nfo mat on system, g oup and ole membe sh p, 
and access autho zat ons ( e., p v leges) and othe  att butes (as equ ed) fo  each 
account
e. Requ es app ovals by [Ass gnment  o gan zat on-def ned pe sonnel o  oles] fo  
equests to c eate nfo mat on system accounts

f. C eates, enables, mod f es, d sables, and emoves nfo mat on system accounts n 
acco dance w th [Ass gnment  o gan zat on-def ned p ocedu es o  cond t ons]
g. Mon to s the use of nfo mat on system accounts
h. Not f es account manage s
1. When accounts a e no longe  equ ed
2. When use s a e te m nated o  t ansfe ed  and
3. When nd v dual nfo mat on system usage o  need-to-know changes
. Autho zes access to the nfo mat on system based on
1. A val d access autho zat on
2. Intended system usage  and
3. Othe  att butes as equ ed by the o gan zat on o  assoc ated m ss ons/bus ness 
funct ons
j. Rev ews accounts fo  compl ance w th account management equ ements 
[Ass gnment  o gan zat on-def ned f equency]  and

           

a/e/f. ... not app op ate to def ne at the AC level  the ISSM/ISSO s 
espons ble fo  dete m n ng the value(s) n collabo at on w th the 

app op ate off ce of p ma y espons b l ty and document the value(s) 
w th n the body-of-ev dence
. ... at least annually f not othe w se def ned n fo mal o gan zat onal pol cy

X X

AC-2(7) account management | role-based 
schemes

The o gan zat on
(a) Establ shes and adm n ste s p v leged use  accounts n acco dance w th a ole-
based access scheme that o gan zes allowed nfo mat on system access and p v leges 
nto oles (b) Mon to s p v leged ole ass gnments  and
(c) Takes [Ass gnment  o gan zat on-def ned act ons] when p v leged ole ass gnments 
a e no longe  app op ate.

c. … est cts p v leged use  access to account management o  othe  
adm n st at ve funct ons and d sables o  evokes p v leged use  accounts 
when p v leged use  ass gnments a e no longe  app op ate

X X

AC-2(9) account management | restrictions 
on use of shared g oups / 
accounts

The o gan zat on only pe m ts the use of sha ed/g oup accounts that meet 
[Ass gnment  o gan zat on-def ned cond t ons fo  establ sh ng sha ed/g oup 
accounts].

.. fo  use  funct ons that cannot be p v leged o  supe  use  accounts X X

AC-2(12) account management | account 
moni or ng / atypical usage

The o gan zat on
(a) Mon to s nfo mat on system accounts fo  [Ass gnment  o gan zat on-def ned 
atyp cal use]  and
(b) Repo ts atyp cal usage of nfo mat on system accounts to [Ass gnment  

   

X X

AC-3 Access Enforcement The nfo mat on system enfo ces app oved autho zat ons fo  log cal access to 
nfo mat on and system esou ces n acco dance w th appl cable access cont ol 
pol c es.

Deta ls documented n Secu ty Plan X X X X

AC-3(7) access enforcement | role-based 
access control

The nfo mat on system enfo ces a ole-based access cont ol pol cy ove  def ned 
subjects and objects and cont ols access based upon [Ass gnment  o gan zat on-
def ned oles and use s autho zed to assume such oles].

… P lots, Ma nta ne s, Techn c ans, Fac l ty Ma ntenance X X

AC-3(9) access enforcement | contro led 
release

The nfo mat on system does not elease nfo mat on outs de of the establ shed 
system bounda y unless
(a) The ece v ng [Ass gnment  o gan zat on-def ned nfo mat on system o  system 
component] p ov des [Ass gnment  o gan zat on-def ned secu ty safegua ds]  and
(b) [Ass gnment  o gan zat on-def ned secu ty safegua ds] a e used to val date the 
app op ateness of the nfo mat on des gnated fo  elease.

X X

AC-4 Informat on Flow Enforcement The nfo mat on system enfo ces app oved autho zat ons fo  cont oll ng the flow of 
nfo mat on w th n the system and between nte connected systems based on 
[Ass gnment  o gan zat on-def ned nfo mat on flow cont ol pol c es].

… data bus des gn and p otocols v a softwa e/ha dwa e n the data bus 
cont o le s.  The data bus cont olle s a e typ ca ly pa t of the a c aft 
av on cs system and sto es a e emote te m nals not bus cont olle s.

X X X

AC-4(4) information flow enforcement  | 
content check encrypted 
information

The nfo mat on system p events enc ypted nfo mat on f om bypass ng content-
check ng mechan sms by [Select on (one o  mo e)  dec ypt ng the nfo mat on  
block ng the flow of the enc ypted nfo mat on  te m nat ng commun cat ons sess ons 
attempt ng to pass enc ypted nfo mat on  [Ass gnment  o gan zat on-def ned 

  

X X

AC-4(7) information flow enforcement | one-
way low mechanisms

The nfo mat on system enfo ces [Ass gnment  o gan zat on-def ned one-way flows] 
us ng ha dwa e mechan sms.

… one-way flow fo  Ope at onal Fl ght P og am (OFP) load ng and log f le 
ext act on

X X

AC-4(8) information flow enforcement | 
secu ity policy i te s

The nfo mat on system enfo ces nfo mat on flow cont ol us ng [Ass gnment  
o gan zat on-def ned secu ty pol cy f te s] as a bas s fo  flow cont ol dec s ons fo  
[Ass gnment  o gan zat on-def ned nfo mat on flows].

X X

AC-5 Separation of Duties The o gan zat on
a. Sepa ates [Ass gnment  o gan zat on-def ned dut es of nd v duals]
b. Documents sepa at on of dut es of nd v duals  and 
c. Def nes nfo mat on system access autho zat ons to suppo t sepa at on of dut es.

a. … by ole   Use s, Ma nta ne s, Develope s, and P v leged Adm n. X X X

AC-6 Least Priv lege The o gan zat on employs the p nc ple of least p v lege, allow ng only autho zed 
accesses fo  use s (o  p ocesses act ng on beha f of use s) wh ch a e necessa y to 
accompl sh ass gned tasks n acco dance w th o gan zat onal m ss ons and bus ness 
funct ons.

Use s a e g anted the lowest level of p v lege needed to accompl sh 
ass gned tasks.  The o gan zat on l m ts po ts, p otocols, appl cat ons, and 
se v ces to the least equ ed by Role.

X X X X X

AC-6(1) least privilege | autho ize access 
to security funct ons

The o gan zat on expl c tly autho zes access to [Ass gnment  o gan zat on-def ned 
secu ty funct ons (deployed n ha dwa e, softwa e, and f mwa e) and secu ty-
elevant nfo mat on].

… p v leged funct ons (e.g., System Adm n st ato , Secu ty Adm n st ato , 
and Database Adm n st ato ).  Use  level ole cannot access p v leged 
funct ons.

X X X

NOTE:  Once the compliance/non-compliance columns are populated: classify, store, mark and handle this document IAW the program security classification guide.



AC-6(3) least privilege | network access to 
privileged commands

The o gan zat on autho zes netwo k access to [Ass gnment  o gan zat on-def ned 
p v leged commands] only fo  [Ass gnment  o gan zat on-def ned compell ng 
ope at onal needs] and documents the at onale fo  such access n the secu ty plan 
fo  the nfo mat on system.

… systems w th an ATC g anted by the own ng AO and netwo k AO
… compell ng ope at onal needs and documents the at onale fo  such 
access n the Secu ty Plan fo  the nfo mat on system

X X X X

AC-6(5) least privilege | privileged 
accounts

The o gan zat on est cts p v leged accounts on the nfo mat on system to 
[Ass gnment  o gan zat on-def ned pe sonnel o  oles].

… account management o  othe  adm n st at ve funct ons.  Use  accounts 
cannot be supe  use  accounts.

X X X X

AC-6(6) least privilege | privileged access 
by non-organ zational users

The o gan zat on p oh b ts p v leged access to the nfo mat on system by non-
o gan zat onal use s.

… except to pe fo m autho zed d agnost cs and ma ntenance X X X

AC-6(7) least privilege | review of user 
privileges

The o gan zat on  
(a) Rev ews [Ass gnment  o gan zat on-def ned f equency] the p v leges ass gned to 
[Ass gnment  o gan zat on-def ned oles o  classes of use s] to val date the need fo  
such p v leges  and
(b) Reass gns o  emoves p v leges, f necessa y, to co ectly eflect o gan zat onal 
m ss on/bus ness needs.

(a) … annually 
… use s

X X X

AC-6(8) least privilege | privilege leve s for 
code execution

The nfo mat on system p events [Ass gnment  o gan zat on-def ned softwa e] f om 
execut ng at h ghe  p v lege levels than use s execut ng the softwa e.

X X

AC-6(9) least privilege | audit ng use of 
privileged unctions

The nfo mat on system aud ts the execut on of p v leged funct ons. … aud ts nclude as a m n mum
- c eat on of a new cha n of t ust
- delet on of aud t logs
- access to emovable med a
- Command l ne access
- account/g oup c eat on/add t ons/delet ons

X X

AC-6(10) least privilege | prohibit non-
privileged users from executing 
privileged unctions

The nfo mat on system p events non-p v leged use s f om execut ng p v leged 
funct ons to nclude d sabl ng, c cumvent ng, o  alte ng mplemented secu ty 
safegua ds/counte measu es.

X X X X

AC-7 Unsuccessful Logon Attempts The nfo mat on system
a. Enfo ces a l m t of [Ass gnment  o gan zat on-def ned numbe ] consecut ve nval d 
logon attempts by a use  du ng a [Ass gnment  o gan zat on-def ned t me pe od]  
and
b. Automat cally [Select on  locks the account/node fo  an [Ass gnment  o gan zat on-
def ned t me pe od]  locks the account/node unt l eleased by an adm n st ato  
delays next logon p ompt acco d ng to [Ass gnment  o gan zat on-def ned delay 
algo thm]] when the max mum numbe  of unsuccessful attempts s exceeded.
Supplemental Gu dance   Th s cont ol appl es ega dless of whethe  the logon occu s 
v a a local o  netwo k connect on. Due to the potent al fo  den al of se v ce, automat c 
lockouts n t ated by nfo mat on systems a e usua ly tempo a y and automat ca ly 
elease afte  a p edete m ned t me pe od establ shed by o gan zat ons. If a delay 

algo thm s selected, o gan zat ons may choose to employ d ffe ent algo thms fo  
d ffe ent nfo mat on system components based on the capab l t es of those 

           

a. … th ee (3) … 15 m nutes t me pe od
b. … locks the account/node unt l eleased by an adm n st ato
Document mplementat on n System Secu ty Plan.

X X

AC-8 System Use Noti ication The nfo mat on system
a. D splays to use s [Ass gnment  o gan zat on-def ned system use not f cat on 
message o  banne ] befo e g ant ng access to the system that p ov des p vacy and 
secu ty not ces cons stent w th appl cable fede al laws, Execut ve O de s, d ect ves, 
pol c es, egulat ons, standa ds, and gu dance and states that
1. Use s a e access ng a U.S. Gove nment nfo mat on system
2. Info mat on system usage may be mon to ed, eco ded, and subject to aud t
3. Unautho zed use of the nfo mat on system s p oh b ted and subject to c m nal 
and c v l penalt es  and
4. Use of the nfo mat on system nd cates consent to mon to ng and eco d ng
b. Reta ns the not f cat on message o  banne  on the sc een unt l use s acknowledge 
the usage cond t ons and take expl c t act ons to log on to o  fu the  access the 
nfo mat on system  and
c. Fo  publ cly access ble systems
1. D splays system use nfo mat on [Ass gnment  o gan zat on-def ned cond t ons], 
befo e g ant ng fu the  access
2. D splays efe ences, f any, to mon to ng, eco d ng, o  aud t ng that a e cons stent 
w th p vacy accommodat ons fo  such systems that gene ally p oh b t those act v t es  

a. … Standa d USAF Use Not f cat on Message Banne  ve b age IAW Memo 
Pol cy on Use of DoD Info mat on Systems Standa d Consent Banne  and 
Use  Ag eement
c.1. … publ c accessab l ty s not pe m tted

X X X

AC-9 Previous Logon (Access) 
Not fication

The nfo mat on system not f es the use , upon successful logon (access) to the 
system, of the date and t me of the last logon (access). 

X X

AC-9(4) previous logon notification | 
addit onal ogon information

The nfo mat on system not f es the use , upon successful logon (access), of the 
follow ng add t onal nfo mat on  [Ass gnment  o gan zat on-def ned nfo mat on to be 
ncluded n add t on to the date and t me of the last logon (access)].

X X

AC-12 Session Terminat on The nfo mat on system automat ca ly te m nates a use  sess on afte  [Ass gnment  
o gan zat on-def ned cond t ons o  t gge  events equ ng sess on d sconnect]. 

X X

AC-14 Perm tted Actions wi hout 
Ident ficat on or Authenticat on

The o gan zat on
a. Ident f es [Ass gnment  o gan zat on-def ned use  act ons] that can be pe fo med 
on the nfo mat on system w thout dent f cat on o  authent cat on cons stent w th 
o gan zat onal m ss ons/bus ness funct ons  and
b. Documents and p ov des suppo t ng at onale n the secu ty plan fo  the 
nfo mat on system, use  act ons not equ ng dent f cat on o  authent cat on.

.. no use s act ons a e pe m tted fo  g ound stat ons and g ound suppo t 
equ pment.  Use s act ons w thout dent f cat on o  authent cat on a e 
pe m tted fo  sto es w th phys cal c ew ve f cat on.  Rat onale shall be 
p ov ded n the  Secu ty Plan and equ es AO app oval p o  to 
mplementat on.
What about a  veh cles?

X X

AC-17 Remote Access The o gan zat on
a. Establ shes and documents usage est ct ons, conf gu at on/connect on 
equ ements, and mplementat on gu dance fo  each type of emote access allowed  

and
b. Autho zes emote access to the nfo mat on system p o  to allow ng such 
connect ons.

… emote access s not autho zed.  Refe ence       AC-17(9) X X X

AC-17(3) remote access | managed access 
control points

The nfo mat on system outes all emote accesses th ough [Ass gnment  o gan zat on-
def ned numbe ] managed netwo k access cont ol po nts.

X X

AC-18 Wireless Access The o gan zat on
a. Establ shes usage est ct ons, conf gu at on/connect on equ ements, and 
mplementat on gu dance fo  w eless access  and
b. Autho zes w eless access to the nfo mat on system p o  to allow ng such 
connect ons.

No w eless usage unless spec f cally autho zed by the AO. W eless 
mplementat ons must adhe e to CNSSP 17.  W eless capab l ty must be 
d sabled unless app oved n w t ng by the AO.  W eless technolog es 
nclude, fo  example, 802.11x m c owave, packet ad o (UHF/VHF), and 
Bluetooth. W eless netwo ks use authent cat on p otocols (e.g , EAP/TLS, 
PEAP), wh ch p ov de c edent al p otect on and mutual authent cat on. 
Related cont ols  AC-2, AC-3, AC-17, AC-19, CA-3, CA-7, CM-8, IA-2, IA-3, IA-
8, PL-4, SI-4.

X X

AC-18(1) wireless access | authentication 
and encryption

The nfo mat on system p otects w eless access to the system us ng authent cat on of 
[Select on (one o  mo e)  use s  dev ces] and enc ypt on.

… use s and dev ces.  Use of w eless capab l ty only as app oved by AO.   
W eless mplementat ons must meet app op ate conf gu at on STIG, 
evaluat on NIAP, and p otect on equ ements nclud ng enc ypt on and 
authent cat on.

X X X

AC-18(3) wireless access | d sable w reless 
networking

The o gan zat on d sables, when not ntended fo  use, w eless netwo k ng capab l t es 
nte nally embedded w th n nfo mat on system components p o  to ssuance and 
deployment.

W eless access d sabled unless spec f ca ly autho zed by the AO. X X X

AC-18(4) wireless access | rest ict 
configurations by users

The o gan zat on dent f es and expl c tly autho zes use s allowed to ndependently 
conf gu e w eless netwo k ng capab l t es.

W eless se v ce d sabled unless spec f ca ly autho zed by the AO.  Use s a e 
not pe m tted  to conf gu e w eless netwo k ng capab l t es.

X X



AC-18(5) wireless access |  antennas / 
transmission power leve s

The o gan zat on selects ad o antennas and cal b ates t ansm ss on powe  levels to 
educe the p obab l ty that usable s gnals can be ece ved outs de of o gan zat on-

cont olled bounda es.

W eless se v ce d sabled unless spec f ca ly autho zed by the AO. X X X

AC-19 Access Control for Mobile 
Devices

The o gan zat on
a. Establ shes usage est ct ons, conf gu at on equ ements, connect on 
equ ements, and mplementat on gu dance fo  o gan zat on-cont o led mob le 

dev ces  and
b. Autho zes the connect on of mob le dev ces to o gan zat onal nfo mat on systems.

A l mob le dev ces must be spec f cally autho zed by the AO.  G ound 
suppo t Equ pment (GSE) can connect to the a c aft.  Othe  nfo mat on 
exchanges a e v a autho zed emovable med a.  Pe sonally owned dev ces 
a e not pe m tted to be connected to o  ope ated w th the GSE.  Pe sonally 
used med a, thumbd ves, CDs and DVDs a e not pe m tted fo  use w th 
GSE.  Gove nment- ssued dev ces that conta n sens t ve nfo mat on 
(class f ed o  unclass f ed) must be enc ypted w th a Nat onal Secu ty 
Agency (NSA) o  DoD-app oved enc ypt on standa d.  Pu chase of 
gove nment dev ces sha l confo m to the same pol c es and p ocedu es of 
sect on SA.
M ss on-c t cal cont acto  dev ces used n suppo t of gove nment cont acts 
a e subject to the same est ct ons as gove nment- ssued dev ces. 

X X

AC-19(4) access control or mobile devices | 
rest ictions for c assified 
information

The o gan zat on
(a) P oh b ts the use of unclass f ed mob le dev ces n fac l t es conta n ng nfo mat on 
systems p ocess ng, sto ng, o  t ansm tt ng class f ed nfo mat on unless spec f cally 
pe m tted by the autho z ng off c al  and
(b) Enfo ces the fo low ng est ct ons on nd v duals pe m tted by the autho z ng 
off c al to use unclass f ed mob le dev ces n fac l t es conta n ng nfo mat on systems 
p ocess ng, sto ng, o  t ansm tt ng class f ed nfo mat on
(1) Connect on of unclass f ed mob le dev ces to class f ed nfo mat on systems s 
p oh b ted
(2) Connect on of unclass f ed mob le dev ces to unclass f ed nfo mat on systems 
equ es app oval f om the autho z ng off c al

(3) Use of nte nal o  exte nal modems o  w eless nte faces w th n the unclass f ed 
mob le dev ces s p oh b ted  and
(4) Unclass f ed mob le dev ces and the nfo mat on sto ed on those dev ces a e 
subject to andom ev ews and nspect ons by [Ass gnment  o gan zat on-def ned 
secu ty off c als], and f class f ed nfo mat on s found, the nc dent handl ng pol cy s 
followed.
(c) Rest cts the connect on of class f ed mob le dev ces to class f ed nfo mat on 
systems n acco dance w th [Ass gnment  o gan zat on-def ned secu ty pol c es].

b.4. … ISSM and SCAR/SCA
c. …  the System Secu ty Plan

X X

AC-20 Use of Exte nal Information 
Systems

The o gan zat on establ shes te ms and cond t ons, cons stent w th any t ust 
elat onsh ps establ shed w th othe  o gan zat ons own ng, ope at ng, and/o  

ma nta n ng exte nal nfo mat on systems, a low ng autho zed nd v duals to
a. Access the nfo mat on system f om exte nal nfo mat on systems  and
b. P ocess, sto e, o  t ansm t o gan zat on-cont olled nfo mat on us ng exte nal 
nfo mat on systems.

No connect on to exte nal netwo ks unless an ATC s ssued by the own ng 
AO and netwo k AO.

Document n System Secu ty Plan.

X X X

AC-20(1) use of external information 
systems | lim ts on authorized use

The o gan zat on pe m ts autho zed nd v duals to use an exte nal nfo mat on system 
to access the nfo mat on system o  to p ocess, sto e, o  t ansm t o gan zat on-
cont olled nfo mat on only when the o gan zat on
(a) Ve f es the mplementat on of equ ed secu ty cont ols on the exte nal system as 
spec f ed n the o gan zat on s nfo mat on secu ty pol cy and secu ty plan  o
(b) Reta ns app oved nfo mat on system connect on o  p ocess ng ag eements w th 
the o gan zat onal ent ty host ng the exte nal nfo mat on system.

No connect on to exte nal netwo ks unless an ATC s ssued by the own ng 
AO and netwo k AO.

Document n System Secu ty Plan.

X X X

AC-20(2) use of external information 
systems | portable storage devices

The o gan zat on [Select on  est cts  p oh b ts] the use of o gan zat on-cont olled 
po table sto age dev ces by autho zed nd v duals on exte nal nfo mat on systems.

… p oh b ts.  No connect on to exte nal netwo ks unless an ATC s ssued by 
the own ng AO and netwo k AO.  Document n System Secu ty Plan.

X X X

AC-20(3) use of external information 
systems | non-o ganizationa ly 
owned systems / components / 
devices

The o gan zat on [Select on  est cts  p oh b ts] the use of non-o gan zat onally 
owned nfo mat on systems, system components, o  dev ces to p ocess, sto e, o  
t ansm t o gan zat onal nfo mat on.

… p oh b ts X X X

AC-20(4) use of external information 
systems | network accessible 

 

The o gan zat on p oh b ts the use of [Ass gnment  o gan zat on-def ned netwo k 
access ble sto age dev ces] n exte nal nfo mat on systems.

X X

AC-21 Informat on Sharing The o gan zat on
a. Fac l tates nfo mat on sha ng by enabl ng autho zed use s to dete m ne whethe  
access autho zat ons ass gned to the sha ng pa tne  match the access est ct ons on 
the nfo mat on fo  [Ass gnment  o gan zat on-def ned nfo mat on sha ng 
c cumstances whe e use  d sc et on s equ ed]  and
b. Employs [Ass gnment  o gan zat on-def ned automated mechan sms o  manual 
p ocesses] to ass st use s n mak ng nfo mat on sha ng/collabo at on dec s ons.

a. . . not app op ate to def ne at the AC level  the ISSM/ISSO s espons ble 
fo  dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence.
Note   Any class f ed nfo mat on s dent f ed and ma ked IAW the p og am 
SCG.  Class f ed nfo mat on d ssem nat on pol cy s desc bed n the SSP. 
Release of othe  nfo mat on must be clea ed th ough local eleaseab l ty 
p ocedu es (Fo e gn D sclosu e Off ce (FDO), Legal, Publ c Affa s).
b. ... manual p ocesses

X X

AC-22 Publicly Accessible Content The o gan zat on
a. Des gnates nd v duals autho zed to post nfo mat on onto a publ cly access ble 
nfo mat on system
b. T a ns autho zed nd v duals to ensu e that publ cly access ble nfo mat on does not 
conta n nonpubl c nfo mat on
c. Rev ews the p oposed content of nfo mat on p o  to post ng onto the publ cly 
access ble nfo mat on system to ensu e that nonpubl c nfo mat on s not ncluded  
and
d. Rev ews the content on the publ cly access ble nfo mat on system fo  nonpubl c 
nfo mat on [Ass gnment  o gan zat on-def ned f equency] and emoves such 
nfo mat on, f d scove ed.

d. … p o  to post ng and qua te ly the eafte   Note   Any unclass f ed 
nfo mat on cons de ed fo  elease to the publ c must go th ough the USAF 
Publ c Affa s Rev ew p ocess.  Class f ed must be handled IAW the 
appl cable Secu ty Class f cat on Gu de(s).

X X

AC-23 Data Mining Protec ion The o gan zat on employs [Ass gnment  o gan zat on-def ned data m n ng p event on 
and detect on techn ques] fo  [Ass gnment  o gan zat on-def ned data sto age 
objects] to adequately detect and p otect aga nst data m n ng.

X X

AT-1 Secur ty Awareness and 
Training Po icy and 
Procedures

The o gan zat on
a. Develops, documents, and d ssem nates to [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]
1. A secu ty awa eness and t a n ng pol cy that add esses pu pose, scope, oles, 
espons b l t es, management comm tment, coo d nat on among o gan zat onal 

ent t es, and compl ance  and
2.  P ocedu es to fac l tate the mplementat on of the secu ty awa eness and t a n ng 
pol cy and assoc ated secu ty awa eness and t a n ng cont ols  and
b. Rev ews and updates the cu ent
1. Secu ty awa eness and t a n ng pol cy [Ass gnment  o gan zat on-def ned 
f equency]  and
2.  Secu ty awa eness and t a n ng p ocedu es [Ass gnment  o gan zat on-def ned 
f equency].

a. . . a l pe sonnel
b.1. … at least annually
b.2.  ... at least annually.  Document n System Secu ty Plan.

X X X

AT-2 Secur ty Awareness Training The o gan zat on p ov des bas c secu ty awa eness t a n ng to nfo mat on system 
use s ( nclud ng manage s, sen o  execut ves, and cont acto s)
a. As pa t of n t al t a n ng fo  new use s
b. When equ ed by nfo mat on system changes  and
c. [Ass gnment  o gan zat on-def ned f equency] the eafte .

c. … at least annua ly o  to comply w th local pol c es.  Document n System 
Secu ty Plan.

X X X

AT-2(2) secu ity awareness | insider threat The o gan zat on ncludes secu ty awa eness t a n ng on ecogn z ng and epo t ng 
potent al nd cato s of ns de  th eat.

X X

AT-3 Role-Based Security Training The o gan zat on p ov des ole-based secu ty t a n ng to pe sonnel w th ass gned 
secu ty oles and espons b l t es
a. Befo e autho z ng access to the nfo mat on system o  pe fo m ng ass gned dut es
b. When equ ed by nfo mat on system changes  and
c. [Ass gnment  o gan zat on-def ned f equency] the eafte .

c. .. at least annually X X

AT-3(2) secu ity training | physical security 
controls

The o gan zat on p ov des [Ass gnment  o gan zat on-def ned pe sonnel o  oles] w th 
n t al and [Ass gnment  o gan zat on-def ned f equency] t a n ng n the employment 
and ope at on of phys cal secu ty cont ols.

… all pe sonnel … annual 
Note   T a n ng shall be e-accompl shed when ma o  changes a e made to 
phys cal secu ty systems.

X X

AT-3(4) secu ity training | suspic ous 
communicat ons and anoma ous 
system behavior

The o gan zat on p ov des t a n ng to ts pe sonnel on [Ass gnment  o gan zat on-
def ned nd cato s of mal c ous code] to ecogn ze susp c ous commun cat ons and 
anomalous behav o  n o gan zat onal nfo mat on systems.

Not app op ate to def ne at the a  veh cle level  the ISSM/ISSO s 
espons ble fo  dete m n ng the value(s) n collabo at on w th the 

app op ate off ce of p ma y espons b l ty and document the value(s) 
w th n the body-of-ev dence.

X X

AT-4 Secur ty Training Records The o gan zat on
a. Documents and mon to s nd v dual nfo mat on system secu ty t a n ng act v t es 
nclud ng bas c secu ty awa eness t a n ng and spec f c nfo mat on system secu ty 
t a n ng  and
b. Reta ns nd v dual t a n ng eco ds fo  [Ass gnment  o gan zat on-def ned t me 
pe od].

b. … a m n mum of f ve (5) yea s o  as dete m ned by the eco ds 
management d spos t on schedule

X X



AU-1 Audit and Accountabil ty 
Po icy and Procedures

The o gan zat on
a. Develops, documents, and d ssem nates to [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]
1. An aud t and accountab l ty pol cy that add esses pu pose, scope, oles, 
espons b l t es, management comm tment, coo d nat on among o gan zat onal 

ent t es, and compl ance  and
2. P ocedu es to fac l tate the mplementat on of the aud t and accountab l ty pol cy 
and assoc ated aud t and accountab l ty cont ols  and
b. Rev ews and updates the cu ent
1. Aud t and accountab l ty pol cy [Ass gnment  o gan zat on-def ned f equency]  and
2. Aud t and accountab l ty p ocedu es [Ass gnment  o gan zat on-def ned f equency].

a. . . a l pe sonnel
b.1. … at least annually
b.2. … at least annually

X X X

AU-2 Audit Events The o gan zat on
a. Dete m nes that the nfo mat on system s capable of aud t ng the follow ng events  
[Ass gnment  o gan zat on-def ned aud table events]
b. Coo d nates the secu ty aud t funct on w th othe  o gan zat onal ent t es equ ng 
aud t- elated nfo mat on to enhance mutual suppo t and to help gu de the select on 
of aud table events
c. P ov des a at onale fo  why the aud table events a e deemed to be adequate to 
suppo t afte -the-fact nvest gat ons of secu ty nc dents  and
d. Dete m nes that the fo low ng events a e to be aud ted w th n the nfo mat on 
system  [Ass gnment  o gan zat on-def ned aud ted events (the subset of the aud table 
events def ned n AU-2 a.) along w th the f equency of (o  s tuat on equ ng) aud t ng 
fo  each dent f ed event].

a./d. . . as system esou ces pe m t
1. Successful and unsuccessful attempts to access, mod fy, o  delete 
secu ty objects,
2. Successful and unsuccessful logon attempts,
3. P v leged act v t es o  othe  system level access,
4. Sta t ng and end ng t me fo  use  access to the system
5. Authent cat on events
  (a) Logons (Success/Fa lu e)
  (b) Logoffs (Success)
6. F le and Objects events
  (a) C eate (Success/Fa lu e)
  (b) Access (Success/Fa lu e)
  (c) Delete (Success/Fa lu e)
  (d) Mod fy (Success/Fa lu e)
  (e) Pe m ss on Mod f cat on (Success/Fa lu e)
  (f) Owne sh p Mod f cat on (Success/Fa lu e)
7. W tes/downloads to exte nal dev ces/med a (e g., A-D ve, CD/DVD 
dev ces/p nte s)
8. Uploads f om exte nal dev ces (e g., CD/DVD d ves) (Success/Fa lu e)
9. Use  and G oup Management events
  (a) Use  add, delete, mod fy, suspend, lock (Success/Fa lu e)
  (b) G oup/Role add, delete, mod fy Success/Fa lu e)
10. Use of P v leged/Spec al R ghts events
  (a) Secu ty o  aud t pol cy changes (Success/Fa lu e)
  (b) Conf gu at on changes (Success/Fa lu e)
11. Adm n o  oot-level access (Success/Fa lu e)
12. P v lege/Role escalat on (Success/Fa lu e)

      

X X X X

AU-3 Content of Audit Records The nfo mat on system gene ates aud t eco ds conta n ng nfo mat on that 
establ shes what type of event occu ed, when the event occu ed, whe e the event 
occu ed, the sou ce of the event, the outcome of the event, and the dent ty of any 

      

X X

AU-3(1) content of aud t reco ds | 
addit onal aud t n o mat on

The nfo mat on system gene ates aud t eco ds conta n ng the fo low ng add t onal 
nfo mat on  [Ass gnment  o gan zat on-def ned add t onal, mo e deta led 

X X

AU-4 Audit Storage Capac ty The o gan zat on allocates aud t eco d sto age capac ty n acco dance w th 
[Ass gnment  o gan zat on-def ned aud t eco d sto age equ ements].

X X

AU-4(1) audit s orage capac ty | transfer to 
a ternate storage

The nfo mat on system off-loads aud t eco ds [Ass gnment  o gan zat on-def ned 
f equency] onto a d ffe ent system o  med a than the system be ng aud ted.

X X

AU-5 Response to Audit Processing 
Failures

The nfo mat on system
a. Ale ts [Ass gnment  o gan zat on-def ned pe sonnel o  oles] n the event of an 
aud t p ocess ng fa lu e  and
b. Takes the follow ng add t onal act ons  [Ass gnment  o gan zat on-def ned act ons to 
be taken (e.g., shut down nfo mat on system, ove w te oldest aud t eco ds, stop 

  

X X

AU-5(1) response to aud t processing 
fa lures | audit s orage capac ty

The nfo mat on system p ov des a wa n ng to [Ass gnment  o gan zat on-def ned 
pe sonnel, oles, and/o  locat ons] w th n [Ass gnment  o gan zat on-def ned t me 
pe od] when allocated aud t eco d sto age volume eaches [Ass gnment  
o gan zat on-def ned pe centage] of epos to y max mum aud t eco d sto age 

X X

AU-6 Audit Review, Analysis, and 
Reporting

The o gan zat on
a. Rev ews and analyzes nfo mat on system aud t eco ds [Ass gnment  o gan zat on-
def ned f equency] fo  nd cat ons of [Ass gnment  o gan zat on-def ned napp op ate 
o  unusual act v ty]  and
b. Repo ts f nd ngs to [Ass gnment  o gan zat on-def ned pe sonnel o  oles].

a. … IAW usage patte ns, at least annually 
… napp op ate o  unusual act v ty
b. ... the ISSM o  othe  des gnated o gan zat onal off c al.

X X

AU-7 Audit Reduction and Repo t 
Generation

The nfo mat on system p ov des an aud t educt on and epo t gene at on capab l ty 
that
a. Suppo ts on-demand aud t ev ew, analys s, and epo t ng equ ements and afte -
the-fact nvest gat ons of secu ty nc dents  and
b. Does not alte  the o g nal content o  t me o de ng of aud t eco ds.

 X X

AU-8 Time Stamps The nfo mat on system
a. Uses nte nal system clocks to gene ate t me stamps fo  aud t eco ds  and
b. Reco ds t me stamps fo  aud t eco ds that can be mapped to Coo d nated 
Un ve sal T me (UTC) o  G eenw ch Mean T me (GMT) and meets [Ass gnment  
o gan zat on-def ned g anula ty of t me measu ement].

 X X

AU-9 Protection of Audit In orma ion The nfo mat on system p otects aud t nfo mat on and aud t tools f om unautho zed 
access, mod f cat on, and delet on.

X X

AU-9(2) protection of aud t n o mat on | 
audit backup on separate physical 

  

The nfo mat on system backs up aud t eco ds [Ass gnment  o gan zat on-def ned 
f equency] onto a phys ca ly d ffe ent system o  system component than the system 

   

X X

AU-9(3) protection of aud t n o mat on | 
cryptographic protection

The nfo mat on system mplements c yptog aph c mechan sms to p otect the 
nteg ty of aud t nfo mat on and aud t tools.

X X

AU-10 Non-repudiation The nfo mat on system p otects aga nst an nd v dual (o  p ocess act ng on beha f of 
an nd v dua ) falsely deny ng hav ng pe fo med [Ass gnment  o gan zat on-def ned 
act ons to be cove ed by non- epud at on].

X X

AU-11 Audit Record Retention The o gan zat on eta ns aud t eco ds fo  [Ass gnment  o gan zat on-def ned t me 
pe od cons stent w th eco ds etent on pol cy] to p ov de suppo t fo  afte -the-fact 
nvest gat ons of secu ty nc dents and to meet egulato y and o gan zat onal 

  

.. a m n mum of 5 yea s fo  Sens t ve Compa tmented Info mat on and 
Sou ces And Methods Intell gence nfo mat on and a m n mum of 1 yea  fo  
all othe  nfo mat on Unclass f ed th ough Collate al Top Sec et).  

        

X X

AU-12 Audit Generation The nfo mat on system
a. P ov des aud t eco d gene at on capab l ty fo  the aud table events def ned n AU-2 
a. at [Ass gnment  o gan zat on-def ned nfo mat on system components]
b. Allows [Ass gnment  o gan zat on-def ned pe sonnel o  oles] to select wh ch 
aud table events a e to be aud ted by spec f c components of the nfo mat on system  
and
c. Gene ates aud t eco ds fo  the events def ned n AU-2 d. w th the content def ned 

 

a. … the g ound stat on and g ound suppo t equ pment system and 
component level
b. ... elevant secu ty pe sonnel

X X

AU-14 Session Audit The nfo mat on system p ov des the capab l ty fo  autho zed use s to select a use  
sess on to captu e/ eco d o  v ew/hea .

   X X

CA-1 Secur ty Assessment and 
Author zation Pol c es and 
Procedures

The o gan zat on
a. Develops, documents, and d ssem nates to [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]
1. A secu ty assessment and autho zat on pol cy that add esses pu pose, scope, 
oles, espons b l t es, management comm tment, coo d nat on among o gan zat onal 

ent t es, and compl ance  and
2. P ocedu es to fac l tate the mplementat on of the secu ty assessment and 
autho zat on pol cy and assoc ated secu ty assessment and autho zat on cont ols  
and
b. Rev ews and updates the cu ent
1. Secu ty assessment and autho zat on pol cy [Ass gnment  o gan zat on-def ned 
f equency]  and
2. Secu ty assessment and autho zat on p ocedu es [Ass gnment  o gan zat on-
def ned f equency].

a. … all pe sonnel
b.1. ... at least annua ly
b.2. ... at least annua ly

X X

CA-2 Secur ty Assessments The o gan zat on
a. Develops a secu ty assessment plan that desc bes the scope of the assessment 
nclud ng
1. Secu ty cont ols and cont ol enhancements unde  assessment
2. Assessment p ocedu es to be used to dete m ne secu ty cont ol effect veness  and
3. Assessment env onment, assessment team, and assessment oles and 
espons b l t es

b. Assesses the secu ty cont ols n the nfo mat on system and ts env onment of 
ope at on [Ass gnment  o gan zat on-def ned f equency] to dete m ne the extent to 
wh ch the cont ols a e mplemented co ectly, ope at ng as ntended, and p oduc ng 
the des ed outcome w th espect to meet ng establ shed secu ty equ ements
c. P oduces a secu ty assessment epo t that documents the esults of the 
assessment  and
d. P ov des the esults of the secu ty cont ol assessment to [Ass gnment  o gan zat on
def ned nd v duals o  oles].

b. … at least annually 
d. … the ISSM, AO, and SCA.

X X

CA-2(1) secu ity assessmen s | 
independent assessors

The o gan zat on employs assesso s o  assessment teams w th [Ass gnment  
o gan zat on-def ned level of ndependence] to conduct secu ty cont ol assessments.

… an AO app oved level of ndependence X X

CA-2(2) secu ity assessmen s | spec a ized 
assessmen s

The o gan zat on ncludes as pa t of secu ty cont ol assessments, [Ass gnment  
o gan zat on-def ned f equency], [Select on  announced  unannounced], [Select on 
(one o  mo e)  n-depth mon to ng  vulne ab l ty scann ng  mal c ous use  test ng  
ns de  th eat assessment  pe fo mance/load test ng  [Ass gnment  o gan zat on-
def ned othe  fo ms of secu ty assessment]].

.. at a f equency as equ ed by the SCA/AO, announced o  unannounced n-
depth mon to ng, vulne ab l ty scann ng, mal c ous use  test ng, ns de  
th eat assessment, pe fo mance/load test ng, and/o  penet at on test ng.  

X X

CA-2(3) secu ity assessmen s | external 
organ zations

The o gan zat on accepts the esults of an assessment of [Ass gnment  o gan zat on-
def ned nfo mat on system] pe fo med by [Ass gnment  o gan zat on-def ned 
exte nal o gan zat on] when the assessment meets [Ass gnment  o gan zat on-def ned 
equ ements].

… the nfo mat on system
… an OT&E o gan zat on
… equ ements fo  OT&E test ng

X X



CA-3 System Interconnect ons The o gan zat on
a. Autho zes connect ons f om the nfo mat on system to othe  nfo mat on systems 
th ough the use of Inte connect on Secu ty Ag eements
b. Documents, fo  each nte connect on, the nte face cha acte st cs, secu ty 
equ ements, and the natu e of the nfo mat on commun cated  and

c. Rev ews and updates Inte connect on Secu ty Ag eements [Ass gnment  
o gan zat on-def ned f equency].

c. … at least annua ly X X

CA-3(1) system nterconnections  | 
unclass fied national security 
system connections

The o gan zat on p oh b ts the d ect connect on of an [Ass gnment  o gan zat on-
def ned unclass f ed, nat onal secu ty system] to an exte nal netwo k w thout the use 
of [Ass gnment  o gan zat on-def ned bounda y p otect on dev ce].

… unclass f ed Nat onal Secu ty System 
… an AO app oved a ch tectu e and an ATC to connect to an exte nal 
netwo k

X X X

CA-3(2) system nterconnections | 
c assi ied nat onal secu ity system 
connect ons

The o gan zat on p oh b ts the d ect connect on of a class f ed, nat onal secu ty 
system to an exte nal netwo k w thout the use of [Ass gnment  o gan zat on-def ned 
bounda y p otect on dev ce].

… an AO app oved a ch tectu e and an ATC to connect to an exte nal 
netwo k

X X X

CA-3(3) system nterconnections  | 
unclass fied non-national secur ty 
system connections

The o gan zat on p oh b ts the d ect connect on of an [Ass gnment  o gan zat on-
def ned unclass f ed, non-nat onal secu ty system] to an exte nal netwo k w thout the 
use of [Ass gnment  o gan zat on-def ned bounda y p otect on dev ce].

… unclass f ed non-Nat onal Secu ty System 
… an AO app oved a ch tectu e and an ATC to connect to an exte nal 
netwo k

X X X

CA-3(4) system nterconnections  | 
connect ons to pub ic networks

The o gan zat on p oh b ts the d ect connect on of an [Ass gnment  o gan zat on-
def ned nfo mat on system] to a publ c netwo k.

… a  veh cle, g ound stat on, g ound suppo t equ pment o  sto e X X X

CA-3(5) system nterconnections  | 
rest ictions on external system 
connect ons

The o gan zat on employs [Select on  a low-all, deny-by-except on  deny-all, pe m t-by
except on] pol cy fo  a low ng [Ass gnment  o gan zat on-def ned nfo mat on systems] 
to connect to exte nal nfo mat on systems.

… deny-all, pe m t-by-except on
… a  veh cle, g ound stat on, g ound suppo t equ pment o  sto es

X X

CA-5 Plan of Action and Mi estones The o gan zat on
a. Develops a plan of act on and m lestones fo  the nfo mat on system to document 
the o gan zat on s planned emed al act ons to co ect weaknesses o  def c enc es 
noted du ng the assessment of the secu ty cont ols and to educe o  el m nate 
known vulne ab l t es n the system  and
b. Updates ex st ng plan of act on and m lestones [Ass gnment  o gan zat on-def ned 
f equency] based on the f nd ngs f om secu ty cont ols assessments, secu ty mpact 
analyses, and cont nuous mon to ng act v t es.

b. … at least qua te ly X X

CA-6 Secur ty Au hor zation The o gan zat on
a. Ass gns a sen o -level execut ve o  manage  as the autho z ng off c al fo  the 
nfo mat on system
b. Ensu es that the autho z ng off c al autho zes the nfo mat on system fo  
p ocess ng befo e commenc ng ope at ons  and
c. Updates the secu ty autho zat on [Ass gnment  o gan zat on-def ned f equency].

c. … acco d ng to the cu ent ATO and POA&M but at least eve y th ee (3) 
yea s, o  when s gn f cant secu ty b eaches occu , o  wheneve  the e s a 
s gn f cant change to the system, o  to the env onment n wh ch the system 
ope ates.

X X

CA-7 Continuous Mon toring The o gan zat on develops a cont nuous mon to ng st ategy and mplements a 
cont nuous mon to ng p og am that ncludes
a. Establ shment of [Ass gnment  o gan zat on-def ned met cs] to be mon to ed
b. Establ shment of [Ass gnment  o gan zat on-def ned f equenc es] fo  mon to ng 
and [Ass gnment  o gan zat on-def ned f equenc es] fo  assessments suppo t ng such 
mon to ng
c. Ongo ng secu ty cont ol assessments n acco dance w th the o gan zat onal 
cont nuous mon to ng st ategy
d. Ongo ng secu ty status mon to ng of o gan zat on-def ned met cs n acco dance 
w th the o gan zat onal cont nuous mon to ng st ategy
e. Co elat on and analys s of secu ty- elated nfo mat on gene ated by assessments 
and mon to ng
f. Response act ons to add ess esults of the analys s of secu ty- elated nfo mat on  
and
g. Repo t ng the secu ty status of o gan zat on and the nfo mat on system to 
[Ass gnment  o gan zat on-def ned pe sonnel o  oles] [Ass gnment  o gan zat on-
def ned f equency].

a. . . at a m n mum met cs fo  the a eas of Asset Management, Vulne ab l ty 
Management, Conf gu at on Management, Malwa e Detect on, and Patch 
Management
b. ... nte vals .. nte vals
g. . . the SCA, AO, ISSM, and PM at least annually o  when equested.

X X X X

CA-7(1) continuous mon toring | 
independent assessment

The o gan zat on employs assesso s o  assessment teams w th [Ass gnment  
o gan zat on-def ned level of ndependence] to mon to  the secu ty cont ols n the 
nfo mat on system on an ongo ng bas s.

… a def ned level of ndependence acco d ng to the Secu ty Plan X X

CA-8 Penetrat on Testing The o gan zat on conducts penet at on test ng [Ass gnment  o gan zat on-def ned 
f equency] on [Ass gnment  o gan zat on-def ned nfo mat on systems o  system 
components].

… at least once du ng DT and OT pe ods
.. the nfo mat on system and pe od cally du ng ope at on as def ned by 

the AO.

X X X

CA-8(1) penetration testing | ndependent 
penetration agent or team

The o gan zat on employs an ndependent penet at on agent o  penet at on team to 
pe fo m penet at on test ng on the nfo mat on system o  system components.

X X

CA-8(2) penetration testing | red team 
exercises

The o gan zat on employs [Ass gnment  o gan zat on-def ned ed team exe c ses] to 
s mulate attempts by adve sa es to comp om se o gan zat onal nfo mat on systems 
n acco dance w th [Ass gnment  o gan zat on-def ned ules of engagement].

… Red Team penet at on tests
… cu ent USAF nst uct ons and pol cy.

X X

CA-9 Internal System Connec ions The o gan zat on
a. Autho zes nte nal connect ons of [Ass gnment  o gan zat on-def ned nfo mat on 
system components o  classes of components] to the nfo mat on system  and
b. Documents, fo  each nte nal connect on, the nte face cha acte st cs, secu ty 
equ ements, and the natu e of the nfo mat on commun cated.

… subsystems and components as shown/l sted n the A ch tectu al Analys s 
sect on of the Secu ty Plan  

X X

CA-9(1) internal system connections | 
secu ity compliance checks

The nfo mat on system pe fo ms secu ty compl ance checks on const tuent system 
components p o  to the establ shment of the nte nal connect on.

X X

CM 1 Configura ion Management 
Po icy and Procedures

The o gan zat on
a. Develops, documents, and d ssem nates to [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]
1. A conf gu at on management pol cy that add esses pu pose, scope, oles, 
espons b l t es, management comm tment, coo d nat on among o gan zat onal 

ent t es, and compl ance  and
2. P ocedu es to fac l tate the mplementat on of the conf gu at on management 
pol cy and assoc ated conf gu at on management cont ols  and
b. Rev ews and updates the cu ent
1. Conf gu at on management pol cy [Ass gnment  o gan zat on-def ned f equency]  
and
2. Conf gu at on management p ocedu es [Ass gnment  o gan zat on-def ned 
f equency].

a. … all pe sonnel 
b.1. ... at least annua ly
b.2. ... at least annua ly

X X

CM 2 Base ine Conf gurat on The o gan zat on develops, documents, and ma nta ns unde  conf gu at on cont ol, a 
cu ent basel ne conf gu at on of the nfo mat on system.

X X X X

CM 2(1) base ine conf gurat on | reviews 
and updates

The o gan zat on ev ews and updates the basel ne conf gu at on of the nfo mat on 
system
(a) [Ass gnment  o gan zat on-def ned f equency]
(b) When equ ed due to [Ass gnment o gan zat on-def ned c cumstances]  and
(c) As an nteg al pa t of nfo mat on system component nsta lat ons and upg ades.

(a) … At least annually
(b) … s gn f cant o  secu ty elevant changes, o  secu ty nc dents, o  
changes due to cybe secu ty mpacts

X X

CM 2(3) base ine conf gurat on | retention 
of previous conf gurat ons

The o gan zat on eta ns [Ass gnment  o gan zat on-def ned p ev ous ve s ons of 
basel ne conf gu at ons of the nfo mat on system] to suppo t ollback.

… at least 2 p ev ous ve s ons of the nfo mat on system conf gu at on 
basel ne

X X



CM 3 Configura ion Change Control The o gan zat on
a. Dete m nes the types of changes to the nfo mat on system that a e conf gu at on-
cont olled
b. Rev ews p oposed conf gu at on-cont olled changes to the nfo mat on system and 
app oves o  d sapp oves such changes w th expl c t cons de at on fo  secu ty mpact 
analyses
c. Documents conf gu at on change dec s ons assoc ated w th the nfo mat on system
d. Implements app oved conf gu at on-cont olled changes to the nfo mat on system
e. Reta ns eco ds of conf gu at on-cont olled changes to the nfo mat on system fo  
[Ass gnment  o gan zat on-def ned t me pe od]
f. Aud ts and ev ews act v t es assoc ated w th conf gu at on-cont olled changes to the 
nfo mat on system  and
g. Coo d nates and p ov des ove s ght fo  conf gu at on change cont ol act v t es 
th ough [Ass gnment  o gan zat on-def ned conf gu at on change cont ol element 
(e.g., comm ttee, boa d)] that convenes [Select on (one o  mo e)  [Ass gnment  
o gan zat on-def ned f equency]  [Ass gnment  o gan zat on-def ned conf gu at on 
change cond t ons]].

e. … the ope at onal and suppo t l fe of the system (unt l d sposal)
g. … a Conf gu at on Cont ol Boa d
… as stated n the Conf gu at on Management Plan

X X

CM 3(2) configuration change control | test 
/ validate / document changes

The o gan zat on tests, val dates, and documents changes to the nfo mat on system 
befo e mplement ng the changes on the ope at onal system.

X X

CM 3(4) configuration change control | 
secu ity representative

The o gan zat on equ es an nfo mat on secu ty ep esentat ve to be a membe  of 
the [Ass gnment  o gan zat on-def ned conf gu at on change cont ol element].

… Conf gu at on Cont ol Boa d. X X

CM 4 Secur ty Impact Analys s The o gan zat on analyzes changes to the nfo mat on system to dete m ne potent al 
secu ty mpacts p o  to change mplementat on.

X X

CM 4(2) secu ity mpact analysis | 
ver fication of secur ty functions

The o gan zat on, afte  the nfo mat on system s changed, checks the secu ty 
funct ons to ve fy that the funct ons a e mplemented co ectly, ope at ng as 
ntended, and p oduc ng the des ed outcome w th ega d to meet ng the secu ty 
equ ements fo  the system.

X X

CM 5 Access Restr ct ons for 
Change

The o gan zat on def nes, documents, app oves, and enfo ces phys cal and log cal 
access est ct ons assoc ated w th changes to the nfo mat on system. 

X X X

CM 5(1) access restrictions for change | 
automated access enforcement / 

The nfo mat on system enfo ces access est ct ons and suppo ts aud t ng of the 
f t t

X X

CM 5(2) access restrictions for change | 
review system changes

The o gan zat on ev ews nfo mat on system changes [Ass gnment  o gan zat on-
def ned f equency] and [Ass gnment  o gan zat on-def ned c cumstances] to 
dete m ne whethe  unautho zed changes have occu ed.

.. eve y 90 days o  mo e f equently as the o gan zat on def nes fo  h gh 
nteg ty systems and at least annually o  mo e f equently as the 
o gan zat on def nes fo  low nteg ty and mode ate nteg ty systems
.. when the e s an nc dent

X X

CM 5(3) access restrictions for change | 
s gned components

The nfo mat on system p events the nstallat on of [Ass gnment  o gan zat on-def ned 
softwa e and f mwa e components] w thout ve f cat on that the component has 
been d g tally s gned us ng a ce t f cate that s ecogn zed and app oved by the 
o gan zat on.

… all softwa e and f mwa e ( nclud ng whe e appl cable   patches, se v ce 
packs, and dev ce d ve s)

X X X

CM 5(5) access restrictions for change | 
lim t product on / operational 
privileges

The o gan zat on
(a) L m ts p v leges to change nfo mat on system components and system- elated 
nfo mat on w th n a p oduct on o  ope at onal env onment  and
(b) Rev ews and eevaluates p v leges [Ass gnment  o gan zat on-def ned f equency].

(b) … of develope s and nteg ato s at least qua te ly X X X

CM 6 Configura ion Settings The o gan zat on
a. Establ shes and documents conf gu at on sett ngs fo  nfo mat on technology 
p oducts employed w th n the nfo mat on system us ng [Ass gnment  o gan zat on-
def ned secu ty conf gu at on checkl sts] that eflect the most est ct ve mode 
cons stent w th ope at onal equ ements
b. Implements the conf gu at on sett ngs
c. Ident f es, documents, and app oves any dev at ons f om establ shed conf gu at on 
sett ngs fo  [Ass gnment  o gan zat on-def ned nfo mat on system components] 
based on [Ass gnment  o gan zat on-def ned ope at onal equ ements]  and
d. Mon to s and cont ols changes to the conf gu at on sett ngs n acco dance w th 
o gan zat onal pol c es and p ocedu es.

a. . . o gan zat onally app oved gu des such as DoD SRGs, ST Gs, o  NSA and 
AF ISR conf gu at on gu des.  If such efe ence documents a e not ava lable, 
the fo low ng a e acceptable n descend ng o de  as ava lable  (1) 
Comme c ally accepted p act ces (e g., SANS) (2) Independent test ng esults 
(e.g. ICSA) o  (3) Vendo  l te atu e

c. .. all conf gu able nfo mat on system components 
.. A ch tectu al Analys s sect on of the Secu ty Plan

X X X

CM 7 Least Functionality The o gan zat on
a. Conf gu es the nfo mat on system to p ov de only essent al capab l t es  and
b. P oh b ts o  est cts the use of the follow ng funct ons, po ts, p otocols, and/o  
se v ces  [Ass gnment  o gan zat on-def ned p oh b ted o  est cted funct ons, po ts, 
p otocols, and/o  se v ces].

b. … netwo k ng p otocols IAW DoD  Po ts, P otocols and Se v ces gu dance X X X X

CM 7(1) least funct onal ty | per odic review The o gan zat on
(a) Rev ews the nfo mat on system [Ass gnment  o gan zat on-def ned f equency] to 
dent fy unnecessa y and/o  nonsecu e funct ons, po ts, p otocols, and se v ces  and
(b) D sables [Ass gnment  o gan zat on-def ned funct ons, po ts, p otocols, and 
se v ces w th n the nfo mat on system deemed to be unnecessa y and/o  nonsecu e].

(a) . . at least annually
(b) … a l funct ons, po ts, p otocols, and se v ces w th n the nfo mat on 
system deemed to be unnecessa y and/o  nonsecu e

X X X

CM 7(2) least funct onal ty | prevent 
program execution

The nfo mat on system p events p og am execut on n acco dance w th [Select on 
(one o  mo e)  [Ass gnment  o gan zat on-def ned pol c es ega d ng softwa e 
p og am usage and est ct ons]  ules autho z ng the te ms and cond t ons of 
softwa e p og am usage].

… weapon system wh tel st ng p ocedu es app oved by the AO X X X X

CM 7(5) least funct onal ty | authorized 
software / white ist ng

The o gan zat on
(a) Ident f es [Ass gnment  o gan zat on-def ned softwa e p og ams autho zed to 
execute on the nfo mat on system]
(b) Employs a deny-a l, pe m t-by-except on pol cy to allow the execut on of 
autho zed softwa e p og ams on the nfo mat on system  and
(c) Rev ews and updates the l st of autho zed softwa e p og ams [Ass gnment  
o gan zat on-def ned f equency].

(a) … n the nfo mat on system conf gu at on document, softwa e p og ams 
autho zed to execute on the nfo mat on system and equ es the use of 
wh tel st ng f OS suppo t s ava lable
(c) … at least annua ly

X X X X

CM 8 Informat on System 
Component Inventory

The o gan zat on
a. Develops and documents an nvento y of nfo mat on system components that
1. Accu ately eflects the cu ent nfo mat on system
2. Includes all components w th n the autho zat on bounda y of the nfo mat on 
system
3. Is at the level of g anula ty deemed necessa y fo  t ack ng and epo t ng  and
4. Includes [Ass gnment  o gan zat on-def ned nfo mat on deemed necessa y to 
ach eve effect ve nfo mat on system component accountab l ty]  and
b. Rev ews and updates the nfo mat on system component nvento y [Ass gnment  
o gan zat on-def ned f equency].

a.4. ... but s not l m ted to   ha dwa e and the  spec f cat ons 
(manufactu e , type, model, se al numbe , phys cal locat on), softwa e and 
softwa e l cense nfo mat on, nfo mat on system/component owne , and 
fo  a netwo ked component/dev ce, the mach ne name.  Document n the 
A ch tectu e Analys s sect on of the Secu ty Plan.
b. ... at least annually.

X X X

CM 8(1) information system component 
inventory | updates during 
ins a lat ons / remova s

The o gan zat on updates the nvento y of nfo mat on system components as an 
nteg al pa t of component nstallat ons, emovals, and nfo mat on system updates.

X X

CM 8(3) information system component 
inventory | automated 
unauthorized component detection

The o gan zat on
(a) Employs automated mechan sms [Ass gnment  o gan zat on-def ned f equency] to 
detect the p esence of unautho zed ha dwa e, softwa e, and f mwa e components 
w th n the nfo mat on system  and
(b) Takes the follow ng act ons when unautho zed components a e detected  
[Select on (one o  mo e)  d sables netwo k access by such components  solates the 
components  not f es [Ass gnment  o gan zat on-def ned pe sonnel o  oles]].

X X

CM 9 Configura ion Management 
Plan

The o gan zat on develops, documents, and mplements a conf gu at on management 
plan fo  the nfo mat on system that
a. Add esses oles, espons b l t es, and conf gu at on management p ocesses and 
p ocedu es
b. Establ shes a p ocess fo  dent fy ng conf gu at on tems th oughout the system 
development l fe cycle and fo  manag ng the conf gu at on of the conf gu at on tems
c. Def nes the conf gu at on tems fo  the nfo mat on system and places the 
conf gu at on tems unde  conf gu at on management  and
d. P otects the conf gu at on management plan f om unautho zed d sclosu e and 
mod f cat on. 

X X

CM 10 Software Usage Restrictions The o gan zat on
a. Uses softwa e and assoc ated documentat on n acco dance w th cont act 
ag eements and copy ght laws
b. T acks the use of softwa e and assoc ated documentat on p otected by quant ty 
l censes to cont ol copy ng and d st but on  and
c. Cont ols and documents the use of pee -to-pee  f le sha ng technology to ensu e 
that th s capab l ty s not used fo  the unautho zed d st but on, d splay, pe fo mance, 
o  ep oduct on of copy ghted wo k.

X X



CM 10(1) software usage restrictions | open 
source software

The o gan zat on establ shes the fo low ng est ct ons on the use of open sou ce 
softwa e  [Ass gnment  o gan zat on-def ned est ct ons].

… befo e use of open sou ce softwa e o  code   the sou ce code must be 
ev ewed fo  un ntended/mal c ous funct onal ty and explo table 

vulne ab l t es.

X X

CM 11 User-Instal ed Softwa e INSTALLED SOFTWARE
 Cont ol   The o gan zat on
a. Establ shes [Ass gnment  o gan zat on-def ned pol c es] gove n ng the nstallat on of 
softwa e by use s
b. Enfo ces softwa e nsta lat on pol c es th ough [Ass gnment  o gan zat on-def ned 
methods]  and
c. Mon to s pol cy compl ance at [Ass gnment  o gan zat on-def ned f equency].

a. . . n the Secu ty Secu ty Plan, pol c es
b. ... the use of ole based access and wh tel st ng as documented n the 
System Secu ty Plan.  The Plan shall nclude the follow ng   (1) SW s not 
pe m tted to be nstalled by use s and (2) Only autho zed adm n use s can 
nstall CCB app oved SW
c. .. all t mes (cont nuously)

X X X

CM 11(2) user-installed software | proh b t 
ins a lat on thout pri il g d 

The nfo mat on system p oh b ts use  nstallat on of softwa e w thout expl c t 
l  t t

X X

CP-2 Cont ngency Plan The o gan zat on
a. Develops a cont ngency plan fo  the nfo mat on system that
1. Ident f es essent al m ss ons and bus ness funct ons and assoc ated cont ngency 
equ ements

2. P ov des ecove y object ves, esto at on p o t es, and met cs
3. Add esses cont ngency oles, espons b l t es, ass gned nd v duals w th contact 
nfo mat on
4. Add esses ma nta n ng essent al m ss ons and bus ness funct ons desp te an 
nfo mat on system d s upt on, comp om se, o  fa lu e  
5. Add esses eventual, fu l nfo mat on system esto at on w thout dete o at on of 
the secu ty safegua ds o g nally planned and mplemented  and
6. Is ev ewed and app oved by [Ass gnment  o gan zat on-def ned pe sonnel o  
oles]

b. D st butes cop es of the cont ngency plan to [Ass gnment  o gan zat on-def ned key 
cont ngency pe sonnel ( dent f ed by name and/o  by ole) and o gan zat onal 
elements]
c. Coo d nates cont ngency plann ng act v t es w th nc dent handl ng act v t es
d. Rev ews the cont ngency plan fo  the nfo mat on system [Ass gnment  o gan zat on
def ned f equency]
e. Updates the cont ngency plan to add ess changes to the o gan zat on, nfo mat on 
system, o  env onment of ope at on and p oblems encounte ed du ng cont ngency 
plan mplementat on, execut on, o  test ng
f. Commun cates cont ngency plan changes to [Ass gnment  o gan zat on-def ned key 
cont ngency pe sonnel ( dent f ed by name and/o  by ole) and o gan zat onal 
elements]  and
g. P otects the cont ngency plan f om unautho zed d sclosu e and mod f cat on.

6.a. ... the ISSM and PM
6.b. ... key pe sonnel and o gan zat onal elements dent f ed n the 
cont ngency plan
6.d. ... at least annua ly
6.f. … key pe sonnel and o gan zat onal elements dent f ed n the 
cont ngency plan

X X

CP-6 Alternate Storage Site The o gan zat on
a. Establ shes an a te nate sto age s te nclud ng necessa y ag eements to pe m t the 
sto age and et eval of nfo mat on system backup nfo mat on  and
b. Ensu es that the alte nate sto age s te p ov des nfo mat on secu ty safegua ds 
equ valent to that of the p ma y s te.

X X

CP-8 Telecommunicat ons Services The o gan zat on establ shes alte nate telecommun cat ons se v ces nclud ng 
necessa y ag eements to pe m t the esumpt on of [Ass gnment  o gan zat on-def ned 
nfo mat on system ope at ons] fo  essent al m ss ons and bus ness funct ons w th n 
[Ass gnment  o gan zat on-def ned t me pe od] when the p ma y 
telecommun cat ons capab l t es a e unava lable at e the  the p ma y o  alte nate 
p ocess ng o  sto age s tes.

.. g ound stat on ope at ons

.. a pe od not to exceed 12 hou s o  othe  mean t me to esto e as 
spec f ed by the o gan zat on n the cont ngency plan

X X X

CP-8(4) telecommunicat ons services | 
provider cont ngency p an

The o gan zat on
(a) Requ es p ma y and alte nate telecommun cat ons se v ce p ov de s to have 
cont ngency plans
(b) Rev ews p ov de  cont ngency plans to ensu e that the plans meet o gan zat onal 
cont ngency equ ements  and
(c) Obta ns ev dence of cont ngency test ng/t a n ng by p ov de s [Ass gnment  

 

X X

CP-9 Informat on System Backup The o gan zat on
a. Conducts backups of use -level nfo mat on conta ned n the nfo mat on system 
[Ass gnment  o gan zat on-def ned f equency cons stent w th ecove y t me and 
ecove y po nt ob ect ves]

b. Conducts backups of system-level nfo mat on conta ned n the nfo mat on system 
[Ass gnment  o gan zat on-def ned f equency cons stent w th ecove y t me and 
ecove y po nt ob ect ves]

c. Conducts backups of nfo mat on system documentat on nclud ng secu ty- elated 
documentat on [Ass gnment  o gan zat on-def ned f equency cons stent w th 

        

a. . . at least weekly o  as def ned n the cont ngency plan
b. ... at least weekly  o  as def ned n the cont ngency plan
c. … when c eated, ece ved, updated, o  as def ned n the cont ngency plan

X X X

CP-10 Informat on System Recovery 
and Reconsti ution

The o gan zat on p ov des fo  the ecove y and econst tut on of the nfo mat on 
system to a known state afte  a d s upt on, comp om se, o  fa lu e.

X X X X

CP-10(2) information system recovery and 
reconstitut on | transact on 

The nfo mat on system mplements t ansact on ecove y fo  systems that a e 
t t -

X X

CP-10(4) information system recovery and 
reconstitut on | restore with n time 
period

The o gan zat on p ov des the capab l ty to esto e nfo mat on system components 
w th n [Ass gnment  o gan zat on-def ned esto at on t me-pe ods] f om 
conf gu at on-cont o led and nteg ty-p otected nfo mat on ep esent ng a known, 

    

… the mean t me to epa  equ ements as documented n the Cont ngency 
Plan

X X

CP-10(6) information system recovery and 
r ons itut on | ompon nt 

The o gan zat on p otects backup and esto at on ha dwa e, f mwa e, and softwa e. X X

CP-12 Safe Mode The nfo mat on system, when [Ass gnment  o gan zat on-def ned cond t ons] a e 
detected, ente s a safe mode of ope at on w th [Ass gnment  o gan zat on-def ned 

     

X X

CP-13 Alternative Secu ity 
Mechanisms

The o gan zat on employs [Ass gnment  o gan zat on-def ned alte nat ve o  
supplemental secu ty mechan sms] fo  sat sfy ng [Ass gnment  o gan zat on-def ned 
secu ty funct ons] when the p ma y means of mplement ng the secu ty funct on s 

  

X X

A-1 Ident ficat on and 
Authenticat on Policy and 
Procedures

The o gan zat on
a. Develops, documents, and d ssem nates to [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]
1. An dent f cat on and authent cat on pol cy that add esses pu pose, scope, oles, 
espons b l t es, management comm tment, coo d nat on among o gan zat onal 

ent t es, and compl ance  and
2. P ocedu es to fac l tate the mplementat on of the dent f cat on and authent cat on 
pol cy and assoc ated dent f cat on and authent cat on cont ols  and
b. Rev ews and updates the cu ent
1. Ident f cat on and authent cat on pol cy [Ass gnment  o gan zat on-def ned 
f equency]  and
2. Ident f cat on and authent cat on p ocedu es [Ass gnment  o gan zat on-def ned 
f equency].

a. . . a l pe sonnel
b.1. … at least annually
b.2. … at least annually

X X X

A-2 Ident ficat on and 
Authenticat on (Organizat onal 
Users)

The nfo mat on system un quely dent f es and authent cates o gan zat onal use s (o  
p ocesses act ng on beha f of o gan zat onal use s).

X X X

A-2(1) ident fication and authentication 
(o ganizational users) | network 

   

The nfo mat on system mplements mu t facto  authent cat on fo  netwo k access to 
p v leged accounts.

 X X

A-2(2) ident fication and authentication 
(o ganizational users) | network 

   

The nfo mat on system mplements mu t facto  authent cat on fo  netwo k access to 
non-p v leged accounts.

X X

A-2(3) ident fication and authentication 
(o ganizational users) | local 

The nfo mat on system mplements mu t facto  authent cat on fo  local access to 
l  t

X X

A-2(4) ident fication and authentication 
(o ganizational users) | local 

   

The nfo mat on system mplements mu t facto  authent cat on fo  local access to non-
p v leged accounts.

X X

A-2(5) ident fication and authentication 
(o ganizational users) | group 

The o gan zat on equ es nd v duals to be authent cated w th an nd v dual 
authent cato  when a g oup authent cato  s employed.

X X

A-2(8) ident fication and authentication 
(o ganizational users) | network 

     

The nfo mat on system mplements eplay- es stant authent cat on mechan sms fo  
netwo k access to p v leged accounts.

X X

A-2(10) ident fication and authentication 
(o ganizational users) | single sign-

The nfo mat on system p ov des a s ngle s gn-on capab l ty fo  [Ass gnment  
o gan zat on-def ned l st of nfo mat on system accounts and se v ces].

X X

A-3 Device Ident ficat on and 
Authenticat on

The nfo mat on system un quely dent f es and authent cates [Ass gnment  
o gan zat on-def ned spec f c and/o  types of dev ces] befo e establ sh ng a [Select on 
(one o  mo e)  local  emote  netwo k] connect on.

… all netwo k connected endpo nt dev ces
… local, emote o  netwo k connect on

 X X

A-4 Ident fier Management The o gan zat on manages nfo mat on system dent f e s by
a. Rece v ng autho zat on f om [Ass gnment  o gan zat on-def ned pe sonnel o  oles] 
to ass gn an nd v dual, g oup, ole, o  dev ce dent f e
b. Select ng an dent f e  that dent f es an nd v dual, g oup, ole, o  dev ce
c. Ass gn ng the dent f e  to the ntended nd v dual, g oup, ole, o  dev ce
d. P event ng euse of dent f e s fo  [Ass gnment  o gan zat on-def ned t me pe od]  
and

          

a. . . pe sonnel dent f ed n the Secu ty Plan
d. ... at least one yea  fo  nd v duals, g oups, and oles
e. ... a not to exceed pe od of 35 days of nact v ty

X X X

A-5 Authenticator Management The o gan zat on manages nfo mat on system authent cato s by
a. Ve fy ng, as pa t of the n t al authent cato  d st but on, the dent ty of the 
nd v dual, g oup, ole, o  dev ce ece v ng the authent cato
b. Establ sh ng n t al authent cato  content fo  authent cato s def ned by the 
o gan zat on
c. Ensu ng that authent cato s have suff c ent st ength of mechan sm fo  the  
ntended use
d. Establ sh ng and mplement ng adm n st at ve p ocedu es fo  n t al authent cato  
d st but on, fo  lost/comp om sed o  damaged authent cato s, and fo  evok ng 
authent cato s
e. Chang ng defau t content of authent cato s p o  to nfo mat on system nsta lat on
f. Establ sh ng m n mum and max mum l fet me est ct ons and euse cond t ons fo  
authent cato s
g. Chang ng/ ef esh ng authent cato s [Ass gnment  o gan zat on-def ned t me pe od 
by authent cato  type]

        

g.  … eve y 180 days (fo  passwo ds) X X X

A-5(1) authentica or management | 
passwo d-based authenticat on

The nfo mat on system, fo  passwo d-based authent cat on
(a) Enfo ces m n mum passwo d complex ty of [Ass gnment  o gan zat on-def ned 
equ ements fo  case sens t v ty, numbe  of cha acte s, m x of uppe -case lette s, 

lowe -case lette s, numbe s, and spec al cha acte s, nclud ng m n mum equ ements 
fo  each type]
(b) Enfo ces at least the follow ng numbe  of changed cha acte s when new 
passwo ds a e c eated  [Ass gnment  o gan zat on-def ned numbe ]
(c) Sto es and t ansm ts only c yptog aph cally-p otected passwo ds
(d) Enfo ces passwo d m n mum and max mum l fet me est ct ons of [Ass gnment  
o gan zat on-def ned numbe s fo  l fet me m n mum, l fet me max mum]
(e) P oh b ts passwo d euse fo  [Ass gnment  o gan zat on-def ned numbe ] 
gene at ons  and

              

(a) . . a 12-cha acte  m x of uppe  case lette s, lowe  case lette s, numbe s, 
and spec al cha acte s, nclud ng at least one of each
(b) ... 50%
(d) ... 24 hou s m n mum and 180 days max mum
(e) ... a m n mum of 10 gene at ons (Does not apply to one-t me use 
passwo ds)

X X



A-6 Authenticator Feedback The nfo mat on system obscu es feedback of authent cat on nfo mat on du ng the 
authent cat on p ocess to p otect the nfo mat on f om poss ble explo tat on/use by 

 

X X

A-7 Cryptograph c Module 
Authenticat on

The nfo mat on system mplements mechan sms fo  authent cat on to a 
c yptog aph c module that meet the equ ements of appl cable fede al laws, 
Execut ve O de s, d ect ves, pol c es, egulat ons, standa ds, and gu dance fo  such 

X X

A-8 Ident ficat on and 
Authenticat on (Non-

 

The nfo mat on system un quely dent f es and authent cates non-o gan zat onal 
use s (o  p ocesses act ng on behalf of non-o gan zat onal use s).

X X

A-10 Adaptive Identification and 
Authenticat on

The o gan zat on equ es that nd v duals access ng the nfo mat on system employ 
[Ass gnment  o gan zat on-def ned supplemental authent cat on techn ques o  
mechan sms] unde  spec f c [Ass gnment  o gan zat on-def ned c cumstances o  

 

X X

A-11 Re-au hentication The o gan zat on equ es use s and dev ces to e-authent cate when [Ass gnment  
o gan zat on-def ned c cumstances o  s tuat ons equ ng e-authent cat on]. 

X X

R-1 Incident Response Policy and 
Procedures

The o gan zat on
a. Develops, documents, and d ssem nates to [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]
1. An nc dent esponse pol cy that add esses pu pose, scope, oles, espons b l t es, 
management comm tment, coo d nat on among o gan zat onal ent t es, and 
compl ance  and
2. P ocedu es to fac l tate the mplementat on of the nc dent esponse pol cy and 
assoc ated nc dent esponse cont ols  and
b. Rev ews and updates the cu ent
1. Inc dent esponse pol cy [Ass gnment  o gan zat on-def ned f equency]  and
2. Inc dent esponse p ocedu es [Ass gnment  o gan zat on-def ned f equency].

a. … all pe sonnel 
b.1. … at least annually 
b.2. … at least annually

X X

R-2 Incident Response Training The o gan zat on p ov des nc dent esponse t a n ng to nfo mat on system use s 
cons stent w th ass gned oles and espons b l t es
a. W th n [Ass gnment  o gan zat on-def ned t me pe od] of assum ng an nc dent 
esponse ole o  espons b l ty

b. When equ ed by nfo mat on system changes  and
c. [Ass gnment  o gan zat on-def ned f equency] the eafte .

a. … 2 days
c. … W th n 30 wo k ng days of ass gnment and ef eshe  t a n ng at least 
annually

X X

R-4 Incident Handling The o gan zat on
a. Implements an nc dent handl ng capab l ty fo  secu ty nc dents that ncludes 
p epa at on, detect on and analys s, conta nment, e ad cat on, and ecove y
b. Coo d nates nc dent handl ng act v t es w th cont ngency plann ng act v t es  and
c. Inco po ates lessons lea ned f om ongo ng nc dent handl ng act v t es nto nc dent 
esponse p ocedu es, t a n ng, and test ng/exe c ses, and mplements the esult ng 

changes acco d ngly.

Document p ocesses n System Secu ty Plan X X X

R-4(2) inc dent hand ing | dynamic 
reconfiguration

The o gan zat on ncludes dynam c econf gu at on of [Ass gnment  o gan zat on-
def ned nfo mat on system components] as pa t of the nc dent esponse capab l ty.

X X

R-4(3) inc dent hand ing | continu ty of 
operations

The o gan zat on dent f es [Ass gnment  o gan zat on-def ned classes of nc dents] and 
[Ass gnment  o gan zat on-def ned act ons to take n esponse to classes of nc dents] 
to ensu e cont nuat on of o gan zat onal m ss ons and bus ness funct ons.  

X X

R-4(6) inc dent hand ing | ns der threats - 
spec fic capab lities

The o gan zat on mplements nc dent handl ng capab l ty fo  ns de  th eats. Document p ocesses n System Secu ty Plan X X

R-4(8) inc dent hand ing | correlation w th 
external organizat ons

The o gan zat on coo d nates w th [Ass gnment  o gan zat on-def ned exte nal 
o gan zat ons] to co elate and sha e [Ass gnment  o gan zat on-def ned nc dent 
nfo mat on] to ach eve a c oss-o gan zat on pe spect ve on nc dent awa eness and 
mo e effect ve nc dent esponses.

… not app op ate to def ne at the AC level  the ISSM/ SSO s espons ble fo  
dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence
… AF nc dent nfo mat on IAW USAF nc dent epo t ng nclud ng 
not f cat on

X X

R-4(9) inc dent hand ing | dynamic 
response capab l ty

The o gan zat on employs [Ass gnment  o gan zat on-def ned dynam c esponse 
capab l t es] to effect vely espond to secu ty nc dents.

X X

R-4(10) inc dent hand ing | supply chain 
coordination

The o gan zat on coo d nates nc dent handl ng act v t es nvolv ng supply cha n events 
w th othe  o gan zat ons nvolved n the supply cha n.

Document p ocesses n System Secu ty Plan X X X

R-5 Incident Monitoring The o gan zat on t acks and documents nfo mat on system secu ty nc dents. Document p ocesses n System Secu ty Plan X X

R-6 Incident Reporting The o gan zat on
a. Requ es pe sonnel to epo t suspected secu ty nc dents to the o gan zat onal 
nc dent esponse capab l ty w th n [Ass gnment  o gan zat on-def ned t me pe od]  
and
b. Repo ts secu ty nc dent nfo mat on to [Ass gnment  o gan zat on-def ned 
autho t es].

… 2 hou s unless def ned othe w se n the Secu ty Plan 
.. app op ate agency CIRT/CERT

X X

R-6(2) inc dent reporting | vu nerabil ties 
re ated o inc dents

The o gan zat on epo ts nfo mat on system vulne ab l t es assoc ated w th epo ted 
secu ty nc dents to [Ass gnment  o gan zat on-def ned pe sonnel o  oles].

… SCA/AO as documented n System Secu ty Plan X X

R-6(3) inc dent reporting | coordination 
with supply chain

The o gan zat on p ov des secu ty nc dent nfo mat on to othe  o gan zat ons 
nvolved n the supply cha n fo  nfo mat on systems o  nfo mat on system 
components elated to the nc dent.

Document p ocesses n System Secu ty Plan X X

R-8 Incident Response P an The o gan zat on
a. Develops an nc dent esponse plan that
1. P ov des the o gan zat on w th a oadmap fo  mplement ng ts nc dent esponse 
capab l ty
2. Desc bes the st uctu e and o gan zat on of the nc dent esponse capab l ty
3. P ov des a h gh-level app oach fo  how the nc dent esponse capab l ty f ts nto the 
ove all o gan zat on
4. Meets the un que equ ements of the o gan zat on, wh ch elate to m ss on, s ze, 
st uctu e, and funct ons
5. Def nes epo table nc dents
6. P ov des met cs fo  measu ng the nc dent esponse capab l ty w th n the 
o gan zat on
7. Def nes the esou ces and management suppo t needed to effect vely ma nta n and 
matu e an nc dent esponse capab l ty  and
8. Is ev ewed and app oved by [Ass gnment  o gan zat on-def ned pe sonnel o  
oles]

b. D st butes cop es of the nc dent esponse plan to [Ass gnment  o gan zat on-
def ned nc dent esponse pe sonnel ( dent f ed by name and/o  by ole) and 
o gan zat onal elements]
c. Rev ews the nc dent esponse plan [Ass gnment  o gan zat on-def ned f equency]
d. Updates the nc dent esponse plan to add ess system/o gan zat onal changes o  
p oblems encounte ed du ng plan mplementat on, execut on, o  test ng
e. Commun cates nc dent esponse plan changes to [Ass gnment  o gan zat on-
def ned nc dent esponse pe sonnel ( dent f ed by name and/o  by ole) and 
o gan zat onal elements]  and
f. P otects the nc dent esponse plan f om unautho zed d sclosu e and mod f cat on.

a.8. ...  CISO/S SO f not othe w se def ned n fo mal o gan zat onal pol cy.
b. ... a l pe sonnel w th a ole o  espons b l ty fo  mplement ng the nc dent 
esponse plan

c. .. at least annually ( nco po at ng lessons lea ned f om past nc dents)
e. ... a l pe sonnel w th a ole o  espons b l ty fo  mplement ng the plan, 
not late  than 30 days afte  the change s made

X X

R-9 Informat on Spillage Response The o gan zat on esponds to nfo mat on sp ls by
a. Ident fy ng the spec f c nfo mat on nvolved n the nfo mat on system 
contam nat on
b. Ale t ng [Ass gnment  o gan zat on-def ned pe sonnel o  oles] of the nfo mat on 
sp ll us ng a method of commun cat on not assoc ated w th the sp l
c. Isolat ng the contam nated nfo mat on system o  system component
d. E ad cat ng the nfo mat on f om the contam nated nfo mat on system o  
component
e. Ident fy ng othe  nfo mat on systems o  system components that may have been 
subsequently contam nated  and
f. Pe fo m ng othe  [Ass gnment  o gan zat on-def ned act ons].

b. … the nfo mat on owne , PM, ISSM and SCA/AO 
f. … act ons as def ned n the Inc dent Response Pol cy and P ocedu es 
document

X X

MA-1 System Maintenance Po icy 
and Procedures

The o gan zat on
a. Develops, documents, and d ssem nates to [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]
1. A system ma ntenance pol cy that add esses pu pose, scope, oles, espons b l t es, 
management comm tment, coo d nat on among o gan zat onal ent t es, and 
compl ance  and
2. P ocedu es to fac l tate the mplementat on of the system ma ntenance pol cy and 
assoc ated system ma ntenance cont ols  and
b. Rev ews and updates the cu ent
1. System ma ntenance pol cy [Ass gnment  o gan zat on-def ned f equency]  and
2. System ma ntenance p ocedu es [Ass gnment  o gan zat on-def ned f equency].

a. . . a l pe sonnel 
2.b.1. … at least annually f not othe w se def ned n fo mal o gan zat onal 
pol cy
2.b.2. … at least annually f not othe w se def ned n fo mal o gan zat onal 
pol cy

X X

MA-2 Contro led Maintenance The o gan zat on
a. Schedules, pe fo ms, documents, and ev ews eco ds of ma ntenance and epa s 
on nfo mat on system components n acco dance w th manufactu e  o  vendo  
spec f cat ons and/o  o gan zat onal equ ements
b. App oves and mon to s all ma ntenance act v t es, whethe  pe fo med on s te o  
emotely and whethe  the equ pment s se v ced on s te o  emoved to anothe  

locat on
c. Requ es that [Ass gnment  o gan zat on-def ned pe sonnel o  oles] expl c tly 
app ove the emoval of the nfo mat on system o  system components f om 
o gan zat onal fac l t es fo  off-s te ma ntenance o  epa s
d. San t zes equ pment to emove all nfo mat on f om assoc ated med a p o  to 
emoval f om o gan zat onal fac l t es fo  off-s te ma ntenance o  epa s

e. Checks all potent ally mpacted secu ty cont ols to ve fy that the cont ols a e st ll 
funct on ng p ope ly follow ng ma ntenance o  epa  act ons  and
f. Includes [Ass gnment  o gan zat on-def ned ma ntenance- elated nfo mat on] n 
o gan zat onal ma ntenance eco ds.

c. … not app op ate to def ne at the AC level  the ISSM/ SSO s espons ble 
fo  dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence.
f. … not app op ate to def ne at the AC level  the ISSM/ISSO s espons ble 
fo  dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence.

X X

MA-3 Maintenance Tools The o gan zat on app oves, cont ols, and mon to s nfo mat on system ma ntenance 
tools.

Follow Secu ty Plan and local/base p ocedu es X X X

MA-3(1) ma ntenance tools | inspect ools The o gan zat on nspects the ma ntenance tools ca ed nto a fac l ty by ma ntenance 
pe sonnel fo  mp ope  o  unautho zed mod f cat ons.

Follow Secu ty Plan and local/base p ocedu es X X

MA-3(2) ma ntenance tools | inspect media The o gan zat on checks med a conta n ng d agnost c and test p og ams fo  mal c ous 
code befo e the med a a e used n the nfo mat on system.

Follow Secu ty Plan and appl cable Secu ty Class f cat on Gu de X X



MA-3(3) ma ntenance tools | prevent 
unauthorized removal

The o gan zat on p events the unautho zed emoval of ma ntenance equ pment 
conta n ng o gan zat onal nfo mat on by
(a) Ve fy ng that the e s no o gan zat onal nfo mat on conta ned on the equ pment
(b) San t z ng o  dest oy ng the equ pment
(c) Reta n ng the equ pment w th n the fac l ty  o
(d) Obta n ng an exempt on f om [Ass gnment  o gan zat on-def ned pe sonnel o  
oles] expl c tly autho z ng emoval of the equ pment f om the fac l ty.

Follow Secu ty Plan and local/base p ocedu es X X

MA-5 Maintenance Personnel The o gan zat on
a. Establ shes a p ocess fo  ma ntenance pe sonnel autho zat on and ma nta ns a l st 
of autho zed ma ntenance o gan zat ons o  pe sonnel
b. Ensu es that non-esco ted pe sonnel pe fo m ng ma ntenance on the nfo mat on 
system have equ ed access autho zat ons  and
c. Des gnates o gan zat onal pe sonnel w th equ ed access autho zat ons and 
techn cal competence to supe v se the ma ntenance act v t es of pe sonnel who do 
not possess the equ ed access autho zat ons. 

X X

MA-5(1) ma ntenance pe sonnel | 
indiv duals without approp iate 
access

The o gan zat on
(a) Implements p ocedu es fo  the use of ma ntenance pe sonnel that lack 
app op ate secu ty clea ances o  a e not U.S. c t zens, that nclude the follow ng 
equ ements

(1) Ma ntenance pe sonnel who do not have needed access autho zat ons, 
clea ances, o  fo mal access app ovals a e esco ted and supe v sed du ng the 
pe fo mance of ma ntenance and d agnost c act v t es on the nfo mat on system by 
app oved o gan zat onal pe sonnel who a e fully clea ed, have app op ate access 
autho zat ons, and a e techn cally qual f ed
(2) P o  to n t at ng ma ntenance o  d agnost c act v t es by pe sonnel who do not 
have needed access autho zat ons, clea ances o  fo mal access app ovals, a l volat le 
nfo mat on sto age components w th n the nfo mat on system a e san t zed and all 
nonvolat le sto age med a a e emoved o  phys cally d sconnected f om the system 
and secu ed  and
(b) Develops and mplements alte nate secu ty safegua ds n the event an 
nfo mat on system component cannot be san t zed, emoved, o  d sconnected f om 
the system.

Must be esco ted by clea ed pe sonnel at a l t mes and fo low p ocedu es n 
Secu ty Plan and appl cable Secu ty Class f cat on Gu de

X  X

MA-5(2) ma ntenance pe sonnel | secu ity 
clearances for c assi ied systems

The o gan zat on ensu es that pe sonnel pe fo m ng ma ntenance and d agnost c 
act v t es on an nfo mat on system p ocess ng, sto ng, o  t ansm tt ng class f ed 
nfo mat on possess secu ty clea ances and fo mal access app ovals fo  at least the 
h ghest class f cat on level and fo  all compa tments of nfo mat on on the system.

Must meet clea ance equ ements acco d ng to appl cable Secu ty 
Class f cat on Gu de

X X

MA-5(4) ma ntenance pe sonnel | ore gn 
nat onals

The o gan zat on ensu es that
(a) Clea ed fo e gn nat onals ( .e., fo e gn nat onals w th app op ate secu ty 
clea ances), a e used to conduct ma ntenance and d agnost c act v t es on class f ed 
nfo mat on systems only when the systems a e jo ntly owned and ope ated by the 
Un ted States and fo e gn all ed gove nments, o  owned and ope ated solely by 
fo e gn all ed gove nments  and
(b) App ovals, consents, and deta led ope at onal cond t ons ega d ng the use of 
fo e gn nat onals to conduct ma ntenance and d agnost c act v t es on class f ed 
nfo mat on systems a e fully documented w th n Memo anda of Ag eements.

Fo e gn nat onal access must be IAW SCG o  othe  p og am secu ty 
equ ements.  Document n SSP

X X

MA-5(5) ma ntenance pe sonnel | non-
system-related ma ntenance

The o gan zat on ensu es that non-esco ted pe sonnel pe fo m ng ma ntenance 
act v t es not d ectly assoc ated w th the nfo mat on system but n the phys cal 
p ox m ty of the system, have equ ed access autho zat ons.

X X

MA-6 Timely Maintenance The o gan zat on obta ns ma ntenance suppo t and/o  spa e pa ts fo  [Ass gnment  
o gan zat on-def ned nfo mat on system components] w th n [Ass gnment  
o gan zat on-def ned t me pe od] of fa lu e.

.. c t cal components 
… w th n two days of fa lu e

X X

MP-1 Med a Pro ection Pol cy and 
Procedures

The o gan zat on
a. Develops, documents, and d ssem nates to [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]
1. A med a p otect on pol cy that add esses pu pose, scope, oles, espons b l t es, 
management comm tment, coo d nat on among o gan zat onal ent t es, and 
compl ance  and
2. P ocedu es to fac l tate the mplementat on of the med a p otect on pol cy and 
assoc ated med a p otect on cont ols  and
b. Rev ews and updates the cu ent
1. Med a p otect on pol cy [Ass gnment  o gan zat on-def ned f equency]  and
2. Med a p otect on p ocedu es [Ass gnment  o gan zat on-def ned f equency].

a. … all pe sonnel  
b.1/2. … at least annually f not othe w se def ned n fo mal o gan zat onal 
pol cy.  Pol cy confo ms to CNSSP 26.

X X X

MP-2 Med a Access The o gan zat on est cts access to [Ass gnment  o gan zat on-def ned types of d g tal 
and/o  non-d g tal med a] to [Ass gnment  o gan zat on-def ned pe sonnel o  oles].

.. all emovable d g tal and non-d g tal med a nclud ng, but not l m ted to, 
ha d d sks, floppy d sks, z p d ves, CDs, DVDs, thumb d ves, pen d ves, 
flash d ves, and s m la  un ve sal se al bus (USB) sto age dev ces conta n ng 
nfo mat on not clea ed fo  publ c elease 
.. to autho zed nd v duals acco d ng to the Secu ty Plan and appl cable 

Secu ty Class f cat on Gu de

X X X

MP-3 Med a Marking The o gan zat on
a. Ma ks nfo mat on system med a nd cat ng the d st but on l m tat ons, handl ng 
caveats, and appl cable secu ty ma k ngs ( f any) of the nfo mat on  and
b. Exempts [Ass gnment  o gan zat on-def ned types of nfo mat on system med a] 
f om ma k ng as long as the med a ema n w th n [Ass gnment  o gan zat on-def ned 
cont olled a eas].  

a. . . n acco dance w th o gan zat onal pol c es and p ocedu es, emovable 
nfo mat on system med a and nfo mat on system output 
b. ... no d g tal o  non-d g tal med a f om ma k ng

X X X

MP-4 Med a Storage The o gan zat on
a. Phys cally cont ols and secu ely sto es [Ass gnment  o gan zat on-def ned types of 
d g tal and/o  non-d g tal med a] w th n [Ass gnment  o gan zat on-def ned cont olled 
a eas]  and
b. P otects nfo mat on system med a unt l the med a a e dest oyed o  san t zed us ng 
app oved equ pment, techn ques, and p ocedu es.

.. d g tal and non-d g tal med a conta n ng sens t ve, cont o led, and/o  
class f ed nfo mat on w th n an a ea o  conta ne  app oved fo  p ocess ng 
and sto ng med a based on the sens t v ty and/o  class f cat on of the 
nfo mat on ma nta ned 
.. w th n the med a acco d ng to the Secu ty Plan

X X X

MP-5 Med a Transport The o gan zat on
a. P otects and cont ols [Ass gnment  o gan zat on-def ned types of nfo mat on 
system med a] du ng t anspo t outs de of cont o led a eas us ng [Ass gnment  
o gan zat on-def ned secu ty safegua ds]
b. Ma nta ns accountab l ty fo  nfo mat on system med a du ng t anspo t outs de of 
cont olled a eas
c. Documents act v t es assoc ated w th the t anspo t of nfo mat on system med a  
and
d. Rest cts the act v t es assoc ated w th the t anspo t of nfo mat on system med a to 
autho zed pe sonnel.

a. . . d g tal and non-d g tal med a conta n ng sens t ve, cont o led, and/o  
class f ed nfo mat on 
.. us ng secu ty measu es documented by the o gan zat on nclud ng 

double-w app ng n opaque enclosu es and t anspo t only by pe sonnel 
w th a secu ty clea ance fo  the class f cat on of the med a be ng 
t anspo ted.

X X X

MP-5(4) media t ansport | cryptographic 
protection

The nfo mat on system mplements c yptog aph c mechan sms to p otect the 
conf dent al ty and nteg ty of nfo mat on sto ed on d g tal med a du ng t anspo t 
outs de of cont olled a eas.

X X X

MP-6 Med a Sanit zation The o gan zat on
a. San t zes [Ass gnment  o gan zat on-def ned nfo mat on system med a] p o  to 
d sposal, elease out of o gan zat onal cont ol, o  elease fo  euse us ng [Ass gnment  
o gan zat on-def ned san t zat on techn ques and p ocedu es] n acco dance w th 
appl cable fede al and o gan zat onal standa ds and pol c es  and
b. Employs san t zat on mechan sms w th the st ength and nteg ty commensu ate 
w th the secu ty catego y o  class f cat on of the nfo mat on.

a. . . a l d g tal and non-d g tal med a conta n ng class f ed nfo mat on 
.. us ng san t zat on techn ques as desc bed n NSA/CSS Pol cy 09-12, 

Sto age Dev ce San t zat on Manual 

X X X

MP-6(1) media san tizat on | review / 
approve / track / document / ver fy

The o gan zat on ev ews, app oves, t acks, documents, and ve f es med a san t zat on 
and d sposal act ons.

Document p ocedu es n the Secu ty Plan acco d ng to the appl cable 
Secu ty Class f cat on Gu de(s)

X X X

MP-6(2) media san tizat on | equipment 
testing

The o gan zat on tests san t zat on equ pment and p ocedu es [Ass gnment  
o gan zat on-def ned f equency] to ve fy that the ntended san t zat on s be ng 
ach eved.

… at least annua ly f not othe w se def ned n fo mal o gan zat onal pol cy X X

MP-6(3) media san tizat on | nondest uctive 
techniques

The o gan zat on appl es nondest uct ve san t zat on techn ques to po table sto age 
dev ces p o  to connect ng such dev ces to the nfo mat on system unde  the 
follow ng c cumstances  [Ass gnment  o gan zat on-def ned c cumstances equ ng 
san t zat on of po table sto age dev ces].

.. A l sto age dev ces, when be ng cons de ed fo  euse o  when the 
o gan zat on loses a pos t ve cha n of custody, must be san t zed.

Note that the use of nondest uct ve san t zat on techn ques a e fo  the 
el m nat on of mal c ous code, not emoval of app oved nfo mat on o  
softwa e.

X X

MP-6(8) media san tizat on | remote 
purging / wiping of information

The o gan zat on p ov des the capab l ty to pu ge/w pe nfo mat on f om [Ass gnment  
o gan zat on-def ned nfo mat on systems, system components, o  dev ces] e the  
emotely o  unde  the follow ng cond t ons  [Ass gnment  o gan zat on-def ned 

X X

MP-7 Med a Use The o gan zat on [Select on  est cts  p oh b ts] the use of [Ass gnment  o gan zat on-
def ned types of nfo mat on system med a] on [Ass gnment  o gan zat on-def ned 
nfo mat on systems o  system components] us ng [Ass gnment  o gan zat on-def ned 
secu ty safegua ds].

… p oh b ts 
… the use of gove nment- ssued emovable med a fo  pe sonal pu poses 
and est cts the use of Gove nment- ssued emovable med a 
… on ce ta n nfo mat on esou ces 
… us ng techn cal safegua ds.

X X X

MP-7(1) media use | prohibit use w thout 
owner

The o gan zat on p oh b ts the use of po table sto age dev ces n o gan zat onal 
nfo mat on systems when such dev ces have no dent f able owne .

X X



MP-8 Med a Downgrading The o gan zat on
a. Establ shes [Ass gnment  o gan zat on-def ned nfo mat on system med a 
downg ad ng p ocess] that ncludes employ ng downg ad ng mechan sms w th 
[Ass gnment  o gan zat on-def ned st ength and nteg ty]
b. Ensu es that the nfo mat on system med a downg ad ng p ocess s commensu ate 
w th the secu ty catego y and/o  class f cat on level of the nfo mat on to be emoved 
and the access autho zat ons of the potent al ec p ents of the downg aded 
nfo mat on
c. Ident f es [Ass gnment  o gan zat on-def ned nfo mat on system med a equ ng 
downg ad ng]  and
d. Downg ades the dent f ed nfo mat on system med a us ng the establ shed p ocess.

Follow nst uct ons n appl cable Secu ty Class f cat on Gu de o  NSA/CSS 
Pol cy 6-22

X X

MP-8(1) media downgrading  | 
documentation of process

The o gan zat on documents nfo mat on system med a downg ad ng act ons. Document n Secu ty Plan acco d ng to appl cable Secu ty Class f cat on 
Gu de

X X

MP-8(3) media downgrading  | controlled 
unclass fied informat on

The o gan zat on downg ades nfo mat on system med a conta n ng [Ass gnment  
o gan zat on-def ned Cont olled Unclass f ed Info mat on (CU )] p o  to publ c elease 
n acco dance w th appl cable fede al and o gan zat onal standa ds and pol c es.

X X

MP-8(4) media downgrading  | c ass fied 
information

The o gan zat on downg ades nfo mat on system med a conta n ng class f ed 
nfo mat on p o  to elease to nd v duals w thout equ ed access autho zat ons n 
acco dance w th NSA standa ds and pol c es.

Follow nst uct ons n appl cable Secu ty Class f cat on Gu de X X

PE-1 Phys cal and Environmen al 
Protection Pol cy and 
Procedures

The o gan zat on
a. Develops, documents, and d ssem nates to [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]
1. A phys cal and env onmental p otect on pol cy that add esses pu pose, scope, 
oles, espons b l t es, management comm tment, coo d nat on among o gan zat onal 

ent t es, and compl ance  and
2. P ocedu es to fac l tate the mplementat on of the phys cal and env onmental 
p otect on pol cy and assoc ated phys cal and env onmental p otect on cont ols  and
b. Rev ews and updates the cu ent
1. Phys cal and env onmental p otect on  pol cy [Ass gnment  o gan zat on-def ned 
f equency]  and
2. Phys cal and env onmental p otect on p ocedu es [Ass gnment  o gan zat on-
def ned f equency].

.. all pe sonnel a phys cal and env onmental p otect on pol cy and 
p ocedu es document, and
ev ews/updates the document at least annually f not othe w se def ned n 

fo mal o gan zat onal pol cy.

X X

PE-2 Phys cal Access 
Author zations

The o gan zat on
a. Develops, app oves, and ma nta ns a l st of nd v duals w th autho zed access to the 
fac l ty whe e the nfo mat on system es des
b. Issues autho zat on c edent als fo  fac l ty access
c. Rev ews the access l st deta l ng autho zed fac l ty access by nd v duals 
[Ass gnment  o gan zat on-def ned f equency]  and
d. Removes nd v duals f om the fac l ty access l st when access s no longe  equ ed.

c. .. at least annually X X

PE-3 Phys cal Access Control The o gan zat on
a. Enfo ces phys cal access autho zat ons at [Ass gnment  o gan zat on-def ned 
ent y/ex t po nts to the fac l ty whe e the nfo mat on system es des] by
1. Ve fy ng nd v dual access autho zat ons befo e g ant ng access to the fac l ty  and
2. Cont oll ng ng ess/eg ess to the fac l ty us ng [Select on (one o  mo e)  
[Ass gnment  o gan zat on-def ned phys cal access cont ol systems/dev ces]  gua ds]
b. Ma nta ns phys cal access aud t logs fo  [Ass gnment  o gan zat on-def ned 
ent y/ex t po nts]
c. P ov des [Ass gnment  o gan zat on-def ned secu ty safegua ds] to cont ol access 
to a eas w th n the fac l ty off c ally des gnated as publ cly access ble
d. Esco ts v s to s and mon to s v s to  act v ty [Ass gnment  o gan zat on-def ned 
c cumstances equ ng v s to  esco ts and mon to ng]
e. Secu es keys, comb nat ons, and othe  phys cal access dev ces
f. Invento es [Ass gnment  o gan zat on-def ned phys cal access dev ces] eve y 
[Ass gnment  o gan zat on-def ned f equency]  and
g. Changes comb nat ons and keys [Ass gnment  o gan zat on-def ned f equency] 
and/o  when keys a e lost, comb nat ons a e comp om sed, o  nd v duals a e 
t ansfe ed o  te m nated.

a. . . cybe secu ty/RMF autho zat on bounda y
a.2./b /c./d. . . Not app op ate to def ne at the AC level  the ISSM/ISSO s 
espons ble fo  dete m n ng the value(s) n collabo at on w th the 

app op ate off ce of p ma y espons b l ty and document the value(s) 
w th n the body-of-ev dence.
f. ... Invento es phys cal access dev ces as equ ed by the fac l ty manage .  
NOTE  Phys cal access dev ces do not need to be nvento ed w th n SCIFs.

g. . . Changes comb nat ons and keys when f st nstalled o  used and when 
keys a e lost, comb nat ons a e comp om sed, o  nd v duals a e t ansfe ed 
o  te m nated, o  as d ected by the Secu ty Manage .

X X X

PE-3(1) physical access control | 
information system access

The o gan zat on enfo ces phys cal access autho zat ons to the nfo mat on system n 
add t on to the phys cal access cont ols fo  the fac l ty at [Ass gnment  o gan zat on-
def ned phys cal spaces conta n ng one o  mo e components of the nfo mat on 

X X

PE-3(2) physical access control | fac lity / 
information system bounda ies

The o gan zat on pe fo ms secu ty checks [Ass gnment  o gan zat on-def ned 
f equency] at the phys cal bounda y of the fac l ty o  nfo mat on system fo  
unautho zed exf lt at on of nfo mat on o  emoval of nfo mat on system 

X X

PE-3(3) physical access control | 
continuous guards / a a ms / 

The o gan zat on employs gua ds and/o  ala ms to mon to  eve y phys cal access po nt 
to the fac l ty whe e the nfo mat on system es des 24 hou s pe  day, 7 days pe  

X X

PE-3(4) physical access control | lockable 
casings

The o gan zat on uses lockable phys cal cas ngs to p otect [Ass gnment  o gan zat on-
def ned nfo mat on system components] f om unautho zed phys cal access.

X X

PE-3(5) physical access control | tamper 
protection

The o gan zat on employs [Ass gnment  o gan zat on-def ned secu ty safegua ds] to 
[Select on (one o  mo e)  detect  p event] phys cal tampe ng o  alte at on of 
[Ass gnment  o gan zat on-def ned ha dwa e components] w th n the nfo mat on 

X X

PE-3(6) physical access control | fac lity 
penetration testing

The o gan zat on employs a penet at on test ng p ocess that ncludes [Ass gnment  
o gan zat on-def ned f equency], unannounced attempts to bypass o  c cumvent 
secu ty cont ols assoc ated w th phys cal access po nts to the fac l ty.

X X

PE-5 Access Control for Output 
Devices

The o gan zat on cont ols phys cal access to nfo mat on system output dev ces to 
p event unautho zed nd v duals f om obta n ng the output.

X X

PE-6 Mon toring Physical Access The o gan zat on
a. Mon to s phys cal access to the fac l ty whe e the nfo mat on system es des to 
detect and espond to phys cal secu ty nc dents
b. Rev ews phys cal access logs [Ass gnment  o gan zat on-def ned f equency] and 
upon occu ence of [Ass gnment  o gan zat on-def ned events o  potent al nd cat ons 
of events]  and
c. Coo d nates esults of ev ews and nvest gat ons w th the o gan zat onal nc dent 
esponse capab l ty.

b. … at least eve y 90 days f not othe w se def ned n fo mal o gan zat onal 
pol cy.  Document p ocedu es n the System Secu ty Plan.

X X X

PE-8 Visitor Access Records The o gan zat on
a. Ma nta ns v s to  access eco ds to the fac l ty whe e the nfo mat on system es des 
fo  [Ass gnment  o gan zat on-def ned t me pe od]  and
b. Rev ews v s to  access eco ds [Ass gnment  o gan zat on-def ned f equency].

a. … at least one yea .  Document p ocedu es n the System Secu ty Pol cy.
b. … at least eve y 90 days

X X

PE-19 Informat on Leakage The o gan zat on p otects the nfo mat on system f om nfo mat on leakage due to 
elect omagnet c s gnals emanat ons.

X X

PE-19(1) information leakage | national 
em ss ons / tempest policies and 
procedures

The o gan zat on ensu es that nfo mat on system components, assoc ated data 
commun cat ons, and netwo ks a e p otected n acco dance w th nat onal em ss ons 
and TEMPEST pol c es and p ocedu es based on the secu ty catego y o  class f cat on 
of the nfo mat on.

X X X

PL-1 Secur ty Planning Pol cy and 
Procedures

The o gan zat on
a. Develops, documents, and d ssem nates to [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]
1. A secu ty plann ng pol cy that add esses pu pose, scope, oles, espons b l t es, 
management comm tment, coo d nat on among o gan zat onal ent t es, and 
compl ance  and
2. P ocedu es to fac l tate the mplementat on of the secu ty plann ng pol cy and 
assoc ated secu ty plann ng cont ols  and
b. Rev ews and updates the cu ent
1. Secu ty plann ng pol cy [Ass gnment  o gan zat on-def ned f equency]  and
2. Secu ty plann ng p ocedu es [Ass gnment  o gan zat on-def ned f equency].

a. … all pe sonnel.
b.1. … at least annually
b.2. … at least annually

X X

PL-2 System Security P an The o gan zat on
a. Develops a secu ty plan fo  the nfo mat on system that
1. Is cons stent w th the o gan zat on s ente p se a ch tectu e
2. Expl c tly def nes the autho zat on bounda y fo  the system
3. Desc bes the ope at onal context of the nfo mat on system n te ms of m ss ons 
and bus ness p ocesses
4. P ov des the secu ty catego zat on of the nfo mat on system nclud ng suppo t ng 
at onale

5. Desc bes the ope at onal env onment fo  the nfo mat on system and 
elat onsh ps w th o  connect ons to othe  nfo mat on systems

6. P ov des an ove v ew of the secu ty equ ements fo  the system
7. Ident f es any elevant ove lays, f appl cable
8. Desc bes the secu ty cont ols n place o  planned fo  meet ng those equ ements 
nclud ng a at onale fo  the ta lo ng dec s ons  and
9. Is ev ewed and app oved by the autho z ng off c al o  des gnated ep esentat ve 
p o  to plan mplementat on
b. D st butes cop es of the secu ty plan and commun cates subsequent changes to 
the plan to [Ass gnment  o gan zat on-def ned pe sonnel o  oles]
c. Rev ews the secu ty plan fo  the nfo mat on system [Ass gnment  o gan zat on-
def ned f equency]  
d. Updates the plan to add ess changes to the nfo mat on system/env onment of 
ope at on o  p oblems dent f ed du ng plan mplementat on o  secu ty cont ol 
assessments  and
e. P otects the secu ty plan f om unautho zed d sclosu e and mod f cat on.

b. … to all pe sonnel
c. … at least annua ly o  when equ ed due to system changes o  
mod f cat ons

X X

PL-2(3) system secur ty plan | plan / 
coordinate with other 
organ zational ent ties

The o gan zat on plans and coo d nates secu ty- elated act v t es affect ng the 
nfo mat on system w th [Ass gnment  o gan zat on-def ned nd v duals o  g oups] 
befo e conduct ng such act v t es n o de  to educe the mpact on othe  
o gan zat onal ent t es.

… at a m n mum, the ISSM X X X



PL-4 Rules of Behavior The o gan zat on
a. Establ shes and makes ead ly ava lable to nd v duals equ ng access to the 
nfo mat on system, the ules that desc be the  espons b l t es and expected 
behav o  w th ega d to nfo mat on and nfo mat on system usage
b. Rece ves a s gned acknowledgment f om such nd v duals, nd cat ng that they have 
ead, unde stand, and ag ee to ab de by the ules of behav o , befo e autho z ng 

access to nfo mat on and the nfo mat on system
c. Rev ews and updates the ules of behav o  [Ass gnment  o gan zat on-def ned 
f equency]  and
d. Requ es nd v duals who have s gned a p ev ous ve s on of the ules of behav o  to 
ead and es gn when the ules of behav o  a e ev sed/updated.

… at least annua ly X X

PL-7 Secur ty Concept of 
Operat ons

The o gan zat on
a. Develops a secu ty Concept of Ope at ons (CONOPS) fo  the nfo mat on system 
conta n ng at a m n mum, how the o gan zat on ntends to ope ate the system f om 
the pe spect ve of nfo mat on secu ty  and
b. Rev ews and updates the CONOPS [Ass gnment  o gan zat on-def ned f equency].

b. … at least annually o  when changes to the nfo mat on system o  ts 
env onment wa ant.

X X

PL-8 Informat on Security 
Architecture

The o gan zat on
a. Develops an nfo mat on secu ty a ch tectu e fo  the nfo mat on system that
1. Desc bes the ove all ph losophy, equ ements, and app oach to be taken w th 
ega d to p otect ng the conf dent al ty, nteg ty, and ava lab l ty of o gan zat onal 
nfo mat on
2. Desc bes how the nfo mat on secu ty a ch tectu e s nteg ated nto and suppo ts 
the ente p se a ch tectu e  and
3. Desc bes any nfo mat on secu ty assumpt ons about, and dependenc es on, 
exte nal se v ces
b. Rev ews and updates the nfo mat on secu ty a ch tectu e [Ass gnment  
o gan zat on-def ned f equency] to eflect updates n the ente p se a ch tectu e  and
c. Ensu es that planned nfo mat on secu ty a ch tectu e changes a e eflected n the 
secu ty plan, the secu ty Concept of Ope at ons (CONOPS), and o gan zat onal 
p ocu ements/acqu s t ons.

3.b. ... That s documented n the A ch tectu e Analys s sect on of the 
Secu ty Plan
Rev ews and updates the nfo mat on a ch tectu e at least annua ly o  when 
changes to the system equ e updates

X X

PL-8(1) information security architecture | 
defense- n-depth

The o gan zat on des gns ts secu ty a ch tectu e us ng a defense- n-depth app oach 
that
(a) Allocates [Ass gnment  o gan zat on-def ned secu ty safegua ds] to [Ass gnment  
o gan zat on-def ned locat ons and a ch tectu al laye s]  and
(b) Ensu es that the allocated secu ty safegua ds ope ate n a coo d nated and 
mutually e nfo c ng manne .

Documented n the A ch tectu e Analys s sect on of the Secu ty Plan X X X

PS-1 Personnel Secur ty Po icy and 
Procedures

The o gan zat on
a. Develops, documents, and d ssem nates to [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]
1. A pe sonnel secu ty pol cy that add esses pu pose, scope, oles, espons b l t es, 
management comm tment, coo d nat on among o gan zat onal ent t es, and 
compl ance  and
2. P ocedu es to fac l tate the mplementat on of the pe sonnel secu ty pol cy and 
assoc ated pe sonnel secu ty cont ols  and
b. Rev ews and updates the cu ent
1. Pe sonnel secu ty pol cy [Ass gnment  o gan zat on-def ned f equency]  and
2. Pe sonnel secu ty p ocedu es [Ass gnment  o gan zat on-def ned f equency].

a. … all pe sonnel
b.1. … at least annually
b.2. … at least annually   
Pe sonnel Secu ty IAW AFPD 31-5

X X

PS-2 Posit on Risk Designation The o gan zat on
a. Ass gns a sk des gnat on to a l o gan zat onal pos t ons
b. Establ shes sc een ng c te a fo  nd v duals f ll ng those pos t ons  and
c. Rev ews and updates pos t on sk des gnat ons [Ass gnment  o gan zat on-def ned 
f equency].

c. … at least annua ly o  when the pos t on desc pt on s updated o  when 
the pos t on s vacated

X X

PS-3 Personnel Screening The o gan zat on
a. Sc eens nd v duals p o  to autho z ng access to the nfo mat on system  and
b. Resc eens nd v duals acco d ng to [Ass gnment  o gan zat on-def ned cond t ons 
equ ng esc een ng and, whe e esc een ng s so nd cated, the f equency of such 
esc een ng].

b. … at least annually f not othe w se def ned n fo mal o gan zat onal pol cy X X

PS-3(1) personnel screening | class fied 
Information

The o gan zat on ensu es that nd v duals access ng an nfo mat on system p ocess ng, 
sto ng, o  t ansm tt ng class f ed nfo mat on a e clea ed and ndoct nated to the 
h ghest class f cat on level of the nfo mat on to wh ch they have access on the system.

X X

PS-3(2) personnel screening | formal 
indoctr nat on

The o gan zat on ensu es that nd v duals access ng an nfo mat on system p ocess ng, 
sto ng, o  t ansm tt ng types of class f ed nfo mat on wh ch equ e fo mal 
ndoct nat on, a e fo ma ly ndoct nated fo  all of the elevant types of nfo mat on 
to wh ch they have access on the system.

..As def ned by local SSO and Fede al pol c es

X X

PS-4 Personnel Termination The o gan zat on, upon te m nat on of nd v dual employment
a. D sables nfo mat on system access w th n [Ass gnment  o gan zat on-def ned t me 
pe od]
b. Te m nates/ evokes any authent cato s/c edent als assoc ated w th the nd v dual
c. Conducts ex t nte v ews that nclude a d scuss on of [Ass gnment  o gan zat on-
def ned nfo mat on secu ty top cs]
d. Ret eves a l secu ty- elated o gan zat onal nfo mat on system- elated p ope ty
e. Reta ns access to o gan zat onal nfo mat on and nfo mat on systems fo me ly 
cont olled by te m nated nd v dual  and
f. Not f es [Ass gnment  o gan zat on-def ned pe sonnel o  oles] w th n [Ass gnment  
o gan zat on-def ned t me pe od].

a. . . If volunta y   As soon as poss ble, not to exceed 5 wo k ng days.  If 
nvolunta y  W th n same day as te m nat on.
c. .. conducts ex t nte v ews that nclude a d scuss on of p oh b t ons 
aga nst emoval and d scuss on of class f ed nfo mat on
f. ... as soon as poss ble, not to exceed 1 wo k ng day

X X

PS-5 Personnel Trans er The o gan zat on  
a. Rev ews and conf ms ongo ng ope at onal need fo  cu ent log cal and phys cal 
access autho zat ons to nfo mat on systems/fac l t es when nd v duals a e eass gned 
o  t ansfe ed to othe  pos t ons w th n the o gan zat on
b. In t ates [Ass gnment  o gan zat on-def ned t ansfe  o  eass gnment act ons] w th n 
[Ass gnment  o gan zat on-def ned t me pe od fo low ng the fo mal t ansfe  act on]
c. Mod f es access autho zat on as needed to co espond w th any changes n 
ope at onal need due to eass gnment o  t ansfe  and
d. Not f es [Ass gnment  o gan zat on-def ned pe sonnel o  oles] w th n [Ass gnment  
o gan zat on-def ned t me pe od].

b. ...  act ons to ensu e a l system access no longe  equ ed (need to know) 
a e emoved o  d sabled 
… w th n 10 wo k ng days f not othe w se def ned n fo mal o gan zat onal 
pol cy.  
d. … Pe sonnel Secu ty 
… w th n 10 wo k ng days IAW AFPD 31-5, AFI 31-501

X X

PS-6 Access Agreemen s The o gan zat on
a. Develops and documents access ag eements fo  o gan zat onal nfo mat on 
systems
b. Rev ews and updates the access ag eements [Ass gnment  o gan zat on-def ned 
f equency]  and
c. Ensu es that nd v duals equ ng access to o gan zat onal nfo mat on and 
nfo mat on systems  
1. S gn app op ate access ag eements p o  to be ng g anted access  and
2. Re-s gn access ag eements to ma nta n access to o gan zat onal nfo mat on systems 
when access ag eements have been updated o  [Ass gnment  o gan zat on-def ned 
f equency].

b. … at least annually  
c.2. … at least annually IAW AFPD 31-5, AFI 31-501

X X

PS-7 Third-Party Personnel Security The o gan zat on
a. Establ shes pe sonnel secu ty equ ements nclud ng secu ty oles and 
espons b l t es fo  th d-pa ty p ov de s

b. Requ es th d-pa ty p ov de s to comply w th pe sonnel secu ty pol c es and 
p ocedu es establ shed by the o gan zat on
c. Documents pe sonnel secu ty equ ements
d. Requ es th d-pa ty p ov de s to not fy [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles] of any pe sonnel t ansfe s o  te m nat ons of th d-pa ty 
pe sonnel who possess o gan zat onal c edent als and/o  badges, o  who have 
nfo mat on system p v leges w th n [Ass gnment  o gan zat on-def ned t me pe od]  
and
e. Mon to s p ov de  compl ance.

d. … O gan zat onal Secu ty Manage
… as soon as poss ble, not to exceed 1 wo k ng day

X X

PS-8 Personnel Sanct ons The o gan zat on
a. Employs a fo mal sanct ons p ocess fo  nd v duals fa l ng to comply w th establ shed 
nfo mat on secu ty pol c es and p ocedu es  and
b. Not f es [Ass gnment  o gan zat on-def ned pe sonnel o  oles] w th n [Ass gnment  
o gan zat on-def ned t me pe od] when a fo mal employee sanct ons p ocess s 
n t ated, dent fy ng the nd v dual sanct oned and the eason fo  the sanct on.

b. … O gan zat onal Secu ty Manage
… as soon as poss ble, not to exceed 1 wo k ng day

X X

RA-1 Risk Assessment Policy and 
Procedures

The o gan zat on
a. Develops, documents, and d ssem nates to [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]
1. A sk assessment pol cy that add esses pu pose, scope, oles, espons b l t es, 
management comm tment, coo d nat on among o gan zat onal ent t es, and 
compl ance  and
2. P ocedu es to fac l tate the mplementat on of the sk assessment pol cy and 
assoc ated sk assessment cont ols  and
b. Rev ews and updates the cu ent
1. R sk assessment pol cy [Ass gnment  o gan zat on-def ned f equency]  and
2. R sk assessment p ocedu es [Ass gnment  o gan zat on-def ned f equency].

a. … all pe sonnel.
b.1. … at least annually
b.2. … at least annually

X X

RA-2 Secur ty Ca egorization The o gan zat on
a. Catego zes nfo mat on and the nfo mat on system n acco dance w th appl cable 
fede al laws, Execut ve O de s, d ect ves, pol c es, egulat ons, standa ds, and 
gu dance
b. Documents the secu ty catego zat on esu ts ( nclud ng suppo t ng at onale) n the 
secu ty plan fo  the nfo mat on system  and
c. Ensu es that the secu ty catego zat on dec s on s ev ewed and app oved by the 
autho z ng off c al o  autho z ng off c al des gnated ep esentat ve.

a. IAW CNSSI 1253
b. In IT Dete m nat on
R sk Assessment IAW DoD 8510.01, NIST SP 800-39, PIT Gu debook 

X X



RA-3 Risk Assessment The o gan zat on
a. Conducts an assessment of sk, nclud ng the l kel hood and magn tude of ha m, 
f om the unautho zed access, use, d sclosu e, d s upt on, mod f cat on, o  dest uct on 
of the nfo mat on system and the nfo mat on t p ocesses, sto es, o  t ansm ts
b. Documents sk assessment esults n [Select on  secu ty plan  sk assessment 
epo t  [Ass gnment  o gan zat on-def ned document]]

c. Rev ews sk assessment esults [Ass gnment  o gan zat on-def ned f equency]
d. D ssem nates sk assessment esults to [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]  and
e. Updates the sk assessment [Ass gnment  o gan zat on-def ned f equency] o  
wheneve  the e a e s gn f cant changes to the nfo mat on system o  env onment of 
ope at on ( nclud ng the dent f cat on of new th eats and vulne ab l t es), o  othe  
cond t ons that may mpact the secu ty state of the system.

b. ... n a sk assessment epo t
c. .. at least annually
d. ... the SCA and AO  and
e. ... at least annually o  wheneve  the e a e s gn f cant changes to the 
nfo mat on system o  env onment of ope at on ( nclud ng the 
dent f cat on of new th eats and vulne ab l t es), o  othe  cond t ons that 
may mpact the secu ty state of the system.

X X

RA-5 Vulnerability Scanning The o gan zat on
a. Scans fo  vulne ab l t es n the nfo mat on system and hosted appl cat ons 
[Ass gnment  o gan zat on-def ned f equency and/o  andomly n acco dance w th 
o gan zat on-def ned p ocess] and when new vulne ab l t es potent ally affect ng the 
system/appl cat ons a e dent f ed and epo ted
b. Employs vulne ab l ty scann ng tools and techn ques that fac l tate nte ope ab l ty 
among tools and automate pa ts of the vulne ab l ty management p ocess by us ng 
standa ds fo
1. Enume at ng platfo ms, softwa e flaws, and mp ope  conf gu at ons
2. Fo matt ng checkl sts and test p ocedu es  and
3. Measu ng vulne ab l ty mpact  
c. Analyzes vulne ab l ty scan epo ts and esults f om secu ty cont ol assessments
d. Remed ates leg t mate vulne ab l t es [Ass gnment  o gan zat on-def ned esponse 
t mes] n acco dance w th an o gan zat onal assessment of sk  and
e. Sha es nfo mat on obta ned f om the vulne ab l ty scann ng p ocess and secu ty 
cont ol assessments w th [Ass gnment  o gan zat on-def ned pe sonnel o  oles] to 
help el m nate s m la  vulne ab l t es n othe  nfo mat on systems ( .e., system c 
weaknesses o  def c enc es).

a.... at least annually 
d. ... as soon as poss ble IAW RMF, POA&M, and scheduled platfo m 
upg ades
e. ... SCA/AO

X X X

RA-5(4) vulnerab lity scann ng | 
d scove able n ormat on

The o gan zat on dete m nes what nfo mat on about the nfo mat on system s 
d scove able by adve sa es and subsequently takes [Ass gnment  o gan zat on-
def ned co ect ve act ons].

… documents n SRTM a t facts and develops POA&M sk m t gat on plan n 
con unct on w th SCA/AO

X X X

RA-5(5) vulnerab lity scann ng | priv leged 
access

The nfo mat on system mplements p v leged access autho zat on to [Ass gnment  
o gan zat on- dent f ed nfo mat on system components] fo  selected [Ass gnment  
o gan zat on-def ned vulne ab l ty scann ng act v t es].

… autho zed vulne ab l ty scann ng components.
… autho zat on by the SCAR/SCA o  des gnate.

X X X

SA-1 System and Services 
Acquisit on Policy and 
Procedures

The o gan zat on
a. Develops, documents, and d ssem nates to [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]
1. A system and se v ces acqu s t on pol cy that add esses pu pose, scope, oles, 
espons b l t es, management comm tment, coo d nat on among o gan zat onal 

ent t es, and compl ance  and
2. P ocedu es to fac l tate the mplementat on of the system and se v ces acqu s t on 
pol cy and assoc ated system and se v ces acqu s t on cont ols  and
b. Rev ews and updates the cu ent
1. System and se v ces acqu s t on pol cy [Ass gnment  o gan zat on-def ned 
f equency]  and
2.  System and se v ces acqu s t on p ocedu es [Ass gnment  o gan zat on-def ned 
f equency].

a. …a l pe sonnel 
b.1. … at least annually f not othe w se def ned n fo mal o gan zat onal 
pol cy 
b.2. … at least annually f not  othe w se def ned n fo mal o gan zat onal 
pol cy 

X X

SA-2 Allocation of Resources The o gan zat on
a. Dete m nes nfo mat on secu ty equ ements fo  the nfo mat on system o  
nfo mat on system se v ce n m ss on/bus ness p ocess plann ng
b. Dete m nes, documents, and allocates the esou ces equ ed to p otect the 
nfo mat on system o  nfo mat on system se v ce as pa t of ts cap tal plann ng and 
nvestment cont ol p ocess  and
c. Establ shes a d sc ete l ne tem fo  nfo mat on secu ty n o gan zat onal 
p og amm ng and budget ng documentat on.

X X

SA-3 System Development Life 
Cycle

The o gan zat on
a. Manages the nfo mat on system us ng [Ass gnment  o gan zat on-def ned system 
development l fe cycle] that nco po ates nfo mat on secu ty cons de at ons
b. Def nes and documents nfo mat on secu ty oles and espons b l t es th oughout 
the system development l fe cycle
c. Ident f es nd v duals hav ng nfo mat on secu ty oles and espons b l t es  and
d. Integ ates the o gan zat onal nfo mat on secu ty sk management p ocess nto 
system development l fe cycle act v t es.

… AFLCMC Acqu s t on Standa d P ocesses X X

SA-4 Acquisit on Process The o gan zat on ncludes the follow ng equ ements, desc pt ons, and c te a, 
expl c tly o  by efe ence, n the acqu s t on cont act fo  the nfo mat on system, 
system component, o  nfo mat on system se v ce n acco dance w th appl cable 
fede al laws, Execut ve O de s, d ect ves, pol c es, egulat ons, standa ds, gu del nes, 
and o gan zat onal m ss on/bus ness needs
a. Secu ty funct onal equ ements
b. Secu ty st ength equ ements
c. Secu ty assu ance equ ements
d. Secu ty- elated documentat on equ ements
e. Requ ements fo  p otect ng secu ty- elated documentat on
f. Desc pt on of the nfo mat on system development env onment and env onment 
n wh ch the system s ntended to ope ate  and
g. Acceptance c te a.

X X

SA-4(1) acqu sit on process | functional 
prope ties of secur ty contro s

The o gan zat on equ es the develope  of the nfo mat on system, system 
component, o  nfo mat on system se v ce to p ov de a desc pt on of the funct onal 
p ope t es of the secu ty cont ols to be employed.

X X

SA-4(2) acqu sit on process | design / 
implementat on n ormat on or 
secu ity controls

The o gan zat on equ es the develope  of the nfo mat on system, system 
component, o  nfo mat on system se v ce to p ov de des gn and mplementat on 
nfo mat on fo  the secu ty cont ols to be employed that ncludes  [Select on (one o  
mo e)  secu ty- elevant exte nal system nte faces  h gh-level des gn  low-level 
des gn  sou ce code o  ha dwa e schemat cs  [Ass gnment  o gan zat on-def ned 
des gn/ mplementat on nfo mat on]] at [Ass gnment  o gan zat on-def ned level of 
deta l].

.. secu ty- elevant exte nal system nte faces  h gh-level des gn  low-level 
des gn  sou ce code o  ha dwa e schemat cs at the app op ate level of 
deta l to allow sk assessment.

X X

SA-4(3) acqu sit on process | development 
methods / techn ques / practices

The o gan zat on equ es the develope  of the nfo mat on system, system 
component, o  nfo mat on system se v ce to demonst ate the use of a system 
development l fe cycle that ncludes [Ass gnment  o gan zat on-def ned state-of-the-
p act ce system/secu ty eng nee ng methods, softwa e development methods, 
test ng/evaluat on/val dat on techn ques, and qual ty cont ol p ocesses].

… nteg at on of system secu ty eng nee ng p ocess nto the system 
eng nee ng p ocess ut l z ng the R sk Management F amewo k.

X X

SA-4(5) acqu sit on process | system / 
component / service con igurat ons

The o gan zat on equ es the develope  of the nfo mat on system, system 
component, o  nfo mat on system se v ce to
(a) Del ve  the system, component, o  se v ce w th [Ass gnment  o gan zat on-def ned 
secu ty conf gu at ons] mplemented  and
(b) Use the conf gu at ons as the default fo  any subsequent system, component, o  
se v ce e nstallat on o  upg ade.

a. … Not app op ate to def ne at the AC level  the ISSM/ISSO s espons ble 
fo  dete m n ng the value(s), n co labo at on w th the app op ate off ce of 
p ma y espons b l ty, and document the value(s) w th n the body-of-
ev dence.

X X

SA-4(6) acqu sit on process | use of 
Information assurance products

The o gan zat on
(a) Employs only gove nment off-the-shelf (GOTS) o  comme c al off-the-shelf (COTS) 
nfo mat on assu ance IA) and IA-enabled nfo mat on technology p oducts that 
compose an NSA-app oved solut on to p otect class f ed nfo mat on when the 
netwo ks used to t ansm t the nfo mat on a e at a lowe  class f cat on level than the 
nfo mat on be ng t ansm tted  and
(b) Ensu es that these p oducts have been evaluated and/o  val dated by NSA o  n 
acco dance w th NSA-app oved p ocedu es.

X X

SA-5 Informat on System 
Documentation

The o gan zat on
a. Obta ns adm n st ato  documentat on fo  the nfo mat on system, system 
component, o  nfo mat on system se v ce that desc bes
1. Secu e conf gu at on, nstallat on, and ope at on of the system, component, o  
se v ce  
2. Effect ve use and ma ntenance of secu ty funct ons/mechan sms  and
3. Known vulne ab l t es ega d ng conf gu at on and use of adm n st at ve ( .e., 
p v leged) funct ons
b. Obta ns use  documentat on fo  the nfo mat on system, system component, o  
nfo mat on system se v ce that desc bes
1. Use -access ble secu ty funct ons/mechan sms and how to effect vely use those 
secu ty funct ons/mechan sms
2. Methods fo  use  nte act on, wh ch enables nd v duals to use the system, 
component, o  se v ce n a mo e secu e manne  and
3. Use  espons b l t es n ma nta n ng the secu ty of the system, component, o  
se v ce
c. Documents attempts to obta n nfo mat on system, system component, o  
nfo mat on system se v ce documentat on when such documentat on s e the  
unava lable o  nonex stent and [Ass gnment  o gan zat on-def ned act ons] n 
esponse

d. P otects documentat on as equ ed, n acco dance w th the sk management 
st ategy  and
e. D st butes documentat on to [Ass gnment  o gan zat on-def ned pe sonnel o  
oles].

c. … obta ns adm n st ato  documentat on fo  the nfo mat on system o  
system component 
and 
e. … d st butes documentat on to all pe sonnel w th a ole who equ e th s 
documentat on

X X

SA-8 Secur ty Engineering 
Principles

The o gan zat on appl es nfo mat on system secu ty eng nee ng p nc ples n the 
spec f cat on, des gn, development, mplementat on, and mod f cat on of the 
nfo mat on system.

X X



SA-9 Ex ernal Informa ion Sys em 
Services

The o gan zat on
a. Requ es that p ov de s of exte nal nfo mat on system se v ces comply w th 
o gan zat onal nfo mat on secu ty equ ements and employ [Ass gnment  
o gan zat on-def ned secu ty cont ols] n acco dance w th appl cable fede al laws, 
Execut ve O de s, d ect ves, pol c es, egulat ons, standa ds, and gu dance
b. Def nes and documents gove nment ove s ght and use  oles and espons b l t es 
w th ega d  to exte nal nfo mat on system se v ces  and
c. Employs [Ass gnment  o gan zat on-def ned p ocesses, methods, and techn ques] to 
mon to  secu ty cont ol compl ance by exte nal se v ce p ov de s on an ongo ng 

X X

SA-9(2) external n ormat on systems | 
ident fication of unctions / ports / 
protoco s / services

The o gan zat on equ es p ov de s of [Ass gnment  o gan zat on-def ned exte nal 
nfo mat on system se v ces] to dent fy the funct ons, po ts, p otocols, and othe  
se v ces equ ed fo  the use of such se v ces.

… all exte nal nfo mat on systems and se v ces. X X

SA-10 Deve oper Configurat on 
Management

The o gan zat on equ es the develope  of the nfo mat on system, system 
component, o  nfo mat on system se v ce to
a. Pe fo m conf gu at on management du ng system, component, o  se v ce 
[Select on (one o  mo e)  des gn  development  mplementat on  ope at on]
b. Document, manage, and cont ol the nteg ty of changes to [Ass gnment  
o gan zat on-def ned conf gu at on tems unde  conf gu at on management]
c. Implement only o gan zat on-app oved changes to the system, component, o  
se v ce
d. Document app oved changes to the system, component, o  se v ce and the 
potent al secu ty mpacts of such changes  and
e. T ack secu ty flaws and flaw esolut on w th n the system, component, o  se v ce 
and epo t f nd ngs to [Ass gnment  o gan zat on-def ned pe sonne ].

a. … des gn  development  mplementat on  and ope at on
b. … a l tems unde  conf gu at on management
e. … ISSM/ISSO and SCAR/SCA

X X

SA-10(1) deve oper con igu ation 
management | software / f rmware 
integr ty verification

The o gan zat on equ es the develope  of the nfo mat on system, system 
component, o  nfo mat on system se v ce to enable nteg ty ve f cat on of softwa e 
and f mwa e components.

X X

SA-10(6) deve oper con igu ation 
management | trusted dist ibution

The o gan zat on equ es the develope  of the nfo mat on system, system 
component, o  nfo mat on system se v ce to execute p ocedu es fo  ensu ng that 
secu ty- elevant ha dwa e, softwa e, and f mwa e updates d st buted to the 
o gan zat on a e exactly as spec f ed by the maste  cop es.

X X

SA-11 Deve oper Secur ty Testing 
and Evaluation

The o gan zat on equ es the develope  of the nfo mat on system, system 
component, o  nfo mat on system se v ce to
a. C eate and mplement a secu ty assessment plan
b. Pe fo m [Select on (one o  mo e)  un t  nteg at on  system  eg ess on] 
test ng/evaluat on at [Ass gnment  o gan zat on-def ned depth and cove age]
c. P oduce ev dence of the execut on of the secu ty assessment plan and the esults 
of the secu ty test ng/evaluat on
d. Implement a ve f able flaw emed at on p ocess  and
e. Co ect flaws dent f ed du ng secu ty test ng/evaluat on.

b. … Pe fo m un t, nteg at on, system, and eg ess on test ng/evaluat on to 
dent fy explo table weaknesses and vulne ab l t es that may cont bute to 
cybe secu ty sk

X X

SA-11(1) deve oper secur ty test ng and 
evaluation | s atic code analys s

The o gan zat on equ es the develope  of the nfo mat on system, system 
component, o  nfo mat on system se v ce to employ stat c code analys s tools to 
dent fy common flaws and document the esults of the analys s.

X X

SA-11(2) deve oper secur ty test ng and 
evaluation | threat and vu nerabil ty 
analyses

The o gan zat on equ es the develope  of the nfo mat on system, system 
component, o  nfo mat on system se v ce to pe fo m th eat and vulne ab l ty 
analyses and subsequent test ng/evaluat on of the as-bu lt system, component, o  
se v ce.

X X

SA-11(4) deve oper secur ty test ng and 
evaluation | manual code reviews

The o gan zat on equ es the develope  of the nfo mat on system, system 
component, o  nfo mat on system se v ce to pe fo m a manual code ev ew of 
[Ass gnment  o gan zat on-def ned spec f c code] us ng [Ass gnment  o gan zat on-
def ned p ocesses, p ocedu es, and/o  techn ques].

… all av on cs system & suppo t ng code
… us ng pee  code ev ews and othe elevant p ocesses, p ocedu es, and/o  
vulne ab l ty assessment techn ques

X X

SA-11(5) deve oper secur ty test ng and 
evaluation | penet ation testing / 
analysis

The o gan zat on equ es the develope  of the nfo mat on system, system 
component, o  nfo mat on system se v ce to pe fo m penet at on test ng at 
[Ass gnment  o gan zat on-def ned b eadth/depth] and w th [Ass gnment  
o gan zat on-def ned const a nts].

.. not app op ate to def ne at the AC level  the SSM/ISSO s espons ble fo  
dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence . . Not app op ate to def ne at the AC level  the ISSM/ISSO s 
espons ble fo  dete m n ng the value(s) n collabo at on w th the 

app op ate off ce of p ma y espons b l ty and document the value(s) 
w th n the body-of-ev dence.

X X

SA-11(7) deve oper secur ty test ng and 
evaluation | verify scope of testing 
/ eva uat on

The o gan zat on equ es the develope  of the nfo mat on system, system 
component, o  nfo mat on system se v ce to ve fy that the scope of secu ty 
test ng/evaluat on p ov des complete cove age of equ ed secu ty cont ols at 
[Ass gnment  o gan zat on-def ned depth of test ng/evaluat on].

… not app op ate to def ne at the AC level  the ISSM/ SSO s espons ble fo  
dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence.

X X

SA-12 Supply Chain Protection The o gan zat on p otects aga nst supply cha n th eats to the nfo mat on system, 
system component, o  nfo mat on system se v ce by employ ng [Ass gnment  
o gan zat on-def ned secu ty safegua ds] as pa t of a comp ehens ve, defense- n-
b eadth nfo mat on secu ty st ategy.

… measu es n acco dance w th CNSS D ect ve 505, Supply Cha n R sk 
Management, nvolv ng pa t c pat on f om subject matte  expe ts n 
acqu s t on, counte ntell gence (CI), nfo mat on assu ance, log st cs, 
p og am off ces, analys s, secu ty, and othe  elevant funct ons as 
necessa y

X X X X

SA-12(1) supply chain protection | 
acqu sit on st ategies / too s / 
methods

The o gan zat on employs [Ass gnment  o gan zat on-def ned ta lo ed acqu s t on 
st ateg es, cont act tools, and p ocu ement methods] fo  the pu chase of the 
nfo mat on system, system component, o  nfo mat on system se v ce f om suppl e s. 

… not app op ate to def ne at the AC level  the ISSM/ SSO s espons ble fo  
dete m n ng the value(s), n collabo at on w th the app op ate off ce of 
p ma y espons b l ty, and document the value(s) w th n the body-of-
ev dence.

X X X X

SA-12(2) supply chain protection | supp ier 
reviews

The o gan zat on conducts a suppl e  ev ew p o  to ente ng nto a cont actual 
ag eement to acqu e the nfo mat on system, system component, o  nfo mat on 
system se v ce. 

X X X

SA-12(3) supply chain protection | trusted 
shipping and warehousing

[W thd awn  Inco po ated nto SA-12 (1)]. X X

SA-12(4) supply chain protection | divers ty 
 

[W thd awn  Inco po ated nto SA-12 (13)]. X X

SA-12(5) supply chain protection | lim tation 
of harm

The o gan zat on employs [Ass gnment  o gan zat on-def ned secu ty safegua ds] to 
l m t ha m f om potent al adve sa es dent fy ng and ta get ng the o gan zat onal 
supply cha n.

IAW DoDI 5200.44 X X X X

SA-12(6) supply chain protection | 
  

 [W thd awn  Inco po ated nto SA-12 1)]. X X

SA-12(7) supply chain protection | 
assessmen s p ior to selection / 
acceptance / update

The o gan zat on conducts an assessment of the nfo mat on system, system 
component, o  nfo mat on system se v ce p o  to select on, acceptance, o  update.

X X X

SA-12(8) supply chain protection | use of al -
source intell gence

The o gan zat on uses all-sou ce ntell gence analys s of suppl e s and potent al 
suppl e s of the nfo mat on system, system component, o  nfo mat on system 

X X

SA-12(9) supply chain protection | 
operations secu ity

The o gan zat on employs [Ass gnment  o gan zat on-def ned Ope at ons Secu ty 
(OPSEC) safegua ds] n acco dance w th class f cat on gu des to p otect supply cha n-
elated nfo mat on fo  the nfo mat on system, system component, o  nfo mat on 

 

X X

SA-12(10) supply chain protection | va idate 
as genuine and not altered

The o gan zat on employs [Ass gnment  o gan zat on-def ned secu ty safegua ds] to 
val date that the nfo mat on system o  system component ece ved s genu ne and 
has not been alte ed.

… phys cal and log cal techn ques to val date the nfo mat on system o  
component s genu ne n acco dance w th CNSS D ect ve 505, Supply Cha n 
R sk Management.

X X X X

SA-12(11) supply chain protection | 
penetration testing / analys s of 
elements  processes  and actors

The o gan zat on employs [Select on (one o  mo e)  o gan zat onal analys s, 
ndependent th d-pa ty analys s, o gan zat onal penet at on test ng, ndependent 
th d-pa ty penet at on test ng] of [Ass gnment  o gan zat on-def ned supply cha n 
elements, p ocesses, and acto s] assoc ated w th the nfo mat on system, system 
component, o  nfo mat on system se v ce.

… o gan zat onal analys s, ndependent th d-pa ty analys s, o gan zat onal 
penet at on test ng, o  ndependent th d-pa ty penet at on test ng … Not 
app op ate to def ne at the AC level  the ISSM/ISSO s espons ble fo  
dete m n ng the value(s), n collabo at on w th the app op ate off ce of 
p ma y espons b l ty, and document the value(s) w th n the body-of-

X X X

SA-12(12) supply chain protection | inter-
organ zational agreements

The o gan zat on establ shes nte -o gan zat onal ag eements and p ocedu es w th 
ent t es nvolved n the supply cha n fo  the nfo mat on system, system component, 

   

X X

SA-12(13) supply chain protection | c itical 
information system components

The o gan zat on employs [Ass gnment  o gan zat on-def ned secu ty safegua ds] to 
ensu e an adequate supply of [Ass gnment  o gan zat on-def ned c t cal nfo mat on 

 

X X

SA-12(14) supply chain protection | ident ty 
and traceabi ity

The o gan zat on establ shes and eta ns un que dent f cat on of [Ass gnment  
o gan zat on-def ned supply cha n elements, p ocesses, and acto s] fo  the 
nfo mat on system, system component, o  nfo mat on system se v ce.

X X

SA-12(15) supply chain protection | 
processes to address weaknesses 

 

The o gan zat on establ shes a p ocess to add ess weaknesses o  def c enc es n supply 
cha n elements dent f ed du ng ndependent o  o gan zat onal assessments of such 

X X

SA-14 Criticality Analysis The o gan zat on dent f es c t cal nfo mat on system components and funct ons by 
pe fo m ng a c t cal ty analys s fo  [Ass gnment  o gan zat on-def ned nfo mat on 
systems, nfo mat on system components, o  nfo mat on system se v ces] at 
[Ass gnment  o gan zat on-def ned dec s on po nts n the system development l fe 
cycle].

.. not app op ate to def ne at the AC level  the SSM/ISSO s espons ble fo  
dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence 
.. not app op ate to def ne at the AC level  the SSM/ISSO s espons ble fo  

dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence. A c t cally analys s s pe fo med du ng system development and 
updated fo  any majo  mod f cat ons

X X X

SA-15 Deve opment Process, 
Standards, and Tools

The o gan zat on
a. Requ es the develope  of the nfo mat on system, system component, o  
nfo mat on system se v ce to follow a documented development p ocess that
1. Expl c tly add esses secu ty equ ements
2. Ident f es the standa ds and tools used n the development p ocess
3. Documents the spec f c tool opt ons and tool conf gu at ons used n the 
development p ocess  and
4. Documents, manages, and ensu es the nteg ty of changes to the p ocess and/o  
tools used n development  and
b. Rev ews the development p ocess, standa ds, tools, and tool 
opt ons/conf gu at ons [Ass gnment  o gan zat on-def ned f equency] to dete m ne f 
the p ocess, standa ds, tools, and tool opt ons/conf gu at ons selected and employed 
can sat sfy [Ass gnment  o gan zat on-def ned secu ty equ ements].

X X

SA-15(3) deve opment process  standards  
and too s | c itica ity analys s

The o gan zat on equ es the develope  of the nfo mat on system, system 
component, o  nfo mat on system se v ce to pe fo m a c t cal ty analys s at 
[Ass gnment  o gan zat on-def ned b eadth/depth] and at [Ass gnment  o gan zat on-
def ned dec s on po nts n the system development l fe cycle].

.. not app op ate to def ne at the AC level  the SSM/ISSO s espons ble fo  
dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence 
.. Not app op ate to def ne at the AC level  the ISSM/ISSO s espons ble fo  

dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence.

X X

SA-15(4) deve opment process  standards  
and too s | threat modeling / 
vulnerab lity analysis

The o gan zat on equ es that develope s pe fo m th eat model ng and a vulne ab l ty 
analys s fo  the nfo mat on system at [Ass gnment  o gan zat on-def ned 
b eadth/depth] that
(a) Uses [Ass gnment  o gan zat on-def ned nfo mat on conce n ng mpact, 
env onment of ope at ons, known o  assumed th eats, and acceptable sk levels]
(b) Employs [Ass gnment  o gan zat on-def ned tools and methods]  and
(c) P oduces ev dence that meets [Ass gnment  o gan zat on-def ned acceptance 
c te a].

ma n/a./b./c. ... not app op ate to def ne at the AC level  the ISSM/ SSO s 
espons ble fo  dete m n ng the value(s) n collabo at on w th the 

app op ate off ce of p ma y espons b l ty and document the value(s) 
w th n the body-of-ev dence 

X X



SA-15(5) deve opment process  standards  
and too s | a tack surface reduction

The o gan zat on equ es the develope  of the nfo mat on system, system 
component, o  nfo mat on system se v ce to educe attack su faces to [Ass gnment  
o gan zat on-def ned th esholds].

.. not app op ate to def ne at the AC level  the SSM/ISSO s espons ble fo  
dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence 

X X X

SA-15(9) deve opment process  standards  
and too s | use of ive da a

The o gan zat on app oves, documents, and cont ols the use of l ve data n 
development and test env onments fo  the nfo mat on system, system component, 
o  nfo mat on system se v ce.

X X

SA-15(10) deve opment process  standards  
and too s | incident response plan

The o gan zat on equ es the develope  of the nfo mat on system, system 
component, o  nfo mat on system se v ce to p ov de an nc dent esponse plan.

X X

SA-17 Deve oper Secur ty 
Architecture and Design

The o gan zat on equ es the develope  of the nfo mat on system, system 
component, o  nfo mat on system se v ce to p oduce a des gn spec f cat on and 
secu ty a ch tectu e that
a. Is cons stent w th and suppo t ve of the o gan zat on s secu ty a ch tectu e wh ch s 
establ shed w th n and s an nteg ated pa t of the o gan zat on s ente p se 
a ch tectu e
b. Accu ately and completely desc bes the equ ed secu ty funct onal ty, and the 
a locat on of secu ty cont ols among phys cal and log cal components  and
c. Exp esses how nd v dual secu ty funct ons, mechan sms, and se v ces wo k 
togethe  to p ov de equ ed secu ty capab l t es and a un f ed app oach to 
p otect on.

X X

SA-18 Tamper Resistance and 
Detection

The o gan zat on mplements a tampe  p otect on p og am fo  the nfo mat on 
system, system component, o  nfo mat on system se v ce.

f the weapon system has CPI o  C t cal Technology then th s cont ol may be 
equ ed

X X X X

SA-18(1) tamper resistance and detect on | 
mu tiple phases of sdlc

The o gan zat on employs ant -tampe  technolog es and techn ques du ng mu t ple 
phases n the system development l fe cycle nclud ng des gn, development, 

   

X X

SA-18(2) tamper resistance and detect on | 
inspection of nformat on systems  
componen s  or devices

The o gan zat on nspects [Ass gnment  o gan zat on-def ned nfo mat on systems, 
system components, o  dev ces] [Select on (one o  mo e)  at andom  at [Ass gnment  
o gan zat on-def ned f equency], upon [Ass gnment  o gan zat on-def ned nd cat ons 

      

X X

SA-19 Component Au henticity The o gan zat on
a. Develops and mplements ant -counte fe t pol cy and p ocedu es that nclude the 
means to detect and p event counte fe t components f om ente ng the nfo mat on 
system  and
b. Repo ts counte fe t nfo mat on system components to [Select on (one o  mo e)  
sou ce of counte fe t component  [Ass gnment  o gan zat on-def ned exte nal 
epo t ng o gan zat ons]  [Ass gnment  o gan zat on-def ned pe sonnel o  oles]].     

… the p me cont acto , the sou ce of counte fe t component, and USAF 
TSN focal po nts as d ected by the SCAR and SCA  

X X X

SA-20 Customized Deve opment of 
Critical Components

The o gan zat on e- mplements o  custom develops [Ass gnment  o gan zat on-
def ned c t cal nfo mat on system components].

X X

SA-22 Unsuppo ted Sys em 
Components

The o gan zat on
a. Replaces nfo mat on system components when suppo t fo  the components s no 
longe  ava lable f om the develope , vendo , o  manufactu e  and
b. P ov des just f cat on and documents app oval fo  the cont nued use of 
unsuppo ted system components equ ed to sat sfy m ss on/bus ness needs.

X X

SC-1 System and Communicat ons 
Protection Pol cy and 
Procedures

The o gan zat on
a. Develops, documents, and d ssem nates to [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]
1. A system and commun cat ons p otect on pol cy that add esses pu pose, scope, 
oles, espons b l t es, management comm tment, coo d nat on among o gan zat onal 

ent t es, and compl ance  and
2. P ocedu es to fac l tate the mplementat on of the system and commun cat ons 
p otect on pol cy and assoc ated system and commun cat ons p otect on cont ols  and
b. Rev ews and updates the cu ent
1. System and commun cat ons p otect on pol cy [Ass gnment  o gan zat on-def ned 
f equency]  and
2. System and commun cat ons p otect on p ocedu es [Ass gnment  o gan zat on-
def ned f equency].

a. … all pe sonnel.
b.1. … at least annually f not othe w se def ned n fo mal o gan zat onal 
pol cy
b.2. … at least annually f not othe w se def ned n fo mal o gan zat onal 
pol cy

X X

SC-2 Applicat on Partit oning The nfo mat on system sepa ates use  funct onal ty ( nclud ng use  nte face se v ces) 
f om nfo mat on system management funct onal ty.

 X X

SC-2(1) applicat on partition ng | nter aces 
for non-priv leged users

The nfo mat on system p events the p esentat on of nfo mat on system 
management- elated funct onal ty at an nte face fo  non-p v leged use s.

X X

SC-3 Secur ty Function Iso at on The nfo mat on system solates secu ty funct ons f om nonsecu ty funct ons.  X X X

SC-3(1) secu ity unct on solat on | 
hardware separation

The nfo mat on system ut l zes unde ly ng ha dwa e sepa at on mechan sms to 
mplement secu ty funct on solat on.

X X

SC-3(2) secu ity unct on solat on | access 
/ f ow cont ol functions

The nfo mat on system solates secu ty funct ons enfo c ng access and nfo mat on 
flow cont ol f om nonsecu ty funct ons and f om othe  secu ty funct ons.

X X

SC-3(3) secu ity unct on solat on | 
m nimize nonsecur ty functiona ity

The o gan zat on m n m zes the numbe  of nonsecu ty funct ons ncluded w th n the 
solat on bounda y conta n ng secu ty funct ons.

X X

SC-3(4) secu ity unct on solat on | module 
coup ing and cohesiveness

The o gan zat on mplements secu ty funct ons as la gely ndependent modules that 
max m ze nte nal cohes veness w th n modules and m n m ze coupl ng between 

X X

SC-3(5) secu ity unct on solat on | ayered 
struc ures

The o gan zat on mplements secu ty funct ons as a laye ed st uctu e m n m z ng 
nte act ons between laye s of the des gn and avo d ng any dependence by lowe  
laye s on the funct onal ty o  co ectness of h ghe  laye s.

X X

SC-4 Informat on in Shared 
Resources

The nfo mat on system p events unautho zed and un ntended nfo mat on t ansfe  
v a sha ed system esou ces.

X X

SC-4(2) information in shared resources | 
periods process ng

The nfo mat on system p events unautho zed nfo mat on t ansfe  v a sha ed 
esou ces n acco dance w th [Ass gnment  o gan zat on-def ned p ocedu es] when 

system p ocess ng expl c tly sw tches between d ffe ent nfo mat on class f cat on 
   

X X

SC-5 Denial of Serv ce Protect on The nfo mat on system p otects aga nst o  l m ts the effects of the fo low ng types of 
den al of se v ce attacks  [Ass gnment  o gan zat on-def ned types of den al of se v ce 
attacks o  efe ence to sou ce fo  such nfo mat on] by employ ng [Ass gnment  
o gan zat on-def ned secu ty safegua ds].

… consumpt on of sca ce, l m ted, o  non- enewable esou ces, dest uct on 
o  alte at on of conf gu at on nfo mat on, phys cal dest uct on o  alte at on 
of components
… not app op ate to def ne at the AC level  the ISSM/ SSO s espons ble fo  
dete m n ng the value(s), n collabo at on w th the app op ate off ce of 
p ma y espons b l ty, and document the value(s) w th n the body-of-
ev dence 

X X X

SC-5(3) denial of service protection | 
detection / moni or ng

The o gan zat on
(a) Employs [Ass gnment  o gan zat on-def ned mon to ng tools] to detect nd cato s 
of den al of se v ce attacks aga nst the nfo mat on system  and
(b) Mon to s [Ass gnment  o gan zat on-def ned nfo mat on system esou ces] to 
dete m ne f suff c ent esou ces ex st to p event effect ve den al of se v ce attacks.

X X

SC-6 Resource Ava labi ity The nfo mat on system p otects the ava lab l ty of esou ces by allocat ng 
[Ass gnment  o gan zat on-def ned esou ces] by [Select on (one o  mo e)  p o ty  
quota  [Ass gnment  o gan zat on-def ned secu ty safegua ds]].

X X

SC-7 Boundary Protection The nfo mat on system
a. Mon to s and cont ols commun cat ons at the exte nal bounda y of the system and 
at key nte nal bounda es w th n the system
b. Implements subnetwo ks fo  publ cly access ble system components that a e 
[Select on  phys ca ly  log cally] sepa ated f om nte nal o gan zat onal netwo ks  and
c. Connects to exte nal netwo ks o  nfo mat on systems only th ough managed 
nte faces cons st ng of bounda y p otect on dev ces a anged n acco dance w th an 
o gan zat onal secu ty a ch tectu e.

b. … phys cally and/o  log cally.  GSE not connected to netwo k unless 
autho zed by AO.

X X X

SC-7(1) boundary protect on | physically 
 

[W thd awn  Inco po ated nto SC-7]. X X

SC-7(2) boundary protect on | pub ic [W thd awn  Inco po ated nto SC-7]. X X

SC-7(3) boundary protect on | access The o gan zat on l m ts the numbe  of exte nal netwo k connect ons to the No netwo k connect ons unless an ATC s g anted by AO. X X

SC-7(4) boundary protect on | external 
telecommunicat ons services

The o gan zat on
(a) Implements a managed nte face fo  each exte nal telecommun cat on se v ce
(b) Establ shes a t aff c flow pol cy fo  each managed nte face
(c) P otects the conf dent al ty and nteg ty of the nfo mat on be ng t ansm tted 
ac oss each nte face
(d) Documents each except on to the t aff c flow pol cy w th a suppo t ng 
m ss on/bus ness need and du at on of that need  and
(e) Rev ews except ons to the t aff c flow pol cy [Ass gnment  o gan zat on-def ned 

            

X X

SC-7(5) boundary protect on | deny by 
default / al ow by except on

The nfo mat on system at managed nte faces den es netwo k commun cat ons t aff c 
by default and allows netwo k commun cat ons t aff c by except on ( .e., deny all, 

  

X X

SC-7(6) boundary protect on | response to 
 

[W thd awn  Inco po ated nto SC-7 (18)]. X X

SC-7(7) boundary protect on | prevent spl t 
tunneling for remote devices

The nfo mat on system, n conjunct on w th a emote dev ce, p events the dev ce 
f om s multaneously establ sh ng non- emote connect ons w th the system and 
commun cat ng v a some othe  connect on to esou ces n exte nal netwo ks.

X X

SC-7(8) boundary protect on | route traf ic 
to authenticated proxy servers

The nfo mat on system outes [Ass gnment  o gan zat on-def ned nte nal 
commun cat ons t aff c] to [Ass gnment  o gan zat on-def ned exte nal netwo ks] 
th ough authent cated p oxy se ve s at managed nte faces.

X X

SC-7(9) boundary protect on | restrict 
threatening outgoing 
communicat ons tra fic

The nfo mat on system
(a) Detects and den es outgo ng commun cat ons t aff c pos ng a th eat to exte nal 
nfo mat on systems  and
(b) Aud ts the dent ty of nte nal use s assoc ated w th den ed commun cat ons.

X X

SC-7(10) boundary protect on | prevent 
unauthorized ex iltration

The o gan zat on p events the unautho zed exf lt at on of nfo mat on ac oss 
managed nte faces.

X X X

SC-7(11) boundary protect on | restrict 
incoming communications traf ic

The nfo mat on system only allows ncom ng commun cat ons f om [Ass gnment  
o gan zat on-def ned autho zed sou ces] outed to [Ass gnment  o gan zat on-
def ned autho zed dest nat ons].

… o gan zat on-def ned sou ces as autho zed by the AO 
… o gan zat on-def ned dest nat ons as autho zed by the AO

X X X

SC-7(12) boundary protect on | host-based 
protection

The o gan zat on mplements [Ass gnment  o gan zat on-def ned host-based bounda y 
p otect on mechan sms] at [Ass gnment  o gan zat on-def ned nfo mat on system 
components].

… not app op ate to def ne at the AC level  the ISSM/ SSO s espons ble fo  
dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence.
.. all system components capable of suppo t ng host-based bounda y 

p otect on mechan sms such as but not l m ted to se ve s, wo kstat ons, and 
          

X X

SC-7(13) boundary protect on | solat on of 
secu ity ools / mechanisms / 
support components

The o gan zat on solates [Ass gnment  o gan zat on-def ned nfo mat on secu ty 
tools, mechan sms, and suppo t components] f om othe  nte nal nfo mat on system 
components by mplement ng phys cally sepa ate subnetwo ks w th managed 

      

X X

SC-7(14) boundary protect on | protec s 
against unautho ized physical 

The o gan zat on p otects aga nst unautho zed phys cal connect ons at [Ass gnment  
o gan zat on-def ned managed nte faces].

X X

SC-7(15) boundary protect on | route 
privileged network accesses

The nfo mat on system outes all netwo ked, p v leged accesses th ough a 
ded cated, managed nte face fo  pu poses of access cont ol and aud t ng.

X X

SC-7(16) boundary protect on | prevent 
d scovery of components / devices

The nfo mat on system p events d scove y of spec f c system components compos ng 
a managed nte face.

X X

SC-7(17) boundary protect on | au omated 
nfor m nt of proto ol ormats

The nfo mat on system enfo ces adhe ence to p otocol fo mats. X X



SC-7(18) boundary protect on | fail secure The nfo mat on system fa ls secu ely n the event of an ope at onal fa lu e of a 
bounda y p otect on dev ce. 

X X

SC-7(19) boundary protect on | blocks 
communicat on rom non-
organ zationally conf gured hosts

The nfo mat on system blocks both nbound and outbound commun cat ons t aff c 
between [Ass gnment  o gan zat on-def ned commun cat on cl ents] that a e 
ndependently conf gu ed by end use s and exte nal se v ce p ov de s.

X X

SC-7(20) boundary protect on | dynamic 
iso ation / segregation

The nfo mat on system p ov des the capab l ty to dynam ca ly solate/seg egate 
[Ass gnment  o gan zat on-def ned nfo mat on system components] f om othe  

   

X X

SC-7(21) boundary protect on | solat on of 
information system components

The o gan zat on employs bounda y p otect on mechan sms to sepa ate [Ass gnment  
o gan zat on-def ned nfo mat on system components] suppo t ng [Ass gnment  
o gan zat on-def ned m ss ons and/o  bus ness funct ons].

X X

SC-7(22) boundary protect on | separate 
subnets or connect ng o d fferent 

 

The nfo mat on system mplements sepa ate netwo k add esses ( .e , d ffe ent 
subnets) to connect to systems n d ffe ent secu ty doma ns.

X X

SC-7(23) boundary protect on | disable 
sender feedback on p otocol 

The nfo mat on system d sables feedback to sende s on p otocol fo mat val dat on 
f l

X X

SC-8 Transm ssion Conf dent al ty 
and Integrity

The nfo mat on system p otects the [Select on (one o  mo e)  conf dent al ty  
nteg ty] of t ansm tted nfo mat on.

… conf dent al ty and nteg ty X X X

SC-8(1) transmission con ident a ity and 
integr ty | cryp ographic or 
a ternate physical protect on

The nfo mat on system mplements c yptog aph c mechan sms to [Select on (one o  
mo e)  p event unautho zed d sclosu e of nfo mat on  detect changes to 
nfo mat on] du ng t ansm ss on unless othe w se p otected by [Ass gnment  
o gan zat on-def ned alte nat ve phys cal safegua ds].

.. p event unautho zed d sclosu e of, and detect changes to, nfo mat on.
A te nat ve phys cal safegua ds such as keep ng t ansm ss on w th n phys cal 
a eas ated IAW the sens t v ty of the nfo mat on o  w th n a P otected 
D st but on System (PDS) when t ave s ng a eas not app oved fo  the 
sens t v ty of the nfo mat on.

X X X

SC-8(3) transmission con ident a ity and 
integr ty | cryp ographic protect on 

  

The nfo mat on system mplements c yptog aph c mechan sms to p otect message 
exte nals unless othe w se p otected by [Ass gnment  o gan zat on-def ned 

  

X X

SC-8(4) transmission con ident a ity and 
integr ty | conceal / andom ze 
communicat ons

The nfo mat on system mplements c yptog aph c mechan sms to conceal o  
andom ze commun cat on patte ns unless othe w se p otected by [Ass gnment  

o gan zat on-def ned alte nat ve phys cal safegua ds].

X X

SC-12 Cryptograph c Key 
Es ablishment and 
Management  

The o gan zat on establ shes and manages c yptog aph c keys fo  equ ed 
c yptog aphy employed w th n the nfo mat on system n acco dance w th 
[Ass gnment  o gan zat on-def ned equ ements fo  key gene at on, d st but on, 
sto age, access, and dest uct on].

.. FIPS 140-2 fo  CUI and NSA type 1 fo  class f ed.  Fo  unclass f ed NSS, 
NIST FIPS-compl ant  and/o  fo  class f ed NSS, see the Class f ed 
Info mat on Ove lay  p ocesses/ equ ements fo  key gene at on, 
d st but on, sto age, access, and dest uct on.  See also NIST SP 800-57, 
Recommendat on fo  Key Management.

X X X

SC-12(1) cryptographic key es abl shment 
and management | avai abi ity

The o gan zat on ma nta ns ava lab l ty of nfo mat on n the event of the loss of 
c yptog aph c keys by use s.

X X

SC-12(2) cryptographic key es abl shment 
and management | symmetric keys

The o gan zat on p oduces, cont ols, and d st butes symmet c c yptog aph c keys 
us ng [Select on  N ST FIPS-compl ant  NSA-app oved] key management technology 

 

X X

SC-12(3) cryptographic key es abl shment 
and management | asymmetric 
keys

The o gan zat on p oduces, cont ols, and d st butes asymmet c c yptog aph c keys 
us ng [Select on  NSA-app oved key management technology and p ocesses  
app oved PKI Class 3 ce t f cates o  p epos t oned key ng mate al  app oved PKI Class 
3 o  Class 4 ce t f cates and ha dwa e secu ty tokens that p otect the use s p vate 

… NIST FIPS-compl ant fo  unclass f ed data, and/o  See Class f ed 
Info mat on Ove lay o  NSA app oved key management technology and 
p ocesses fo  class f ed data.

X X

SC-13 Cryptograph c Protec ion The nfo mat on system mplements [Ass gnment  o gan zat on-def ned c yptog aph c 
uses and type of c yptog aphy equ ed fo  each use] n acco dance w th appl cable 
fede al laws, Execut ve O de s, d ect ves, pol c es, egulat ons, and standa ds.

… IAW AFI 33-201 and NSA app oved c yptog aphy X X X X

SC-15 Col aborative Computing 
Devices

The nfo mat on system
a. P oh b ts emote act vat on of collabo at ve comput ng dev ces w th the follow ng 
except ons  [Ass gnment  o gan zat on-def ned except ons whe e emote act vat on s 
to be a lowed]  and
b. P ov des an expl c t nd cat on of use to use s phys ca ly p esent at the dev ces.

 X X

SC-16 Transm ssion of Security 
Attributes

The nfo mat on system assoc ates [Ass gnment  o gan zat on-def ned secu ty 
att butes] w th nfo mat on exchanged between nfo mat on systems and between 

 

X X

SC-16(1) transmission of secur ty att ibutes | 
 

The nfo mat on system val dates the nteg ty of t ansm tted secu ty att butes. X X

SC-18 Mob le Code The o gan zat on
a. Def nes acceptable and unacceptable mob le code and mob le code technolog es
b. Establ shes usage est ct ons and mplementat on gu dance fo  acceptable mob le 
code and mob le code technolog es  and
c. Autho zes, mon to s, and cont ols the use of mob le code w th n the nfo mat on 
system.

… weapons systems should not nco po ate mob le code execut on 
capab l ty (Refe ence DoDI 8500.01)

X X

SC-18(3) mobile code | prevent download ng 
/ execution

The nfo mat on system p events the download and execut on of [Ass gnment  
o gan zat on-def ned unacceptable mob le code].

… weapons systems should not nco po ate mob le code execut on 
capab l ty (Refe ence DoDI 8500.01)

X X X

SC-20 Secure Name /Address 
Reso ution Se vice

The nfo mat on system
a. P ov des add t onal data o g n authent cat on and nteg ty ve f cat on a t facts 
along w th the autho tat ve name esolut on data the system etu ns n esponse to 
exte nal name/add ess esolut on que es  and
b. P ov des the means to nd cate the secu ty status of ch ld zones and ( f the ch ld 
suppo ts secu e esolut on se v ces) to enable ve f cat on of a cha n of t ust among 
pa ent and ch ld doma ns, when ope at ng as pa t of a d st buted, h e a ch cal 

X X

SC-21 Secure Name /Address 
Reso ution Se vice

The nfo mat on system equests and pe fo ms data o g n authent cat on and data 
nteg ty ve f cat on on the name/add ess esolut on esponses the system ece ves 

  

 X X

SC-22 Architecture and Provisioning 
for

The nfo mat on systems that collect vely p ov de name/add ess esolut on se v ce fo  
an o gan zat on a e fau t-tole ant and mplement nte nal/exte nal ole sepa at on.

 X X

SC-23 Session Authent city The nfo mat on system p otects the authent c ty of commun cat ons sess ons. X X

SC-24 Fail in Known State The nfo mat on system fa ls to a [Ass gnment  o gan zat on-def ned known-state] fo  
[Ass gnment  o gan zat on-def ned types of fa lu es] p ese v ng [Ass gnment  
o gan zat on-def ned system state nfo mat on] n fa lu e.

.. known secu e state
… all types of fa lu es
… nfo mat on necessa y to dete m ne cause of the fa lu e and to etu n to 
ope at ons w th the least d s upt on to m ss on p ocesses

X X X

SC-28 Protection of Information at 
Rest

The nfo mat on system p otects the [Select on (one o  mo e)  conf dent al ty  
nteg ty] of [Ass gnment  o gan zat on-def ned nfo mat on at est].

… conf dent al ty and nteg ty.
… all nfo mat on not clea ed fo  publ c elease.

X X X

SC-28(1) protection of n o mat on at rest | 
cryptographic protection

The nfo mat on system mplements c yptog aph c mechan sms to p event 
unautho zed d sclosu e and mod f cat on of [Ass gnment  o gan zat on-def ned 
nfo mat on] on [Ass gnment  o gan zat on-def ned nfo mat on system components].

… all nfo mat on not clea ed fo  publ c elease
… system components outs de of o gan zat on fac l t es. 
Class f ed nfo on med a enc ypted us ng NSA app oved p oducts.

X X X

SC-29 Heterogene ty The o gan zat on employs a d ve se set of nfo mat on technolog es fo  [Ass gnment  
o gan zat on-def ned nfo mat on system components] n the mplementat on of the 
nfo mat on system.

… not app op ate to def ne at the AC level  the ISSM/ SSO s espons ble fo  
dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence.

X X X

SC-30 Concealment and Misdirect on The o gan zat on employs [Ass gnment  o gan zat on-def ned concealment and 
m sd ect on techn ques] fo  [Ass gnment  o gan zat on-def ned nfo mat on systems] 
at [Ass gnment  o gan zat on-def ned t me pe ods] to confuse and m slead 

X X

SC-32 Informat on System 
Par itioning

The o gan zat on pa t t ons the nfo mat on system nto [Ass gnment  o gan zat on-
def ned nfo mat on system components] es d ng n sepa ate phys cal doma ns o  
env onments based on [Ass gnment  o gan zat on-def ned c cumstances fo  phys cal 

  

X X

SC-33 Transm ssion Preparation [W thd awn  Inco po ated nto SC-8]. X X

SC-34 Non-Modifiable Executable 
Programs

The nfo mat on system at [Ass gnment  o gan zat on-def ned nfo mat on system 
components]
a. Loads and executes the ope at ng env onment f om ha dwa e-enfo ced, ead-only 
med a  and
b. Loads and executes [Ass gnment  o gan zat on-def ned appl cat ons] f om ha dwa e
enfo ced, ead-only med a.

… not app op ate to def ne at the AC level  the ISSM/ SSO s espons ble fo  
dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence.

X X X X X

SC-38 Operat ons Secur ty The o gan zat on employs [Ass gnment  o gan zat on-def ned ope at ons secu ty 
safegua ds] to p otect key o gan zat onal nfo mat on th oughout the system 
development l fe cycle.

… safegua ds n acco dance w th A  Fo ce Inst uct on (AF ) 10-701, 
Ope at ons Secu ty (OPSEC), and AFI 31-401

X X

SC-39 Process Isolation The nfo mat on system ma nta ns a sepa ate execut on doma n fo  each execut ng  X X

SC-40 Wireless Link Protection The nfo mat on system p otects exte nal and nte nal [Ass gnment  o gan zat on-
def ned w eless l nks] f om [Ass gnment  o gan zat on-def ned types of s gnal 
pa amete  attacks o  efe ences to sou ces fo  such attacks].

.. not app op ate to def ne at the AC level  the SSM/ISSO s espons ble fo  
dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence
… not app op ate to def ne at the AC level  the ISSM/ SSO s espons ble fo  
dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence

X X X

SC-40(1) wireless l nk protection | 
elect omagnetic interference

The nfo mat on system mplements c yptog aph c mechan sms that ach eve 
[Ass gnment  o gan zat on-def ned level of p otect on] aga nst the effects of 

  

X X

SC-40(3) wireless l nk protection | im tative 
or manipulative communicat ons 
decept on

The nfo mat on system mplements c yptog aph c mechan sms to dent fy and eject 
w eless t ansm ss ons that a e del be ate attempts to ach eve m tat ve o  
man pulat ve commun cat ons decept on based on s gnal pa amete s.

X X

SC-40(4) wireless l nk protection | signal 
parameter ident ficat on

The nfo mat on system mplements c yptog aph c mechan sms to p event the 
dent f cat on of [Ass gnment  o gan zat on-def ned w eless t ansm tte s] by us ng the 

   

X X

SC-41 Port and I/O Device Access The o gan zat on phys cally d sables o  emoves [Ass gnment  o gan zat on-def ned 
connect on po ts o  nput/output dev ces] on [Ass gnment  o gan zat on-def ned 
nfo mat on systems o  nfo mat on system components].

… all non-m ss on essent al po ts, p otocols, & se v ces
… all nfo mat on system components 

X X X

SC-43 Usage Restric ions The o gan zat on
a. Establ shes usage est ct ons and mplementat on gu dance fo  [Ass gnment  
o gan zat on-def ned nfo mat on system components] based on the potent al to 
cause damage to the nfo mat on system f used mal c ously  and
b. Autho zes, mon to s, and cont ols the use of such components w th n the 
nfo mat on system.

X X

SI-1 System and Informat on 
Integr ty Po icy and 
Procedures

The o gan zat on
a. Develops, documents, and d ssem nates to [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]
1. A system and nfo mat on nteg ty pol cy that add esses pu pose, scope, oles, 
espons b l t es, management comm tment, coo d nat on among o gan zat onal 

ent t es, and compl ance  and
2. P ocedu es to fac l tate the mplementat on of the system and nfo mat on nteg ty 
pol cy and assoc ated system and nfo mat on nteg ty cont ols  and
b. Rev ews and updates the cu ent
1. System and nfo mat on nteg ty pol cy [Ass gnment  o gan zat on-def ned 
f equency]  and
2.  System and nfo mat on nteg ty p ocedu es [Ass gnment  o gan zat on-def ned 
f equency].

a. … all pe sonnel
b.1. … at least annually f not othe w se def ned n fo mal o gan zat onal 
pol cy
b.2. … at least annually f not othe w se def ned n fo mal o gan zat onal 
pol cy

X X



SI-2 Flaw Remediation The o gan zat on
a. Ident f es, epo ts, and co ects nfo mat on system flaws
b. Tests softwa e and f mwa e updates elated to flaw emed at on fo  effect veness 
and potent al s de effects befo e nstallat on
c. Installs secu ty- elevant softwa e and f mwa e updates w th n [Ass gnment  
o gan zat on-def ned t me pe od] of the elease of the updates  and
d. Inco po ates flaw emed at on nto the o gan zat onal conf gu at on management 
p ocess.

c. … 30 days f not othe w se def ned n fo mal o gan zat onal pol cy. X X

SI-3 Mal cious Code Protect on The o gan zat on
a. Employs mal c ous code p otect on mechan sms at nfo mat on system ent y and 
ex t po nts to detect and e ad cate mal c ous code
b. Updates mal c ous code p otect on mechan sms wheneve  new eleases a e 
ava lable n acco dance w th o gan zat onal conf gu at on management pol cy and 
p ocedu es
c. Conf gu es mal c ous code p otect on mechan sms to
1. Pe fo m pe od c scans of the nfo mat on system [Ass gnment  o gan zat on-
def ned f equency] and eal-t me scans of f les f om exte nal sou ces at [Select on 
(one o  mo e)  endpo nt  netwo k ent y/ex t po nts] as the f les a e downloaded, 
opened, o  executed n acco dance w th o gan zat onal secu ty pol cy  and
2. [Select on (one o  mo e)  block mal c ous code  qua ant ne mal c ous code   send 
ale t to adm n st ato  [Ass gnment  o gan zat on-def ned act on]] n esponse to 
mal c ous code detect on  and
d. Add esses the ece pt of false pos t ves du ng mal c ous code detect on and 
e ad cat on and the esult ng potent al mpact on the ava lab l ty of the nfo mat on 
system.

c.1. … IAW usage patte ns - not app op ate to def ne at the AC level  the 
SSM/ISSO s espons ble fo  dete m n ng the value(s) n collabo at on w th 

the app op ate off ce of p ma y espons b l ty and document the value(s) 
w th n the body-of-ev dence
… endpo nts and netwo k ent y/ex t po nts
c2. … block and qua ant ne mal c ous code then send an ale t to the system 
adm n st ato .

X X X

SI-3(4) ma icious code p otect on | 
updates only by privileged users

The nfo mat on system updates mal c ous code p otect on mechan sms only when 
d ected by a p v leged use .

X X

SI-3(8) ma icious code p otect on | detect 
unauthorized commands

The nfo mat on system detects [Ass gnment  o gan zat on-def ned unautho zed 
ope at ng system commands] th ough the ke nel appl cat on p og amm ng nte face 
at [Ass gnment  o gan zat on-def ned nfo mat on system ha dwa e components] and 
[Select on (one o  mo e)  ssues a wa n ng  aud ts the command execut on  p events 

    

… unautho zed and/o  mal c ous code
… ke nel-level appl cat on wh tel st ng
… p oh b ts execut on of unautho zed code

X X X

SI-4 Informat on System Monitoring The o gan zat on
a. Mon to s the nfo mat on system to detect
1. Attacks and nd cato s of potent al attacks n acco dance w th [Ass gnment  
o gan zat on-def ned mon to ng object ves]  and
2. Unautho zed local, netwo k, and emote connect ons
b. Ident f es unautho zed use of the nfo mat on system th ough [Ass gnment  
o gan zat on-def ned techn ques and methods]
c. Deploys mon to ng dev ces  ( ) st ateg cally w th n the nfo mat on system to collect 
o gan zat on-dete m ned essent al nfo mat on  and ( ) at ad hoc locat ons w th n the 
system to t ack spec f c types of t ansact ons of nte est to the o gan zat on
d. P otects nfo mat on obta ned f om nt us on-mon to ng tools f om unautho zed 
access, mod f cat on, and delet on
e. He ghtens the level of nfo mat on system mon to ng act v ty wheneve  the e s an 
nd cat on of nc eased sk to o gan zat onal ope at ons and assets, nd v duals, othe  
o gan zat ons, o  the Nat on based on law enfo cement nfo mat on, ntell gence 
nfo mat on, o  othe  c ed ble sou ces of nfo mat on
f. Obta ns legal op n on w th ega d to nfo mat on system mon to ng act v t es n 
acco dance w th appl cable fede al laws, Execut ve O de s, d ect ves, pol c es, o  
egulat ons  and

g. P ov des [Ass gnment  o gan zat on-def ned nfo mat on system mon to ng 
nfo mat on] to [Ass gnment  o gan zat on-def ned pe sonnel o  oles] [Select on (one 

      

… not app op ate to def ne at the AC level  the ISSM/ SSO s espons ble fo  
dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence

 X X

SI-4(1) information system monitor ng | 
system-w de ntrus on detection 

The o gan zat on connects and conf gu es nd v dual nt us on detect on tools nto an 
nfo mat on system-w de nt us on detect on system.

X X

SI-4(4) information system monitor ng | 
inbound and outbound 

 

The nfo mat on system mon to s nbound and outbound commun cat ons t aff c 
[Ass gnment  o gan zat on-def ned f equency] fo  unusual o  unautho zed act v t es 

 

X X

SI-4(10) information system monitor ng | 
v sibil ty of encrypted 

The o gan zat on makes p ov s ons so that [Ass gnment  o gan zat on-def ned 
enc ypted commun cat ons t aff c] s v s ble to [Ass gnment  o gan zat on-def ned 

   

X X

SI-4(11) information system monitor ng | 
analyze communicat ons tra fic 
anoma ies

The o gan zat on analyzes outbound commun cat ons t aff c at the exte nal bounda y 
of the nfo mat on system and selected [Ass gnment  o gan zat on-def ned nte o  
po nts w th n the system (e.g., subnetwo ks, subsystems)] to d scove  anomal es.

X X

SI-4(14) information system monitor ng | 
wireless intrusion detect on

The o gan zat on employs a w eless nt us on detect on system to dent fy ogue 
w eless dev ces and to detect attack attempts and potent al comp om ses/b eaches 

   

X X

SI-4(15) information system monitor ng | 
wireless to w reline 

The o gan zat on employs an nt us on detect on system to mon to  w eless 
commun cat ons t aff c as the t aff c passes f om w eless to w el ne netwo ks.

X X

SI-4(22) information system monitor ng | 
unauthorized netwo k services

The nfo mat on system detects netwo k se v ces that have not been autho zed o  
app oved by [Ass gnment  o gan zat on-def ned autho zat on o  app oval p ocesses] 
and [Select on (one o  mo e)  aud ts  ale ts [Ass gnment  o gan zat on-def ned 

  

X X

SI-4(24) information system monitor ng | 
  

The nfo mat on system d scove s, collects, d st butes, and uses nd cato s of X X

SI-5 Secur ty Alerts, Adv sories, 
and Directives

The o gan zat on
a. Rece ves nfo mat on system secu ty ale ts, adv so es, and d ect ves f om 
[Ass gnment  o gan zat on-def ned exte nal o gan zat ons] on an ongo ng bas s
b. Gene ates nte nal secu ty ale ts, adv so es, and d ect ves as deemed necessa y
c. D ssem nates secu ty ale ts, adv so es, and d ect ves to  [Select on (one o  mo e)  
[Ass gnment  o gan zat on-def ned pe sonnel o  oles]  [Ass gnment  o gan zat on-
def ned elements w th n the o gan zat on]  [Ass gnment  o gan zat on-def ned 
exte nal o gan zat ons]]  and
d. Implements secu ty d ect ves n acco dance w th establ shed t me f ames, o  
not f es the ssu ng o gan zat on of the deg ee of noncompl ance.

a. M n mally the US-CERT                                                                    c. … not 
app op ate to def ne at the AC level  the ISSM/ISSO s espons ble fo  
dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence

X X

SI-6 Secur ty Function Verif cation The nfo mat on system
a. Ve f es the co ect ope at on of [Ass gnment  o gan zat on-def ned secu ty 
funct ons]
b. Pe fo ms th s ve f cat on [Select on (one o  mo e)  [Ass gnment  o gan zat on-
def ned system t ans t onal states]  upon command by use  w th app op ate 
p v lege  [Ass gnment  o gan zat on-def ned f equency]]
c. Not f es [Ass gnment  o gan zat on-def ned pe sonnel o  oles] of fa led secu ty 
ve f cat on tests  and

            

X X

SI-6(2) secu ity unct on verification | 
automation support for d stributed 

The nfo mat on system mplements automated mechan sms to suppo t fo  the 
management of d st buted secu ty test ng.

X X

SI-7 Software, Firmware, and 
Informat on In egrity

The o gan zat on employs nteg ty ve f cat on tools to detect unautho zed changes 
to [Ass gnment  o gan zat on-def ned softwa e, f mwa e, and nfo mat on].

… softwa e, f mwa e, and nfo mat on X X X X X

SI-7(1) software  f rmware  and 
information integ ity | integrity 
checks

The nfo mat on system pe fo ms an nteg ty check of [Ass gnment  o gan zat on-
def ned softwa e, f mwa e, and nfo mat on] [Select on (one o  mo e)  at sta tup  at 
[Ass gnment  o gan zat on-def ned t ans t onal states o  secu ty- elevant events]  
[Ass gnment  o gan zat on-def ned f equency]].

… softwa e and nfo mat on p o  to load ng nto LRUs X X X X X

SI-7(2) software  f rmware  and 
information integ ity | au omated 

   

The o gan zat on employs automated tools that p ov de not f cat on to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles] upon d scove ng d sc epanc es du ng 

 

X X

SI-7(6) software  f rmware  and 
information integ ity | 

 

The nfo mat on system mplements c yptog aph c mechan sms to detect 
unautho zed changes to softwa e, f mwa e, and nfo mat on.

X X

SI-7(7) software  f rmware  and 
information integ ity | integration of 

  

The o gan zat on nco po ates the detect on of unautho zed [Ass gnment  
o gan zat on-def ned secu ty- elevant changes to the nfo mat on system] nto the 

   

X X

SI-7(8) software  f rmware  and 
information integ ity | auditing 
capabi ity for significant events

The nfo mat on system, upon detect on of a potent al nteg ty v olat on, p ov des the 
capab l ty to aud t the event and n t ates the follow ng act ons  [Select on (one o  
mo e)  gene ates an aud t eco d  ale ts cu ent use  ale ts [Ass gnment  o gan zat on
def ned pe sonnel o  oles]  [Ass gnment  o gan zat on-def ned othe  act ons]].

X X

SI-7(9) software  f rmware  and 
information integ ity | ve ify boot 
process

The nfo mat on system ve f es the nteg ty of the boot p ocess of [Ass gnment  
o gan zat on-def ned dev ces].

… all dev ces capable of ve f cat on of the boot p ocess X X X X

SI-7(10) software  f rmware  and 
information integ ity | protection of 

 

The nfo mat on system mplements [Ass gnment  o gan zat on-def ned secu ty 
safegua ds] to p otect the nteg ty of boot f mwa e n [Ass gnment  o gan zat on-

 

X X

SI-7(12) software  f rmware  and 
information integ ity | integrity 
ver fication

The o gan zat on equ es that the nteg ty of [Ass gnment  o gan zat on-def ned use -
nsta led softwa e] be ve f ed p o  to execut on.

… OFP softwa e X X X

SI-7(14) software  f rmware  and 
information integ ity | binary or 
machine execu able code

The o gan zat on
(a) P oh b ts the use of b na y o  mach ne-executable code f om sou ces w th l m ted 
o  no wa anty and w thout the p ov s on of sou ce code  and
(b) P ov des except ons to the sou ce code equ ement only fo  compe l ng 
m ss on/ope at onal equ ements and w th the app oval of the autho z ng off c al.

SW executable must be f om known sou ces.  Inse t efe ence f om 33-282.  
Must be app oved by AO

X X

SI-10 Informat on Input Validat on The nfo mat on system checks the val d ty of [Ass gnment  o gan zat on-def ned 
nfo mat on nputs].

… all nputs to the system o  appl cat on nput that m ght ece ve a c afted 
explo t towa d execut ng some code o  buffe  ove flow

X X X X X

SI-10(1) information input va idation | 
manual overr de capabi ity

The nfo mat on system
(a) P ov des a manual ove de capab l ty fo  nput val dat on of [Ass gnment  
o gan zat on-def ned nputs]
(b) Rest cts the use of the manual ove de capab l ty to only [Ass gnment  
o gan zat on-def ned autho zed nd v duals]  and
(c) Aud ts the use of the manual ove de capab l ty.

… not app op ate to def ne at the AC level  the ISSM/ SSO s espons ble fo  
dete m n ng the value(s) n collabo at on w th the app op ate off ce of 
p ma y espons b l ty and document the value(s) w th n the body-of-
ev dence

X X

SI-10(3) information input va idation | 
predictable behav or

The nfo mat on system behaves n a p ed ctable and documented manne  that 
eflects o gan zat onal and system object ves when nval d nputs a e ece ved.

X X X

SI-10(5) information input va idation | 
review / restrict nputs to t usted 

   

The o gan zat on est cts the use of nfo mat on nputs to [Ass gnment  o gan zat on-
def ned t usted sou ces] and/o  [Ass gnment  o gan zat on-def ned fo mats].

X X

SI-11 Error Hand ing The nfo mat on system
a. Gene ates e o  messages that p ov de nfo mat on necessa y fo  co ect ve act ons 
w thout eveal ng nfo mat on that could be explo ted by adve sa es  and
b. Reveals e o  messages only to [Ass gnment  o gan zat on-def ned pe sonnel o  

X X

SI-12 Informat on Hand ing and 
Reten ion  

The o gan zat on handles and eta ns nfo mat on w th n the nfo mat on system and 
nfo mat on output f om the system n acco dance w th appl cable fede al laws, 
Execut ve O de s, d ect ves, pol c es, egulat ons, standa ds, and ope at onal 
equ ements.

X X

SI-13 Predictable Fai ure Preven ion The o gan zat on
a. Dete m nes mean t me to fa lu e (MTTF) fo  [Ass gnment  o gan zat on-def ned 
nfo mat on system components] n spec f c env onments of ope at on  and
b. P ov des subst tute nfo mat on system components and a means to exchange 
act ve and standby components at [Ass gnment  o gan zat on-def ned MTTF 

 

X X

SI-13(5) predictable fai ure prevent on | 
fa lover capab l ty

The o gan zat on p ov des [Select on  eal-t me  nea  eal-t me] [Ass gnment  
o gan zat on-def ned fa love  capab l ty] fo  the nfo mat on system.

X X

SI-15 Informat on Output Fi te ing The nfo mat on system val dates nfo mat on output f om [Ass gnment  o gan zat on-
def ned softwa e p og ams and/o  appl cat ons] to ensu e that the nfo mat on s 

    

… Memo y-Loade  Ve f e  (MLV) appl cat ons X X



SI-16 Memory Protect on The nfo mat on system mplements [Ass gnment  o gan zat on-def ned secu ty 
safegua ds] to p otect ts memo y f om unautho zed code execut on.

… MLV appl cat ons X X X

SI-17 Fail-Safe Procedures The nfo mat on system mplements [Ass gnment  o gan zat on-def ned fa l-safe 
p ocedu es] when [Ass gnment  o gan zat on-def ned fa lu e cond t ons occu ].

X X



CNTL D
CONTROL NAME 

Control Enhancement Name
CONTROL ASSESSMENT PROCEDURE  SUPPLEMENTAL GUIDANCE CONTROL ENHANCEMENTS REFERENCES

AC-1 Access Cont ol Pol cy and 
P ocedu es 

The o gan zat on
a. Develop , documents, and 
d ssem nates to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles]
1. An access cont ol pol cy that 
add esses pu po e, scope, oles, 
espons b l t es, management 

comm tment, coo d nat on among 
o gan zat onal ent t es, and compl ance  
and
2. P ocedu es to fac l tate the 
mplementat on of the access cont ol 

pol cy and assoc ated access cont ols  
and
b. Rev ews and updates the cu ent
1. Access cont ol pol cy [Ass gnment  
o gan zat on-def ned f equency]  and
2. Access cont ol p ocedu es 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on develops and fo mally documents access cont ol pol cy  

-pu pose  
-scope  
- oles  
- e pons b l t es  
-management comm tment  
-coo d nat on among o gan zat onal ent t es  and 
-compl ance  
( ) the o gan zat on the o gan zat on d ssem nates fo mal documented access cont ol pol cy to elements w th n the o gan zat on 
hav ng assoc ated access cont ol oles and espons b l t es
( ) the o gan zat ond ssem nates the access cont ol pol cy to o gan zat on-def ned pe sonnel o  oles
( v) the o gan zat ondevelops and documents p ocedu es to fac l tate the mplementat on of the access cont ol pol cy and 
assoc ated access cont ol cont ols  
(v) the o gan zat on def nes pe sonnel o  oles to whom the p ocedu es a e to be d ssem nated
(v ) the o gan zat ond ssem nates the p ocedu es to o gan zat on-def ned pe sonnel o  oles

Dete m ne f  
( ) the o gan zat on def nes the f equency of access cont ol pol cy  
( ) the o gan zat on ev ews/updates access cont ol pol cy n acco dance w th o gan zat on-def ned f equency  

Dete m ne f
) def nes the f equency to ev ew and update the cu ent access cont ol p ocedu es  and

( ) ev ews and updates the cu ent access cont ol p ocedu es w th the o gan zat on-def ned f equency.

    

Th s cont ol add esses the establ shment of pol cy and p ocedu es fo  the effect ve mplementat on of selected secu ty cont ols and cont ol 
enhancements n the AC fam ly. Pol cy and p ocedu es eflect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c es, 
standa ds, and gu dance. Secu ty p og am pol c es and p ocedu es at the o gan zat on level may make the need fo  system-spec f c pol c es 
and p ocedu es unnecessa y. The pol cy can be ncluded as pa t of the gene al nfo mat on secu ty pol cy fo  o gan zat ons o  conve sely, 
can be ep esented by mult ple pol c es eflect ng the complex natu e of ce ta n o gan zat ons. The p ocedu es can be establ shed fo  the 
secu ty p og am n gene al and fo  pa t cula  nfo mat on systems, f needed. The o gan zat onal sk management st ategy s a key facto  n 
establ sh ng pol cy and p ocedu es. Related cont ol  PM-9. None NIST Spec al Publ cat ons 800 12, 800-100

AC-2 Account Management 

 
a. Ident f es and selects the follow ng 
types of nfo mat on system accounts to 
suppo t o gan zat onal 
m ss ons/bus ness funct ons  
[Ass gnment  o gan zat on-def ned 
nfo mat on system account types]

b. Ass gns account manage s fo  
nfo mat on system accounts

c. Establ shes cond t ons fo  g oup and 
ole membe sh p

d. Spec f es autho zed use s of the 
nfo mat on system, g oup and ole 

membe sh p, and access autho zat ons 
( .e., p v leges) and othe  att butes (as 
equ ed) fo  each account

e. Requ es app ovals by [Ass gnment  
o gan zat on-def ned pe sonnel o  oles] 
fo  equests to c eate nfo mat on 
system accounts
f. C eates, enables, mod f es, d sables, 
and emoves nfo mat on system 
accounts n acco dance w th 
[Ass gnment  o gan zat on-def ned 
p ocedu es o  cond t ons]
g. Mon to s the use of nfo mat on 
system accounts
h. Not f es account manage s

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on manages nfo mat on ystem accounts, nclud ng  
- dent fy ng account types ( e., nd v dual, g oup, system, appl cat on, guest/anonymous, and tempo a y)  
-establ sh ng cond t ons fo  g oup membe sh p  
- dent fy ng autho zed use s of the nfo mat on system and spec fy ng access p v leges  
- equ ng app op ate app ovals fo  equests to establ sh accounts  
-establ sh ng, act vat ng, mod fy ng, d sabl ng, and emov ng accounts  
-spec f ca ly autho z ng and mon to ng the use of guest/anonymous and tempo a y accounts  
-not fy ng account manage s when tempo a y accounts a e no longe  equ ed and when nfo mat on system use s a e te m nated, 
t ansfe ed, o  nfo mat on system usage o  need-to-know/need-to-sha e changes  
-deact vat ng  ) tempo a y accounts that a e no longe  equ ed  and ) accounts of te m nated o  t ansfe ed use s  and 
     -g ant ng access to the system based on  
     -a val d access autho zat on  
     - ntended system usage  and 
     -othe  att butes as equ ed by the o gan zat on o  assoc ated m ss ons/bus ness funct ons  and
 ( ) the o gan zat on def nes the f equency of nfo mat on system account ev ews  and 
( ) the o gan zat on ev ews nfo mat on system accounts n acco dance w th o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS  
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng account management  secu ty plan  l st of act ve system 
accounts along w th the name of the nd v dual assoc ated w th each account  l st of guest/anonymous and tempo a y accounts 
along w th the name of the nd v dual assoc ated w th each account and the date the account exp es  l sts of ecently t ansfe ed, 
sepa ated, o  te m nated employees  l st of ecently d sabled nfo mat on ystem accounts along w th the name of the nd v dual 
assoc ated w th each account  system-gene ated eco ds w th use  Ds and la t log n date  othe  elevant documents o  eco ds]. 
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th account management espons b l t es].

Info mat on system account types nclude, fo  example, nd v dual, sha ed, g oup, system, guest/anonymous, eme gency, 
develope /manufactu e /vendo , tempo a y, and se v ce. Some of the account management equ ements l sted above can be mplemented 
by o gan zat onal nfo mat on systems. The dent f cat on of autho zed use s of the nfo mat on system and the spec f cat on of access 
p v leges e lects the equ ements n othe  secu ty cont ols n the secu ty plan. Use s equ ng adm n st at ve p v leges on nfo mat on 
system accounts ece ve add t onal c ut ny by app op ate o gan zat onal pe sonnel (e g , system owne , m ss on/bus ness owne , o  ch ef 
nfo mat on secu ty off ce ) espons ble fo  app ov ng such accounts and p v leged acce s. O gan zat ons may choose to def ne access 

p v leges o  othe  a t butes by account, by type of account, o  a comb nat on of both. Othe  att butes equ ed fo  autho z ng access 
nclude, fo  example, est ct ons on t me-of-day, day-of-week, and po nt-of-o g n. In def n ng othe  account att butes, o gan zat ons 

cons de  ystem- elated equ ements (e.g., scheduled ma ntenance, system upg ades) and m ss on/bus ness equ ements, (e.g., t me zone 
d ffe ences, custome  equ ements, emote access to suppo t t avel equ ements). Fa lu e to cons de  these facto s could a fect nfo mat on 
system ava lab l ty. Tempo a y and eme gency accounts a e accounts ntended fo  sho t-te m use. O gan zat ons establ sh tempo a y 
accounts as a pa t of no mal account act vat on p ocedu es when the e s a need fo  sho t-te m accounts w thout the demand fo  mmed acy 
n account act vat on. O gan zat ons establ sh eme gency accounts n esponse to c s s s tuat ons and w th the need fo  ap d account 

act vat on. The efo e, eme gency account act vat on may bypass no mal account autho zat on p ocesses. Eme gency and tempo a y 
accounts a e not to be confused w th nf equen ly used accounts (e.g , local logon accounts used fo  spec al tasks def ned by o gan zat ons o  
when netwo k esou ces a e unava lable). Such accounts ema n ava lable and a e not subject to automat c d sabl ng o  emoval dates. 
Cond t ons fo  d sabl ng o  deact vat ng accounts nclude, fo  example  ( ) when sha ed/g oup, eme gency, o  tempo a y accounts a e no 
longe  equ ed  o  ( ) when nd v duals a e t ansfe ed o  te m nated. Some types of nfo mat on system accounts may equ e spec al zed 
t a n ng. Related cont ols  AC-3, AC-4, AC-5, AC-6, AC-10, AC-17, AC 19, AC-20, AU 9, IA-2, IA-4, IA-5, IA 8, CM-5, CM-6, CM-11, MA-3, MA-4, 
MA-5, PL-4, SC-13.

AC-2 1), AC-2(2), AC-2(3), AC-2(4), AC 2 5), AC-2(6), AC-2(7), AC-2(8), 
AC-2 9), AC-2(10), AC-2(11), AC-2(12), AC 2 13) None

AC-
2 1)

Account Management - 
Automated System 
Account Management

The o gan zat on employs automated 
mechan sms to suppo t the 
management of nfo mat on sy tem 

t

ASSESSMENT OBJECTIVE  Dete m ne f the o gan zat on employs automated mechan sms to suppo t nfo mat on system account 
management funct ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS  
Exam ne  [SELECT FROM  P ocedu es add ess ng account management  nfo mat on system des gn documentat on  nfo mat on 
system conf gu at on sett ngs and assoc ated documentat on  othe  elevant documents o  eco ds]. 
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th account management espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng account management funct ons].

The use of automated mechan sms can nclude, fo  example  us ng ema l o  text messag ng to automat cally not fy account manage s when 
use s a e te m nated o  t ansfe ed  us ng the nfo mat on system to mon to  account usage  and us ng telephon c not f cat on to epo t 

t l t  t 

AC-
2 2)

Account Management - 
Removal Of Tempo a y / 
Eme gency Accounts

The nfo mat on system automat cally 
[Select on  emoves  d sables] tempo a y 
and eme gency accounts afte  
[Ass gnment  o gan zat on-def ned t me 
pe od fo  each type of account].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) def nes nfo mat on system accounts types to be dent f ed and selected to suppo t o gan zat onal m ss ons/bus ness funct ons
( ) dent f es and selects o gan zat on-def ned nfo mat on system account types to suppo t o gan zat onal m ss ons bus ness 
funct ons

POTENTIAL ASSESSMENT METHODS AND OBJECTS  
Exam ne  [SELECT FROM  Secu ty plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on ett ngs and 
assoc ated documentat on  nfo mat on system-gene ated l st of act ve accounts  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ]. 
Test  SELECT FROM  Automated mechan sms mplement ng account management funct ons].

Th s cont ol enhancement equ es the emoval of both tempo a y and eme gency accounts automat cally a te  a p edef ned pe od of t me 
has elapsed, athe  than at the conven ence of the systems adm n st ato .

AC-
2 3)

Account Management - 
D sable Inact ve 
Accounts

The nfo mat on system automat cally 
d sables nact ve accounts afte  
[Ass gnment  o gan zat on-def ned t me 

]

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes n a t me pe od afte  wh ch the nfo mat on system d sables nact ve accounts  and 
( ) the nfo mat on system automat ca ly d sables nact ve accounts a te  o gan zat on-def ned t me pe od.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng account management  secu ty plan  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system-gene ated 
l st of tempo a y accounts emoved and/o  d sabled  nfo mat on system-gene ated l st of eme gency accounts emoved and/o  
d sabled  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th account management espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng account management funct ons].

AC-
2 4)

Account Management - 
Automated Aud t Act ons

The nfo mat on system automat cally 
aud ts account c eat on, mod f cat on, 
enabl ng, d sabl ng, and emoval act ons, 
and not f es [Ass gnment  o gan zat on-
def ned pe sonnel o  ole ].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the nfo mat on system automat cally aud ts  
     -account c eat on  
     -mod f cat on  
     -enabl ng
     -d sabl ng
     - emoval 
( ) the o gan zat on def nes pe sonnel o  oles to be not f ed of the fo low ng account act ons
     -account c eat on  
     -mod f cat on  
     -enabl ng
     -d sabl ng
     - emoval 

( ) the nfo mat on system not f es o gan zat on-def ned pe sonnel o  oles of the follow ng account act ons
      -account c eat on  
      -mod f cat on  
      -enabl ng
      -d sabl ng
      - emoval 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng account management  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  not f cat ons/ale ts of account c eat on, 
mod f cat on, enabl ng, d sabl ng, and emoval act ons  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th account management espons b l t es  system/netwo k adm n st ato s  

     
Related cont ols  AU-2, AU-12.

AC-
2 5)

Account Management - 
Inact v ty Logout

The o gan zat on equ es that use s log 
out when [Ass gnment  o gan zat on-
def ned t me-pe od of expected 
nact v ty o  desc pt on of when to log 

out].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) def nes e the  the t me pe od of expected nact v ty that equ es use s to log out o  the desc pt on of when use s a e equ ed 
to log out  o
( ) equ es that use s log out when the o gan zat on-def ned t me pe od of nact v ty s eached o  n acco dance w th 
o gan zat on-def ned desc pt on of when to log out.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng account management  secu ty plan  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  secu ty v olat on epo ts  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th account management espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  use s that must comply w th nact v ty logout pol cy].

Related cont ol  SC 23.

Note   Column W ce ls w th a yellow f l equ e an ent y o  fu the  
ev ew.

Column W cells w th a g ay f l nd cate the cont ol was not selected.

All othe  Column W ce ls have a def ned value ente ed.



AC-
2 6)

Account Management - 
Dynam c P v lege 
Management

The nfo mat on system mplements the 
fo low ng dynam c p v lege 
management capab l t es  [Ass gnment  
o gan zat on-def ned l st of dynam c 
p v lege management capab l t es].

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes a l st of dynam c p v lege management capab l t es to be mplemented by the nfo mat on system  and
( ) the nfo mat on system mplements the o gan zat on-def ned l st of dynam c p v lege management capab l t es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng account management  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  system-gene ated l st of dynam c 
p v lege management capab l t es  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th account management espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system develope s].
Test  SELECT FROM  Info mat on system mplement ng dynam c p v lege management capab l t es].

In cont ast to convent onal access cont ol app oaches wh ch employ stat c nfo mat on system accounts and p edef ned sets of use  
p v leges, dynam c access cont ol app oaches (e g , se v ce-o ented a ch tectu es) ely on un t me access cont ol dec s ons fac l tated by 
dynam c p v lege management. Wh le use  dent t es may ema n elat vely constant ove  t me, use  p v leges may change mo e f equently 
based on ongo ng m ss on/bus ness equ ements and ope at onal needs of o gan zat ons. Dynam c p v lege management can nclude, fo  
example, the mmed ate evocat on of p v leges f om use s, as opposed to equ ng that use s te m nate and e ta t the  sess ons to eflect 
any changes n p v leges. Dynam c p v lege management can also efe  to mechan sms that change the p v leges of use s based on dynam c 
ules as opposed to ed t ng spec f c use  p of les. Th s type of p v lege management nclude , fo  example, automat c ad ustments of 

p v leges f use s a e ope at ng out of the  no mal wo k t mes, o  f nfo mat on systems a e unde  du ess o  n eme gency ma ntenance 
s tuat ons. Th s cont ol enhancement also ncludes the anc la y e fects of p v lege changes, fo  example, the potent al changes to enc ypt on 
keys used fo  commun cat ons. Dynam c p v lege management can suppo t equ ements fo  nfo mat on system es l ency. Related cont ol  
AC-16.

AC-
2 7)

Account Management - 
Role-Based Schemes

The o gan zat on
(a) Establ shes and adm n ste s p v leged 
use  accounts n acco dance w th a ole-
based access cheme that o gan zes 
allowed nfo mat on system access and 
p v leges nto oles (b) Mon to s 
p v leged ole ass gnments  and
(c) Takes [Ass gnment  o gan zat on-
def ned act ons] when p v leged ole 
ass gnments a e no longe  app op ate.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on establ shes and adm n ste s p v leged use  accounts n acco dance w th a ole-based acce s scheme that 
o gan zes a lowed nfo mat on system access and p v leges nto oles
( ) the o gan zat on mon to s p v leged ole ass gnments
     -def nes act ons to be taken when p v leged ole a s gnments a e no longe  app op ate  and
     -takes o gan zat on-def ned act ons when p v leged ole ass gnments a e no longe  app op ate.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng account management  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system-gene ated l st of 
p v leged use  accounts and assoc ated ole  eco ds of act ons taken when p v leged ole ass gnments a e no longe  app op ate  
nfo mat on system aud t eco ds  aud t t ack ng and mon to ng epo ts  nfo mat on system mon to ng eco ds  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th account management espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng account management funct ons  automated mechan sms mon to ng 
p v leged ole ass gnments].

P v leged oles a e o gan zat on-def ned oles ass gned to nd v duals that allow those nd v duals to pe fo m ce ta n secu ty- elevant 
funct ons that o d na y use s a e not autho zed to pe fo m. These p v leged oles nclude, fo  example, key management, account 
management, netwo k and system adm n st at on, database adm n t at on, and web adm n st at on.

AC-
2 8)

Account Management - 
Dynam c Account 
C eat on

The nfo mat on system c eates 
[Ass gnment  o gan zat on-def ned 
nfo mat on system account ] 

l

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes nfo mat on system accounts to be c eated by the nfo mat on system dynam cally  and
( ) the nfo mat on system c eates o gan zat on-def ned nfo mat on system accounts dynam ca ly.

POTENTIAL ASSESSMENT METHODS AND OBJECTS  
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng account management  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  system-gene ated l st of nfo mat on 
system accounts  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th account management espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng account management funct ons].

Dynam c app oaches fo  c eat ng nfo mat on system accounts (e g , as mplemented w th n se v ce-o ented a ch tectu es) ely on 
establ sh ng accounts ( dent t es) at un t me fo  ent t es that we e p ev ously unknown. O gan zat ons plan fo  dynam c c eat on of 
nfo mat on system accounts by establ sh ng t ust elat onsh ps and mechan sms w th the app op ate autho t es to val date elated 

th t   l  R l t  t l  C-16

AC-
2 9)

Account Management - 
Rest ct ons On U e Of 
Sha ed G oups / 
Accounts

The o gan zat on only pe m ts the use of 
sha ed/g oup accounts that meet 
[Ass gnment  o gan zat on-def ned 
cond t ons fo  establ sh ng sha ed/g oup 
accounts].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes cond t ons fo  establ sh ng sha ed/g oup accounts  and
( ) only pe m ts the use of sha ed/g oup accounts that meet o gan zat on-def ned cond t ons fo  establ sh ng sha ed/g oup 
accounts.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng account management  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  system-gene ated l st of sha ed/g oup 
accounts and a soc ated ole  nfo mat on system aud t eco ds  othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th account management espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng management of sha ed/g oup accounts].

AC-
2 10)

Account Management - 
Sha ed / G oup Account 
C edent al Te m nat on

The nfo mat on system te m nates 
sha ed/g oup account c edent als when 
membe s leave the g oup.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system te m nates sha ed/g oup account c edent als when membe s leave the g oup.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng account management  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  account access te m nat on eco ds  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th account management espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng account management funct ons].

AC-
2 11)

Account Management - 
Usage Cond t ons

The nfo mat on system enfo ces 
[Ass gnment  o gan zat on-def ned 
c cumstances and/o  usage cond t ons] 
fo  [Ass gnment  o gan zat on-def ned 
nfo mat on system account ].

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes c cumstances and/o  usage cond t ons to be enfo ced fo  nfo mat on system accounts
( ) the o gan zat on def nes nfo mat on system accounts fo  wh ch o gan at on-def ned c cumstances and/o  usage cond t ons 
a e to be enfo ced  and
( the nfo mat on system enfo ces o gan zat on-def ned c cumstances and/o  usage cond t ons fo  o gan zat on-def ned 
nfo mat on system accounts.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng account management  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  system-gene ated l st of nfo mat on 
system accounts and assoc ated ass gnments of usage c cumstances and/o  usage cond t ons  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th account management espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng account management funct ons].

O gan zat ons can desc be the spec f c cond t ons o  c cumstances unde  wh ch nfo mat on system accounts can be used, fo  example, by 
est ct ng u age to ce ta n days of the week, t me of day, o  spec f c du at ons of t me.

AC-
2 12)

Account Management - 
Account Mon to ng / 
Atyp cal Usage

The o gan zat on
(a) Mon to s nfo mat on system 
accounts fo  [Ass gnment  o gan zat on-
def ned atyp cal use]  and
(b) Repo ts atyp cal usage of nfo mat on 
system accounts to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes atyp cal usage to be mon to ed fo  nfo mat on system accounts
( ) mon to s nfo mat on system accounts fo  o gan zat on-def ned atyp cal usage

Dete m ne f the o gan zat on
( ) def nes pe sonnel o  oles to whom atyp cal usage of nfo mat on system accounts a e to be epo ted  and
( ) epo ts atyp cal usage of nfo mat on system accounts to o gan zat on-def ned pe sonnel o  oles.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng account management  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system mon to ng 
eco ds  nfo mat on system aud t eco ds  aud t t ack ng and mon to ng epo ts  othe  elevant documents o  eco d ].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th account management espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng account management funct ons].

Atyp cal usage ncludes, fo  example, access ng nfo mat on systems at ce ta n t mes of the day and f om locat ons that a e not cons tent 
w th the no mal usage patte ns of nd v duals wo k ng n o gan zat ons. Related cont ol  CA-7.

AC-
2 13)

Account Management - 
D sable Accounts Fo  
H gh R sk Ind v duals

The o gan zat on d sables accounts of 
use s pos ng a s gn f cant sk w th n 
[Ass gnment  o gan zat on-def ned t me 
pe od] of d scove y of the sk.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the t me pe od w th n wh ch accounts a e d sabled upon d scove y of a s gn f cant sk posed by use s of such accounts  
and
( ) d sables accounts of use s pos ng a s gn f cant sk w th n the o gan zat on-def ned t me pe od of d scove y of the sk.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng account management  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  system-gene ated l st of d sabled 
accounts  l st of use  act v t es pos ng s gn f cant o gan zat onal sk  nfo mat on system aud t eco ds  othe  elevant documents 
o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th account management espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng account management funct ons].

Use s pos ng a s gn f cant sk to o gan zat ons nclude nd v duals fo  whom el able ev dence o  ntell gence nd cates e the  the ntent on to 
use autho zed access to nfo mat on systems to cause ha m o  th ough whom adve sa es w ll cause ha m. Ha m ncludes potent al adve se 
mpacts to o gan zat onal ope at ons and assets, nd v duals, othe  o gan zat ons, o  the Nat on. Close coo d nat on between autho z ng 

o f c als, nfo mat on system adm n st ato s, and human esou ce manage s s essent al n o de  fo  t mely execut on of th s cont ol 
enhancement. Related cont ol  PS-4.



AC-3 Access Enfo cement

The nfo mat on system enfo ces 
app oved autho zat ons fo  log cal 
access to nfo mat on and system 
esou ces n acco dance w th appl cable 

access cont ol pol c es.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system enfo ces app oved autho zat ons fo  log cal access to nfo mat on and system esou ces n 
acco dance w th appl cable access cont ol pol c es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng access enfo cement  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of app oved autho zat ons (use  
p v leges)  nfo mat on ystem aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th access enfo cement espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng access cont ol pol cy].

Access cont ol pol c es (e g , dent ty-based pol c es, ole-based pol c es, cont ol mat ces, c yptog aphy) cont ol access between act ve 
ent t es o  sub ects ( .e., use s o  p ocesses act ng on behalf of use s) and pass ve ent t es o  objects (e.g., dev ces, f les, eco ds, doma ns) n 
nfo mat on systems. In add t on to enfo c ng autho zed access at the nfo mat on system level and ecogn z ng that nfo mat on systems 

can host many appl cat ons and se v ces n suppo t of o gan zat onal m ss ons and bus ness ope at ons, access enfo cement mechan sms can 
also be employed at the appl cat on and se v ce level to p ov de nc eased nfo mat on secu ty. Related cont ols  AC 2, AC-4, AC 5, AC 6, AC-
16, AC-17, AC-18, AC 19, AC-20, AC-21, AC 22, AU-9, CM-5, CM 6, CM-11, MA-3, MA-4, MA-5, PE-3.

AC-3 2), AC-3(3), AC-3(4), AC-3(5), AC 3 6), AC-3(7), AC-3(8), AC-3(9), 
AC-3 10) None

AC-
3 1)

Access Enfo cement 
[W thd awn] - 
Inco po ated Into AC-6

[W thd awn  Inco po ated nto AC 6].

ASSESSMENT OBJECTIVE  
[W thd awn  Inco po ated nto AC-6].

AC-
3 2)

Access Enfo cement - 
Dual Autho zat on

The nfo mat on system enfo ces dual 
autho zat on fo  [Ass gnment  
o gan zat on-def ned p v leged 
commands and/o  othe  o gan zat on-
def ned act ons].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes p v leged commands and/o  othe  act ons fo  wh ch dual autho zat on s to be enfo ced  and
( ) the nfo mat on system enfo ces dual autho zat on fo  o gan zat on-def ned p v leged commands and/o  othe  o gan zat on-
def ned act ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng access enfo cement and dual autho zat on  secu ty plan  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of 

p v leged commands equ ng dual autho zat on  l st of act ons equ ng dual autho zat on  l st of app oved autho zat ons (use  
p v leges)  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th access enfo cement espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system develope s].
Test  SELECT FROM  Dual autho zat on mechan sms mplement ng access cont ol pol cy].

Dual autho zat on mechan sms equ e the app oval of two autho zed nd v duals n o de  to execute. O gan zat ons do not equ e dual 
autho zat on mechan sms when mmed ate esponses a e necessa y to ensu e publ c and env onmental safety. Dual autho zat on may al o 
be known as two-pe son cont ol. Related cont ols  CP-9, MP 6.

AC-
3 3)

Access Enfo cement - 
Mandato y Access 
Cont ol

    
[Ass gnment  o gan zat on-def ned 
mandato y access cont ol pol c es] ove  
all subjects and ob ects whe e the pol cy 
spec f es that
(a) The pol cy s un fo mly enfo ced 
ac oss all subjects and ob ects w th n the 
bounda y of the nfo mat on system  
(b) A sub ect that has been g anted 
access to nfo mat on s const a ned 
f om do ng any of the fo low ng
(1) Pass ng the nfo mat on to 
unautho zed sub ects o  objects
(2) G ant ng ts p v leges to othe  
subjects  
(3) Chang ng one o  mo e secu ty 
att butes on subjects, ob ects, the 
nfo mat on system, o  nfo mat on 

system components
(4) Choos ng the secu ty att butes and 
att bute values to be assoc ated w th 
newly c eated o  mod f ed objects  o
(5) Chang ng the ules gove n ng access 
cont ol  and
(c) [Ass gnment  O gan zed-def ned 
subjects] may expl c tly be g anted 
[Ass gnment  o gan zat on-def ned 

l  (  th   t t  t )] 

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes mandato y access cont ol pol c es to be enfo ced ove  a l subjects and ob ects
( ) the o gan zat on def nes subjects ove  wh ch o gan zat on-def ned mandato y access cont ol pol c es a e to be enfo ced
( ) the o gan zat on def nes ob ects ove  wh ch o gan zat on-def ned mandato y access cont ol pol c es a e to be enfo ced
( v) the o gan zat on def nes sub ects that may expl c tly be g anted p v leges such that they a e not l m ted by the const a nts 
spec f ed elsewhe e w th n th s cont ol
(v) the o gan zat on def nes p v leges that may be g anted to o gan zat on-def ned subjects
(v ) the nfo mat on system enfo ces o gan zat on-def ned mandato y access cont ol pol c es ove  a l ubjects and objects whe e 
the pol cy spec f es that
      the pol cy s un fo mly enfo ced ac oss a l subjects and objects w th n the bounda y of the nfo mat on system
      -a sub ect that has been g anted access to nfo mat on s const a ned f om do ng any of the follow ng
            (a) pass ng the nfo mat on to unautho zed subjects o  ob ects
            (b) g ant ng ts p v leges to othe  sub ects
            (c) chang ng one o  mo e ecu ty att butes on
                  -subjects
                  -objects
                  -the nfo mat on sy tem  o
                  -system components
             (d) choos ng the secu ty att butes and att bute values to be assoc ated w th newly c eated o  mod f ed ob ects  o
             ( ) chang ng the ules gove n ng access cont ol  and
     -o gan zat on-def ned subjects may expl c tly be g anted o gan zat on-def ned p v leges such that they a e not l m ted by some 
o  all of the above const a nts.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  mandato y access cont ol pol c es  p ocedu es add ess ng access enfo cement  
secu ty plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 

                 

Mandato y access cont ol as def ned n th s cont ol enhancement s synonymous w th nond sc et ona y access cont ol, and s not 
const a ned only to ce ta n h sto cal uses (e.g., mplementat ons us ng the Bell LaPadula Model). The above class of mandato y access 
cont ol pol c es const a ns what act ons sub ects can take w th nfo mat on obta ned f om data objects fo  wh ch they have al eady been 
g anted access, thus p event ng the sub ects f om pass ng the nfo mat on to unautho zed sub ects and objects. Th s class of mandato y 
access cont ol pol c es also const a ns what act ons sub ects can take w th espect to the p opagat on of access cont ol p v leges  that s, a 
sub ect w th a p v lege cannot pass that p v lege to othe  sub ects. The pol cy s un fo mly enfo ced ove  all sub ects and ob ects to wh ch 
the nfo mat on system has cont ol. Othe w se, the acce s cont ol pol cy can be c cumvented. Th s enfo cement typ ca ly s p ov ded v a an 
mplementat on that meets the efe ence mon to  concept (see AC-25). The pol cy s bounded by the nfo mat on system bounda y ( e , once 

the nfo mat on s passed outs de of the cont ol of the system, add t onal means may be equ ed to ensu e that the const a nts on the 
nfo mat on ema n n e fect). The t usted sub ects desc bed above a e g anted p v leges cons stent w th the concept of least p v lege (see 

AC-6). T usted sub ects a e only g ven the m n mum p v leges elat ve to the above pol cy necessa y fo  sat sfy ng o gan zat onal 
m ss on/bus ness needs. The cont ol s most appl cable when the e s some pol cy mandate (e g., law, Execut ve O de , d ect ve, o  
egulat on) that establ shes a pol cy ega d ng access to sens t ve/class f ed nfo mat on and some use s of the nfo mat on system a e not 

autho zed access to a l sens t ve/class f ed nfo mat on es dent n the nfo mat on system. Th s cont ol can ope ate n conjunct on w th AC-3 
(4). A sub ect that s const a ned n ts ope at on by pol c es gove ned by th s cont ol s st ll able to ope ate unde  the less go ous 
const a nts of AC 3 (4), but pol c es gove ned by th s cont ol take p ecedence ove  the less go ous const a nts of AC-3 (4). Fo  example, 
wh le a mandato y access cont ol pol cy mposes a const a nt p event ng a subject f om pass ng nfo mat on to anothe  subject ope at ng at 
a d ffe ent sens t v ty label, AC-3 (4) pe m ts the subject to pass the nfo mat on to any sub ect w th the same sens t v ty label as the sub ect. 
R l t  t l  C-25  SC-11

AC-
3 4)

Access Enfo cement - 
D sc et ona y Access 
Cont ol

The nfo mat on system enfo ces 
[Ass gnment  o gan zat on-def ned 
d sc et ona y access cont ol pol c es] 
ove  def ned sub ects and objects whe e 
the pol cy pec f es that a subject that 
has been g anted access to nfo mat on 
can do one o  mo e of the follow ng
(a) Pass the  nfo mat on to any othe  
subjects o  objects
(b) G ant ts p v leges to othe  subjects  
(c) Change secu ty att butes on 
subjects, objects, the nfo mat on 
system, o  the nfo mat on system s 
components
(d) Choose the secu ty att butes to be 
assoc ated w th newly c eated o  ev sed 
objects  o
(e) Change the ules gove n ng access 
cont ol.

ASSESSMENT OBJECTIVE  
Dete m ne f
( )  the o gan zat on def nes d c et ona y access cont ol pol c es to be enfo ced ove  a l subjects and objects
( ) the nfo mat on system enfo ces o gan zat on-def ned d sc et ona y access cont ol pol c es ove  all sub ects and objects whe e 
the pol cy spec f es that a subject has been g anted access to nfo mat on and can do one o  mo e of the follow ng
    -pass the nfo mat on to any othe  sub ects o  objects
    -g ant ts p v leges to othe  subjects
    -change secu ty att butes on
        (a) sub ect ,
        (b) objects,
        (c) the nfo mat on system, o
        (d) the nfo mat on system s components
    -choose the secu ty att butes to be assoc ated w th newly c eated o  ev sed ob ects  o
    -change the ules gove n ng access cont ol.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  d sc et ona y access cont ol pol c es  p ocedu es add ess ng access enfo cement  
secu ty plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  l st of subjects and objects ( .e , use s and esou ces) equ ng enfo cement of d sc et ona y access cont ol 
pol c es  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th access enfo cement espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng d sc et ona y access cont ol pol cy].

When d sc et ona y access cont ol pol c es a e mplemented, sub ects a e not const a ned w th ega d to what act ons they can take w th 
nfo mat on fo  wh ch they have al eady been g anted access. Thus, subjects that have been g anted access to nfo mat on a e not p evented 

f om pass ng ( .e., the subjects have the d sc et on to pass) the nfo mat on to othe  subjects o  objects. Th s cont ol enhancement can 
ope ate n conjunct on w th AC-3 3). A subject that s const a ned n ts ope at on by pol c es gove ned by AC 3 (3) s st ll able to ope ate 
unde  the less go ous const a nts of th s cont ol enhancement. Thus, wh le AC-3 3) mposes const a nts p event ng a sub ect f om pass ng 
nfo mat on to anothe  subject ope at ng at a d ffe ent sens t v ty level, AC-3 (4) pe m ts the subject to pass the nfo mat on to any subject at 

the same sens t v ty level. The pol cy s bounded by the nfo mat on system bounda y. Once the nfo mat on s passed outs de of the cont ol 
of the nfo mat on system, add t onal means may be equ ed to ensu e that the const a nts ema n n effect. Wh le the olde , mo e 
t ad t onal def n t ons of d c et ona y access cont ol equ e dent ty-based access cont ol, that l m tat on s not equ ed fo  th s use of 
d sc et ona y access cont ol.

AC-
3 5)

Access Enfo cement - 
Secu ty-Relevant 
Info mat on

The nfo mat on system p events access 
to [Ass gnment  o gan zat on-def ned 
secu ty- elevant nfo mat on] except 
du ng secu e, non-ope able system 
states.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes the secu ty- elevant nfo mat on to wh ch the nfo mat on system p events access except du ng 
secu e, nonope able ystem states  and 
( ) the nfo mat on system p events access to o gan zat on-def ned secu ty- elevant nfo mat on except du ng secu e, 
nonope able system tates.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng access enfo cement  secu ty plan  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th access enfo cement espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms p event ng access to secu ty- elevant nfo mat on w th n the nfo mat on system].

Secu ty- elevant nfo mat on s any nfo mat on w th n nfo mat on systems that can potent ally mpact the ope at on of secu ty funct ons 
o  the p ov s on of secu ty se v ces n a manne  that could esult n fa lu e to enfo ce system secu ty pol c es o  ma nta n the solat on of 
code and data. Secu ty- elevant nfo mat on ncludes, fo  example, f te ng ules fo  oute s/f ewa ls, c yptog aph c key management 
nfo mat on, conf gu at on pa amete s fo  secu ty se v ces, and access cont ol l sts. Secu e, non-ope able system states nclude the t mes n 

wh ch nfo mat on systems a e not pe fo m ng m ss on/bus ness- elated p ocess ng (e g., the system s off-l ne fo  ma ntenance, 
t oubleshoot ng, boot-up, shut down). Related cont ol  CM-3.

AC-
3 6)

Access Enfo cement 
[W thd awn] - 
Inco po ated Into MP-4 
And SC-28

[W thd awn  Inco po ated nto MP-4 
and SC-28].

ASSESSMENT OBJECTIVE  
[W thd awn  Inco po ated nto MP-4 and SC-28].

AC-
3 7)

Access Enfo cement - 
Role-Based Access 
Cont ol

The nfo mat on system enfo ces a ole-
based access cont ol pol cy ove  def ned 
subjects and ob ects and cont ols access 
based upon [Ass gnment  o gan zat on-
def ned oles and use s autho zed to 

 h l ]

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes oles to cont ol nfo mat on system access
( ) the o gan zat on def nes use s autho zed to assume the o gan zat on-def ned oles
( ) the nfo mat on system cont ols access based on o gan zat on-def ned oles and use s autho zed to assume such oles
( v) the nfo mat on system enfo ces a ole-based access cont ol pol cy ove  def ned
       - subjects, and
       - objects.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  ole-based access cont ol pol c es  p ocedu es add ess ng access enfo cement  
secu ty plan, nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  l st of oles, use s, and assoc ated p v leges equ ed to cont ol nfo mat on system access  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th access enfo cement espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng ole-based access cont ol pol cy].

Role-based access cont ol (RBAC) s an access cont ol pol cy that est cts nfo mat on system access to autho zed use s. O gan zat ons can 
c eate spec f c oles based on ob funct ons and the autho at ons ( e., p v leges) to pe fo m needed ope at ons on o gan zat onal 
nfo mat on systems assoc ated w th the o gan zat on-def ned oles. When use s a e ass gned to the o gan zat onal oles, they nhe t the 

autho zat ons o  p v leges def ned fo  those oles. RBAC s mpl f es p v lege adm n st at on fo  o gan zat ons becau e p v leges a e not 
ass gned d ectly to eve y use  (wh ch can be a s gn f cant numbe  of nd v duals fo  m d- to la ge-s ze o gan zat ons) but a e nstead acqu ed 
th ough ole ass gnments. RBAC can be mplemented e the  as a mandato y o  d sc et ona y fo m of access cont ol. Fo  o gan zat ons 
mplement ng RBAC w th mandato y access cont ols, the equ ements n AC-3 (3) def ne the scope of the sub ects and objects cove ed by 

th  l

AC-
3 8)

Access Enfo cement - 
Revocat on Of Access 
Autho zat ons

The nfo mat on system enfo ces the 
evocat on of access autho zat ons 
esult ng f om changes to the secu ty 

att butes of sub ects and objects based 
on [Ass gnment  o gan zat on-def ned 
ules gove n ng the t m ng of evocat ons 

of access autho zat ons].

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes ules gove n ng the t m ng of evocat ons of access autho at ons  and
( ) the nfo mat on system enfo ces the evocat on of access autho zat ons esu t ng f om changes to the secu ty att butes of 
sub ects and objects based on o gan zat on-def ned ules gove n ng the t m ng of evocat ons of acce s autho zat ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng access enfo cement  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  ules gove n ng evocat on of access 
autho zat ons, nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th access enfo cement espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng access enfo cement funct ons].

Revocat on of access ules may d ffe  based on the types of access evoked. Fo  example, f a sub ect ( .e., use  o  p ocess) s emoved f om a 
g oup, access may not be evoked unt l the next t me the ob ect (e.g , f le) s opened o  unt l the next t me the subject attempts a new access 
to the ob ect. Revocat on based on changes to secu ty labels may take effect mmed ately. O gan zat ons can p ov de a te nat ve app oaches 
on how to make evocat ons mmed ate f nfo mat on systems cannot p ov de such capab l ty and mmed ate evocat on s necessa y.



AC-
3 9)

Access Enfo cement - 
Cont o led Release

The nfo mat on system does not elease 
nfo mat on outs de of the e tabl shed 

system bounda y unle s
(a) The ece v ng [Ass gnment  
o gan zat on-def ned nfo mat on system 
o  system component] p ov des 
[Ass gnment  o gan zat on-def ned 
secu ty safegua ds]  and
(b) [Ass gnment  o gan zat on-def ned 
secu ty safegua ds] a e used to val date 
the app op ateness of the nfo mat on 
des gnated fo  elease.

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes the nfo mat on system o  system component autho zed to ece ve nfo mat on eleased outs de of the 
establ shed system bounda y of the nfo mat on system eleas ng such nfo mat on
( ) the o gan zat on def nes secu ty safegua ds to be p ov ded by o gan zat on-def ned nfo mat on system o  sy tem component 
ece v ng nfo mat on eleased f om an nfo mat on system outs de of the establ shed system bounda y

( ) the o gan zat on def nes secu ty safegua ds to be used to val date the app op atene s of the nfo mat on des gnated fo  
elease

( v) the nfo mat on system does not elease nfo mat on outs de of the establ shed system bounda y unless
    the ece v ng o gan zat on-def ned nfo mat on system o  system component p ov des o gan zat on-def ned secu ty safegua ds  
and
    the o gan zat on-def ned secu ty safegua ds a e used to val date the app op ateness of the nfo mat on des gnated fo  elease.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng access enfo cement  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of ecu ty safegua ds p ov ded by 
ece v ng nfo mat on system o  system components  l st of secu ty safegua ds val dat ng app op ateness of nfo mat on 

des gnated fo  elease  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th access enfo cement espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng access enfo cement funct ons].

Info mat on systems can only p otect o gan at onal nfo mat on w th n the conf nes of establ shed system bounda es. Add t onal secu ty 
safegua ds may be needed to ensu e that such nfo mat on s adequately p otected once t s passed beyond the establ shed nfo mat on 
system bounda e . Examples of nfo mat on leav ng the system bounda y nclude t ansm tt ng nfo mat on to an exte nal nfo mat on 
system o  p nt ng the nfo mat on on one of ts p nte s. In cases whe e the nfo mat on system s unable to make a dete m nat on of the 
adequacy of the p otect ons p ov ded by ent t es outs de ts bounda y, as a m t gat ng cont ol, o gan zat ons dete m ne p ocedu a ly whethe  
the exte nal nfo mat on systems a e p ov d ng adequate secu ty. The means used to dete m ne the adequacy of the secu ty p ov ded by 
exte nal nfo mat on systems nclude, fo  example, conduct ng n pect ons o  pe od c test ng, establ sh ng ag eements between the 
o gan zat on and ts counte pa t o gan zat ons, o  some othe  p ocess. The means used by exte nal ent t es to p otect the nfo mat on 
ece ved need not be the same as those u ed by the o gan zat on, but the means employed a e suff c ent to p ov de cons stent adjud cat on 

of the secu ty pol cy to p otect the nfo mat on. Th s cont ol enhancement equ es nfo mat on systems to employ techn cal o  p ocedu al 
means to val date the nfo mat on p o  to eleas ng t to exte nal sy tems. Fo  example, f the nfo mat on system passes nfo mat on to 
anothe  system cont olled by anothe  o gan zat on, techn cal means a e employed to val date that the secu ty att butes assoc ated w th 
the expo ted nfo mat on a e app op ate fo  the ece v ng system. Alte nat vely, f the nfo mat on system passes nfo mat on to a p nte  n 
o gan zat on-cont olled space, p ocedu al means can be employed to ensu e that only app op ately autho zed nd v duals ga n access to 
the p nte . Th s cont ol enhancement s most appl cable when the e s some pol cy mandate (e.g., law, Execut ve O de , d ect ve, o  
egulat on) that establ shes pol cy ega d ng access to the nfo mat on, and that pol cy appl es beyond the ealm of a pa t cula  nfo mat on 

system o  o gan zat on.

AC-
3 10)

Access Enfo cement - 
Aud ted Ove de Of 
Access Cont ol 
Mechan sms

The o gan zat on employs an aud ted 
ove de of automated access cont ol 
mechan sms unde  [Ass gnment  

t - f  t ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes cond t ons unde  wh ch to employ an aud ted ove de of automated access cont ol mechan sms  and
( ) employs an aud ted ove de of automated access mechan ms unde  o gan zat on-def ned cond t ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng access enfo cement  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  cond t ons fo  employ ng aud ted 
ove de of automated access cont ol mechan sms  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th access enfo cement espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng access enfo cement funct ons].

R l t  t l  U-2  U-6

AC-4 
Info mat on Flow 
Enfo cement 

The nfo mat on system enfo ces 
app oved autho zat ons fo  cont oll ng 
the flow of nfo mat on w th n the 
system and between nte connected 
systems based on [Ass gnment  
o gan zat on-def ned nfo mat on flow 
cont ol pol c es].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes nfo mat on low cont ol pol c es to cont ol the low of nfo mat on w th n the system and between 
nte connected systems  and

( ) the nfo mat on system enfo ces app oved autho zat ons fo  cont o l ng the low of nfo mat on w th n the system and 
between nte connected systems based on o gan zat on-def ned nfo mat on low cont ol pol c es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  nfo mat on low cont ol pol c es  p ocedu es add ess ng nfo mat on flow 
enfo cement  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system basel ne conf gu at on  l st of nfo mat on low autho zat ons  nfo mat on system aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement pol cy].

  Info mat on flow cont ol egulates whe e nfo mat on s a lowed to t avel w th n an nfo mat on sy tem and between nfo mat on systems 
(as opposed to who s allowed to access the nfo mat on) and w thout expl c t ega d to sub equent accesses to that nfo mat on. Flow 
cont ol est ct ons nclude, fo  example, keep ng expo t-cont o led nfo mat on f om be ng t ansm tted n the clea  to the Inte net, block ng 
outs de t aff c that cla ms to be f om w th n the o gan zat on, est ct ng web equests to the Inte net that a e not f om the nte nal web 
p oxy se ve , and l m t ng nfo mat on t ansfe s between o gan zat ons based on data st uctu es and content. T ansfe ng nfo mat on 
between nfo mat on systems ep esent ng d fe ent secu ty doma ns w th d ffe ent secu ty pol c es nt oduces sk that such t ansfe s 
v olate one o  mo e doma n secu ty pol c es. In such s tuat ons, nfo mat on owne s/stewa ds p ov de gu dance at des gnated pol cy 
enfo cement po nts between nte connected systems. O gan zat ons cons de  mandat ng spec f c a ch tectu al solut ons when equ ed to 
enfo ce spec f c secu ty pol c es. Enfo cement ncludes, fo  example  ( ) p oh b t ng nfo mat on t ansfe s between nte connected systems 
( e., allow ng access only)  ( ) employ ng ha dwa e mechan sms to enfo ce one-way nfo mat on flows  and ( ) mplement ng t ustwo thy 
eg ad ng mechan sms to eass gn secu ty att butes and secu ty labels.

O gan zat ons commonly employ nfo mat on flow cont ol pol c es and enfo cement mechan sms to cont ol the low of nfo mat on between 
des gnated sou ces and dest nat ons (e g , netwo ks, nd v duals, and dev ces) w th n nfo mat on systems and between nte connected 
systems. Flow cont ol s based on the cha acte st cs of the nfo mat on and/o  the nfo mat on path. Enfo cement occu s, fo  example, n 
bounda y p otect on dev ces (e.g , gateways, oute s, gua ds, enc ypted tunnels, f ewalls) that employ ule sets o  establ sh conf gu at on 
sett ngs that est ct nfo mat on system se v ces, p ov de a packet-f lte ng capab l ty based on heade  nfo mat on, o  message-f lte ng 
capab l ty based on message content (e.g., mplement ng key wo d sea ches o  us ng document cha acte st cs). O gan zat ons also cons de  
the t ustwo th ness of f te ng/ nspect on mechan sms ( .e., ha dwa e, f mwa e, and oftwa e components) that a e c t cal to nfo mat on 
flow enfo cement. Cont ol enhancements 3 th ough 22 p ma ly add ess c oss-doma n solut on needs wh ch focus on mo e advanced 
f te ng techn ques, n-depth analys s, and st onge  flow enfo cement mechan sms mplemented n c oss-doma n p oducts, fo  example, h gh
assu ance gua ds. Such capab l t es a e gene ally not ava lable n comme c al o f-the-shelf nfo mat on technology p oducts. Related 
cont ols  AC 3, AC 17, AC-19, AC-21, CM-6, CM-7, SA-8, SC 2, SC-5, SC-7, SC-18.

AC-4 1), AC-4(2), AC-4(3), AC-4(4), AC-4 5), AC-4(6), AC-4(7), AC-4(8), 
AC-4 9), AC-4(10), AC-4(11), AC-4(12), AC-4 13), AC-4 14), AC-4 15), 
AC-4 17), AC-4 18), AC-4 19), AC-4(20), AC-4(21), AC-4(22) None

AC-
4 1)

Info mat on Flow 
Enfo cement - Ob ect 
Secu ty Att butes

The nfo mat on system uses 
[Ass gnment  o gan zat on-def ned 
secu ty att butes] assoc ated w th 
[Ass gnment  o gan zat on-def ned 
nfo mat on, sou ce, and dest nat on 

objects] to enfo ce [Ass gnment  
o gan zat on-def ned nfo mat on flow 
cont ol pol c es] as a bas s fo  flow 
cont ol dec s ons.

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes nfo mat on low cont ol pol c es as a bas s fo  low cont ol dec s ons
( ) the o gan zat on def nes secu ty att butes to be assoc ated w th nfo mat on, sou ce, and dest nat on ob ects
( ) the o gan zat on def nes the follow ng ob ects to be assoc ated w th o gan zat on-def ned secu ty att butes
    - nfo mat on
    -sou ce
    -dest nat on  and
( v) the nfo mat on system uses o gan zat on-def ned secu ty att butes a soc ated w th o gan zat on-def ned nfo mat on, sou ce, 
and dest nat on objects to enfo ce o gan zat on-def ned nfo mat on flow cont ol pol c es as a bas s fo  flow cont ol dec s ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  nfo mat on low cont ol pol c es  p ocedu es add ess ng nfo mat on flow 
enfo cement  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  l st of secu ty att butes and assoc ated nfo mat on, sou ce, and dest nat on ob ects enfo c ng nfo mat on flow 
cont ol pol c es  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement pol cy].

Info mat on flow enfo cement mechan sms compa e secu ty att butes assoc ated w th nfo mat on (data content and data st uctu e) and 
sou ce/dest nat on ob ects, and espond app op ately (e.g., block, qua ant ne, ale t adm n st ato ) when the mechan sms encounte  
nfo mat on flows not expl c ly allowed by nfo mat on flow pol c es. Fo  example, an nfo mat on object labeled Sec et would be allowed to 

flow to a dest nat on ob ect labeled Sec et, but an nfo mat on object labeled Top Sec et would not be allowed to flow to a dest nat on 
object labeled Sec et. Secu ty att butes can also nclude, fo  example, sou ce and dest nat on add esses employed n t a f c f te  f ewalls. 
Flow enfo cement us ng expl c t secu ty att butes can be used, fo  example, to cont ol the elease of ce ta n types of nfo mat on. Related 
cont ol  AC 16.

AC-
4 2)

Info mat on Flow 
Enfo cement - P ocess ng 
Doma ns

The nfo mat on system uses p otected 
p ocess ng doma ns to enfo ce 
[Ass gnment  o gan zat on-def ned 
nfo mat on low cont ol pol c es] as a 

bas s fo  flow cont ol dec s ons.

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes nfo mat on low cont ol pol c es as a bas s fo  low cont ol dec s ons  and
( ) the nfo mat on system uses p otected p ocess ng doma ns to enfo ce o gan zat on-def ned nfo mat on low cont ol pol c es as 
a bas s fo  flow cont ol dec s ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  nfo mat on low cont ol pol c es  p ocedu es add ess ng nfo mat on flow 
enfo cement  nfo mat on system des gn documentat on  nfo mat on system secu ty a ch tectu e and assoc ated documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement pol cy].

W th n nfo mat on systems, p otected p ocess ng doma ns a e p ocess ng spaces that have cont o led nte act ons w th othe  p ocess ng 
spaces, thus enabl ng cont ol of nfo mat on flows between these spaces and to/f om data/ nfo mat on ob ects. A p otected p ocess ng 
doma n can be p ov ded, fo  example, by mplement ng doma n and type enfo cement. In doma n and type enfo cement, nfo mat on 
system p ocesses a e ass gned to doma ns  nfo mat on s dent f ed by types  and nfo mat on flows a e cont olled based on a lowed 
nfo mat on acces es (dete m ned by doma n and type), allowed s gnal ng among doma ns, and allowed p ocess t ans t ons to othe  

doma ns.

AC-
4 3)

Info mat on Flow 
Enfo cement - Dynam c 
Info mat on Flow Cont ol

The nfo mat on system enfo ces 
dynam c nfo mat on flow cont ol based 
on [Ass gnment  o gan zat on-def ned 
pol c es].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes pol c es to enfo ce dynam c nfo mat on flow cont ol  and
( ) the nfo mat on system enfo ces dynam c nfo mat on flow cont ol based on o gan zat on-def ned pol c es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  nfo mat on low cont ol pol c es  p ocedu es add ess ng nfo mat on flow 
enfo cement  nfo mat on system des gn documentat on  nfo mat on system secu ty a ch tectu e and assoc ated documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement pol cy].

O gan zat onal pol c es ega d ng dynam c nfo mat on flow cont ol nclude, fo  example, a low ng o  d sallow ng nfo mat on flows based on 
chang ng cond t ons o  m ss on/ope at onal cons de at ons. Chang ng cond t ons nclude, fo  example, changes n o gan zat onal sk 
tole ance due to changes n the mmed acy of m ss on/bus ness needs, changes n the th eat env onment, and detect on of potent ally 
ha mful o  adve se events. Related cont ol  SI-4.

AC-
4 4)

Info mat on Flow 
Enfo cement  - Content 
Check Enc ypted 
Info mat on

The nfo mat on system p events 
enc ypted nfo mat on f om bypass ng 
content-check ng mechan sms by 
[Select on (one o  mo e)  dec ypt ng the 
nfo mat on  block ng the flow of the 

enc ypted nfo mat on  te m nat ng 
commun cat ons sess ons a tempt ng to 
pass enc ypted nfo mat on  
[Ass gnment  o gan zat on-def ned 

  th ]

ASSESSMENT OBJECTIVE  
Dete m ne f the the nfo mat on system p events enc ypted nfo mat on f om bypass ng content-check ng mechan sms by do ng 
one o  mo e of the follow ng
    -dec ypt ng the nfo mat on
    -block ng the flow of the enc ypted nfo mat on
    te m nat ng commun cat ons ess ons a tempt ng to pass enc ypted nfo mat on  and/o
    the o gan zat on def nes a p ocedu e o  method to be employed to p event enc ypted nfo mat on f om bypass ng content-
check ng mechan ms  and
    the o gan zat on employs the o gan zat on-def ned p ocedu e o  method.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  nfo mat on low cont ol pol c es  p ocedu es add ess ng nfo mat on flow 
enfo cement  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement pol cy].

R l t  t l  SI-



AC-
4 5)

Info mat on Flow 
Enfo cement - Embedded 
Data Types

The nfo mat on system enfo ces 
[Ass gnment  o gan zat on-def ned 
l m tat ons] on embedd ng data types 
w th n othe  data types.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes l m tat ons to be enfo ced on embedd ng data types w th n othe  data types  and
( ) the nfo mat on system enfo ces o gan zat on-def ned l m tat ons on embedd ng data types w th n othe  data types.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng nfo mat on flow enfo cement  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of l m tat ons to be enfo ced on 
embedd ng data types w th n othe  data types  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement pol cy].

Embedd ng data types w th n othe  data types may esu t n educed flow cont ol effect veness. Data type embedd ng ncludes, fo  example, 
nse t ng executable f les as objects w th n wo d p ocess ng f les, nse t ng efe ences o  desc pt ve nfo mat on nto a med a f le, and 

comp essed o  a ch ved data types that may nclude mu t ple embedded data types. L m tat ons on data type embedd ng cons de  the levels 
of embedd ng and p oh b t levels of data type embedd ng that a e beyond the capab l ty of the n pect on tools.

AC-
4 6)

Info mat on Flow 
Enfo cement - Metadata

The nfo mat on system enfo ces 
nfo mat on low cont ol based on 

[Ass gnment  o gan zat on-def ned 
metadata].

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes metadata to be used as a means of enfo c ng nfo mat on flow cont ol  and
( ) the nfo mat on system enfo ces nfo mat on flow cont ol based on o gan zat on-def ned metadata.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  nfo mat on low cont ol pol c es  p ocedu es add ess ng nfo mat on flow 
enfo cement  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  types of metadata used to enfo ce nfo mat on low cont ol dec s ons  nfo mat on system aud t eco ds  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement pol cy].

Metadata s nfo mat on used to desc be the cha acte st cs of data. Metadata can nclude st uctu al metadata desc b ng data st uctu es 
(e.g., data fo mat, syntax, and semant cs) o  desc pt ve metadata desc b ng data contents (e.g., age, locat on, telephone numbe ). Enfo c ng 
allowed nfo mat on lows based on metadata enables s mple  and mo e effect ve flow cont ol. O gan zat ons cons de  the t ustwo th ness of 
metadata w th ega d to data accu acy ( .e , knowledge that the metadata values a e co ect w th espect to the data), data nteg ty ( .e., 
p otect ng aga nst unautho zed changes to metadata tags), and the b nd ng of metadata to the data payload ( .e., ensu ng su f c ently 
st ong b nd ng techn ques w th app op ate levels of assu ance). Related cont ols  AC 16, SI-7.

AC-
4 7)

Info mat on Flow 
Enfo cement - One-Way 
Flow Mechan sms

The nfo mat on system enfo ces 
[Ass gnment  o gan zat on-def ned one-
way lows] us ng ha dwa e mechan sms.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes the one-way nfo mat on flows to be enfo ced by the nfo mat on system  and 
( ) the nfo mat on system enfo ces o gan zat on-def ned one-way nfo mat on flows us ng ha dwa e mechan sms.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  nfo mat on low cont ol pol c es  p ocedu es add ess ng nfo mat on flow 
enfo cement  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system ha dwa e mechan sms and assoc ated conf gu at ons  nfo mat on system aud t eco ds  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Ha dwa e mechan sms mplement ng nfo mat on flow enfo cement pol cy].

AC-
4 8)

Info mat on Flow 
Enfo cement - Secu ty 
Pol cy F lte s

The nfo mat on system enfo ces 
nfo mat on low cont ol us ng 

[Ass gnment  o gan zat on-def ned 
secu ty pol cy f te s] as a bas s fo  flow 
cont ol dec s ons fo  [Ass gnment  
o gan zat on-def ned nfo mat on flows].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes secu ty pol cy f te s to be used as a bas s fo  enfo c ng flow cont ol dec s ons
( ) the o gan zat on def nes nfo mat on flows fo  wh ch low cont ol dec s ons a e to be appl ed and enfo ced  and
( ) the nfo mat on system enfo ces nfo mat on flow cont ol us ng o gan zat on-def ned secu ty pol cy f te s as a bas s fo  low 
cont ol dec s ons fo  o gan zat on-def ned nfo mat on flows.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  nfo mat on low cont ol pol c es  p ocedu es add ess ng nfo mat on flow 
enfo cement  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  l st of secu ty pol cy f lte s egulat ng flow cont ol dec s ons  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement pol cy].

O gan zat on-def ned secu ty pol cy f lte s can add ess data st uctu es and content. Fo  example, secu ty pol cy f te s fo  data st uctu es 
can check fo  max mum f le lengths, max mum f eld s zes, and data/f le types (fo  st uctu ed and unst uctu ed data). Secu ty pol cy f lte s fo  
data content can check fo  spec f c wo ds (e.g , d ty/clean wo d f te s), enume ated values o  data value anges, and h dden content. 
St uctu ed data pe m ts the nte p etat on of data content by appl cat ons. Unst uctu ed data typ ca ly efe s to d g tal nfo mat on w thout a 
pa t cula  data st uctu e o  w th a data st uctu e that does not fac l tate the development of ule sets to add ess the pa t cula  ens t v ty of 
the nfo mat on conveyed by the data o  the assoc ated low enfo cement dec s ons. Unst uctu ed data cons sts of  ( ) b tmap objects that 
a e nhe ently non language-based ( e., mage, v deo, o  aud o f les)  and ( ) textual ob ects that a e based on w ten o  p nted languages 
(e.g., comme c al o f-the-shelf wo d p ocess ng documents, sp eadsheets, o  ema ls). O gan zat ons can mplement mo e than one secu ty 
pol cy f lte  to meet nfo mat on low cont ol object ves (e.g., employ ng clean wo d l ts n conjunct on w th d ty wo d l sts may help to 
educe false pos t ves).

AC-
4 9)

Info mat on Flow 
Enfo cement - Human 
Rev ews

The nfo mat on system enfo ces the use 
of human ev ews fo  [Ass gnment  
o gan zat on-def ned nfo mat on flows] 
unde  the follow ng cond t ons  
[Ass gnment  o gan zat on-def ned 

t ]

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes nfo mat on lows equ ng the use of human ev ews
( ) the o gan zat on def nes cond t ons unde  wh ch the use of human ev ews fo  o gan zat on-def ned nfo mat on flows s to be 
enfo ced  and
( ) the nfo mat on system enfo ces the use of human ev ews fo  o gan zat on-def ned nfo mat on flows unde  o gan zat on-
def ned cond t ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  nfo mat on low cont ol pol c es  p ocedu es add ess ng nfo mat on flow 
enfo cement  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  eco ds of human ev ews ega d ng nfo mat on flows  l st of cond t ons equ ng human ev ews fo  nfo mat on 
flows  nfo mat on system aud t eco ds  othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th nfo mat on flow enfo cement espons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms enfo c ng the use of human ev ews].

O gan zat ons def ne secu ty pol cy f te s fo  all s tuat ons whe e automated flow cont ol dec s ons a e poss ble. When a fully automated 
flow cont ol dec s on s not poss ble, then a human ev ew may be employed n l eu of, o  as a complement to, automated secu ty pol cy 
f t  H    l   l      t

AC-
4 10)

Info mat on Flow 
Enfo cement - Enable / 
D sable Secu ty Pol cy 
F te s

The nfo mat on system p ov des the 
capab l ty fo  p v leged adm n t ato s 
to enable/d sable [Ass gnment  
o gan zat on-def ned secu ty pol cy 
f lte s] unde  the fo low ng cond t ons  
[Ass gnment  o gan zat on-def ned 
cond t ons].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes secu ty pol cy f te s that p v leged adm n st ato s have the capab l ty to enable/d sable
( ) the o gan zat on-def ned cond t ons unde  wh ch p v leged adm n st ato s have the capab l ty to enable/d sable o gan zat on-
def ned secu ty pol cy f lte s  and
( ) the nfo mat on system p ov des the capab l ty fo  p v leged adm n st ato s to enable/d sable o gan zat on-def ned secu ty 
pol cy f lte s unde  o gan zat on-def ned cond t ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  nfo mat on low nfo mat on pol c es  p ocedu es add ess ng nfo mat on low 
enfo cement  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  l st of secu ty pol cy f lte s enabled/d sabled by p v leged adm n st ato s  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  enabl ng/d sabl ng secu ty pol cy f lte s  
system/netwo k adm n t ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  ystem develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement pol cy].

Fo  example, as allowed by the nfo mat on system autho at on, adm n st ato s can enable secu ty pol cy f te s to accommodate 
app oved data types.

AC-
4 11)

Info mat on Flow 
Enfo cement - 
Conf gu at on Of Secu ty 
Pol cy F lte s

The nfo mat on system p ov des the 
capab l ty fo  p v leged adm n t ato s 
to conf gu e [Ass gnment  o gan zat on-
def ned secu ty pol cy f te s] to suppo t 
d fe ent secu ty pol c es.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes secu ty pol cy f te s that p v leged adm n st ato s have the capab l ty to conf gu e to suppo t d fe ent 
secu ty pol c es  and
( ) the nfo mat on system p ov des the capab l ty fo  p v leged adm n st ato s to conf gu e o gan zat on-def ned secu ty pol cy 
f lte s to suppo t d fe ent secu ty pol c e .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  nfo mat on low cont ol pol c es  p ocedu es add ess ng nfo mat on flow 
enfo cement  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  l st of secu ty pol cy f lte s  nfo mat on system aud t eco ds  othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  conf gu ng secu ty pol cy f te s  sy tem/netwo k 
adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement pol cy].

Fo  example, to eflect changes n secu ty pol c es, adm n st ato s can change the l st of “d ty wo ds” that secu ty pol cy mechan sms 
check n acco dance w th the def n t ons p ov ded by o gan zat ons.



AC-
4 12)

Info mat on Flow 
Enfo cement - Data Type 
Ident f e s

The nfo mat on system, when 
t ansfe ng nfo mat on between 
d fe ent secu ty doma ns, uses 
[Ass gnment  o gan zat on-def ned data 
type dent f e s] to val date data 
essent al fo  nfo mat on low dec s ons.

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes data type dent f e s to be used, when t ansfe ng nfo mat on between d ffe ent secu ty doma ns, to 
val date data essent al fo  nfo mat on low dec s ons  and
( ) the nfo mat on system, when t ansfe ng nfo mat on between d ffe ent secu ty doma ns, uses o gan zat on-def ned data type 
dent f e s to val date data essent al fo  nfo mat on flow dec s ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  nfo mat on low cont ol pol c es  p ocedu es add ess ng nfo mat on flow 
enfo cement  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  l st of data type dent f e s  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement pol cy].

Data type dent f e s nclude, fo  example, f lenames, f le types, f le s gnatu es/tokens, and mult ple nte nal f le s gnatu e /tokens. 
Info mat on systems may allow t ansfe  of data only f compl ant w th data type fo mat spec f cat ons.

AC-
4 13)

Info mat on Flow 
Enfo cement - 
Decompos t on Into 
Pol cy-Relevant 
Subcomponents

The nfo mat on system, when 
t ansfe ng nfo mat on between 
d fe ent secu ty doma ns, decomposes 
nfo mat on nto [Ass gnment  

o gan zat on-def ned pol cy- elevant 
subcomponents] fo  subm ss on to 
pol cy enfo cement mechan sms.

ASSESSMENT OBJECTIVE  
Dete m ne f
( )  the o gan zat on def nes pol cy- elevant subcomponents to decompose nfo mat on fo  subm ss on to pol cy enfo cement 
mechan sms when t ansfe ng such nfo mat on between d fe ent secu ty doma ns  and
( ) the nfo mat on system, when t ansfe ng nfo mat on between d ffe ent secu ty doma ns, decomposes nfo mat on nto 
o gan zat on-def ned pol cy- elevant subcomponents fo  subm ss on to pol cy enfo cement mechan sms.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  nfo mat on low cont ol pol c es  p ocedu es add ess ng nfo mat on flow 
enfo cement  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement pol cy].

Pol cy enfo cement mechan sms apply f te ng, nspect on, and/o  san t zat on ules to the pol cy- elevant subcomponents of nfo mat on to 
fac l tate low enfo cement p o  to t ansfe ng such nfo mat on to d ffe ent secu ty doma ns. Pa s ng t ansfe  f les fac l tates pol cy 
dec s ons on sou ce, dest nat on, ce t f cates, class f cat on, attachments, and othe  secu ty- elated component d ffe ent ato s.

AC-
4 14)

Info mat on Flow 
Enfo cement - Secu ty 
Pol cy F lte  Const a nts

The nfo mat on system, when 
t ansfe ng nfo mat on between 
d fe ent secu ty doma ns, mplements 
[Ass gnment  o gan zat on-def ned 
secu ty pol cy f te s] equ ng fully 
enume ated fo mats that est ct data 
t t   t t

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes secu ty pol cy f te s to be mplemented that equ e fu ly enume ated fo mats est ct ng data 
st uctu e and content when t ansfe ng nfo mat on between d ffe ent secu ty doma ns  and
( ) the nfo mat on system, when t ansfe ng nfo mat on between d ffe ent secu ty doma ns, mplements o gan zat on-def ned 
secu ty pol cy f te s equ ng fu ly enume ated fo mats that est ct data st uctu e and content.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  nfo mat on low cont ol pol c es  p ocedu es add ess ng nfo mat on flow 
enfo cement  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  l st of secu ty pol cy f lte s  l st of data content pol cy f te s  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement pol cy].

Data st uctu e and content e t ct ons educe the ange of potent al mal c ous and/o  unsanct oned content n c oss-doma n t ansact ons. 
Secu ty pol cy f lte s that est ct data st uctu es nclude, fo  example, est ct ng f le s zes and f eld lengths. Data content pol cy f te s 
nclude, fo  example  ( ) encod ng fo mats fo  cha acte  sets (e g., Un ve sal Cha acte  Set T ansfo mat on Fo mats, Ame can Standa d Code 

fo  Info mat on Inte change)  ( ) est ct ng cha acte  data f elds to only conta n alpha-nume c cha acte s  ( ) p oh b t ng spec al cha acte s  
 ( ) l t  h  t t

AC-
4 15)

Info mat on Flow 
Enfo cement - Detect on 
Of Unsanct oned 
Info mat on

The nfo mat on system, when 
t ansfe ng nfo mat on between 
d fe ent secu ty doma ns, exam nes the 
nfo mat on fo  the p esence of 

[Ass gnment  o gan zed-def ned 
unsanct oned nfo mat on] and p oh b ts 
the t ansfe  of such nfo mat on n 
acco dance w th the [Ass gnment  
o gan zat on-def ned secu ty pol cy].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes unsanct oned nfo mat on to be detected when t ansfe ng nfo mat on between d ffe ent secu ty 
doma ns
( ) the o gan zat on def nes the secu ty pol cy that equ es the t ansfe  of o gan zat on-def ned unsanct oned nfo mat on 
between d fe ent secu ty doma ns to be p oh b ted when the p esence of such nfo mat on s detected  and
( ) the nfo mat on system, when t an fe ng nfo mat on between d ffe ent secu ty doma ns, exam nes the nfo mat on fo  the 
p e ence of o gan zat on-def ned unsanct oned nfo mat on and p oh b ts the t ansfe  of such nfo mat on n acco dance w th the 
o gan zat on-def ned secu ty pol cy.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  nfo mat on low cont ol pol c es  p ocedu es add ess ng nfo mat on flow 
enfo cement  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  l st of unsanct oned nfo mat on types and assoc ated nfo mat on  nfo mat on system aud t eco ds  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement pol cy].

Detect on of unsanct oned nfo mat on ncludes, fo  example, check ng all nfo mat on to be t ansfe ed fo  mal c ous code and d ty wo ds. 
Related cont ol  SI-3.

AC-
4 16)

Info mat on Flow 
Enfo cement 
[W thd awn] - 
Inco po ated Into AC-4

[W thd awn  Inco po ated nto AC-4].

[W thd awn  Inco po ated nto AC-4].

AC-
4 17)

Info mat on Flow 
Enfo cement - Doma n 
Authent cat on

The nfo mat on system un quely 
dent f es and authent cates sou ce and 

dest nat on po nts by [Select on (one o  
mo e)  o gan zat on, system, appl cat on, 
nd v dual] fo  nfo mat on t an fe .

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the nfo mat on system un quely dent f es sou ce doma ns fo  nfo mat on t ansfe  
    -sou ce po nts fo  nfo mat on t ansfe
    -dest nat on po nts fo  nfo mat on t ansfe
( ) by one o  mo e of the follow ng
    -o gan zat on
    -system
    -appl cat on  and/o

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  nfo mat on low cont ol pol c es  p ocedu es add ess ng nfo mat on flow 
enfo cement  p ocedu es add ess ng sou ce and dest nat on doma n dent f cat on and authent cat on  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement pol cy].

Att but on s a c t cal component of a secu ty concept of ope at ons. The ab l ty to dent fy sou ce and dest nat on po nts fo  nfo mat on 
flow ng n nfo mat on systems, allows the fo ens c econst uct on of events when equ ed, and encou ages pol cy compl ance by att but ng 
pol cy v olat ons to spec f c o gan zat ons/ nd v duals. Successful doma n authent cat on equ es that nfo mat on system labels d st ngu sh 
among systems, o gan zat ons, and nd v duals nvolved n p epa ng, send ng, ece v ng, o  d ssem nat ng nfo mat on. Related cont ols  IA-2, 
IA-3, IA-4, IA-5.

AC-
4 18)

Info mat on Flow 
Enfo cement - Secu ty 
Att bute B nd ng

The nfo mat on system b nds secu ty 
att butes to nfo mat on us ng 
[Ass gnment  o gan zat on-def ned 
b nd ng techn ques] to fac l tate 
nfo mat on low pol cy enfo cement.

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes b nd ng techn ques to be used to fac l tate nfo mat on flow pol cy enfo cement  and 
( ) the nfo mat on system b nds secu ty att butes to nfo mat on us ng o gan zat on-def ned b nd ng techn ques to fac l tate 
nfo mat on flow pol cy enfo cement.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on flow enfo cement pol cy  nfo mat on flow cont ol pol c es  p ocedu es add ess ng 
nfo mat on flow enfo cement  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 

assoc ated documentat on  l st of b nd ng techn ques to b nd secu ty a t butes to nfo mat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on flow enfo cement espons b l t es  system/netwo k 
adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement funct ons].

B nd ng techn ques mplemented by nfo mat on systems affect the t ength of secu ty att bute b nd ng to nfo mat on. B nd ng st ength 
and the assu ance as oc ated w th b nd ng techn ques play an mpo tant pa t n the t ust o gan zat ons have n the nfo mat on flow 
enfo cement p ocess. The b nd ng techn ques affect the numbe  and deg ee of add t onal ev ews equ ed by o gan zat ons. Related 
cont ols  AC 16, SC 16.

AC-
4 19)

Info mat on Flow 
Enfo cement - Val dat on 
Of Metadata

The nfo mat on system, when 
t ansfe ng nfo mat on between 
d fe ent secu ty doma ns, appl es the 
same secu ty pol cy f te ng to 
metadata as t appl es to data payloads.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system, when t ansfe ng nfo mat on between d ffe ent secu ty doma ns, appl es the same secu ty 
pol cy f lte ng to metadata as t appl es to data payloads.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on flow enfo cement pol cy  nfo mat on flow cont ol pol c es  p ocedu es add ess ng 
nfo mat on flow enfo cement  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 

assoc ated documentat on  l st of secu ty pol cy f lte ng c te a appl ed to metadata and data payloads  nfo mat on ystem aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on flow enfo cement espons b l t es  system/netwo k 
adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement funct ons].

Th s cont ol enhancement equ es the val dat on of metadata and the data to wh ch the metadata appl es. Some o gan zat ons d t ngu sh 
between metadata and data payloads ( e , only the data to wh ch the metadata s bound). Othe  o gan zat ons do not make such 
d st nct ons, cons de ng metadata and the data to wh ch the metadata appl es as pa t of the payload. All nfo mat on ( nclud ng metadata 
and the data to wh ch the metadata appl es) s subject to f lte ng and nspect on.



AC-
4 20)

Info mat on Flow 
Enfo cement - App oved 
Solut ons

The o gan zat on employs [Ass gnment  
o gan zat on-def ned solut ons n 
app oved conf gu at ons] to cont ol the 
flow of [Ass gnment  o gan zat on-
def ned nfo mat on] ac oss ecu ty 
doma ns.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes solut ons n app oved conf gu at ons to cont ol the flow of nfo mat on ac oss ecu ty doma ns
( ) def nes nfo mat on fo  wh ch o gan zat on-def ned solut ons n app oved conf gu at ons a e to be employed to cont ol the flow 
of such nfo mat on ac oss secu ty doma ns  and
( ) employs o gan zat on-def ned solut ons n app oved conf gu at ons to cont ol the flow of o gan zat on-def ned nfo mat on 
ac oss secu ty doma ns.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on flow enfo cement pol cy  nfo mat on flow cont ol pol c es  p ocedu es add ess ng 
nfo mat on flow enfo cement  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 

assoc ated documentat on  l st of solut ons n app oved conf gu at ons  app oved conf gu at on basel nes  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on flow enfo cement espons b l t es  system/netwo k 
adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement funct ons].

O gan zat ons def ne app oved solut ons and conf gu at ons n c oss-doma n pol c es and gu dance n acco dance w th the types of 
nfo mat on flows ac oss class f cat on bounda es. The Un f ed C oss Doma n Management Off ce (UCDMO) p ov des a basel ne l st ng of 

app oved c oss-doma n solut ons.

AC-
4 21)

Info mat on Flow 
Enfo cement - Phys cal / 
Log cal Sepa at on Of 
Info mat on Flows

The nfo mat on system sepa ates 
nfo mat on lows log ca ly o  phys cally 

us ng [Ass gnment  o gan zat on-def ned 
mechan sms and/o  techn ques] to 
accompl sh [Ass gnment  o gan zat on-
def ned equ ed sepa at ons by types of 
nfo mat on].

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes the equ ed sepa at ons of nfo mat on flows by types of nfo mat on
( ) the o gan zat on def nes the mechan sms and/o  techn ques to be used to sepa ate nfo mat on flows log cally o  phys ca ly  
and
( ) the nfo mat on system sepa ates nfo mat on lows log ca ly o  phys cally us ng o gan zat on-def ned mechan sms and/o  
techn ques to accompl sh o gan zat on-def ned equ ed sepa at ons by types of nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on flow enfo cement pol cy  nfo mat on flow cont ol pol c es  p ocedu es add ess ng 
nfo mat on flow enfo cement  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 

assoc ated documentat on  l st of equ ed sepa at on of nfo mat on lows by nfo mat on types  l st of mechan sms and/o  
techn ques used to log cally o  phys ca ly epa ate nfo mat on lows  nfo mat on system aud t eco ds  othe  elevant documents 
o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on flow enfo cement espons b l t es  system/netwo k 
adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement funct ons].

Enfo c ng the sepa at on of nfo mat on flows by type can enhance p otect on by ensu ng that nfo mat on s not comm ngled wh le n 
t ans t and by enabl ng flow cont ol by t ansm ss on paths pe haps not othe w se ach evable. Types of sepa able nfo mat on nclude, fo  
example, nbound and outbound commun cat ons t aff c, se v ce equests and esponses, and nfo mat on of d ffe ng secu ty catego es.

AC-
4 22)

Info mat on Flow 
Enfo cement - Access 
Only

The nfo mat on system p ov des access 
f om a s ngle dev ce to comput ng 
platfo ms, appl cat ons, o  data es d ng 
on mult ple d ffe ent secu ty doma ns, 
wh le p event ng any nfo mat on low 

t  th  ff t t  

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system p ov des access f om a s ngle dev ce to comput ng platfo ms, appl cat ons, o  data es d ng on 
mu t ple d ffe ent secu ty doma ns, wh le p event ng any nfo mat on flow between the d ffe ent secu ty doma ns. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on flow enfo cement pol cy  p ocedu es add ess ng nfo mat on flow enfo cement  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on flow enfo cement espons b l t es  system/netwo k 
adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on flow enfo cement funct ons].

The nfo mat on system, fo  example, p ov des a desktop fo  use s to acce s each connected secu ty doma n w thout p ov d ng any 
h  t  l  t f  f f t  t  th  f t t  

AC-5 Sepa at on of Dut es 

The o gan zat on
a. Sepa ates [Ass gnment  o gan zat on-
def ned dut es of nd v duals]
b. Documents sepa at on of dut es of 
nd v duals  and 

c. Def nes nfo mat on system access 
autho zat ons to suppo t sepa at on of 
dut es.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) def nes dut es of nd v duals to be sepa ated
( ) sepa ates o gan zat on-def ned dut es of nd v duals
( ) documents sepa at on of dut es  and
( v) def nes nfo mat on ystem access autho zat ons to suppo t sepa at on of dut es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng d v s ons of espons b l ty and sepa at on of dut es  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of d v s ons of e pons b l ty and sepa at on of 

dut es  nfo mat on system access autho zat ons  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  def n ng app op ate d v s ons of espons b l ty and 
sepa at on of dut es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  Automated mechan sms mplement ng sepa at on of dut es pol cy].

Sepa at on of dut es add esses the potent al fo  abuse of autho zed p v leges and helps to educe the sk of malevolent act v ty w thout 
co lus on. Sepa at on of dut es ncludes, fo  example  ( ) d v d ng m ss on funct ons and nfo mat on system suppo t funct ons among 
d ffe ent nd v duals and/o  oles  ( ) conduct ng nfo mat on system suppo t funct ons w th d ffe ent nd v duals (e.g., system management, 
p og amm ng, conf gu at on management, qual ty assu ance and test ng, and netwo k secu ty)  and ( ) ensu ng secu ty pe sonnel 
adm n ste ng access cont ol funct ons do not also adm n ste  aud t funct ons. Related cont ols  AC 3, AC 6, PE-3, PE-4, PS-2. None None

AC-6 Least P v lege

The o gan zat on employs the p nc ple 
of least p v lege, allow ng only 
autho zed accesses fo  use s (o  
p ocesses act ng on behalf of use s) 
wh ch a e necessa y to accompl sh 
ass gned tasks n acco dance w th 
o gan zat onal m ss ons and bus ness 
funct ons.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs the p nc ple of least p v lege, a low ng only autho zed access fo  use s (and p ocesses 
act ng on behalf of use s) wh ch a e necessa y to accompl sh ass gned tasks n acco dance w th o gan zat onal m ss ons and 
bus ness funct ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng lea t p v lege  l st of ass gned access autho zat ons (use  
p v leges)  nfo mat on ystem conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  def n ng least p v leges necessa y to accompl sh 
spec f ed tasks  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  Automated mechan sms mplement ng least p v lege funct ons].

O gan zat ons employ least p v lege fo  spec f c dut es and nfo mat on systems. The p nc ple of least p v lege s also appl ed to nfo mat on 
system p ocesses, ensu ng that the p ocesses ope ate at p v lege levels no h ghe  than necessa y to accompl sh equ ed o gan zat onal 
m ss ons/bus ness funct ons. O gan zat ons cons de  the c eat on of add t onal p ocesses, oles, and nfo mat on system accounts as 
necessa y, to ach eve least p v lege. O gan zat ons also apply least p v lege to the development, mplementat on, and ope at on of 
o gan zat onal nfo mat on systems. Related cont ols  AC-2, AC-3, AC-5, CM-6, CM 7, PL-2.  

AC-6 1), AC-6(2), AC-6(3), AC-6(4), AC 6 5), AC-6(6), AC-6(7), AC-6(8), 
AC-6 9), AC-6(10) None

AC-
6 1)

Least P v lege - 
Autho ze Access To 
Secu ty Funct ons

The o gan zat on expl c tly autho zes 
access to [Ass gnment  o gan zat on-
def ned secu ty funct ons (deployed n 
ha dwa e, softwa e, and f mwa e) and 
secu ty- elevant nfo mat on].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes secu ty- elevant nfo mat on fo  wh ch access must be expl c tly autho zed
( ) def nes secu ty funct ons deployed n
    ha dwa e
    -so twa e
    -so twa e
( ) expl c tly autho zes access to
    -o gan zat on-def ned secu ty funct ons  and
    -secu ty- elevant nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng lea t p v lege  l st of secu ty funct ons (deployed n 
ha dwa e, softwa e, and f mwa e) and secu ty- elevant nfo mat on fo  wh ch access must be expl c ly autho zed  nfo mat on 
system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  def n ng least p v leges necessa y to accompl sh 
spec f ed tasks  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  Automated mechan sms mplement ng least p v lege funct ons].

Secu ty funct ons nclude, fo  example, establ sh ng system accounts, conf gu ng access autho zat ons ( e , pe m ss ons, p v leges), sett ng 
events to be aud ted, and sett ng nt us on detect on pa amete s. Secu ty- elevant nfo mat on ncludes, fo  example, f lte ng ules fo  
oute s/f ewalls, c yptog aph c key management nfo mat on, conf gu at on pa amete s fo  secu ty se v ces, and access cont ol l sts. 

Expl c tly autho zed pe sonnel nclude, fo  example, secu ty adm n st ato s, system and netwo k adm n st ato s, system secu ty off ce s, 
system ma ntenance pe sonnel, system p og amme s, and othe  p v leged u e . Related cont ols  AC-17, AC 18, AC-19.

AC-
6 2)

Least P v lege - Non-
P v leged Access Fo  
Nonsecu ty Funct ons

The o gan zat on equ es that use s of 
nfo mat on system account , o  oles, 

w th access to [Ass gnment  o gan zat on-
def ned secu ty funct ons o  secu ty-
elevant nfo mat on], use non-p v leged 

accounts o  oles, when access ng 
nonsecu ty funct ons.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes secu ty funct ons o  secu ty- elevant nfo mat on to wh ch use s of nfo mat on system accounts, o  oles, have access  
and
( ) equ es that use s of nfo mat on system accounts, o  oles, w th access to o gan zat on-def ned secu ty funct ons o  ecu ty-
elevant nfo mat on, use non-p v leged accounts, o  oles, when access ng nonsecu ty funct ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng lea t p v lege  l st of system-gene ated secu ty funct ons o  
secu ty- elevant nfo mat on ass gned to nfo mat on sy tem accounts o  oles  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  def n ng least p v leges necessa y to accompl sh 
spec f ed tasks  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  Automated mechan sms mplement ng least p v lege funct ons].

Th s cont ol enhancement l m ts exposu e when ope at ng f om w th n p v leged accounts o  oles. The nclus on of oles add esses 
s tuat ons whe e o gan zat ons mplement access cont ol pol c es such as ole-based access cont ol and whe e a change of ole p ov des the 
same deg ee of assu ance n the change of access autho zat ons fo  both the use  and all p ocesses act ng on behalf of the use  as would be 
p ov ded by a change between a p v leged and non-p v leged account. Related cont ol  PL-4.



AC-
6 3)

Least P v lege - Netwo k 
Access To P v leged 
Commands

The o gan zat on autho zes netwo k 
access to [Ass gnment  o gan zat on-
def ned p v leged commands] only fo  
[Ass gnment  o gan zat on-def ned 
compe l ng ope at onal needs] and 
documents the at onale fo  such access 
n the secu ty plan fo  the nfo mat on 

system.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes p v leged commands to wh ch netwo k access s to be autho zed only fo  compe l ng ope at onal needs
( ) def nes compell ng ope at onal needs fo  wh ch netwo k access to o gan zat on-def ned p v leged commands a e to be solely 
autho zed
( ) autho zes netwo k access to o gan zat on-def ned p v leged commands only fo  o gan zat on-def ned compell ng ope at onal 
needs  and
( v) documents the at onale fo  autho zed netwo k access to o gan zat on-def ned p v leged commands n the secu ty plan fo  
the nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng lea t p v lege  secu ty plan  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  nfo mat on system aud t eco ds  l st of ope at onal needs fo  autho z ng 
netwo k access to p v leged commands  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  def n ng least p v leges necessa y to accompl sh 
spec f ed tasks  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng least p v lege funct ons].

Netwo k access s any access ac oss a netwo k connect on n l eu of local access ( e., use  be ng phys cally p esent at the dev ce). Related 
cont ol  AC 17.

AC-
6 4)

Least P v lege - Sepa ate 
P ocess ng Doma ns

The nfo mat on system p ov des 
sepa ate p ocess ng doma ns to enable 
f ne -g a ned a locat on of use  
p v leges.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system p ov des sepa ate p ocess ng doma ns to enable f ne -g a ned allocat on of use  p v leges.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng lea t p v lege  nfo mat on system des gn documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  def n ng least p v leges necessa y to accompl sh 
spec f ed tasks  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng least p v lege funct ons].

P ov d ng sepa ate p ocess ng doma ns fo  f ne -g a ned allocat on of use  p v leges ncludes, fo  example  ( ) us ng v tual zat on techn ques 
to allow add t onal p v leges w th n a v tual mach ne wh le est ct ng p v leges to othe  v tual mach nes o  to the unde ly ng actual 
mach ne  ( ) employ ng ha dwa e and/o  softwa e doma n sepa at on mechan sms  and ( ) mplement ng sepa ate phys cal doma ns. 
Related cont ols  AC-4, SC 3, SC-30, SC 32.

AC-
6 5)

Least P v lege - 
P v leged Accounts

The o gan zat on e t cts p v leged 
accounts on the nfo mat on system to 
[Ass gnment  o gan zat on-def ned 

l  l ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes pe sonnel o  oles fo  wh ch p v leged accounts on the nfo mat on system a e to be est cted  and
( ) est cts p v leged accounts on the nfo mat on sy tem to o gan zat on-def ned pe sonnel o  oles.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng lea t p v lege  l st of system-gene ated p v leged accounts  
l st of system adm n st at on pe sonnel  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 
system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  def n ng least p v leges necessa y to accompl sh 
spec f ed tasks  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  Automated mechan sms mplement ng least p v lege funct ons].

P v leged accounts, nclud ng supe  use  accounts, a e typ ca ly desc bed as system adm n st ato  fo  va ous types of comme c al off the-
she f ope at ng systems. Rest ct ng p v leged accounts to spec f c pe sonnel o  oles p events day-to-day use s f om hav ng access to 
p v leged nfo mat on/funct ons. O gan zat ons may d ffe ent ate n the appl cat on of th s cont ol enhancement between allowed p v leges 
fo  local accounts and fo  doma n accounts p ov ded o gan zat ons eta n the ab l ty to cont ol nfo mat on system conf gu at ons fo  key 

t  t    th   t  f tl  t t   R l t  t l  CM-6

AC-
6 6)

Least P v lege - 
P v leged Access By Non-
O gan zat onal Use s

The o gan zat on p oh b ts p v leged 
access to the nfo mat on sy tem by non-

t l 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p oh b ts p v leged access to the nfo mat on system by non-o gan zat onal use s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng lea t p v lege  l st of system-gene ated p v leged accounts  
l st of non-o gan zat onal u e s  nfo mat on ystem conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  def n ng least p v leges necessa y to accompl sh 
spec f ed tasks  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  Automated mechan sms p oh b t ng p v leged access to the nfo mat on system].

R l t  t l  I -8

AC-
6 7)

Least P v lege - Rev ew 
Of Use  P v leges

The o gan zat on  
(a) Rev ews [Ass gnment  o gan zat on-
def ned f equency] the p v leges 
ass gned to [Ass gnment  o gan zat on-
def ned oles o  classes of use s] to 
val date the need fo  such p v leges  and
(b) Reass gns o  emoves p v leges, f 
necessa y, to co ectly eflect 
o gan zat onal m ss on/bus ness needs.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes oles o  classes of u e s to wh ch p v leges a e ass gned
( ) def nes the f equency to ev ew the p v leges a s gned to o gan zat on-def ned oles o  classes of use s to val date the need fo  
such p v leges  
( ) ev ews the p v leges ass gned to o gan zat on-def ned oles o  classes of use s w th the o gan zat on-def ned f equency to 
val date the need fo  such p v leges  and
Dete m ne f the o gan zat on eass gns o  emoves p v leges, f necessa y, to co ectly eflect o gan at onal m ss ons/bus ness 
needs.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng lea t p v lege  l st of system-gene ated oles o  classes of 
use s and ass gned p v leges  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  val dat on ev ews of p v leges ass gned to oles o  clas es o  use s  eco ds of p v lege emovals o  
eass gnments fo  oles o  classes of use s  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  ev ew ng least p v leges necessa y to accompl sh 
spec f ed tasks  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  Automated mechan sms mplement ng ev ew of use  p v leges].

The need fo  ce ta n ass gned use  p v leges may change ove  t me eflect ng changes n o gan zat onal m s ons/bus ness funct on, 
env onments of ope at on, technolog es, o  th eat. Pe od c ev ew of ass gned use  p v leges s necessa y to dete m ne f the at onale fo  
ass gn ng such p v leges ema ns val d. If the need cannot be eval dated, o gan zat ons take app op ate co ect ve act ons. Related cont ol  
CA-7.

AC-
6 8)

Least P v lege - P v lege 
Levels Fo  Code 
Execut on

The nfo mat on system p events 
[Ass gnment  o gan zat on-def ned 
softwa e] f om execut ng at h ghe  
p v lege levels than use s execut ng the 
softwa e.

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes softwa e that should not execute at h ghe  p v lege levels than use s execut ng the softwa e  and
( ) the nfo mat on system p events o gan zat on-def ned softwa e f om execut ng at h ghe  p v lege levels than use s execut ng 
the softwa e.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng lea t p v lege  l st of softwa e that should not execute at 
h ghe  p v lege levels than use s execut ng so twa e  nfo mat on system des gn documentat on  nfo mat on system conf gu at on 
sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  def n ng least p v leges necessa y to accompl sh 
spec f ed tasks  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system 
develope s].
Test  SELECT FROM  Automated mechan sms mplement ng least p v lege funct ons fo  so twa e execut on].

In ce ta n s tuat ons, softwa e appl cat on /p og ams need to execute w th elevated p v leges to pe fo m equ ed funct ons. Howeve , f the 
p v leges equ ed fo  execut on a e at a h ghe  level than the p v leges ass gned to o gan zat onal use s nvok ng such 
appl cat ons/p og ams, those use s a e nd ectly p ov ded w th g eate  p v leges than ass gned by o gan zat ons.

AC-
6 9)

Least P v lege - Aud t ng 
Use Of P v leged 
Funct ons

The nfo mat on system aud ts the 
execut on of p v leged funct ons.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system aud ts the execut on of p v leged funct ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng lea t p v lege  nfo mat on system des gn documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of p v leged funct ons to be aud ted  l st of aud ted 

events  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  ev ew ng least p v leges necessa y to accompl sh 
spec f ed tasks  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system 
develope s].
Test  SELECT FROM  Automated mechan sms aud t ng the execut on of least p v lege funct ons].

M suse of p v leged funct ons, e the  ntent onally o  un ntent onally by autho zed use s, o  by unautho zed exte nal ent t es that have 
comp om sed nfo mat on system accounts, s a se ous and ongo ng conce n and can have s gn f cant adve se mpacts on o gan zat ons. 
Aud t ng the use of p v leged funct ons s one way to detect such m suse, and n do ng so, help m t gate the sk f om ns de  th eats and the 
advanced pe s tent th eat (APT). Related cont ol  AU 2.



AC-
6 10)

Least P v lege - P oh b t 
Non-P v leged Use s 
F om Execut ng 
P v leged Funct ons

The nfo mat on system p events non-
p v leged use s f om execut ng 
p v leged funct ons to nclude d sabl ng, 
c cumvent ng, o  a te ng mplemented 
secu ty safegua ds/counte measu es.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system p events non-p v leged use s f om execut ng p v leged funct ons to nclude
( ) d sabl ng mplemented secu ty safegua ds/counte measu es
( ) c cumvent ng ecu ty safegua ds/counte measu es  o
( ) alte ng mplemented secu ty safegua ds/counte measu es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng lea t p v lege  nfo mat on system des gn documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of p v leged funct ons and assoc ated use  account 

ass gnments  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  def n ng least p v leges necessa y to accompl sh 
spec f ed tasks  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng least p v lege funct ons fo  non-p v leged use s].

P v leged funct ons nclude, fo  example, establ sh ng nfo mat on system accounts, pe fo m ng system nteg ty checks, o  adm n ste ng 
c yptog aph c key management act v t es. Non-p v leged u e s a e nd v duals that do not possess app op ate autho zat ons. C cumvent ng 
nt us on detect on and p event on mechan sms o  mal c ous code p otect on mechan sms a e examples of p v leged funct ons that equ e 

p otect on f om non-p v leged use s.

AC-7 
Unsuccessful Log n 
Attempts 

  
a. Enfo ces a l m t of [Ass gnment  
o gan zat on-def ned numbe ] 
consecut ve nval d logon attempts by a 
use  du ng a [Ass gnment  o gan zat on-
def ned t me pe od]  and
b. Automat cally [Select on  locks the 
account/node fo  an [Ass gnment  
o gan zat on-def ned t me pe od]  locks 
the account/node unt l eleased by an 
adm n st ato  delays next logon p ompt 
acco d ng to [Ass gnment  o gan zat on-
def ned delay algo thm]] when the 
max mum numbe  of unsuccessful 
attempts s exceeded.
Supplemental Gu dance   Th s cont ol 
appl es ega dless of whethe  the logon 
occu s v a a local o  netwo k connect on. 
Due to the potent al fo  den al of se v ce, 
automat c lockouts n t ated by 
nfo mat on systems a e usually 

tempo a y and automat cally elease 
afte  a p edete m ned t me pe od 
establ shed by o gan zat ons. If a delay 
algo thm s selected, o gan zat ons may 
choose to employ d fe ent algo thms 
fo  d ffe ent nfo mat on system 
components based on the capab l t es of 

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes the numbe  of consecut ve nval d logon attempts a lowed to the nfo mat on system by a use  du ng 
an o gan zat on-def ned t me pe od
( ) the o gan zat on def nes the t me pe od allowed by a use  of the nfo mat on system fo  an o gan zat on-def ned numbe  of 
consecut ve nval d logon a tempts
( ) the nfo mat on system enfo ces a l m t of o gan zat on-def ned numbe  of consecut ve nval d logon attempts by a use  du ng 
an o gan zat on-def ned t me pe od
( v) the o gan zat on def nes account/node lockout t me pe od o  logon delay algo thm to be automat cally enfo ced by the 
nfo mat on system when the max mum numbe  of unsuccessful logon attempts s exceeded

(v)the nfo mat on sy tem, when the max mum numbe  of unsuccessful logon attempts s exceeded, automat cally
    locks the account/node fo  the o gan zat on-def ned t me pe od
    locks the account/node unt l eleased by an adm n st ato  o
    -delays next logon p ompt acco d ng to the o gan zat on-def ned delay algo thm.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng unsuccessful logon a tempts  secu ty plan  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system develope s  system/netwo k 
adm n st ato s].
Test  SELECT FROM  Automated mechan sms mplement ng access cont ol pol cy fo  unsuccessful logon attempts].

Th s cont ol appl es ega dless of whethe  the logon occu s v a a local o  netwo k connect on. Due to the potent al fo  den al of se v ce, 
automat c lockouts n t ated by nfo mat on ystems a e usually tempo a y and automat cally elease afte  a p edete m ned t me pe od 
establ shed by o gan zat ons. If a delay algo thm s selected, o gan zat ons may choose to employ d fe ent algo thms fo  d ffe ent 
nfo mat on system components based on the capab l t es of those components. Responses to unsuccessful logon attempts may be 
mplemented at both the ope at ng system and the appl cat on levels. Related cont ols  AC 2, AC 9, AC 14, IA-5. AC-7 2) None

AC-
7 1)

Unsuccessful Logon 
Attempts [W thd awn] - 
Inco po ated Into AC-7

[W thd awn  Inco po ated nto AC 7].

[W thd awn  Inco po ated nto AC-7].

AC-
7 2)

Unsuccessful Logon 
Attempts - Pu ge / W pe 
Mob le Dev ce

The nfo mat on system pu ges w pes 
nfo mat on f om [Ass gnment  

o gan zat on-def ned mob le dev ces] 
based on [Ass gnment  o gan zat on-
def ned pu g ng/w p ng 
equ ements techn ques] afte  

[Ass gnment  o gan zat on-def ned 
numbe ] consecut ve, unsuccessful 

 l  tt t

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes mob le dev ces to be pu ged/w ped afte  o gan zat on-def ned numbe  of consecut ve, unsuccessful 
dev ce logon attempts
( ) the o gan zat on def nes pu g ng/w p ng equ ement /techn ques to be used when o gan zat on-def ned mob le dev ces a e 
pu ged/w ped afte  o gan zat on-def ned numbe  of consecut ve, unsuccessful dev ce logon attempts
( ) the o gan zat on def nes the numbe  of consecut ve, unsuccessful logon a tempts allowed fo  access ng mob le dev ces befo e 
the nfo mat on system pu ge /w pes nfo mat on f om such dev ces  and
( v) the nfo mat on system pu ges/w pes nfo mat on f om o gan zat on-def ned mob le dev ces based on o gan zat on-def ned 
pu g ng/w p ng equ ements/techn ques afte  o gan zat on-def ned numbe  of consecut ve, unsuccessful logon attempts.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng unsuccessful log n attempts on mob le dev ces  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of mob le dev ces to 
be pu ged/w ped afte  o gan zat on-def ned consecut ve, unsuccessful dev ce logon attempts  l st of pu g ng/w p ng equ ements 
o  techn ques fo  mob le dev ces  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng access cont ol pol cy fo  unsuccessful dev ce logon attempts].

Th s cont ol enhancement appl es only to mob le dev ces fo  wh ch a logon occu s (e.g., pe sonal d g tal ass stants, sma t phones, tablets). 
The logon s to the mob le dev ce, not to any one account on the dev ce. The efo e, successful logons to any accounts on mob le dev ces 
eset the un uccessful logon count to ze o. O gan zat ons def ne nfo mat on to be pu ged/w ped ca efully n o de  to avo d ove  

pu g ng/w p ng wh ch may esu t n dev ces becom ng unusable. Pu g ng/w p ng may be unnecessa y f the nfo mat on on the dev ce s 
t t  th ff l  t  t  h  R l t  t l  C-19  MP-5  MP-6  SC 13

AC-8 System Use Not f cat on 

  
a. D splays to use s [Ass gnment  
o gan zat on-def ned system use 
not f cat on message o  banne ] befo e 
g ant ng acce s to the system that 
p ov des p vacy and secu ty not ces 
cons stent w th appl cable fede al laws, 
Execut ve O de s, d ect ves, pol c es, 
egulat ons, standa ds, and gu dance and 

states that
1. Use s a e access ng a U S. Gove nment 
nfo mat on system

2. Info mat on system usage may be 
mon to ed, eco ded, and subject to 
aud t
3. Unautho zed use of the nfo mat on 
system s p oh b ted and ubject to 
c m nal and c v l pena t es  and
4. Use of the nfo mat on system 
nd cates consent to mon to ng and 
eco d ng

b. Reta ns the not f cat on message o  
banne  on the sc een unt l use s 
acknowledge the usage cond t ons and 
take expl c t act ons to log on to o  
fu the  access the nfo mat on system  
and
c. Fo  publ cly access ble ystems

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes a system use not f cat on message o  banne  to be d splayed by the nfo mat on system to use s befo e 
g ant ng access to the system
( ) the nfo mat on system d splays to use s the o gan zat on-def ned system use not f cat on message o  banne  befo e g ant ng 
access to the nfo mat on system that p ov des p vacy and secu ty not ces cons stent w th appl cable fede al laws, Execut ve 
O de s, d ect ves, pol c es, egulat ons, standa ds, and gu dance, and states that
     -use s a e access ng a U.S. Gove nment nfo mat on system  
     -system usage may be mon to ed, eco ded, and sub ect to aud t  
     -unautho zed use of the system s p oh b ted and subject to c m nal and c v l penalt es  and 
     -use of the system nd cates consent to mon to ng and eco d ng  and 
( ) the nfo mat on system eta ns the not f cat on message o  banne  on the sc een unt l the use  takes expl c t act ons to log on 
to o  fu the  access the nfo mat on system.
( v) the o gan zat on, fo  publ cly access ble systems
    -def nes cond t ons fo  system use to be d splayed by the nfo mat on system befo e g ant ng fu the  access
    -d splays o gan at on-def ned cond t ons befo e g ant ng fu the  access

Dete m ne f
( ) the nfo mat on system eta ns the not f cat on message o  banne  on the sc een unt l use s acknowledge the usage cond t ons 
and take expl c t act ons to log on to o  fu the  access the nfo mat on system
( ) the o gan zat on, fo  publ cly access ble systems
    -def nes cond t ons fo  system use to be d splayed by the nfo mat on system befo e g ant ng fu the  access
    -d splays o gan at on-def ned cond t ons befo e g ant ng fu the  access
    -d splays efe ences, f any, to mon to ng, eco d ng, o  aud t ng that a e cons stent w th p vacy accommodat ons fo  such 
systems that gene a ly p oh b t those act v t es  and
    - ncludes a desc pt on of the autho zed u es of the system.

    

System use not f cat ons can be mplemented us ng mes ages o  wa n ng banne s d splayed befo e nd v duals log n to nfo mat on systems. 
System use not f cat ons a e used only fo  access v a logon nte faces w th human use s and a e not equ ed when such human nte faces do 
not ex st. O gan zat ons cons de  system use not f cat on messages/banne s d splayed n mult ple languages based on spec f c o gan zat onal 
needs and the demog aph cs of nfo mat on system use s. O gan zat ons also consult w th the Off ce of the Gene al Counsel fo  legal ev ew 
and app oval of wa n ng banne  content. None None

AC-9 
P ev ous Logon (Access) 
Not f cat on 

The nfo mat on system not f es the use , 
upon successful logon (access) to the 
system, of the date and t me of the last 
logon (access). 

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system not f es the use , upon successful logon (access) to the system, of the date and t me of the 
last logon (access).

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng p ev ous logon not f cat on  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system not f cat on 
messages  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng access cont ol pol cy fo  p ev ous logon not f cat on].

Th s cont ol s appl cable to logons to nfo mat on systems v a human use  nte faces and logons to systems that occu  n othe  types of 
a ch tectu es (e.g., se v ce-o ented a ch tectu es). Related cont ols  AC 7, PL-4. AC-9 1), AC-9(2), AC-9(3), AC 9(4) None

AC-
9 1)

P ev ous Logon (Access) 
Not f cat on - 
Unsuccessful Logons

The nfo mat on system not f es the use , 
upon successful logon/access, of the 
numbe  of unsuccessful logon/access 
attempts s nce the last successful 
l

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system not f es the use , upon successful logon/acces , of the numbe  of unsuccessful logon/access 
attempts s nce the la t succes ful logon/access.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng p ev ous logon not f cat on  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng access cont ol pol cy fo  p ev ous logon not f cat on].

AC-
9 2)

P ev ous Logon (Access) 
Not f cat on - Successful 
/ Unsuccessful Logons

The nfo mat on system not f es the use  
of the numbe  of Select on  successful 
logons/accesses  unsuccessful 
logon/access attempts  both] du ng 
[Ass gnment  o gan zat on-def ned t me 
pe od].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes the t me pe od w th n wh ch the nfo mat on system must not fy the use  of the numbe  of
    -successful logons/accesses  and/o
    -unsucces ful logon/access attempts
( ) the nfo mat on system, du ng the o gan zat on-def ned t me pe od, not f es the use  of the numbe  of
    -successful logons/accesses  and/o
    -unsucces ful logon/access attempts.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng p ev ous logon not f cat on  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng access cont ol pol cy fo  p ev ous logon not f cat on].



AC-
9 3)

P ev ous Logon (Access) 
Not f cat on - 
Not f cat on Of Account 
Changes

The nfo mat on system not f es the use  
of changes to [Ass gnment  o gan at on-
def ned secu ty- elated 
cha acte st c /pa amete s of the use s 
account] du ng [Ass gnment  
o gan zat on-def ned t me pe od].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes secu ty- elated cha acte st cs/pa amete s of a use s account
( ) the o gan zat on def nes the t me pe od w th n wh ch changes to o gan zat on-def ned secu ty- elated 
cha acte st cs/pa amete s of a use s account must occu  and
( ) the nfo mat on system not f es the use  of changes to o gan zat on-def ned ecu ty- elated cha acte st cs/pa amete s of the 
use s account du ng the o gan zat on-def ned t me pe od.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng p ev ous logon not f cat on  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng access cont ol pol cy fo  p ev ous logon not f cat on].

AC-
9 4)

P ev ous Logon (Access) 
Not f cat on - Add t onal 
Logon Info mat on

The nfo mat on system not f es the use , 
upon successful logon (access), of the 
fo low ng add t onal nfo mat on  
[Ass gnment  o gan zat on-def ned 
nfo mat on to be ncluded n add t on to 

the date and t me of the last logon 
(access)].

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes nfo mat on to be ncluded n add t on to the date and t me of the last logon (access)  and
( ) the nfo mat on system not f es the use , upon successful logon (access), of the o gan zat on-def ned nfo mat on to be ncluded 
n add t on to the date and t me of the last logon (access).

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng p ev ous logon not f cat on  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng access cont ol pol cy fo  p ev ous logon not f cat on].

Th s cont ol enhancement pe m ts o gan zat ons to spec fy add t onal nfo mat on to be p ov ded to use s upon logon nclud ng, fo  example, 
the locat on of last logon. Use  locat on s def ned as that nfo mat on wh ch can be dete m ned by nfo mat on systems, fo  example, P 
add esses f om wh ch netwo k logons occu ed, dev ce dent f e s, o  not f cat ons of local logons.

AC-10 
Concu ent Sess on 
Cont ol 

The nfo mat on system l m ts the 
numbe  of concu ent sess ons fo  each 
[Ass gnment  o gan zat on-def ned 
account and/o  account type] to 
[Ass gnment  o gan zat on-def ned 

]

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes account and/o  account types fo  the nfo mat on sy tem
( ) the o gan zat on def nes the numbe  of concu ent sess ons to be a lowed fo  each o gan zat on-def ned account and/o  
account type  and
( ) the nfo mat on system l m ts the numbe  of concu ent sess ons fo  each o gan zat on-def ned account and/o  account type to 
the o gan zat on-def ned numbe  of concu ent sess ons allowed.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng concu ent sess on cont ol  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  secu ty plan  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng access cont ol pol cy fo  concu ent sess on cont o ].

O gan zat ons may def ne the max mum numbe  of concu ent sess ons fo  nfo mat on system accounts globally, by account type (e g., 
p v leged use , non-p v leged use , doma n, spec f c appl cat on), by account, o  a comb nat on. Fo  example, o gan zat ons may l m t the 
numbe  of concu ent sess ons fo  system adm n st ato s o  nd v duals wo k ng n pa t cula ly sens t ve doma ns o  m ss on-c t cal 
appl cat ons. Th s cont ol add esses concu ent sess ons fo  nfo mat on system accounts and does not add ess concu ent sess ons by s ngle 

  lt l  t  t N N

AC-11 Sess on Lock

The nfo mat on system
a. P events fu the  access to the system 
by n t at ng a sess on lock afte  
[Ass gnment  o gan zat on-def ned t me 
pe od] of nact v ty o  upon ece v ng a 
equest f om a use  and

b. Reta ns the se s on lock unt l the use  
eestabl shes access us ng establ shed 
dent f cat on and authent cat on 

p ocedu es.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes the t me pe od of use  nact v ty afte  wh ch the nfo mat on system n t ates a sess on lock
( ) the nfo mat on system p events fu the  access to the system by n t at ng a sess on lock afte  o gan zat on-def ned t me pe od 
of use  nact v ty o  upon ece v ng a equest f om a use  and
( ) the nfo mat on system eta ns the sess on lock unt l the use  eestabl shes access us ng establ shed dent f cat on and 
authent cat on p ocedu es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng ess on lock  p ocedu es add ess ng dent f cat on and 
authent cat on  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng access cont ol pol cy fo  sess on lock].

Sess on locks a e tempo a y act ons taken when use s stop wo k and move away f om the mmed ate v c n ty of nfo mat on systems but do 
not want to log out because of the tempo a y natu e of the  absences. Sess on locks a e mplemented whe e se s on act v t es can be 
dete m ned. Th s s typ cally at the ope at ng system level, but can also be at the appl cat on level. Sess on locks a e not an acceptable 
subst tute fo  logg ng out of nfo mat on systems, fo  example, f o gan zat ons equ e use s to log out at the end of wo kdays. Related 
cont ol  AC 7. AC-11(1) OMB Memo andum 06-16.

AC-
11(1)

Sess on Lock - Patte n-
H d ng D splays

The nfo mat on system conceals, v a the 
sess on lock, nfo mat on p ev ously 
v s ble on the d splay w th a publ cly 
v ewable mage.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system conceals, v a the se s on lock, nfo mat on p ev ously v s ble on the d play w th a publ cly 
v ewable mage.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng ess on lock  d splay sc een w th sess on lock act vated  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Info mat on system sess on lock mechan sms].

Publ cly v ewable mages can nclude stat c o  dynam c mages, fo  example, patte ns used w th sc een save s, photog aph c mages, ol d 
colo s, clock, ba te y l fe nd cato , o  a blank sc een, w th the add t onal caveat that none of the mages convey sens t ve nfo mat on.

AC-12 Sess on Te m nat on

The nfo mat on system automat cally 
te m nates a use  sess on afte  
[Ass gnment  o gan zat on-def ned 
cond t ons o  t gge  events equ ng 
sess on d sconnect]. 

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes cond t ons o  t gge  events equ ng sess on d sconnect  and
( ) the nfo mat on system automat ca ly te m nates a use  sess on afte  o gan zat on-def ned cond t ons o  t gge  events equ ng 
sess on d sconnect occu s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng ess on te m nat on  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of cond t ons o  t gge  events 
equ ng sess on d sconnect  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng u e  sess on te m nat on].

Th s cont ol add esses the te m nat on of use - n t ated log cal sess ons n cont ast to SC-10 wh ch add esses the te m nat on of netwo k 
connect ons that a e assoc ated w th commun cat ons sess ons ( .e., netwo k d sconnect). A log cal sess on (fo  local, netwo k, and emote 
access) s n t ated wheneve  a use  (o  p ocess act ng on beha f of a use ) accesses an o gan zat onal nfo mat on system. Such use  sess ons 
can be te m nated (and thus te m nate use  access) w thout te m nat ng netwo k sess ons. Sess on te m nat on te m nates a l p ocesses 
assoc ated w th a use s log cal sess on except those p ocesses that a e spec f ca ly c eated by the use  ( .e., sess on owne ) to cont nue afte  
the sess on s te m nated. Cond t ons o  t gge  events equ ng automat c sess on te m nat on can nclude, fo  example, o gan zat on-
def ned pe ods of use  nact v ty, ta geted esponses to ce ta n types of nc dents, t me-of-day est ct ons on nfo mat on system use. 
Related cont ols  SC 10, SC 23. AC-12(1) None

AC-
12(1)

Sess on Te m nat on - 
Use -In t ated Logouts / 
Message D splays

The nfo mat on system
(a) P ov des a logout capab l ty fo  use -
n t ated commun cat ons sess ons 

wheneve  authent cat on s used to ga n 
access to [Ass gnment  o gan zat on-
def ned nfo mat on esou ces]  and
(b) D splays an expl c t logout message 
to use s nd cat ng the el able 
te m nat on of authent cated 
commun cat ons sess ons.

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes nfo mat on esou ces fo  wh ch use  authent cat on s equ ed to ga n access to such esou ces
( ) the nfo mat on system p ov des a logout capab l ty fo  use - n t ated commun cat ons sess ons wheneve  authent cat on s 
used to ga n access to o gan zat on-def ned nfo mat on esou ces  and
( ) the nfo mat on system d splays an expl c t logout message to use s nd cat ng the el able te m nat on of authent cated 
commun cat ons sess ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng ess on te m nat on  use  logout messages  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Info mat on system sess on lock mechan sms].

Info mat on esou ces to wh ch use s ga n access v a authent cat on nclude, fo  example, local wo kstat ons, databases, and passwo d-
p otected webs tes/web-based se v ces. Logout messages fo  web page access, fo  example, can be d splayed afte  authent cated sess ons 
have been te m nated. Howeve , fo  some types of nte act ve sess ons nclud ng, fo  example, f le t ansfe  p otocol (FTP) sess ons, 
nfo mat on systems typ cally send logout messages as f nal messages p o  to te m nat ng sess ons.

AC-13 

Supe v s on And Rev ew - 
Access Cont ol 
[W thd awn] - 
Inco po ated Into AC-2 
And AU 6. [W thd awn  Inco po ated nto AC 2 and 

AU-6].

ASSESSMENT OBJECTIVE  
[W thd awn  Inco po ated nto AC-2 and AU-6].



AC-14 
Pe m tted Act ons 
W thout Ident f cat on O  
Authent cat on

The o gan zat on
a. Ident f es [Ass gnment  o gan zat on-
def ned use  act ons] that can be 
pe fo med on the nfo mat on system 
w thout dent f cat on o  authent cat on 
cons stent w th o gan at onal 
m ss ons/bus ness funct ons  and
b. Documents and p ov des suppo t ng 
at onale n the secu ty plan fo  the 
nfo mat on system, use  act ons not 
equ ng dent f cat on o  

authent cat on.

ASSESSMENT OBJECTIVE
Dete m ne f  
( ) def nes use  act ons that can be pe fo med on the nfo mat on system w thout dent f cat on o  authent cat on cons stent w th 
o gan zat onal m ss ons/bus ness funct ons
( ) dent f es o gan zat on-def ned use  act ons that can be pe fo med on the nfo mat on sy tem w thout dent f cat on o  
authent cat on cons stent w th o gan zat onal m ss ons/bus ne s funct ons  and
( ) documents and p ov des suppo t ng at onale n the ecu ty plan fo  the nfo mat on sy tem, use  act ons not equ ng 
dent f cat on o  authent cat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng pe m ted act ons w thout dent f cat on o  authent cat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  secu ty plan  l st of use  act ons that can be pe fo med 

w thout dent f cat on o  authent cat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

Th s cont ol add esses s tuat ons n wh ch o gan zat ons dete m ne that no dent f cat on o  authent cat on s equ ed n o gan zat onal 
nfo mat on systems. O gan zat ons may allow a l m ted numbe  of use  act ons w thout dent f cat on o  authent cat on nclud ng, fo  

example, when nd v duals access publ c webs tes o  othe  publ cly access ble fede al nfo mat on systems, when nd v duals use mob le 
phones to ece ve calls, o  when facs m les a e ece ved. O gan zat ons also dent fy act ons that no ma ly equ e dent f cat on o  
authent cat on but may unde  ce ta n c cumstances (e.g., eme genc es), a low dent f cat on o  authent cat on mechan sms to be bypas ed. 
Such bypasses may occu , fo  example, v a a softwa e- eadable phys cal sw tch that commands bypass of the logon funct onal ty and s 
p otected f om acc dental o  unmon to ed u e. Th s cont ol does not apply to s tuat ons whe e dent f cat on and authent cat on have 
al eady occu ed and a e not epeated, but athe  to s tuat ons whe e dent f cat on and authent cat on have not yet occu ed. O gan zat ons 
may dec de that the e a e no use  act ons that can be pe fo med on o gan zat onal nfo mat on systems w thout dent f cat on and 
authent cat on and thus, the values fo  ass gnment statements can be none. Related cont ols  CP-2, IA-2. None None

AC-
14(1)

Pe m tted Act ons 
W thout Ident f cat on O  
Authent cat on 
[W thd awn] - 
Inco po ated Into AC-14

[W thd awn  Inco po ated nto AC 14].

[W thd awn  Inco po ated nto AC-14].

AC-15 
Automated Ma k ng 
[W thd awn] - 
Inco po ated Into MP-3

[W thd awn  Inco po ated nto MP-3].

[W thd awn  Inco po ated nto MP 3].

AC-16 Secu ty Att butes

The o gan zat on
a. P ov des the means to assoc ate 
[Ass gnment  o gan zat on-def ned types 
of secu ty att butes] hav ng 
[Ass gnment  o gan zat on-def ned 
secu ty att bute values] w th 
nfo mat on n sto age, n p ocess, 

and/o  n t ansm ss on
b. Ensu es that the ecu ty att bute 
assoc at ons a e made and eta ned w th 
the nfo mat on
c. Establ shes the pe m tted 
[Ass gnment  o gan zat on-def ned 
secu ty att butes] fo  [Ass gnment  
o gan zat on-def ned nfo mat on 
systems]  and
d. Dete m nes the pe m tted 
[Ass gnment  o gan zat on-def ned 
values o  anges] fo  each of the 
establ shed secu ty att butes.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) def nes types of secu ty att butes to be assoc ated w th nfo mat on
     - n sto age  
     - n p ocess  and 
( ) def nes secu ty att bute values fo  o gan zat on-def ned types of secu ty att butes
( ) p ov des the means to assoc ate o gan zat on-def ned types of secu ty a t butes hav ng o gan zat on-def ned secu ty att bute 
values w th nfo mat on
    - n sto age
    - n p ocess  and/o
    - n t ansm ss on
( v) ensu es that the secu ty att bute assoc at ons a e made and eta ned w th the nfo mat on
(v) def nes nfo mat on systems fo  wh ch the pe m tted o gan zat on-def ned secu ty att butes a e to be establ shed
(v ) def nes secu ty a t butes that a e pe m ted fo  o gan zat on-def ned nfo mat on sy tems
(v ) establ shes the pe m tted o gan zat on-def ned secu ty a t butes fo  o gan zat on-def ned nfo mat on systems  and
(v ) dete m nes the pe m tted o gan zat on-def ned values o  anges fo  each of the establ shed secu ty att butes.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng the assoc at on of secu ty att butes to nfo mat on n 
sto age, n p ocess, and n t ansm ss on  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  O gan zat onal capab l ty suppo t ng and ma nta n ng the assoc at on of secu ty att butes to nfo mat on n 
sto age, n p ocess, and n t ansm ss on].

Info mat on s ep esented nte nally w th n nfo mat on systems us ng abst act ons known as data st uctu es. Inte nal data t uctu es can 
ep esent d fe ent types of ent t es, both act ve and pass ve. Act ve ent t es, also known as sub ects, a e typ ca ly assoc ated w th nd v duals, 

dev ces, o  p ocesses act ng on behalf of nd v duals. Pass ve ent t es, also known as objects, a e typ cally assoc ated w th data st uctu es such 
as eco ds, buffe s, tables, f le , nte -p ocess p pes, and commun cat ons po ts. Secu ty att bute , a fo m of metadata, a e abst act ons 
ep esent ng the bas c p ope t es o  cha acte st cs of act ve and pass ve ent t es w th espect to safegua d ng nfo mat on. These att butes 

may be assoc ated w th act ve ent t es ( .e , subjects) that have the potent al to send o  ece ve nfo mat on, to cause nfo mat on to flow 
among ob ects, o  to change the nfo mat on system state. These att butes may al o be assoc ated w th pass ve ent t es ( .e., ob ects) that 
conta n o  ece ve nfo mat on. The assoc at on of secu ty att butes to subjects and objects s efe ed to as b nd ng and s typ cally nclus ve 
of sett ng the a t bute value and the a t bute type. Secu ty att butes when bound to data/ nfo mat on, enables the enfo cement of 
nfo mat on secu ty pol c es fo  access cont ol and nfo mat on low cont ol, e the  th ough o gan zat onal p ocesses o  nfo mat on ystem 

funct ons o  mechan sms. The content o  ass gned values of secu ty att butes can d ectly affect the ab l ty of nd v duals to access 
o gan zat onal nfo mat on.
O gan zat ons can def ne the types of att butes needed fo  selected nfo mat on systems to suppo t m ss ons bus ness funct ons. The e s 
potent ally a w de ange of values that can be a s gned to any g ven secu ty a t bute. Release ma k ngs could nclude, fo  example, US only, 
NATO, o  NOFORN (not eleasable to fo e gn nat onals). By spec fy ng pe m ted a t bute anges and values, o gan zat ons can ensu e that 
the secu ty att bute values a e mean ngful and elevant. The te m secu ty label ng efe s to the assoc at on of secu ty att butes w th 
sub ects and objects ep esented by nte nal data st uctu es w th n o gan at onal nfo mat on systems, to enable nfo mat on system-based 
enfo cement of nfo mat on secu ty pol c es. Secu ty labels nclude, fo  example, access autho zat ons, data l fe cycle p otect on ( .e., 
enc ypt on and data exp at on), nat onal ty, aff l at on as cont acto , and class f cat on of nfo mat on n acco dance w th legal and 
compl ance equ ements. The te m secu ty ma k ng efe s to the assoc at on of secu ty a t butes w th ob ects n a human- eadable fo m, 
to enable o gan zat onal p ocess-ba ed enfo cement of nfo mat on secu ty pol c es. The AC-16 base cont ol ep esents the equ ement fo  
use -based att bute assoc at on (ma k ng). The enhancements to AC-16 ep esent add t onal equ ements nclud ng nfo mat on system-
based att bute assoc at on (label ng). Types of att butes nclude, fo  example, class f cat on level fo  ob ects and clea ance (access 
autho zat on) level fo  sub ects. An example of a value fo  both of these att bute types s Top Sec et. Related cont ols  AC 3, AC-4, AC 6, AC-
21, AU-2, AU-10, SC-16, MP-3.

AC-16(1), AC 16(2), AC 16(3), AC 16(4), AC-16(5), AC-16(6), AC-16(7), 
AC-16(8), AC 16(9), AC 16(10) None

AC-
16(1)

Secu ty Att butes - 
Dynam c Att bute 
Assoc at on

The nfo mat on system dynam ca ly 
assoc ates secu ty a t butes w th 
[Ass gnment  o gan zat on-def ned 
subjects and ob ect ] n acco dance w th 
[Ass gnment  o gan zat on-def ned 
secu ty pol c es] as nfo mat on s 
c eated and comb ned.

ASSESSMENT OBJECTIVE
Dete m ne f  
( ) the o gan zat on def nes sub ects and objects to wh ch secu ty a t butes a e to be dynam ca ly assoc ated as nfo mat on s 
c eated and comb ned
( ) the o gan zat on def nes secu ty pol c es equ ng the nfo mat on system to dynam ca ly assoc ate ecu ty att butes w th 
o gan zat on-def ned subjects and ob ects  and
( ) the nfo mat on system dynam cally assoc ates secu ty att butes w th o gan zat on-def ned subjects and objects n acco dance 
w th o gan zat on-def ned secu ty pol c es as nfo mat on s c eated and comb ned.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng dynam c assoc at on of ecu ty att butes to nfo mat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng dynam c assoc at on of secu ty att butes to nfo mat on].

Dynam c assoc at on of ecu ty att butes s app op ate wheneve  the secu ty cha acte st cs of nfo mat on changes ove  t me. Secu ty 
att butes may change, fo  example, due to nfo mat on agg egat on ssues ( .e., the secu ty cha acte st cs of nd v dual nfo mat on 
elements a e d ffe ent f om the comb ned elements), changes n nd v dual acce s autho zat ons ( e., p v leges), and changes n the ecu ty 
catego y of nfo mat on. Related cont ol  AC-4.

AC-
16(2)

Secu ty Att butes - 
Att bute Value Changes 
By Autho zed Ind v duals

The nfo mat on system p ov des 
autho zed nd v duals (o  p ocesses 
act ng on behalf of nd v duals) the 
capab l ty to def ne o  change the value 
of assoc ated secu ty a t butes.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system p ov des autho zed nd v duals (o  p ocesses act ng on behalf on nd v duals) the capab l ty to 
def ne o  change the value of assoc ated secu ty a t butes.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng the change of secu ty att bute values  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of nd v duals autho zed to 
change secu ty att butes  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  chang ng values of secu ty att butes  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms pe m tt ng changes to values of secu ty att butes].

The content o  ass gned values of secu ty att butes can d ectly a fect the ab l ty of nd v duals to access o gan zat onal nfo mat on. 
The efo e, t s mpo tant fo  nfo mat on systems to be able to l m t the ab l ty to c eate o  mod fy secu ty att butes to autho zed 
nd v duals. Related cont ols  AC-6, AU-2.

AC-
16(3)

Secu ty Att butes - 
Ma ntenance Of 
Att bute Assoc at ons By 
Info mat on System

The nfo mat on system ma nta ns the 
assoc at on and nteg ty of [Ass gnment  
o gan zat on-def ned secu ty att butes] 
to [Ass gnment  o gan zat on-def ned 
subjects and ob ect ].

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes secu ty att butes to be assoc ated w th o gan zat on-def ned sub ects and objects
( ) the o gan zat on def nes subjects and ob ects equ ng the assoc at on and nteg ty of secu ty att butes to such sub ects and 
ob ects to be ma nta ned  and
( ) the nfo mat on system ma nta ns the assoc at on and nteg ty of o gan zat on-def ned secu ty att butes to o gan zat on-
def ned subjects and objects.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng the assoc at on of secu ty att butes to nfo mat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms ma nta n ng assoc at on and nteg ty of secu ty att butes to nfo mat on].

Ma nta n ng the assoc at on and nteg ty of ecu ty att butes to subjects and objects w th suff c ent assu ance helps to ensu e that the 
att bute assoc at ons can be used as the bas s of automated pol cy act on . Automated pol cy act ons nclude, fo  example, access cont ol 
dec s ons o  nfo mat on low cont ol dec s ons.

AC-
16(4)

Secu ty Att butes - 
Assoc at on Of Att butes 
By Autho zed Ind v duals

The nfo mat on system suppo ts the 
assoc at on of [Ass gnment  o gan zat on-
def ned secu ty att butes] w th 
[Ass gnment  o gan zat on-def ned 
subjects and ob ect ] by autho zed 
nd v duals (o  p ocesses act ng on behalf 

of nd v duals).

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes secu ty att butes to be assoc ated w th ubjects and objects by autho zed nd v duals (o  p ocesses 
act ng on behalf of nd v duals)
( ) the o gan zat on def nes subjects and ob ects equ ng the assoc at on of o gan zat on-def ned secu ty att butes by autho zed 
nd v duals (o  p ocesses act ng on beha f of nd v duals)  and

( ) the nfo mat on system suppo ts the assoc at on of o gan zat on-def ned secu ty att butes w th o gan zat on-def ned subjects 
and objects by autho zed nd v duals (o  p ocesses act ng on beha f of nd v duals).

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng the assoc at on of secu ty att butes to nfo mat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of use s 

autho zed to assoc ate secu ty att butes to nfo mat on  nfo mat on ystem aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  assoc at ng secu ty a t butes to nfo mat on  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng use  assoc at ons of secu ty att butes to nfo mat on].

The suppo t p ov ded by nfo mat on systems can va y to nclude  ( ) p ompt ng use s to select spec f c secu ty att butes to be as oc ated 
w th spec f c nfo mat on objects  ( ) employ ng automated mechan sms fo  catego z ng nfo mat on w th app op ate att butes based on 
def ned pol c es  o  ( ) ensu ng that the comb nat on of selected secu ty att butes selected s val d. O gan zat ons cons de  the c eat on, 
delet on, o  mod f cat on of secu ty att butes when def n ng aud table events.

AC-
16(5)

Secu ty Att butes - 
Att bute D splays Fo  
Output Dev ces

The nfo mat on system d splays secu ty 
att butes n human- eadable fo m on 
each ob ect that the system t ansm ts to 
output dev ces to dent fy [Ass gnment  
o gan zat on- dent f ed spec al 
d ssem nat on, handl ng, o  d st but on 
nst uct ons] us ng [Ass gnment  

o gan zat on- dent f ed human- eadable, 
standa d nam ng convent ons].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on dent f es spec al d sem nat on, handl ng, o  d st but on nst uct ons to be used fo  each ob ect that the 
nfo mat on system t ansm ts to output dev ces

( ) the o gan zat on dent f es human- eadable, standa d nam ng convent ons fo  the secu ty att butes to be d splayed n human-
eadable fo m on each object that the nfo mat on system t ansm ts to output dev ces  and

( ) the nfo mat on system d splays secu ty att butes n human- eadable fo m on each object that the system t ansm ts to 
output dev ces to dent fy o gan zat on- dent f ed spec al d ssem nat on, handl ng, o  d st but on nst uct ons us ng o gan zat on-
dent f ed human eadable, standa d nam ng convent ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng d splay of secu ty att butes n human- eadable fo m  
spec al d ssem nat on, handl ng, o  d st but on nst uct ons  types of human- eadable, standa d nam ng convent ons  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system develope s].
Test  SELECT FROM  System output dev ces d splay ng secu ty att butes n human- eadable fo m on each object].

Info mat on system outputs nclude, fo  example, pages, sc eens, o  equ valent. Info mat on system output dev ces nclude, fo  example, 
p nte s and v deo d splays on compute  wo kstat ons, notebook compute s, and pe sonal d g tal ass stant .



AC-
16(6)

Secu ty Att butes - 
Ma ntenance Of 
Att bute Assoc at on By 
O gan zat on

The o gan zat on a lows pe sonnel to 
assoc ate, and ma nta n the assoc at on 
of [Ass gnment  o gan zat on-def ned 
secu ty att butes] w th [Ass gnment  
o gan zat on-def ned subjects and 
objects] n acco dance w th [Ass gnment  
o gan zat on-def ned secu ty pol c es].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes secu ty a t butes to be assoc ated w th sub ects and objects
( ) def nes subjects and objects to be assoc ated w th o gan zat on-def ned secu ty att butes  
( ) def nes secu ty pol c es to a low pe sonnel to assoc ate, and ma nta n the assoc at on of o gan zat on-def ned secu ty 
att butes w th o gan zat on-def ned subjects and ob ects  and
( v) allows pe sonnel to assoc ate, and ma nta n the assoc at on of o gan zat on-def ned secu ty att butes w th o gan zat on-
def ned subjects and objects n acco dance w th o gan zat on-def ned secu ty pol c es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng assoc at on of secu ty att butes w th ubjects and objects  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  assoc at ng and ma nta n ng assoc at on of secu ty 
att butes w th subjects and ob ects  o gan zat onal pe sonnel w th nfo mat on ecu ty espons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng assoc at ons of secu ty att butes to ubjects and objects].

Th s cont ol enhancement equ es nd v dual use s (as opposed to the nfo mat on system) to ma nta n assoc at ons of secu ty a t butes 
w th subjects and objects.

AC-
16(7)

Secu ty Att butes - 
Cons stent A t bute 
Inte p etat on

The o gan zat on p ov des a cons stent 
nte p etat on of secu ty att butes 

t ansm ted between d st buted 
nfo mat on system components.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p ov des a cons stent nte p etat on of secu ty att butes t ansm tted between d st buted 
nfo mat on system components.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng cons stent nte p etat on of secu ty att butes t ansm tted 
between d st buted nfo mat on system components  p ocedu es add ess ng access enfo cement  p ocedu es add ess ng 
nfo mat on flow enfo cement  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 

assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  p ov d ng cons stent nte p etat on of secu ty 
att butes used n access enfo cement and nfo mat on low enfo cement act ons  o gan zat onal pe sonnel w th nfo mat on 
secu ty espons b l t es  sy tem develope s].
Test  SELECT FROM  Automated mechan sms mplement ng access enfo cement and nfo mat on flow enfo cement funct ons].

In o de  to enfo ce secu ty pol c es ac oss mult ple components n d st buted nfo mat on systems (e.g , d st buted database management 
systems, cloud-ba ed systems, and se v ce-o ented a ch tectu es), o gan zat ons p ov de a cons stent nte p etat on of secu ty att butes 
that a e used n access enfo cement and flow enfo cement dec s ons. O gan zat ons establ sh ag eements and p ocesses to ensu e that all 
d st buted nfo mat on system components mplement secu ty att butes w th cons stent nte p etat ons n automated access/ low 
enfo cement act ons.

AC-
16(8)

Secu ty Att butes - 
Assoc at on Techn ques / 
Technolog es

The nfo mat on system mplements 
[Ass gnment  o gan zat on-def ned 
techn ques o  technolog es] w th 
[Ass gnment  o gan zat on-def ned level 
of assu ance] n assoc at ng secu ty 

tt t  t  f t

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes techn ques o  technolog es to be mplemented n assoc at ng secu ty att butes to nfo mat on
( ) the o gan zat on def nes level of assu ance to be p ov ded when the nfo mat on system mplements o gan zat on-def ned 
technolog es o  technolog es to assoc ate secu ty a t butes to nfo mat on  and
( ) the nfo mat on system mplements o gan zat on-def ned techn ques o  technolog es w th o gan zat on-def ned level of 
assu ance n as oc at ng secu ty att butes to nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng assoc at on of secu ty att butes to nfo mat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  assoc at ng secu ty a t butes to nfo mat on  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng techn ques o  technolog es assoc at ng secu ty att butes to 
nfo mat on].

The assoc at on ( .e , b nd ng) of secu ty att butes to nfo mat on w th n nfo mat on systems s of s gn f cant mpo tance w th ega d to 
conduct ng automated access enfo cement and flow enfo cement act ons. The assoc at on of such secu ty att butes can be accompl shed 
w th technolog es/techn ques p ov d ng d ffe ent levels of assu ance. Fo  example, nfo mat on sy tems can c yptog aph ca ly b nd secu ty 
att butes to nfo mat on us ng d g tal s gnatu es w th the suppo t ng c yptog aph c keys p otected by ha dwa e dev ces (somet mes known 

 h  t  f t t)

AC-
16(9)

Secu ty Att butes - 
Att bute Reass gnment

The o gan zat on ensu es that secu ty 
att butes assoc ated w th nfo mat on 
a e eass gned only v a e-g ad ng 
mechan sms val dated us ng 
[Ass gnment  o gan zat on-def ned 
techn ques o  p ocedu es].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes techn ques o  p ocedu es to val date e-g ad ng mechan sms used to eass gn assoc at on of secu ty a t butes w th 
nfo mat on  and

( ) ensu es that secu ty att butes assoc ated w th nfo mat on a e eass gned only v a e-g ad ng mechan ms val dated us ng 
o gan zat on-def ned techn ques o  p ocedu es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng eass gnment of secu ty att butes to nfo mat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  eass gn ng assoc at on of secu ty att butes to 
nfo mat on  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system develope s].

Test  SELECT FROM  Automated mechan sms mplement ng techn ques o  p ocedu es fo  eass gn ng assoc at on of secu ty 
att butes to nfo mat on].

Val dated e-g ad ng mechan sms a e employed by o gan zat ons to p ov de the equ s te levels of as u ance fo  ecu ty att bute 
ea s gnment act v t es. The val dat on s fac l tated by ensu ng that e-g ad ng mechan sms a e s ngle pu pose and of l m ted funct on. S nce 

secu ty att bute eass gnments can affect secu ty pol cy enfo cement act ons (e.g., access/flow enfo cement dec s ons), us ng t ustwo thy 
e-g ad ng mechan sms s necessa y to ensu e that such mechan sms pe fo m n a cons stent/co ect mode of ope at on.

AC-
16(10
)

Secu ty Att butes - 
Att bute Conf gu at on 
By Autho zed Ind v duals

The nfo mat on system p ov des 
autho zed nd v duals the capab l ty to 
def ne o  change the type and value of 
secu ty att butes ava lable fo  
assoc at on w th sub ects and objects.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system p ov des autho zed nd v duals the capab l ty to def ne o  change the type and value of 
secu ty att butes ava lable fo  assoc at on w th subjects and ob ects.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng conf gu at on of secu ty att butes by autho zed 
nd v duals  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  def n ng o  chang ng secu ty att butes assoc ated 
w th nfo mat on  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system develope ].
Test  SELECT FROM  Automated mechan sms mplement ng capab l ty fo  def n ng o  chang ng secu ty a t butes].

The content o  ass gned values of secu ty att butes can d ectly a fect the ab l ty of nd v duals to access o gan zat onal nfo mat on. 
The efo e, t s mpo tant fo  nfo mat on systems to be able to l m t the ab l ty to c eate o  mod fy secu ty att butes to autho zed 
nd v duals only.

AC-17 

Remote Access

The o gan zat on
a. Establ shes and documents usage 
est ct ons, conf gu at on/connect on 
equ ements, and mplementat on 

gu dance fo  each type of emote access 
allowed  and
b. Autho zes emote access to the 
nfo mat on system p o  to a low ng 

such connect on .

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) dent f es the types of emote access a lowed to the nfo mat on system
( ) establ shes fo  each type of emote access allowed
    -usage est ct ons
    -conf gu at on/connect on equ ements
    - mplementat on gu dance
( ) documents fo  each type of emote access allowed
    -usage est ct ons
    -conf gu at on/connect on equ ements
    - mplementat on gu dance  and
( v) autho zes emote access to the nfo mat on system p o  to a low ng such connect ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng emote access mplementat on and usage ( nclud ng 
est ct ons)  conf gu at on management plan  secu ty plan  nfo mat on system conf gu at on sett ngs and assoc ated 

documentat on  emote access autho zat ons  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  manag ng emote access connect ons  
system/netwo k adm n t ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Remote access management capab l ty fo  the nfo mat on sy tem].

Remote access s access to o gan zat onal nfo mat on systems by use s (o  p ocesses act ng on beha f of use s) commun cat ng th ough 
exte nal netwo ks (e.g., the Inte net). Remote access methods nclude, fo  example, d al-up, b oadband, and w eless. O gan zat ons often 
employ enc ypted v tual p vate netwo ks (VPNs) to enhance conf dent al ty and nteg ty ove  emote connect ons. The use of enc ypted 
VPNs does not make the acce s non- emote  howeve , the use of VPNs, when adequately p ov s oned w th app op ate secu ty cont ols 
(e.g., employ ng app op ate enc ypt on techn ques fo  conf dent al ty and nteg ty p otect on) may p ov de suff c ent assu ance to the 
o gan zat on that t can effect vely t eat such connect ons as nte nal netwo ks.  St l, VPN connect ons t ave se exte nal netwo ks, and the 
enc ypted VPN does not enhance the ava lab l ty of emote connect ons. Also, VPNs w th enc ypted tunnels can affect the o gan zat onal 
capab l ty to adequately mon to  netwo k commun cat ons t aff c fo  mal c ous code. Remote access cont ols apply to nfo mat on systems 
othe  than publ c web se ve s o  systems des gned fo  publ c access. Th s cont ol add esses autho zat on p o  to allow ng emote access 
w thout spec fy ng the fo mats fo  such autho zat on. Wh le o gan zat ons may use nte connect on secu ty ag eements to autho ze emote 
access connect ons, such ag eements a e not equ ed by th s cont ol. Enfo c ng access est ct ons fo  emote connect ons s add essed n AC
3. Related cont ols  AC-2, AC-3, AC-18, AC 19, AC-20, CA-3, CA-7, CM-8, IA-2, IA 3, IA-8, MA-4, PE 17, PL-4, SC-10, SI-4. AC-17(1), AC 17(2), AC 17(3), AC 17(4), AC-17(6), AC-17(9)

NIST Spec al Publ cat ons 800-46, 800-77, 800 113, 800-
114, 800 121.

AC-
17(1)

Remote Access - 
Automated Mon to ng / 
Cont ol

The nfo mat on system mon to s and 
cont ols emote access methods.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system mon to s and cont ols emote access methods.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng emote access to the nfo mat on system  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  nfo mat on system mon to ng eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mon to ng and cont oll ng emote access methods].

Automated mon to ng and cont ol of emote access ess ons a lows o gan zat ons to detect cybe  attacks and also ensu e ongo ng 
compl ance w th emote access pol c es by aud t ng connect on act v t es of emote use s on a va ety of nfo mat on system components 
(e.g., se ve s, wo kstat ons, notebook compute s, sma t phones, and tablets). Related cont ols  AU-2, AU 12.



AC-
17(2)

Remote Access - 
P otect on Of 
Conf dent al ty / Integ ty 
Us ng Enc ypt on

The nfo mat on system mplements 
c yptog aph c mechan sms to p otect 
the conf dent al ty and nteg ty of 
emote access sess ons.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system mplements c yptog aph c mechan sms to p otect the conf dent al ty and nteg ty of emote 
access sess ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng emote access to the nfo mat on system  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  c yptog aph c 
mechan sms and assoc ated conf gu at on documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  C yptog aph c mechan sms p otect ng conf dent al ty and nteg ty of emote access sess ons].

The enc ypt on st ength of mechan sm s elected based on the secu ty catego zat on of the nfo mat on.  Related cont ols  SC-8, SC 12, SC-
13.

AC-
17(3)

Remote Access - 
Managed Access Cont ol 
Po nts

The nfo mat on system outes all 
emote accesses th ough [Ass gnment  

o gan zat on-def ned numbe ] managed 
netwo k acce s cont ol po nts.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes the numbe  of managed netwo k access cont ol po nts th ough wh ch all emote accesses a e to be 
outed  and

( ) the nfo mat on system outes all emote acces es th ough the o gan zat on-def ned numbe  of managed netwo k access 
cont ol po nts.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng emote access to the nfo mat on system  nfo mat on 
system des gn documentat on  l st of a l managed netwo k access cont ol po nts  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms out ng a l emote accesses th ough managed netwo k access cont ol po nts].

  L m t ng the numbe  of access cont ol po nts fo  emote accesses educes the attack su face fo  o gan zat ons. O gan zat ons cons de  the 
T usted Inte net Connect ons (TIC) n t at ve equ ements fo  exte nal netwo k connect ons. Related cont ol  SC-7.

AC-
17(4)

Remote Access - 
P v leged Commands / 
Access

The o gan zat on
(a) Autho zes the execut on of p v leged 
commands and access to secu ty-
elevant nfo mat on v a emote acce s 

only fo  [A s gnment  o gan zat on-
def ned needs]  and
(b) Documents the at onale fo  such 
access n the secu ty plan fo  the 
nfo mat on system.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes needs to autho e the execut on of p v leged commands and access to secu ty- elevant nfo mat on v a emote access
( ) autho zes the execut on of p v leged commands and access to secu ty- elevant nfo mat on v a emote access only fo  
o gan zat on-def ned needs  and
( ) documents the at onale fo  such access n the nfo mat on system ecu ty plan.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng emote access to the nfo mat on system  nfo mat on 
system conf gu at on sett ngs and assoc ated documentat on  ecu ty plan  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng emote access management].

Related cont ol  AC-6.

AC-
17(5)

Remote Access 
[W thd awn] - 
Inco po ated Into S -4

[W th  I t  t  SI- ]

W thd awn  Inco po ated nto SI-4].

AC-
17(6)

Remote Access - 
P otect on Of 
Info mat on

The o gan zat on ensu es that use s 
p otect nfo mat on about emote access 
mechan sms f om unautho zed use and 
d sclosu e.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on ensu es that use s p otect nfo mat on about emote access mechan sms f om unautho zed use and 
d sclosu e. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng emote access to the nfo mat on system  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  mplement ng o  mon to ng emote access to the 
nfo mat on system  nfo mat on system use s w th knowledge of nfo mat on about emote access mechan sms  o gan zat onal 

pe onnel w th nfo mat on secu ty espons b l t es].

Related cont ols  AT-2, AT 3, PS-6.

AC-
17(7)

Remote Access 
[W thd awn] - 
Inco po ated Into AC-3 
(10) [W thd awn  Inco po ated nto AC 3 

(10)].

[W thd awn  Inco po ated nto AC-3 10)].

AC-
17(8)

Remote Access 
[W thd awn] - 
Inco po ated Into CM-7

[W thd awn  Inco po ated nto CM-7].

[W thd awn  Inco po ated nto CM 7].

AC-
17(9)

Remote Access - 
D sconnect / D sable 
Access

The o gan zat on p ov des the capab l ty 
to exped t ously d sconnect o  d sable 
emote access to the nfo mat on system 

w th n [Ass gnment  o gan zat on-
f  t  ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the t me pe od w th n wh ch to exped t ou ly d sconnect o  d sable emote access to the nfo mat on system  and
( ) p ov des the capab l ty to exped t ously d sconnect o  d sable emote access to the nfo mat on system w th n the o gan zat on-
def ned t me pe od.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng d sconnect ng o  d sabl ng emote access to the nfo mat on 
system  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
secu ty plan, nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng capab l ty to d sconnect o  d sable emote access to nfo mat on 
system].

Th s cont ol enhancement equ es o gan zat ons to have the capab l ty to ap dly d sconnect cu ent use s emotely access ng the 
nfo mat on system and/o  d sable fu the  emote access. The speed of d sconnect o  d sablement va es based on the c t cal ty of 

 f t   th   t  l t  t   f t  t   t  t l f t  t  

AC-18 W eless Access

The o gan zat on
a. Establ shes usage e t ct ons, 
conf gu at on connect on equ ements, 
and mplementat on gu dance fo  
w eless access  and
b. Autho zes w eless access to the 
nfo mat on system p o  to a low ng 

such connect on .

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) establ shes fo  w eless access
    -usage est ct ons
    -conf gu at on/connect on equ ement
    - mplementat on gu dance  and
( ) autho zes w eless access to the nfo mat on system p o  to allow ng such connect ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng w eless access mplementat on and usage ( nclud ng 
est ct ons)  conf gu at on management plan  secu ty plan  nfo mat on system des gn documentat on  nfo mat on system 

conf gu at on se t ngs and assoc ated documentat on  w eless access autho zat ons  nfo mat on system aud t eco ds  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  manag ng w eless access connect ons  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  W eless access management capab l ty fo  the nfo mat on system].

W eless technolog es nclude, fo  example, m c owave, packet ad o UHF/VHF), 802 11x, and Bluetooth. W eless netwo ks use 
authent cat on p otocols (e.g , EAP/TLS, PEAP), wh ch p ov de c edent al p otect on and mutual authent cat on. Related cont ols  AC 2, AC 3, 
AC-17, AC-19, CA 3, CA 7, CM-8, IA 2, IA-3, IA-8, PL-4, SI-4. AC-18(1), AC 18(3), AC 18(4), AC 18(5) NIST Spec al Publ cat ons 800-48, 800-94, 800 97.

AC-
18(1)

W eless Access - 
Authent cat on And 
Enc ypt on

The nfo mat on system p otects 
w eless access to the system us ng 
authent cat on of [Select on (one o  
mo e)  use s  dev ces] and enc ypt on.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system p otects w eless access to the ystem us ng enc ypt on and one o  mo e of the follow ng
( ) authent cat on of use s  and/o
( ) authent cat on of dev ces.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng w eless mplementat on and usage ( nclud ng est ct ons)  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng w eless acce s p otect ons to the nfo mat on system].

Related cont ols  SC 8, SC-13.

AC-
18(2)

W eless Access 
[W thd awn] - 
Inco po ated Into S -4

[W thd awn  Inco po ated nto SI-4].

[W thd awn  Inco po ated nto SI-4].



AC-
18(3)

W eless Access - D sable 
W eless Netwo k ng

The o gan zat on d sables, when not 
ntended fo  use, w eless netwo k ng 

capab l t es nte nally embedded w th n 
nfo mat on system components p o  to 
ssuance and deployment.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on d sables, when not ntended fo  use, w eless netwo k ng capab l t es nte na ly embedded w th n 
nfo mat on system components p o  to ssuance and deployment.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng w eless mplementat on and usage ( nclud ng est ct ons)  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms manag ng the d sabl ng of w eless netwo k ng capab l t es nte na ly embedded 
w th n nfo mat on system component ].

Related cont ol  AC-19.

AC-
18(4)

W eless Access - Rest ct 
Conf gu at ons By Use s

The o gan zat on dent f es and expl c tly 
autho zes use s allowed to 
ndependently conf gu e w eless 

netwo k ng capab l t es.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) dent f es use s a lowed to ndependently conf gu at on w eless netwo k ng capab l t es  and 
( ) expl c tly autho zes the dent f ed use s a lowed to ndependently conf gu at on w eless netwo k ng capab l t es.
 
POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng w eless mplementat on and usage ( nclud ng est ct ons)  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms autho z ng ndependent use  conf gu at on of w eless netwo k ng capab l t es].

O gan zat onal autho zat ons to allow selected use s to conf gu e w eless netwo k ng capab l ty a e enfo ced n pa t, by the access 
enfo cement mechan sms employed w th n o gan zat onal nfo mat on systems. Related cont ols  AC-3, SC 15.

AC-
18(5)

W eless Access -  
Antennas / T ansm ss on 
Powe  Levels

The o gan zat on selects ad o antennas 
and cal b ates t ansm s on powe  levels 
to educe the p obab l ty that usable 
s gnals can be ece ved outs de of 

t - t ll  

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) selects ad o antennas to educe the p obab l ty that usable s gnals can be ece ved outs de of o gan zat on-cont olled 
bounda es  and
( ) cal b ates t ansm ss on powe  levels to educe the p obab l ty that usable s gnals can be ece ved outs de of o gan zat on-
cont o led bounda es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng w eless mplementat on and usage ( nclud ng est ct ons)  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  W eless access capab l ty p otect ng usable s gnals f om unautho zed access outs de o gan zat on-cont o led 
bounda es].

Act ons that may be taken by o gan zat ons to l m t unautho zed use of w eless commun cat ons outs de of o gan zat on-cont olled 
bounda es nclude, fo  example  ( ) educ ng the powe  of w eless t ansm ss ons so that the t ansm ss ons a e less l kely to em t a s gnal that 
can be used by adve sa es outs de of the phys cal pe mete s of o gan at ons  ( ) employ ng measu es such as TEMPEST to cont ol w eless 
emanat ons  and ( ) us ng d ect onal/beam fo m ng antennas that educe the l kel hood that un ntended ece ve s w l be able to nte cept 
s gnals. P o  to tak ng such act ons, o gan zat ons can conduct pe od c w eless su veys to unde stand the ad o f equency p of le of 

t l f t  t   l  h  t  th t   t   th   R l t  t l  PE-19

AC-19 
Access Cont ol fo  Mob le 
Dev ces

The o gan zat on
a. Establ shes usage e t ct ons, 
conf gu at on equ ements, connect on 
equ ements, and mplementat on 

gu dance fo  o gan zat on-cont olled 
mob le dev ces  and
b. Autho zes the connect on of mob le 
dev ces to o gan zat onal nfo mat on 
systems.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) establ shes fo  o gan at on-cont olled mob le dev ces
    -usage est ct ons
    -conf gu at on/connect on equ ement
    - mplementat on gu dance  and
( ) autho zes the connect on of mob le dev ces to o gan zat onal nfo mat on systems.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng access cont ol fo  mob le dev ce usage ( nclud ng 
est ct ons)  conf gu at on management plan  secu ty plan  nfo mat on system des gn documentat on  nfo mat on system 

conf gu at on se t ngs and assoc ated documentat on  autho zat ons fo  mob le dev ce connect ons to o gan zat onal nfo mat on 
systems  nfo mat on sy tem aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel us ng mob le dev ces to access o gan zat onal nfo mat on systems  
system/netwo k adm n t ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Access cont ol capab l ty autho z ng mob le dev ce connect ons to o gan zat onal nfo mat on systems].

A mob le dev ce s a comput ng dev ce that  ( ) has a small fo m facto  such that t can eas ly be ca ed by a s ngle nd v dual  ( ) s des gned 
to ope ate w thout a phys cal connect on (e g , w elessly t ansm t o  ece ve nfo mat on)  ( ) posse ses local, non- emovable o  emovable 
data sto age  and ( v) ncludes a self-conta ned powe  sou ce. Mob le dev ces may also nclude vo ce commun cat on capab l t es, on-boa d 
senso s that allow the dev ce to captu e nfo mat on, and/o  bu t- n featu es fo  synch on z ng local data w th emote locat ons. Examples 
nclude sma t phones, E- eade s, and tablets. Mob le dev ces a e typ ca ly assoc ated w th a s ngle nd v dual and the dev ce s usually n close 

p ox m ty to the nd v dual  howeve , the deg ee of p ox m ty can va y depend ng upon on the fo m facto  and s ze of the dev ce. The 
p ocess ng, sto age, and t ansm ss on capab l ty of the mob le dev ce may be compa able to o  me ely a subset of desktop systems, 
depend ng upon the natu e and ntended pu pose of the dev ce. Due to the la ge va ety of mob le dev ces w th d ffe ent techn cal 
cha acte st cs and capab l t e , o gan zat onal est ct ons may va y fo  the d ffe ent classes types of such dev ces. Usage est ct ons and 
spec f c mplementat on gu dance fo  mob le dev ces nclude, fo  example, conf gu at on management, dev ce dent f cat on and 
authent cat on, mplementat on of mandato y p otect ve softwa e (e.g., mal c ous code detect on, f ewal ), scann ng dev ces fo  mal c ous 
code, updat ng v us p otect on softwa e, scann ng fo  c t cal so twa e updates and patches, conduct ng p ma y ope at ng system (and 
poss bly othe  es dent softwa e) nteg ty checks, and d sabl ng unnecessa y ha dwa e (e.g., w eless, nf a ed). O gan zat ons a e caut oned 
that the need to p ov de adequate secu ty fo  mob le dev ces goes beyond the equ ements n th s cont ol. Many safegua ds and 
counte measu es fo  mob le dev ces a e e lected n othe  secu ty cont ols n the catalog allocated n the n t al cont ol basel nes as sta t ng 
po nts fo  the development of secu ty plans and ove lays us ng the ta lo ng p ocess. The e may also be some deg ee of ove lap n the 
equ ements a t culated by the secu ty cont ols w th n the d fe ent fam l es of cont ols. AC 20 add esses mob le dev ces that a e not 

o gan zat on-cont olled. Related cont ols  AC-3, AC-7, AC-18, AC-20, CA 9, CM-2, IA 2, IA-3, MP 2, MP-4, MP-5, PL-4, SC 7, SC-43, SI 3, SI-4. AC-19(4), AC 19(5)
OMB Memo andum 06-16  N ST Spec al Publ cat ons 800-
114, 800 124, 800 164.

AC-
19(1)

Access Cont ol Fo  
Mob le Dev ces 
[W thd awn] - 
Inco po ated Into MP-7

[W thd awn  Inco po ated nto MP-7].

[W thd awn  Inco po ated nto MP 7].

AC-
19(2)

Access Cont ol Fo  
Mob le Dev ces 
[W thd awn] - 
Inco po ated Into MP-7

[W thd awn  Inco po ated nto MP-7].

[W thd awn  Inco po ated nto MP 7].

AC-
19(3)

Access Cont ol Fo  
Mob le Dev ces 
[W thd awn] - 
Inco po ated Into MP-7

[W thd awn  Inco po ated nto MP-7].

[W thd awn  Inco po ated nto MP 7].

AC-
19(4)

Access Cont ol Fo  
Mob le Dev ces - 
Rest ct ons Fo  Class f ed 
Info mat on

 
(a) P oh b ts the use of unclass f ed 
mob le dev ces n fac l t es conta n ng 
nfo mat on systems p ocess ng, sto ng, 

o  t ansm tt ng class f ed nfo mat on 
unless spec f ca ly pe m ted by the 
autho z ng off c al  and
(b) Enfo ces the follow ng e t ct ons on 
nd v duals pe m tted by the autho z ng 

off c al to use unclass f ed mob le dev ces 
n fac l t es conta n ng nfo mat on 

systems p ocess ng, sto ng, o  
t ansm t ng class f ed nfo mat on
(1) Connect on of unclass f ed mob le 
dev ces to cla s f ed nfo mat on systems 
s p oh b ted

(2) Connect on of unclass f ed mob le 
dev ces to unclass f ed nfo mat on 
systems equ es app oval f om the 
autho z ng off c al
(3) Use of nte nal o  exte nal modems 
o  w eless nte faces w th n the 
unclass f ed mob le dev ces s p oh b ted  
and
(4) Unclass f ed mob le dev ces and the 
nfo mat on sto ed on those dev ces a e 

subject to andom ev ews and 
nspect ons by [Ass gnment  o gan zat on

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) p oh b ts the use of unclass f ed mob le dev ces n fac l t es conta n ng nfo mat on systems p ocess ng, sto ng, o  t ansm t ng 
class f ed nfo mat on unless spec f cally pe m tted by the autho z ng o f c al
( ) enfo ces the fo low ng est ct ons on nd v duals pe m tted by the autho z ng o f c al to use unclass f ed mob le dev ces n 
fac l t es conta n ng nfo mat on systems p ocess ng, sto ng, o  t ansm tt ng class f ed nfo mat on
    -connect on of unclass f ed mob le dev ces to class f ed nfo mat on systems s p oh b ted
    -connect on of unclass f ed mob le dev ces to unclass f ed nfo mat on systems equ es app oval f om the autho z ng off c al
    -use of nte nal o  exte nal modems o  w eless nte faces w th n the unclass f ed mob le dev ces s p oh b ted
    -def nes secu ty off c als espons ble fo  ev ews and nspect ons of unclass f ed mob le dev ces and the nfo mat on sto ed on 
those dev ces
    -unclass f ed mob le dev ces and the nfo mat on sto ed on those dev ces a e sub ect to andom ev ews/ nspect ons by 
o gan zat on-def ned secu ty off c als
    the nc dent handl ng pol cy s fo lowed f class f ed nfo mat on s found
( ) def nes secu ty pol c es to est ct the connect on of class f ed mob le dev ces to class f ed nfo mat on systems  andd secu ty 
off c als, and f class f ed nfo mat on s found, the nc dent handl ng 
( v) est cts the connect on of class f ed mob le dev ces to class f ed nfo mat on systems n acco dance w th o gan zat on-def ned 
secu ty pol c e .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  nc dent handl ng pol cy  p ocedu es add ess ng access cont ol fo  mob le dev ces  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  ev dent a y 

documentat on fo  andom n pect ons and ev ews of mob le dev ces  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel espons ble fo  andom ev ews/ nspect ons of mob le dev ces  o gan zat onal 
pe onnel us ng mob le dev ces n fac l t es conta n ng nfo mat on systems p ocess ng, sto ng, o  t ansm tt ng class f ed 
nfo mat on  o gan zat onal pe sonnel w th nc dent esponse espons b l t es  system/netwo k adm n st ato s  o gan zat onal 

    
Related cont ols  CA-6, IR-4.

AC-
19(5)

Access Cont ol Fo  
Mob le Dev ces - Fu l 
Dev ce / Conta ne -Based 
Enc ypt on

The o gan zat on employs Select on  full-
dev ce enc ypt on  conta ne  enc ypt on] 
to p otect the conf dent al ty and 
nteg ty of nfo mat on on [Ass gnment  

o gan zat on-def ned mob le dev ces].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes mob le dev ces fo  wh ch fu l-dev ce enc ypt on o  conta ne  enc ypt on s equ ed to p otect the conf dent al ty and 
nteg ty of nfo mat on on such dev ces  and

( ) employs fu l-dev ce enc ypt on o  conta ne  enc ypt on to p otect the conf dent al ty and nteg ty of nfo mat on on 
o gan zat on-def ned mob le dev ces.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng access cont ol fo  mob le dev ces  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  enc ypt on mechan sm s and 
assoc ated conf gu at on documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th access cont ol e pons b l t es fo  mob le dev ces  system/netwo k 
adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Enc ypt on mechan sms p otect ng conf dent al ty and nteg ty of nfo mat on on mob le dev ces].

Conta ne -based enc ypt on p ov des a mo e f ne-g a ned app oach to the enc ypt on of data/ nfo mat on on mob le dev ces, nclud ng fo  
example, enc ypt ng selected data st uctu es such as f les, eco d , o  f elds. Related cont ols  MP-5, SC-13, SC-28.



AC-20
Use of Exte nal 
Info mat on Systems 

The o gan zat on establ shes te ms and 
cond t ons, cons stent w th any t ust 
elat onsh ps establ shed w th othe  

o gan zat ons own ng, ope at ng, and/o  
ma nta n ng exte nal nfo mat on 
systems, allow ng autho zed nd v duals 
to
a. Access the nfo mat on system f om 
exte nal nfo mat on systems  and
b. P ocess, sto e, o  t ansm t 
o gan zat on-cont olled nfo mat on 
us ng exte nal nfo mat on systems.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on establ shes te ms and cond t ons, cons stent w th any t ust elat onsh ps establ shed w th othe  
o gan zat ons own ng, ope at ng, and/o  ma nta n ng exte nal nfo mat on systems, a low ng autho zed nd v duals to
     -access the nfo mat on system f om the exte nal nfo mat on ystems  and
     -p ocess, sto e, o  t ansm t o gan zat on-cont olled nfo mat on us ng exte nal nfo mat on systems.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng the use of exte nal nfo mat on systems  exte nal 
nfo mat on systems te ms and cond t ons  l st of types of appl cat ons access ble f om exte nal nfo mat on systems  max mum 

secu ty catego zat on fo  nfo mat on p ocessed, to ed, o  t ansm tted on exte nal nfo mat on systems  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  def n ng te ms and cond t ons fo  use of exte nal 
nfo mat on systems to access o gan zat onal systems  system/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on 

secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng te ms and cond t ons on use of exte nal nfo mat on systems].

Exte nal nfo mat on systems a e nfo mat on systems o  components of nfo mat on systems that a e outs de of the autho zat on bounda y 
establ shed by o gan zat ons and fo  wh ch o gan zat ons typ cally have no d ect supe v s on and autho ty ove  the appl cat on of equ ed 
secu ty cont ols o  the assessment of cont ol e fect veness. Exte nal nfo mat on systems nclude, fo  example  ( ) pe sona ly owned 
nfo mat on systems/dev ces (e.g , notebook compute s, sma t phones, tablets, pe sonal d g tal ass stants)  ( ) p vately owned comput ng 

and commun cat ons dev ces es dent n comme c al o  publ c fac l t es (e.g , hotels, t a n stat ons, convent on cente s, shopp ng malls, o  
a po ts)  ( ) nfo mat on systems owned o  cont o led by nonfede al gove nmental o gan zat ons  and ( v) fede al nfo mat on systems that 
a e not owned by, ope ated by, o  unde  the d ect supe v s on and autho ty of o gan zat ons. Th s cont ol also add esses the use of exte nal 
nfo mat on systems fo  the p ocess ng, sto age, o  t ansm s on of o gan zat onal nfo mat on, nclud ng, fo  example, access ng cloud 

se v ces (e g , nf ast uctu e as a se v ce, platfo m as a se v ce, o  oftwa e as a se v ce) f om o gan zat onal nfo mat on systems.
 Fo  some exte nal nfo mat on systems ( e., nfo mat on systems ope ated by othe  fede al agenc es, nclud ng o gan zat ons subo d nate to 
those agenc es), the t ust elat onsh ps that have been establ shed between those o gan zat ons and the o g nat ng o gan zat on may be 
such, that no expl c t te ms and cond t ons a e equ ed. Info mat on systems w th n these o gan zat ons would not be cons de ed exte nal. 
These s tuat ons occu  when, fo  example, the e a e p e-ex t ng sha ng/t ust ag eements (e the  mpl c t o  expl c t) establ shed between 
fede al agenc es o  o gan zat ons subo d nate to those agenc es, o  when such t ust ag eements a e spec f ed by appl cable laws, Execut ve 
O de s, d ect ves, o  pol c es. Autho zed nd v duals nclude, fo  example, o gan zat onal pe sonnel, cont acto s, o  othe  nd v duals w th 
autho zed access to o gan zat onal nfo mat on systems and ove  wh ch o gan zat ons have the autho ty to mpose ules of behav o  w th 
ega d to system access. Rest ct ons that o gan zat ons mpose on autho zed nd v duals need not be un fo m, as those est ct ons may va y 

depend ng upon the t u t elat onsh ps between o gan zat ons. The efo e, o gan zat ons may choose to mpose d ffe ent secu ty est ct ons 
on cont acto s than on state, local, o  t bal gove nments.
Th s cont ol does not apply to the use of exte nal nfo mat on systems to access publ c nte faces to o gan zat onal nfo mat on systems (e.g , 
nd v duals access ng fede al nfo mat on th ough www usa gov). O gan zat ons establ sh te ms and cond t ons fo  the use of exte nal 
nfo mat on systems n acco dance w th o gan zat onal secu ty pol c es and p ocedu es. Te ms and cond t ons add ess as a m n mum  types 

of appl cat ons that can be acces ed on o gan zat onal nfo mat on systems f om exte nal nfo mat on systems  and the h ghest secu ty 
catego y of nfo mat on that can be p ocessed, sto ed, o  t ansm tted on exte nal nfo mat on ystems. f te ms and cond t ons w th the 
owne s of exte nal nfo mat on systems cannot be establ shed, o gan zat ons may mpose est ct ons on o gan zat onal pe sonnel us ng 
those exte nal systems. Related cont ols  AC-3, AC-17, AC 19, CA-3, PL-4, SA 9. AC-20(1), AC 20(2), AC 20(3), AC 20(4) F PS Publ cat on 199.

AC-
20(1)

Use Of Exte nal 
Info mat on Systems - 
L m ts On Autho zed U e

The o gan zat on pe m ts autho zed 
nd v duals to use an exte nal 
nfo mat on system to access the 
nfo mat on system o  to p ocess, sto e, 

o  t ansm t o gan zat on-cont olled 
nfo mat on only when the o gan zat on

(a) Ve f es the mplementat on of 
equ ed secu ty cont ols on the 

exte nal system as spec f ed n the 
o gan zat on s nfo mat on secu ty 
pol cy and secu ty plan  o
(b) Reta ns app oved nfo mat on system 
connect on o  p ocess ng ag eements 
w th the o gan zat onal ent ty host ng 
the exte nal nfo mat on system.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on pe m ts autho zed nd v duals to use an exte nal nfo mat on system to access the nfo mat on 
system o  to p ocess, sto e, o  t ansm t o gan zat on-cont o led nfo mat on only when the o gan zat on  
     -can ve fy the mplementat on of equ ed secu ty cont ols on the exte nal system as spec f ed n the o gan zat on s 
nfo mat on secu ty pol cy and secu ty plan  o  

     -has app oved nfo mat on system connect on o  p ocess ng ag eements w th the o gan zat onal ent ty host ng the exte nal 
nfo mat on system. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS  
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng the use of exte nal nfo mat on systems  secu ty plan  
nfo mat on system connect on o  p ocess ng ag eements  account management documents  othe  elevant documents o  
eco ds].

Th s cont ol enhancement ecogn zes that the e a e c cumstances whe e nd v duals us ng exte nal nfo mat on systems (e.g., cont acto s, 
coal t on pa tne s) need to access o gan zat onal nfo mat on systems. In those s tuat ons, o gan zat ons need conf dence that the exte nal 
nfo mat on systems conta n the necessa y secu ty safegua ds ( .e , secu ty cont ols), so as not to comp om e, damage, o  othe w se ha m 

o gan zat onal nfo mat on systems. Ve f cat on that the equ ed secu ty cont ols have been mplemented can be ach eved, fo  example, by 
th d-pa ty, ndependent assessments, attestat ons, o  othe  means, depend ng on the conf dence level equ ed by o gan zat ons. Related 
cont ol  CA 2.

AC-
20(2)

Use Of Exte nal 
Info mat on Systems - 
Po table Sto age Dev ces

The o gan zat on [Select on  est cts  
p oh b ts] the use of o gan zat on-
cont o led po table sto age dev ces by 
autho zed nd v duals on exte nal 

f t  t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on est cts o  p oh b ts the use of o gan zat on-cont o led po table sto age dev ces by autho zed 
nd v duals on exte nal nfo mat on ystems.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng the use of exte nal nfo mat on systems  secu ty plan  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system connect on o  p ocess ng 

ag eements  account management documents  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  est ct ng o  p oh b t ng use of o gan zat on-
cont o led sto age dev ces on exte nal nfo mat on systems  system/netwo k adm n st ato s  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms mplement ng est ct ons on use of po table sto age dev ces].

L m ts on the u e of o gan zat on-cont olled po table sto age dev ces n exte nal nfo mat on systems nclude, fo  example, complete 
h t  f th   f h   t t   h  th        h t t  h     

AC-
20(3)

Use Of Exte nal 
Info mat on Systems - 
Non-O gan zat ona ly 
Owned Systems / 
Components / Dev ces

The o gan zat on [Select on  est cts  
p oh b ts] the use of non-
o gan zat ona ly owned nfo mat on 
systems, system components, o  dev ces 
to p ocess, sto e, o  t ansm t 
o gan zat onal nfo mat on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on est cts o  p oh b ts the use of non-o gan zat onally owned nfo mat on systems, system 
components, o  dev ces to p ocess, to e, o  t ansm t o gan zat onal nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng the use of exte nal nfo mat on systems  secu ty plan  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system connect on o  p ocess ng ag eements  account management documents  nfo mat on system aud t eco ds, othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  est ct ng o  p oh b t ng use of non-o gan zat ona ly 
owned nfo mat on systems, system components, o  dev ces  system/netwo k adm n st ato s  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms mplement ng est ct ons on the use of non-o gan zat ona ly owned 
systems/components/dev ces].

Non-o gan zat onally owned dev ces nclude dev ces owned by othe  o gan zat ons (e.g , fede al/state agenc es, cont acto s) and pe sona ly 
owned dev ces. The e a e sks to us ng non-o gan zat onally owned dev ces. In some cases, the sk s suff c ently h gh as to p oh b t such 
use. In othe  cases, t may be such that the use of non-o gan zat ona ly owned dev ces s a lowed but est cted n some way. Rest ct ons 
nclude, fo  example  ( ) equ ng the mplementat on of o gan zat on-app oved secu ty cont ols p o  to autho z ng such connect ons  ( ) 

l m t ng access to ce ta n types of nfo mat on, se v ces, o  appl cat ons  ( ) us ng v tual zat on techn ques to l m t p ocess ng and sto age 
act v t es to se ve s o  othe  system components p ov s oned by the o gan zat on  and ( v) ag ee ng to te ms and cond t ons fo  usage. Fo  
pe sonally owned dev ces, o gan zat ons consult w th the O f ce of the Gene al Counsel ega d ng legal ssues assoc ated w th us ng such 
dev ces n ope at onal env onments, nclud ng, fo  example, equ ements fo  conduct ng fo ens c analyses du ng nvest gat ons afte  an 
nc dent.

AC-
20(4)

Use Of Exte nal 
Info mat on Systems - 
Netwo k Access ble 
Sto age Dev ces

The o gan zat on p oh b ts the use of 
[Ass gnment  o gan zat on-def ned 
netwo k acce s ble sto age dev ces] n 
exte nal nfo mat on systems.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes netwo k access ble sto age dev ces to be p oh b ted f om use n exte nal nfo mat on systems  and
( ) p oh b ts the use of o gan zat on-def ned netwo k access ble sto age dev ces n exte nal nfo mat on systems.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng use of netwo k access ble sto age dev ces n exte nal 
nfo mat on systems  secu ty plan, nfo mat on sy tem des gn documentat on  nfo mat on system conf gu at on sett ngs and 

assoc ated documentat on  nfo mat on system connect on o  p oce s ng ag eements  l st of netwo k access ble sto age dev ces 
p oh b ted f om use n exte nal nfo mat on systems  nfo mat on sy tem aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  p oh b t ng use of netwo k access ble sto age dev ces 
n exte nal nfo mat on systems  system/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty 
espons b l t es].

Test  SELECT FROM  Automated mechan sms p oh b t ng the use of netwo k access ble sto age dev ces n exte nal nfo mat on 
systems].

Netwo k access ble sto age dev ces n exte nal nfo mat on systems nclude, fo  example, onl ne sto age dev ces n publ c, hyb d, o  
commun ty cloud-ba ed systems.

AC-21 Info mat on Sha ng The o gan zat on
a. Fac l tates nfo mat on sha ng by 
enabl ng autho zed use s to dete m ne 
whethe  acce s autho zat ons ass gned 
to the sha ng pa tne  match the access 
est ct ons on the nfo mat on fo  

[Ass gnment  o gan zat on-def ned 
nfo mat on sha ng c cumstances 

whe e use  d sc et on s equ ed]  and
b. Employs [Ass gnment  o gan zat on-
def ned automated mechan sms o  
manual p ocesses] to ass st use s n 
mak ng nfo mat on 
sha ng/co labo at on dec s ons.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on sha ng c cumstances whe e use  d sc et on s equ ed
( )fac l tates nfo mat on sha ng by enabl ng autho zed use s to dete m ne whethe  access autho zat ons ass gned to the sha ng 
pa tne  match the access est ct ons on the nfo mat on fo  o gan zat on-def ned nfo mat on sha ng c cumstances
( ) def nes automated mechan sms o  manual p ocesses to be employed to ass st use s n mak ng nfo mat on 
sha ng/collabo at on dec s ons  and
( v) employs o gan zat on-def ned automated mechan sms o  manual p ocesses to ass st use s n mak ng nfo mat on 
sha ng/collabo at on dec s ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng use -based co labo at on and nfo mat on sha ng ( nclud ng 
est ct ons)  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  

l st of use s autho zed to make nfo mat on sha ng/collabo at on dec s ons  l st of nfo mat on sha ng c cumstances equ ng 
use  d sc et on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel espons ble fo  mak ng nfo mat on sha ng/co labo at on dec s ons  
system/netwo k adm n t ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms o  manual p ocess mplement ng access autho zat ons suppo t ng nfo mat on 
sha ng/use  co labo at on dec s ons].

Th s cont ol appl es to nfo mat on that may be est cted n some manne  (e g., p v leged med cal nfo mat on, cont act-sens t ve 
nfo mat on, p op eta y nfo mat on, pe sonally dent f able nfo mat on, cla s f ed nfo mat on elated to spec al access p og ams o  

compa tments) based on some fo mal o  adm n st at ve dete m nat on. Depend ng on the pa t cula  nfo mat on-sha ng c cumstances, 
sha ng pa tne s may be def ned at the nd v dual, g oup, o  o gan zat onal level. Info mat on may be def ned by content, type, secu ty 
catego y, o  spec al access p og am compa tment. Related cont ol  AC-3. AC-21(1), AC 21(2) None

AC-
21(1)

Info mat on Sha ng - 
Automated Dec s on 
Suppo t

The nfo mat on system enfo ces 
nfo mat on-sha ng dec s ons by 

autho zed use s based on access 
autho zat ons of sha ng pa tne s and 
access est ct ons on nfo mat on to be 
sha ed.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system enfo ces nfo mat on-sha ng dec s ons by autho zed use s based on
( ) access autho zat ons of sha ng pa tne s  and
( ) access e t ct ons on nfo mat on to be sha ed.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng use -based co labo at on and nfo mat on sha ng ( nclud ng 
est ct ons)  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  

system-gene ated l st of use s autho zed to make nfo mat on sha ng/collabo at on dec s ons  system-gene ated l st of sha ng 
pa tne s and access autho zat ons  system-gene ated l st of access est ct ons ega d ng nfo mat on to be sha ed  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng access autho zat ons uppo t ng nfo mat on sha ng/use  
co labo at on dec s ons].



AC-
21(2)

Info mat on Sha ng - 
Info mat on Sea ch And 
Ret eval

The nfo mat on system mplements 
nfo mat on sea ch and et eval se v ces 

that enfo ce [Ass gnment  o gan zat on-
def ned nfo mat on sha ng est ct ons].

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes nfo mat on sha ng est ct ons to be enfo ced th ough nfo mat on sea ch and et eval se v ces  and
( ) the nfo mat on system mplements nfo mat on sea ch and et eval se v ces that enfo ce o gan zat on-def ned nfo mat on 
sha ng est ct ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng use -based co labo at on and nfo mat on sha ng ( nclud ng 
est ct ons)  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  

system-gene ated l st of access est ct ons ega d ng nfo mat on to be sha ed  nfo mat on sea ch and et eval eco ds  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th access enfo cement espons b l t es fo  nfo mat on system sea ch and 
et eval se v ces  system/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system 

develope s].
Test  SELECT FROM  Info mat on system sea ch and et eval se v ces enfo c ng nfo mat on sha ng est ct ons].

AC-22
Publ cly Access ble 
Content

The o gan zat on
a. Des gnates nd v duals autho zed to 
post nfo mat on onto a publ cly 
access ble nfo mat on sy tem
b. T a ns autho ed nd v duals to ensu e 
that publ cly access ble nfo mat on does 
not conta n nonpubl c nfo mat on
c. Rev ews the p oposed content of 
nfo mat on p o  to post ng onto the 

publ cly access ble nfo mat on system 
to ensu e that nonpubl c nfo mat on s 
not ncluded  and
d. Rev ews the content on the publ cly 
access ble nfo mat on sy tem fo  
nonpubl c nfo mat on [A s gnment  
o gan zat on-def ned f equency] and 
emoves such nfo mat on, f d cove ed.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) des gnates nd v duals autho zed to post nfo mat on onto a publ cly access ble nfo mat on system
( ) t a ns autho zed nd v duals to ensu e that publ cly access ble nfo mat on does not conta n nonpubl c nfo mat on
( ) ev ews the p oposed content of nfo mat on p o  to post ng onto the publ cly access ble nfo mat on system to ensu e that 
nonpubl c nfo mat on s not ncluded
( v) def nes the f equency to ev ew the content on the publ cly acce s ble nfo mat on system fo  nonpubl c nfo mat on
(v) ev ews the content on the publ cly access ble nfo mat on system fo  nonpubl c nfo mat on w th the o gan zat on-def ned 
f equency  and
(v ) emoves nonpubl c nfo mat on f om the publ cly access ble nfo mat on system, f d scove ed.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng publ cly access ble content  l st of use s autho zed to post 
publ cly access ble content on o gan zat onal nfo mat on systems  t a n ng mate als and/o  eco ds  eco ds of publ cly access ble 
nfo mat on ev ews  eco ds of esponse to nonpubl c nfo mat on on publ c web s tes  system aud t logs  secu ty awa eness 

t a n ng eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  manag ng publ cly access ble nfo mat on posted on 
o gan zat onal nfo mat on systems  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng management of publ cly access ble conten ].

In acco dance w th fede al laws, Execut ve O de s, d ect ves, pol c e , egulat ons, standa ds, and/o  gu dance, the gene al publ c s not 
autho zed access to nonpubl c nfo mat on (e.g , nfo mat on p otected unde  the P vacy Act and p op eta y nfo mat on). Th s cont ol 
add esses nfo mat on systems that a e cont o led by the o gan zat on and access ble to the gene al publ c, typ cally w thout dent f cat on o  
authent cat on. The post ng of nfo mat on on non-o gan zat on nfo mat on systems s cove ed by o gan zat onal pol cy. Related cont ols  AC
3, AC-4, AT-2, AT-3, AU 13. None None

AC-23 Data M n ng P otect on

The o gan zat on employs [Ass gnment  
o gan zat on-def ned data m n ng 
p event on and detect on techn ques] fo  
[Ass gnment  o gan zat on-def ned data 
sto age ob ects] to adequately detect 

 t t t t  

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes data m n ng p event on and detect on techn ques to be employed fo  o gan zat on-def ned sto age objects to adequately 
detect and p otect aga nst data m n ng
( ) def nes data sto age objects to be p otected f om data m n ng  and
( ) employs o gan zat on-def ned data m n ng p event on and detect on techn ques fo  o gan zat on-def ned data sto age objects 
to adequately detect and p otect aga nst data m n ng.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng data m n ng techn ques  p ocedu es add ess ng p otect on 
of data sto age ob ects aga nst data m n ng  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs 
and assoc ated documentat on  nfo mat on system aud t logs  nfo mat on system aud t eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  mplement ng data m n ng detect on and p event on 
techn ques fo  data sto age objects  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng data m n ng p event on and detect on].

Data sto age objects nclude, fo  example, databases, database eco ds, and database f elds. Data m n ng p event on and detect on 
techn ques nclude, fo  example  ( ) l m t ng the types of esponses p ov ded to database que es  ( ) l m t ng the numbe /f equency of 
database que es to nc ease the wo k facto  needed to dete m ne the contents of such databases  and ( ) not fy ng o gan zat onal 
pe sonnel when atyp cal database que es o  accesses occu . Th s cont ol focuses on the p otect on of o gan zat onal nfo mat on f om data 
m n ng wh le such nfo mat on es des n o gan zat onal data sto es. In cont ast, AU-13 focuses on mon to ng fo  o gan zat onal nfo mat on 
that may have been m ned o  othe w se obta ned f om data sto es and s now ava lable as open sou ce nfo mat on es d ng on exte nal 

t  f  l  th h l t   l  t N N

AC-24 Access Cont ol Dec s ons

The o gan zat on establ shes p ocedu es 
to ensu e [Ass gnment  o gan zat on-
def ned access cont ol dec s on ] a e 
appl ed to each access equest p o  to 
access enfo cement.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes access cont ol dec s ons to be appl ed to each access equest p o  to access cont ol enfo cement  and
( ) establ shes p ocedu es to ensu e o gan zat on-def ned access cont ol dec s ons a e appl ed to each access equest p o  to 
access cont ol enfo cement.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng access cont ol dec s ons  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  establ sh ng p ocedu es ega d ng access cont ol 
dec s ons to the nfo mat on system  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms apply ng establ shed access cont ol dec s ons and p ocedu es].

Access cont ol dec s ons (also known as autho zat on dec s ons) occu  when autho zat on nfo mat on s appl ed to spec f c accesses. In 
cont ast, access enfo cement occu s when nfo mat on systems enfo ce access cont ol dec s ons. Wh le t s ve y common to have access 
cont ol dec s ons and access enfo cement mplemented by the same ent ty, t s not equ ed and t s not always an opt mal mplementat on 
cho ce. Fo  some a ch tectu es and d st buted nfo mat on systems, d ffe ent ent t es may pe fo m access cont ol dec s ons and access 
enfo cement. AC-24(1), AC 24(2) None

AC-
24(1)

Access Cont ol Dec s ons  
T ansm t Access 
Autho zat on 
Info mat on

The nfo mat on system t ansm ts 
[Ass gnment  o gan zat on-def ned 
access autho zat on nfo mat on] us ng 
[Ass gnment  o gan zat on-def ned 
secu ty safegua ds] to [Ass gnment  
o gan zat on-def ned nfo mat on 
systems] that enfo ce access cont ol 
dec s ons.

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes access autho at on nfo mat on that the nfo mat on system t ansm ts to o gan zat on-def ned 
nfo mat on systems that enfo ce access cont ol dec s ons

( ) the o gan zat on def nes secu ty safegua ds to be used when the nfo mat on system t ansm ts o gan zat on-def ned 
autho zat on nfo mat on to o gan zat on-def ned nfo mat on sy tems that enfo ce access cont ol dec s ons
( ) the o gan zat on def nes the nfo mat on systems that enfo ce access cont ol dec s ons  and
( v) the nfo mat on system t ansm ts o gan zat on-def ned access autho zat on nfo mat on us ng o gan zat on-def ned secu ty 
safegua ds to o gan zat on-def ned nfo mat on systems that enfo ce access cont ol dec s ons.

In d st buted nfo mat on systems, autho zat on p ocesses and access cont ol dec s ons may occu  n sepa ate pa ts of the systems. In such 
nstances, autho zat on nfo mat on s t ansm tted secu ely so t mely access cont ol dec s ons can be enfo ced at the app op ate locat ons. 

To suppo t the access cont ol dec s ons, t may be necessa y to t ansm t as pa t of the access autho zat on nfo mat on, suppo t ng secu ty 
att butes. Th s s due to the fact that n d st buted nfo mat on systems, the e a e va ous access cont ol dec s ons that need to be made and 
d ffe ent ent t es (e g , se v ces) make these dec s ons n a se al fash on, each equ ng some secu ty att butes to make the dec s ons. 
P otect ng access autho zat on nfo mat on ( e , access cont ol dec s ons) ensu es that such nfo mat on cannot be alte ed, poofed, o  
othe w se comp om ed du ng t ansm ss on.

AC-
24(2)

Access Cont ol Dec s ons  
No Use  O  P oce s 
Ident ty

The nfo mat on system enfo ces access 
cont ol dec s ons based on [Ass gnment  
o gan zat on-def ned secu ty att butes] 
that do not nclude the dent ty of the 
use  o  p ocess act ng on behalf of the 
use .

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes secu ty att butes that suppo t access cont ol dec s ons that do not nclude the dent ty of the use  o  
p ocesses act ng on beha f of the use  and
( ) the nfo mat on system enfo ces access cont ol dec s ons based on o gan zat on-def ned secu ty att butes that do not nclude 
the dent ty of the use  o  p ocess act ng on behalf of the use .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng access enfo cement  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th access enfo cement espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng access enfo cement funct ons].

In ce ta n s tuat ons, t s mpo tant that access cont ol dec s ons can be made w thout nfo mat on ega d ng the dent ty of the use s ssu ng 
the equests. These a e gene ally nstances whe e p ese v ng nd v dual p vacy s of pa amount mpo tance. In othe  s tuat ons, use  
dent f cat on nfo mat on s s mply not needed fo  access cont ol dec s ons and, espec ally n the case of d st buted nfo mat on systems, 

t ansm tt ng such nfo mat on w th the needed deg ee of assu ance may be ve y expens ve o  d ff cult to accompl sh.

AC-25 Refe ence Mon to

The nfo mat on system mplements a 
efe ence mon to  fo  [Ass gnment  

o gan zat on-def ned access cont ol 
pol c es] that s tampe p oof, always 
nvoked, and ma l enough to be subject 

to analys s and test ng, the 
completeness of wh ch can be assu ed.

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes access cont ol pol c es fo  wh ch the nfo mat on system mplements a efe ence mon to  to enfo ce 
such pol c es  and
( ) the nfo mat on system mplements a efe ence mon to  fo  o gan zat on-def ned access cont ol pol c es that s tampe p oof, 
always nvoked, and sma l enough to be subject to analys s and test ng, the completeness of wh ch can be assu ed.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng access enfo cement  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th access enfo cement espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng access enfo cement funct ons].

Info mat on s ep esented nte nally w th n nfo mat on systems us ng abst act ons known as data st uctu es. Inte nal data t uctu es can 
ep esent d fe ent types of ent t es, both act ve and pass ve. Act ve ent t es, also known as sub ects, a e typ ca ly assoc ated w th nd v duals, 

dev ces, o  p ocesses act ng on behalf of nd v duals. Pass ve ent t es, also known as objects, a e typ cally assoc ated w th data st uctu es such 
as eco ds, buffe s, tables, f le , nte -p ocess p pes, and commun cat ons po ts. Refe ence mon to s typ cally enfo ce mandato y access 
cont ol pol c es—a type of access cont ol that est cts access to ob ects based on the dent ty of sub ects o  g oups to wh ch the subjects 
belong. The access cont ols a e mandato y because subjects w th ce ta n p v leges ( e., access pe m ss ons) a e est cted f om pass ng those 
p v leges on to any othe  sub ects, e the  d ectly o  nd ectly—that s, the nfo mat on system st ctly enfo ces the access cont ol pol cy 
based on the ule set establ shed by the pol cy. The tampe p oof p ope ty of the efe ence mon to  p events adve sa es f om comp om s ng 
the funct on ng of the mechan sm. The always nvoked p ope ty p events adve sa es f om bypass ng the mechan sm and hence v olat ng the 
secu ty pol cy. The sma lness p ope ty helps to ensu e the completeness n the analys s and test ng of the mechan sm to detect weaknesses 
o  def c enc es ( e , latent flaws) that would p event the enfo cement of the secu ty pol cy. Related cont ols  AC 3, AC 16, SC 3, SC-39. None None



AT-1 
Secu ty Awa eness and 
T a n ng Pol cy and 
P ocedu es 

The o gan zat on
a. Develop , documents, and 
d ssem nates to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles]
1. A secu ty awa eness and t a n ng 
pol cy that add esses pu pose, scope, 
oles, espons b l t es, management 

comm tment, coo d nat on among 
o gan zat onal ent t es, and compl ance  
and
2.  P ocedu es to fac l tate the 
mplementat on of the secu ty 

awa eness and t a n ng pol cy and 
assoc ated secu ty awa ene s and 
t a n ng cont ols  and
b. Rev ews and updates the cu ent
1. Secu ty awa eness and t a n ng pol cy 
[Ass gnment  o gan zat on-def ned 
f equency]  and
2.  Secu ty awa eness and t a n ng 
p ocedu es [Ass gnment  o gan zat on-
def ned f equency].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) develops and documents an secu ty awa eness and t a n ng pol cy that add esses
     -pu pose  
     -scope  
     - oles and espons b l t es   
     -management comm tment   
     -coo d nat on among o gan zat onal ent t es, and compl ance  
    -compl ance
( ) def nes pe sonnel o  oles to whom the secu ty awa eness and t a n ng pol cy a e to be d ssem nated
( ) d ssem nates the secu ty awa eness and t a n ng pol cy to o gan zat on-def ned pe sonnel o  oles
( v)develops and documents p ocedu es to fac l tate the mplementat on of the secu ty awa eness and t a n ng pol cy and 
assoc ated awa eness and t a n ng cont ols
(v) def nes pe sonnel o  oles to whom the p ocedu es a e to be d ssem nated
(v ) d ssem nates the p ocedu es to o gan zat on-def ned pe sonnel o  oles
(v ) def nes the f equency to ev ew and update the cu ent secu ty awa eness and t a n ng pol cy
(v ) ev ews and updates the cu ent secu ty awa eness and t a n ng pol cy w th the o gan zat on-def ned f equency
( x) def nes the f equency to ev ew and update the cu ent secu ty awa eness and t a n ng p ocedu es  and
(x) ev ews and updates the cu ent secu ty awa eness and t a n ng p ocedu es w th the o gan zat on-def ned f equency.
 
POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty awa eness and t a n ng pol cy and p ocedu es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty awa eness and t a n ng espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es].

Th s cont ol add esses the establ shment of pol cy and p ocedu es fo  the effect ve mplementat on of selected secu ty cont ols and cont ol 
enhancements n the AT fam ly. Pol cy and p ocedu es eflect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c es, 
standa ds, and gu dance. Secu ty p og am pol c es and p ocedu es at the o gan zat on level may make the need fo  system-spec f c pol c es 
and p ocedu es unnecessa y. The pol cy can be ncluded as pa t of the gene al nfo mat on secu ty pol cy fo  o gan zat ons o  conve sely, 
can be ep esented by mult ple pol c es eflect ng the complex natu e of ce ta n o gan zat ons. The p ocedu es can be establ shed fo  the 
secu ty p og am n gene al and fo  pa t cula  nfo mat on systems, f needed. The o gan zat onal sk management st ategy s a key facto  n 
establ sh ng pol cy and p ocedu es. Related cont ol  PM-9. None

NIST Spec al Publ cat ons 800 12, 800-16, 800 50, 800-
100.

AT-2 
Secu ty Awa eness 
T a n ng

The o gan zat on p ov des bas c secu ty 
awa eness t a n ng to nfo mat on 
system use s ( nclud ng manage s, sen o  
execut ves, and cont acto s)
a. As pa t of n t al t a n ng fo  new 
use s
b. When equ ed by nfo mat on system 
changes  and
c. [Ass gnment  o gan at on-def ned 
f equency] the eafte .

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) p ov des bas c secu ty awa eness t a n ng to nfo mat on system use s ( nclud ng manage s, sen o  execut ves, and cont acto s) 
as pa t of n t al t a n ng fo  new use s
( )p ov des bas c secu ty awa eness t a n ng to nfo mat on system use s ( nclud ng manage s, sen o  execut ves, and cont acto s) 
when equ ed by nfo mat on system changes  and
( ) def nes the f equency to p ov de ef eshe  secu ty awa eness t a n ng the eafte  to nfo mat on system use s ( nclud ng 
manage s, sen o  execut ves, and cont acto s)  and
( v) p ov des ef eshe  secu ty awa eness t a n ng to nfo mat on use s ( nclud ng manage s, sen o  execut ves, and cont acto s) 
w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty awa eness and t a n ng pol cy  p ocedu es add ess ng secu ty awa eness t a n ng 
mplementat on  app op ate codes of fede al egulat ons  secu ty awa eness t a n ng cu culum  secu ty awa eness t a n ng 

mate als  secu ty plan  t a n ng eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  secu ty awa eness t a n ng  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel comp s ng the gene al nfo mat on system use  commun ty].
Test  SELECT FROM  Automated mechan sms manag ng secu ty awa eness t a n ng].

O gan zat ons dete m ne the app op ate content of secu ty awa eness t a n ng and secu ty awa eness techn ques based on the spec f c 
o gan zat onal equ ements and the nfo mat on systems to wh ch pe sonnel have autho zed access. The content ncludes a bas c 
unde stand ng of the need fo  nfo mat on secu ty and use  act ons to ma nta n secu ty and to espond to suspected secu ty nc dents. The 
content also add esses awa eness of the need fo  ope at ons secu ty. Secu ty awa eness techn ques can nclude, fo  example, d splay ng 
poste s, offe ng suppl es nsc bed w th secu ty em nde s, gene at ng ema l adv so es/not ces f om sen o  o gan zat onal off c al , 
d splay ng logon sc een message , and conduct ng nfo mat on secu ty awa eness events. Related cont ols  AT-3, AT-4, PL-4. AT-2(1), AT(2)

C F R. Pa t 5 Subpa t C (5 C.F R. 930.301)  Execut ve O de  
13587  NIST Spec al Publ cat on 800 50.

AT-
2 1)

Secu ty Awa eness - 
P act cal Exe c ses

The o gan zat on ncludes p act cal 
exe c ses n secu ty awa eness t a n ng 
th t l t  t l  tt

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on ncludes p act cal exe c ses n secu ty awa eness t a n ng that s mulate actual cybe  attacks. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty awa eness and t a n ng pol cy  p ocedu es add ess ng secu ty awa eness t a n ng 
mplementat on  secu ty awa eness t a n ng cu culum  secu ty awa eness t a n ng mate als  secu ty plan  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel that pa t c pate n secu ty awa eness t a n ng  o gan zat onal pe sonnel w th 
espons b l t es fo  secu ty awa eness t a n ng  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms mplement ng cybe  a tack s mulat ons n p act cal exe c ses].

P act cal exe c ses may nclude, fo  example, no-not ce soc al eng nee ng attempts to co lect nfo mat on, ga n unautho zed acce s, o  
s mulate the adve se mpact of open ng mal c ous ema l attachments o  nvok ng, v a spea  ph sh ng attacks, mal c ous web l nks. Related 

t l  C 2  C 7  CP-  R 3

AT-
2 2)

Secu ty Awa eness - 
Ins de  Th eat

The o gan zat on ncludes secu ty 
awa eness t a n ng on ecogn z ng and 
epo t ng potent al nd cato s of ns de  

th eat.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ncludes secu ty awa eness t a n ng on ecogn z ng and epo t ng potent al nd cato s of ns de  
th eat.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty awa eness and t a n ng pol cy  p ocedu es add ess ng secu ty awa eness t a n ng 
mplementat on  secu ty awa eness t a n ng cu culum  secu ty awa eness t a n ng mate als  secu ty plan  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel that pa t c pate n secu ty awa eness t a n ng  o gan zat onal pe sonnel w th 
espons b l t es fo  bas c secu ty awa eness t a n ng  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

Potent al nd cato s and poss ble p ecu so s of ns de  th eat can nclude behav o s such as no d nate, long-te m job d ssat sfact on, attempts 
to ga n acce s to nfo mat on not equ ed fo  job pe fo mance, unexpla ned access to f nanc al esou ces, bully ng o  sexual ha as ment of 
fellow employees, wo kplace v olence, and othe  se ous v olat ons of o gan zat onal pol c es, p ocedu es, d ect ves, ules, o  p act ces. 
Secu ty awa eness t a n ng ncludes how to commun cate employee and management conce ns ega d ng potent al nd cato s of ns de  
th eat th ough app op ate o gan zat onal channels n acco dance w th establ shed o gan zat onal pol c es and p ocedu e . Related cont ols  
PL-4, PM-12, PS-3, PS-6.

AT-3 
Role-Based Secu ty 
T a n ng

The o gan zat on p ov des ole-based 
secu ty t a n ng to pe sonnel w th 
ass gned secu ty oles and 
espons b l t es

a. Befo e autho z ng access to the 
nfo mat on system o  pe fo m ng 

ass gned dut es
b. When equ ed by nfo mat on system 
changes  and
c. [Ass gnment  o gan at on-def ned 
f equency] the eafte .

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) p ov des ole-based secu ty t a n ng to pe sonnel w th ass gned secu ty oles and espons b l t es befo e autho z ng access to 
the nfo mat on system o  pe fo m ng ass gned dut es
( ) p ov des ole-based secu ty t a n ng to pe sonnel w th ass gned secu ty oles and espons b l t es when equ ed by 
nfo mat on system changes  and

( ) def nes the f equency to p ov de ef eshe  ole-based secu ty t a n ng the eafte  to pe sonnel w th ass gned secu ty oles and 
espons b l t es  and

( v) p ov des ef eshe  ole-based secu ty t a n ng to pe sonnel w th ass gned secu ty oles and espons b l t es w th the 
o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty awa eness and t a n ng pol cy  p ocedu es add ess ng secu ty t a n ng mplementat on  codes of 
fede al egulat ons  secu ty t a n ng cu culum  secu ty t a n ng mate als  secu ty plan  t a n ng eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  ole-based secu ty t a n ng  o gan zat onal pe sonnel 
w th a s gned nfo mat on system secu ty oles and espons b l t es].
Test  SELECT FROM  Automated mechan sms manag ng ole-based secu ty t a n ng].

O gan zat ons dete m ne the app op ate content of secu ty t a n ng based on the ass gned oles and espons b l t es of nd v duals and the 
spec f c secu ty equ ements of o gan zat ons and the nfo mat on systems to wh ch pe sonnel have autho zed access. In add t on, 
o gan zat ons p ov de ente p se a ch tects, nfo mat on system develope , softwa e develope s, acqu s t on/p ocu ement o f c als, 
nfo mat on system manage s, system/netwo k adm n st ato s, pe sonnel conduct ng conf gu at on management and aud t ng act v t es, 

pe sonnel pe fo m ng ndependent ve f cat on and val dat on act v t es, secu ty cont ol assesso s, and othe  pe sonnel hav ng access to 
system-level so twa e, adequate secu ty- elated techn cal t a n ng spec f cally ta lo ed fo  the  ass gned dut es. Comp ehens ve ole-based 
t a n ng add esses management, ope at onal, and techn cal oles and espons b l t es cove ng phys cal, pe sonnel, and techn cal safegua ds 
and counte measu es. Such t a n ng can nclude fo  example, pol c es, p ocedu es, tools, and a t facts fo  the o gan zat onal secu ty oles 
def ned. O gan zat ons also p ov de the t a n ng necessa y fo  nd v duals to ca y out the  espons b l t es elated to ope at ons and supply 
cha n secu ty w th n the context of o gan zat onal nfo mat on secu ty p og ams. Role-based secu ty t a n ng also appl es to cont acto s 
p ov d ng se v ces to fede al agenc es. Related cont ols  AT-2, AT-4, PL-4, PS-7, SA-3, SA-12, SA-16. AT-3(1), AT-3(2), AT 3 3), AT-3(4)

C F R. Pa t 5 Subpa t C (5 C.F R. 930.301)  NIST Spec al 
Publ cat ons 800 16, 800-50.

AT-
3 1)

Secu ty T a n ng - 
Env onmental Cont ols

The o gan zat on p ov des [Ass gnment  
o gan zat on-def ned pe sonnel o  oles] 
w th n t al and [Ass gnment  
o gan zat on-def ned f equency] t a n ng 
n the employment and ope at on of 

env onmental cont ols.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes pe sonnel o  oles to be p ov ded w th n t al and ef eshe  t a n ng n the employment and ope at on of env onmental 
cont ols
( ) p ov des o gan zat on-def ned pe sonnel o  oles w th n t al and ef eshe  t a n ng n the employment and ope at on of 
env onmental cont ols
( ) def nes the f equency to p ov de ef eshe  t a n ng n the employment and ope at on of env onmental cont ols  and
( v) p ov des ef eshe  t a n ng n the employment and ope at on of env onmental cont ols w th the o gan zat on-def ned 
f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty awa eness and t a n ng pol cy  p ocedu es add ess ng secu ty t a n ng mplementat on  secu ty 
t a n ng cu culum  secu ty t a n ng mate als  secu ty plan  t a n ng eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  ole-based secu ty t a n ng  o gan zat onal pe sonnel 
w th espons b l t es fo  employ ng and ope at ng env onmental cont ols].

Env onmental cont ols nclude, fo  example, f e supp e s on and detect on dev ce /systems, sp nkle  systems, handheld f e ext ngu she s, 
f xed f e hoses, smoke detecto s, tempe atu e/hum d ty, HVAC, and powe  w th n the fac l ty. O gan zat ons dent fy pe sonnel w th pec f c 
oles and espons b l t es assoc ated w th env onmental cont ols equ ng spec al zed t a n ng. Related cont ols  PE-1, PE 13, PE 14, PE-15.

AT-
3 2)

Secu ty T a n ng - 
Phys cal Secu ty 
Cont ols

The o gan zat on p ov des [Ass gnment  
o gan zat on-def ned pe sonnel o  oles] 
w th n t al and [Ass gnment  
o gan zat on-def ned f equency] t a n ng 
n the employment and ope at on of 

phys cal secu ty cont ols.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes pe sonnel o  oles to be p ov ded w th n t al and ef eshe  t a n ng n the employment and ope at on of phys cal 
secu ty cont ols
( ) p ov des o gan zat on-def ned pe sonnel o  oles w th n t al and ef eshe  t a n ng n the employment and ope at on of phys cal 
secu ty cont ols
( ) def nes the f equency to p ov de ef eshe  t a n ng n the employment and ope at on of phys cal secu ty cont ols  and
( v) p ov des ef eshe  t a n ng n the employment and ope at on of phys cal secu ty cont ols w th the o gan zat on-def ned 
f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty awa eness and t a n ng pol cy  p ocedu es add ess ng secu ty t a n ng mplementat on  secu ty 
t a n ng cu culum  secu ty t a n ng mate als  secu ty plan  t a n ng eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  ole-based secu ty t a n ng  o gan zat onal pe sonnel 
w th espons b l t es fo  employ ng and ope at ng phys cal secu ty cont ols].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty t a n ng espons b l t es  o gan zat onal pe sonnel w th s gn f cant 
nfo mat on system secu ty espons b l t es].

Phys cal secu ty cont ols nclude, fo  example, phys cal access cont ol dev ces, phys cal nt us on ala ms, mon to ng/su ve llance 
equ pment, and secu ty gua ds (deployment and ope at ng p ocedu es). O gan zat ons dent fy pe sonnel w th spec f c oles and 
espons b l t es assoc ated w th phys cal secu ty cont ols equ ng spec al zed t a n ng. Related cont ols  PE-2, PE 3, PE-4, PE-5.



AT-
3 3)

Secu ty T a n ng - 
P act cal Exe c ses

The o gan zat on ncludes p act cal 
exe c ses n secu ty t a n ng that 
e nfo ce t a n ng ob ect ves.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ncludes p act cal exe c ses n secu ty t a n ng that e nfo ce t a n ng object ves.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty awa eness and t a n ng pol cy  p ocedu es add ess ng secu ty awa eness t a n ng 
mplementat on  secu ty awa eness t a n ng cu culum  secu ty awa eness t a n ng mate als  secu ty plan  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  ole-based secu ty t a n ng  o gan zat onal pe sonnel 
that pa t c pate n secu ty awa ene s t a n ng].

P act cal exe c ses may nclude, fo  example, secu ty t a n ng fo  softwa e develope s that ncludes s mulated cybe  attacks explo t ng 
common softwa e vulne ab l t es (e.g., bu fe  ove flows), o  spea /whale ph sh ng attacks ta geted at sen o  leade s execut ves. These types 
of p act cal exe c ses help develope s bette  unde tand the effects of such vulne ab l t es and app ec ate the need fo  secu ty cod ng 
standa ds and p ocesses.

AT-
3 4)

Secu ty T a n ng - 
Susp c ous 
Commun cat ons And 
Anomalous System 
Behav o

The o gan zat on p ov des t a n ng to ts 
pe sonnel on [Ass gnment  o gan zat on-
def ned nd cato s of mal c ous code] to 
ecogn ze susp c ous commun cat ons 

and anomalous behav o  n 
o gan zat onal nfo mat on systems.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nd cato s of mal c ous code  and
( ) p ov des t a n ng to ts pe sonnel on o gan zat on-def ned nd cato s of mal c ous code to ecogn ze susp c ous commun cat ons 
and anomalous behav o  n o gan zat onal nfo mat on system .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty awa eness and t a n ng pol cy  p ocedu es add ess ng secu ty t a n ng mplementat on  secu ty 
t a n ng cu culum  secu ty t a n ng mate als  secu ty plan  t a n ng eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  ole-based secu ty t a n ng  o gan zat onal pe sonnel 
that pa t c pate n secu ty awa ene s t a n ng].

A well t a ned wo kfo ce p ov des anothe  o gan zat onal safegua d that can be employed as pa t of a defense- n-depth st ategy to p otect 
o gan zat ons aga nst mal c ous code com ng n to o gan zat ons v a ema l o  the web appl cat ons. Pe sonnel a e t a ned to look fo  
nd cat ons of potent ally susp c ous ema l (e g., ece v ng an unexpected ema l, ece v ng an ema l conta n ng st ange o  poo  g amma , o  
ece v ng an ema l f om an unfam l a  sende  but who appea s to be f om a known sponso  o  cont acto ). Pe sonnel a e also t a ned on how 

to espond to such susp c ous ema l o  web commun cat ons (e.g., not open ng attachments, not cl ck ng on embedded web l nks, and 
check ng the sou ce of ema l add esses). Fo  th s p ocess to wo k effect vely, a l o gan zat onal pe sonnel a e t a ned and made awa e of 
what const tutes susp c ous commun cat ons. T a n ng pe sonnel on how to ecogn ze anomalous behav o s n o gan zat onal nfo mat on 
systems can potent a ly p ov de ea ly wa n ng fo  the p esence of mal c ous code. Recogn t on of such anomalous behav o  by o gan at onal 
pe sonnel can supplement automated mal c ous code detect on and p otect on tools and systems employed by o gan zat ons.

AT-4 Secu ty T a n ng Reco ds 

The o gan zat on
a. Documents and mon to s nd v dual 
nfo mat on system secu ty t a n ng 

act v t es nclud ng bas c secu ty 
awa eness t a n ng and spec f c 
nfo mat on system secu ty t a n ng  

and
b. Reta ns nd v dual t a n ng eco ds fo  
[Ass gnment  o gan zat on-def ned t me 

]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( )documents nd v dual nfo mat on system secu ty t a n ng act v t es nclud ng
    -bas c secu ty awa eness t a n ng
    -spec f c nfo mat on system secu ty t a n ng
( )mon to s nd v dual nfo mat on system secu ty t a n ng act v t es nclud ng
    -bas c secu ty awa eness t a n ng
    -spec f c nfo mat on system secu ty t a n ng

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty awa eness and t a n ng pol cy  p ocedu es add ess ng secu ty t a n ng eco ds  secu ty 
awa eness and t a n ng eco ds  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty t a n ng eco d etent on espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng management of secu ty t a n ng eco d ].

Documentat on fo  spec al zed t a n ng may be ma nta ned by nd v dual supe v so s at the opt on of the o gan zat on. Related cont ols  AT 2  
T-3  PM 1 N N

AT-5 

Contacts W th Secu ty 
G oups And Assoc at ons 
[W thd awn] - 
Inco po ated Into PM-15

[W th  I t  t  PM-15]

[W thd awn  Inco po ated nto PM 15].

AU 1 
Aud t and Accountab l ty 
Pol cy and P ocedu es 

The o gan zat on
a. Develop , documents, and 
d ssem nates to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles]
1. An aud t and accountab l ty pol cy 
that add e ses pu pose, scope, oles, 
espons b l t es, management 

comm tment, coo d nat on among 
o gan zat onal ent t es, and compl ance  
and
2. P ocedu es to fac l tate the 
mplementat on of the aud t and 

accountab l ty pol cy and assoc ated 
aud t and accountab l ty cont ols  and
b. Rev ews and updates the cu ent
1. Aud t and accountab l ty pol cy 
[Ass gnment  o gan zat on-def ned 
f equency]  and
2. Aud t and accountab l ty p ocedu es 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops and documents an aud t and accountab l ty pol cy that add esses  
     - pu pose  
     -scope  
     - oles 
     - espons b l t es  
     -management comm tment  
     -coo d nat on among o gan zat onal ent t es  and 
     -compl ance  
( ) def nes pe sonnel o  oles to whom the aud t and accountab l ty pol cy a e to be d ssem nated
( ) d ssem nates the aud t and accountab l ty pol cy to o gan zat on-def ned pe sonnel o  oles
( v) develops and documents p ocedu es to fac l tate the mplementat on of the aud t and accountab l ty pol cy and as oc ated 
aud t and accountab l ty cont ols
(v) def nes pe sonnel o  oles to whom the p ocedu es a e to be d ssem nated
(v ) d ssem nates the p ocedu es to o gan zat on-def ned pe sonnel o  oles
(v ) def nes the f equency to ev ew and update the cu ent aud t and accountab l ty pol cy
(v ) ev ews and updates the cu ent aud t and accountab l ty pol cy w th the o gan zat on-def ned f equency
( x) def nes the f equency to ev ew and update the cu ent aud t and accountab l ty p ocedu es  and
(x) ev ews and updates the cu ent aud t and accountab l ty p ocedu es n acco dance w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy and p ocedu es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Th s cont ol add esses the establ shment of pol cy and p ocedu es fo  the effect ve mplementat on of selected secu ty cont ols and cont ol 
enhancements n the AU fam ly. Pol cy and p ocedu es e lect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c es, 
standa ds, and gu dance. Secu ty p og am pol c es and p ocedu es at the o gan zat on level may make the need fo  system-spec f c pol c es 
and p ocedu es unnecessa y. The pol cy can be ncluded as pa t of the gene al nfo mat on secu ty pol cy fo  o gan zat ons o  conve sely, 
can be ep esented by mult ple pol c es eflect ng the complex natu e of ce ta n o gan zat ons. The p ocedu es can be establ shed fo  the 
secu ty p og am n gene al and fo  pa t cula  nfo mat on systems, f needed. The o gan zat onal sk management st ategy s a key facto  n 
establ sh ng pol cy and p ocedu es. Related cont ol  PM-9. None NIST Spec al Publ cat ons 800 12, 800-100.

AU 2 Aud table Events 

The o gan zat on
a. Dete m nes that the nfo mat on 
system s capable of aud t ng the 
fo low ng events  [Ass gnment  
o gan zat on-def ned aud table events]
b. Coo d nates the secu ty aud t 
funct on w th othe  o gan zat onal 
ent t es equ ng aud t- elated 
nfo mat on to enhance mutual suppo t 

and to help gu de the select on of 
aud table events
c. P ov des a at onale fo  why the 
aud table events a e deemed to be 
adequate to suppo t a te -the-fact 
nvest gat ons of secu ty nc dents  and

d. Dete m nes that the fo low ng events 
a e to be aud ted w th n the nfo mat on 
system  [A s gnment  o gan zat on-
def ned aud ted events the subset of the 
aud table events def ned n AU-2 a ) 
along w th the f equency of (o  s tuat on 
equ ng) aud t ng fo  each dent f ed 

even ].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the aud table events that the nfo mat on system must be capable of aud t ng
( ) dete m nes that the nfo mat on system s capable of aud t ng o gan zat on-def ned aud table events
( ) coo d nates the secu ty aud t funct on w th othe  o gan zat onal ent t es equ ng aud t- elated nfo mat on to enhance 
mutual suppo t and to help gu de the select on of aud table events
( v) p ov des a at onale fo  why the aud table events a e deemed to be adequate to suppo t a te -the-fact nvest gat ons of secu ty 
nc dents  

(v) def nes the subset of aud table events def ned n AU-2a that a e to be aud ted w th n the nfo mat on system
(v ) dete m nes that the subset of aud table events def ned n AU-2a a e to be aud ted w th n the nfo mat on ystem  and
(v ) dete m nes the f equency of (o  s tuat on equ ng) aud t ng fo  each dent f ed event.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud table events  secu ty plan  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  nfo mat on system aud table events  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on system aud t ng].

An event s any obse vable occu ence n an o gan zat onal nfo mat on sy tem. O gan zat ons dent fy aud t events as those events wh ch a e 
s gn f cant and elevant to the secu ty of nfo mat on sy tems and the env onments n wh ch those systems ope ate n o de  to meet 
spec f c and ongo ng aud t needs. Aud t events can nclude, fo  example, passwo d changes, fa led logons, o  fa led accesses elated to 
nfo mat on systems, adm n st at ve p v lege usage, PIV c edent al usage, o  th d-pa ty c edent al usage. In dete m n ng the set of aud table 

events, o gan zat ons cons de  the aud t ng app op ate fo  each of the secu ty cont ols to be mplemented. To balance aud t ng 
equ ements w th othe  nfo mat on system needs, th s cont ol also equ es dent fy ng that subset of aud table events that a e aud ted at a 

g ven po nt n t me. Fo  example, o gan zat ons may dete m ne that nfo mat on systems must have the capab l ty to log eve y f le access 
both successful and unsuccessful, but not act vate that capab l ty except fo  spec f c c cumstances due to the potent al bu den on sy tem 
pe fo mance. Aud t ng equ ement , nclud ng the need fo  aud table events, may be efe enced n othe  secu ty cont ols and cont ol 
enhancements. O gan zat ons also nclude aud table events that a e equ ed by appl cable fede al laws, Execut ve O de s, d ect ves, pol c es  
egulat ons, and standa ds. Aud t eco ds can be gene ated at va ous levels of abst act on, nclud ng at the packet level as nfo mat on 

t ave ses the netwo k. Select ng the app op ate level of ab t act on s a c t cal aspect of an aud t capab l ty and can fac l tate the 
dent f cat on of oot causes to p oblems. O gan zat ons cons de  n the def n t on of aud table events, the aud t ng necessa y to cove  elated 

events such as the steps n d st buted, t ansact on-based p ocesses (e.g., p ocesses that a e d st buted ac oss mult ple o gan zat ons) and 
act ons that occu  n se v ce-o ented a ch tectu es. Related cont ols  AC-6, AC-17, AU-3, AU 12, MA-4, MP 2, MP-4, SI-4. AU 2 3)

NIST Spec al Publ cat on 800 92  Web  
http // dmanagement.gov. 

AU-
2 1)

Aud table Events 
[W thd awn] - 
Inco po ated Into AU-12

[W thd awn  Inco po ated nto AU-12].

ASSESSMENT OBJECTIVE  
[W thd awn  Inco po ated nto AU-12].

AU-
2 2)

Aud table Events 
[W thd awn] - 
Inco po ated Into AU-12

[W thd awn  Inco po ated nto AU-12].

ASSESSMENT OBJECTIVE  
[W thd awn  Inco po ated nto AU-12].

AU-
2 3)

Aud table Events

The o gan zat on ev ews and updates 
the aud ted events [Ass gnment  
o gan zat on-def ned f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the f equency to ev ew and update the aud ted events  and
( ) ev ews and updates the aud table events w th o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud table events  secu ty plan  l st of 
o gan zat on-def ned aud table events  aud table events ev ew and update eco ds  nfo mat on system aud t eco ds  nfo mat on 
system nc dent epo ts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms suppo t ng ev ew and update of aud table events].

Ove  t me, the events that o gan zat ons bel eve should be aud ted may change. Rev ew ng and updat ng the set of aud ted events 
pe od ca ly s necessa y to ensu e that the cu ent set s st l necessa y and su f c ent.

AU-
2 4)

Aud table Events 
[W thd awn] - 
Inco po ated Into AC-6 
(9)

[W thd awn  Inco po ated nto AC 6 (9)].

[W thd awn  Inco po ated nto AC-6(9)].



AU 3 Content Of Aud t Reco ds

The nfo mat on system gene ates aud t 
eco ds conta n ng nfo mat on that 

establ shes what type of event occu ed, 
when the event occu ed, whe e the 
event occu ed, the sou ce of the event, 
the outcome of the event, and the 
dent ty of any nd v duals o  subjects 

assoc ated w th the event.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system gene ates aud t eco ds conta n ng nfo mat on that establ shes
     -what type of event occu ed  
     -when (date and t me) the event occu ed  
     -whe e the event occu ed  
     -the sou ce of the event  
     -the outcome (success o  fa lu e) of the event  and 
     -the dent ty of any use /subject assoc ated w th the event. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng content of aud t eco ds  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of o gan zat on-def ned 
aud table events  nfo mat on system aud t eco ds  nfo mat on system nc dent epo ts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on system aud t ng of aud table events].

Aud t eco d content that may be necessa y to sat sfy the equ ement of th s cont ol, ncludes, fo  example, t me stamps, sou ce and 
dest nat on add esses, use /p ocess dent f e s, event desc pt ons, success/fa l nd cat ons, f lenames nvolved, and access cont ol o  flow 
cont ol ules nvoked. Event outcomes can nclude nd cato s of event success o  fa lu e and event-spec f c esults (e g , the secu ty state of 
the nfo mat on system afte  the event occu ed). Related cont ols  AU-2, AU-8, AU 12, SI-11. AU 3 1), AU 3 2) None

AU-
3 1)

Content Of Aud t Reco ds 
- Add t onal Aud t 
Info mat on

The nfo mat on system gene ates aud t 
eco ds conta n ng the follow ng 

add t onal nfo mat on  [Ass gnment  
o gan zat on-def ned add t onal, mo e 
deta led nfo mat on].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes add t onal, mo e deta led nfo mat on to be conta ned n aud t eco ds that the nfo mat on system 
gene ates  and
( ) the nfo mat on system gene ates aud t eco ds conta n ng the o gan zat on-def ned add t onal, mo e deta led nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng content of aud t eco ds  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of o gan zat on-def ned 
aud table events  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  Info mat on system aud t capab l ty].

Deta led nfo mat on that o gan zat ons may cons de  n aud t eco ds ncludes, fo  example, full text eco d ng of p v leged commands o  
the nd v dual dent t es of g oup account use s. O gan zat ons cons de  l m t ng the add t onal aud t nfo mat on to only that nfo mat on 
expl c tly needed fo  spec f c aud t equ ements. Th s fac l tates the use of aud t t a ls and aud t logs by not nclud ng nfo mat on that could 
potent ally be m slead ng o  could make t mo e d ff cult to locate nfo mat on of nte est.

AU-
3 2)

Content Of Aud t Reco ds 
- Cent al zed 
Management Of Planned 
Aud t Reco d Content

The nfo mat on system p ov des 
cent al ed management and 
conf gu at on of the content to be 
captu ed n aud t eco ds gene ated by 
[Ass gnment  o gan zat on-def ned 

f t  t  t ]

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes nfo mat on system components that gene ate aud t eco ds whose content s to be cent a ly managed 
and conf gu ed by the nfo mat on system  and
( ) the nfo mat on system p ov des cent al zed management and conf gu at on of the content to be captu ed n aud t eco ds 
gene ated by the o gan zat on-def ned nfo mat on system components.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng content of aud t eco ds  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of o gan zat on-def ned 
aud table events  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  Info mat on system capab l ty mplement ng cent al ed management and conf gu at on of aud t eco d 
content].

Th s cont ol enhancement equ es that the content to be captu ed n aud t eco ds be conf gu ed f om a cent al locat on (necess tat ng 
automat on). O gan zat ons coo d nate the select on of equ ed aud t content to suppo t the cent al zed management and conf gu at on 

l t    h  f t  t  R l t  t l  U 6  U 7

AU 4 Aud t Sto age Capac ty

The o gan zat on a locates aud t eco d 
sto age capac ty n acco dance w th 
[Ass gnment  o gan zat on-def ned aud t 
eco d sto age equ ements].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes aud t eco d sto age equ ements  and
( ) a locates aud t eco d sto age capac ty n acco dance w th the o gan zat on-def ned aud t eco d sto age equ ements.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud t sto age capac ty  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  aud t eco d sto age 
equ ements  aud t eco d sto age capab l ty fo  nfo mat on system components  nfo mat on system aud t eco ds  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  Aud t eco d sto age capac ty and elated conf gu at on sett ngs].

O gan zat ons cons de  the types of aud t ng to be pe fo med and the aud t p ocess ng equ ements when a locat ng aud t sto age capac ty. 
A locat ng suff c ent aud t sto age capac ty educes the l kel hood of such capac ty be ng exceeded and esu t ng n the potent al loss o  
educt on of aud t ng capab l ty. Related cont ols  AU-2, AU 5, AU-6, AU-7, AU-11, SI-4. AU-4 1) None

AU-
4 1) 

Aud t Sto age Capac ty - 
T ansfe  To Alte nate 
Sto age

The nfo mat on system off-loads aud t 
eco ds [Ass gnment  o gan zat on-

def ned f equency] onto a d fe ent 
system o  med a than the system be ng 
aud ted.

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes the f equency to off-load aud t eco ds onto a d ffe ent system o  med a than the system be ng 
aud ted  and
( ) the nfo mat on system off loads aud t eco ds onto a d fe ent system o  med a than the system be ng aud ted w th the 
o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud t sto age capac ty  p ocedu es add ess ng 
t ansfe  of nfo mat on system aud t eco ds to seconda y o  a te nate systems  nfo mat on system des gn documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  logs of aud t eco d t ansfe s to seconda y o  a te nate 

systems  nfo mat on sy tem aud t eco ds t ansfe ed to seconda y o  a te nate systems  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t sto age capac ty plann ng espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  Automated mechan sms suppo t ng t ansfe  of aud t eco ds onto a d ffe ent system].

Off-load ng s a p ocess des gned to p ese ve the conf dent al ty and nteg ty of aud t eco ds by mov ng the eco ds f om the p ma y 
nfo mat on system to a seconda y o  alte nate system. It s a common p ocess n nfo mat on systems w th l m ted aud t sto age capac ty  

the aud t sto age s used only n a t ans to y fash on unt l the system can commun cate w th the seconda y o  a te nate system des gnated 
fo  sto ng the aud t eco ds, at wh ch po nt the nfo mat on s t ansfe ed.

AU 5 
Response To Aud t 
P ocess ng Fa lu es

The nfo mat on system
a. Ale ts [Ass gnment  o gan zat on-
def ned pe sonnel o  ole ] n the event 
of an aud t p ocess ng fa lu e  and
b. Takes the fo low ng add t onal act ons  
[Ass gnment  o gan zat on-def ned 
act ons to be taken (e.g , shut down 
nfo mat on system, ove w te oldest 

aud t eco ds, stop gene at ng aud t 
eco ds)].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes des gnated o gan zat onal off c als to be ale ted n the event of an aud t p ocess ng fa lu e  
( ) the nfo mat on system ale ts the o gan zat on-def ned pe sonnel o  oles n the event of an aud t p ocess ng fa lu e
( ) the o gan zat on def nes add t onal act ons to be taken (e.g., shutdown nfo mat on system, ove w te oldest aud t eco ds, 
stop gene at ng aud t eco ds) n the event of an aud t p ocess ng fa lu e  and
( v) the nfo mat on system takes the add t onal o gan zat on-def ned act ons n the event of an aud t p ocess ng fa lu e.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng esponse to aud t p ocess ng fa lu es  nfo mat on 
system des gn documentat on  secu ty plan  nfo mat on system conf gu at on se t ngs and as oc ated documentat on  l st of 
pe onnel to be not f ed n case of an aud t p ocess ng fa lu e  nfo mat on sy tem aud t eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  Automated mechan sms mplement ng nfo mat on system esponse to aud t p ocess ng fa lu es].

Aud t p ocess ng fa lu es nclude, fo  example, softwa e/ha dwa e e o s, fa lu es n the aud t captu ng mechan sms, and aud t sto age 
capac ty be ng eached o  exceeded. O gan zat ons may choose to def ne add t onal act ons fo  d ffe ent aud t p ocess ng fa lu es (e.g , by 
type, by locat on, by seve ty, o  a comb nat on of such facto s). Th s cont ol appl es to each aud t data sto age epos to y ( .e , d st nct 
nfo mat on system component whe e aud t eco ds a e sto ed), the total aud t sto age capac ty of o gan zat ons ( .e., all aud t data sto age 
epos to es comb ned), o  both. Related cont ols  AU-4, SI 12. AU 5 1), AU 5 2), AU 5 3), AU 5(4) None

AU-
5 1)

Response To Aud t 
P ocess ng Fa lu es - 
Aud t Sto age Capac ty

The nfo mat on system p ov des a 
wa n ng to [Ass gnment  o gan zat on-
def ned pe sonnel, oles, and/o  
locat ons] w th n [Ass gnment  
o gan zat on-def ned t me pe od] when 
allocated aud t eco d sto age volume 
eaches [Ass gnment  o gan zat on-

def ned pe centage] of epos to y 
max mum aud t eco d sto age capac ty.

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes
    -pe sonnel to be wa ned when a located aud t eco d sto age volume eaches o gan zat on-def ned pe centage of epos to y 
max mum aud t eco d sto age capac ty
    - oles to be wa ned when allocated aud t eco d sto age volume eaches o gan zat on-def ned pe centage of epos to y 
max mum aud t eco d sto age capac ty  and/o
    locat ons to be wa ned when a located aud t eco d sto age volume eaches o gan zat on-def ned pe centage of epos to y 
max mum aud t eco d sto age capac ty
( ) the o gan zat on def nes the t me pe od w th n wh ch the nfo mat on ystem s to p ov de a wa n ng to the o gan zat on-
def ned pe sonnel, oles, and/o  locat ons when a located aud t eco d to age volume eaches the o gan zat on-def ned 
pe centage of epos to y max mum aud t eco d sto age capac ty
( the o gan zat on def nes the pe centage of epos to y max mum aud t eco d sto age capac ty that, f eached, equ es a 
wa n ng to be p ov ded  and
( v) the nfo mat on system p ov des a wa n ng to the o gan zat on-def ned pe sonnel, oles, and/o  locat ons w th n the 
o gan zat on-def ned t me pe od when a located aud t eco d sto age volume eaches the o gan zat on-def ned pe centage of 
epos to y max mum aud t eco d sto age capac ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng esponse to aud t p ocess ng fa lu es  nfo mat on 
system des gn documentat on  secu ty plan  nfo mat on system conf gu at on se t ngs and as oc ated documentat on  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  Automated mechan sms mplement ng aud t sto age l m t wa n ngs].
O gan zat ons may have mu t ple aud t data to age epos to es d st buted ac oss mult ple nfo mat on system components, w th each 
epos to y hav ng d fe ent sto age volume capac t es.



AU-
5 2)

Response To Aud t 
P ocess ng Fa lu es - Real
T me Ale ts

The nfo mat on system p ov des an ale t 
n [A s gnment  o gan zat on-def ned 
eal t me pe od] to [A s gnment  

o gan zat on-def ned pe sonnel, oles, 
and/o  locat ons] when the follow ng 
aud t fa lu e events occu  [Ass gnment  
o gan zat on-def ned aud t fa lu e events 
equ ng eal t me ale ts].

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes aud t fa lu e events equ ng eal-t me ale ts  and 
( ) the o gan zat on def nes
    -pe sonnel to be ale ted when o gan zat on-def ned aud t fa lu e events equ ng eal-t me ale ts occu  
    - oles to be ale ted when o gan zat on-def ned aud t fa lu e events equ ng eal-t me ale ts occu  and/o
    locat ons to be ale ted when o gan at on-def ned aud t fa lu e events equ ng eal t me ale ts occu
( ) the o gan zat on def nes the eal-t me pe od w th n wh ch the nfo mat on system s to p ov de an ale t to the o gan zat on-
def ned pe sonnel, oles, and/o  locat ons when the o gan zat on-def ned aud t fa lu e events equ ng eal-t me ale ts occu  and
( v) the nfo mat on system p ov des an ale t w th n the o gan at on-def ned eal t me pe od to the o gan zat on-def ned 
pe onnel, oles, and/o  locat ons when o gan zat on-def ned aud t fa lu e events equ ng eal t me ale ts occu .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng esponse to aud t p ocess ng fa lu es  nfo mat on 
system des gn documentat on  secu ty plan  nfo mat on system conf gu at on se t ngs and as oc ated documentat on  eco ds of 
not f cat ons o  eal-t me ale ts when aud t p ocess ng fa lu es occu  nfo mat on system aud t eco ds  othe  elevant documents 
o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  Automated mechan sms mplement ng eal-t me aud t ale ts when o gan zat on-def ned aud t fa lu e events 
occu ].

Ale ts p ov de o gan at ons w th u gent messages. Real-t me ale ts p ov de these messages at nfo mat on technology speed ( .e., the t me 
f om event detect on to ale t occu s n seconds o  less).

AU-
5 3)

Response To Aud t 
P ocess ng Fa lu es - 
Conf gu able T aff c 
Volume Th esholds

The nfo mat on system enfo ces 
conf gu able netwo k commun cat ons 
t a f c volume th esholds eflect ng l m ts 
on aud t ng capac ty and Select on  
e ects  delays] netwo k t a f c above 

those th esholds.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the nfo mat on system enfo ces conf gu able netwo k commun cat ons t aff c volume th esholds e lect ng l m ts on aud t ng 
capac ty
( ) the o gan zat on selects f netwo k t aff c above conf gu able t a f c volume th esholds s to be
    - ejected  o
   -delayed  and
( ) the nfo mat on system e ects o  delays netwo k commun cat ons t aff c gene ated above conf gu able t aff c volume 
th esholds.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng esponse to aud t p ocess ng fa lu es  nfo mat on 
system des gn documentat on  secu ty plan  nfo mat on system conf gu at on se t ngs and as oc ated documentat on  
conf gu at on of netwo k commun cat ons t a f c volume th esholds  nfo mat on system aud t eco ds  othe  elevant documents 
o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  Info mat on system capab l ty mplement ng conf gu able t aff c volume th esholds].

O gan zat ons have the capab l ty to e ect o  delay the p ocess ng of netwo k commun cat ons t aff c f aud t ng such t aff c s dete m ned to 
exceed the sto age capac ty of the nfo mat on ystem aud t funct on. The eject on o  delay esponse s t gge ed by the establ shed 
o gan zat onal t aff c volume th esholds wh ch can be adjusted based on changes to aud t sto age capac ty.  

AU-
5 4)

Response To Aud t 
P ocess ng Fa lu es - 
Shutdown On Fa lu e

The nfo mat on system nvokes a 
[Select on  full system shutdown  pa t al 
system shutdown  deg aded ope at onal 
mode w th l m ted m ss on/bus ness 
funct onal ty ava lable] n the event of 
[Ass gnment  o gan zat on-def ned aud t 
fa lu es], unless an alte nate aud t 

l t  t

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on selects one of the fo low ng spec f c act ons fo  the nfo mat on system to nvoke n the event of o gan zat on-
def ned aud t fa lu es
    full system shutdown
    -pa t al system shutdown  o
    -deg aded ope at onal mode w th l m ted m ss on/bus ness funct onal ty ava lable
( ) the o gan zat on def nes aud t fa lu es that, unless an alte nate aud t capab l ty ex sts, a e to t gge  the nfo mat on system to 
nvoke a spec f c act on  and

( ) the nfo mat on system nvokes the selected spec f c act on n the event of o gan zat on-def ned aud t fa lu es, unless an 
alte nate aud t capab l ty ex sts.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng esponse to aud t p ocess ng fa lu es  nfo mat on 
system des gn documentat on  secu ty plan  nfo mat on system conf gu at on se t ngs and as oc ated documentat on  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  Info mat on system capab l ty nvok ng system shutdown o  deg aded ope at onal mode n the event of an 
aud t p ocess ng fa lu e].

O gan zat ons dete m ne the types of aud t fa lu es that can t gge  automat c nfo mat on system shutdowns o  deg aded ope at ons. 
Because of the mpo tance of ensu ng m ss on/bus ness cont nu ty, o gan zat ons may dete m ne that the natu e of the aud t fa lu e s not 
so seve e that t wa ants a complete shutdown of the nfo mat on system suppo t ng the co e o gan zat onal m ss ons/bus ness ope at ons. 
In those nstances, pa t al nfo mat on system shutdowns o  ope at ng n a deg aded mode w th educed capab l ty may be v able 

lt t  R l t  t l  U-15

AU 6 
Aud t Rev ew, Analys s, 
And Repo t ng

The o gan zat on
a. Rev ews and analyzes nfo mat on 
system aud t eco ds [Ass gnment  
o gan zat on-def ned f equency] fo  
nd cat ons of [Ass gnment  o gan zat on-

def ned napp op ate o  unusual 
act v ty]  and
b. Repo ts f nd ngs to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the types of napp op ate o  unusual act v ty to look fo  when nfo mat on system aud t eco ds a e ev ewed and 
analyzed
( ) def nes the f equency to ev ew and analyze nfo mat on system aud t eco ds fo  nd cat ons of o gan zat on-def ned 
napp op ate o  unusual act v ty

( ) ev ews and analyzes nfo mat on system aud t eco ds w th the o gan zat on-def ned f equency, fo  nd cat ons of o gan zat on-
def ned napp op ate o  unusual act v ty
( v) def nes pe sonnel o  oles to whom f nd ngs esu t ng f om ev ews and analys s of nfo mat on system aud t eco ds a e to be 
epo ted  and

(v) epo ts f nd ngs to o gan zat on-def ned pe sonnel o  oles.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud t ev ew, analys s, and epo t ng  epo ts of 
aud t f nd ngs  eco ds of act ons taken n esponse to ev ews/analyses of aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t ev ew, analys s, and epo t ng espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].

Aud t ev ew, analys s, and epo t ng cove s nfo mat on secu ty- elated aud t ng pe fo med by o gan zat ons nclud ng, fo  example, 
aud t ng that esults f om mon to ng of account usage, emote access, w eless connect v ty, mob le dev ce connect on, conf gu at on 
sett ngs, system component nvento y, use of ma ntenance tools and nonlocal ma ntenance, phys cal acce s, tempe atu e and hum d ty, 
equ pment del ve y and emoval, commun cat ons at the nfo mat on system bounda es, use of mob le code, and use of VoIP. F nd ngs can 
be epo ted to o gan zat onal ent t es that nclude, fo  example, nc dent espon e team, help desk, nfo mat on secu ty g oup/depa tment. 
If o gan zat ons a e p oh b ted f om ev ew ng and analyz ng aud t nfo mat on o  unable to conduct such act v t es (e g., n ce ta n nat onal 
secu ty appl cat ons o  systems), the ev ew/analys s may be ca ed out by othe  o gan zat ons g anted such autho ty. Related cont ols  AC
2, AC 3, AC 6, AC 17, AT 3, AU-7, AU-16, CA 7, CM-5, CM-10, CM-11, IA 3, IA-5, IR-5, IR-6, MA-4, MP-4, PE 3, PE-6, PE-14, PE-16, RA 5, SC-7, 
SC-18, SC-19, SI-3, SI-4, SI-7.

AU 6 1), AU 6 3), AU 6(4), AU 6 5), AU 6(6), AU 6(7), AU 681), AU-
6(9), AU-6(10) None

AU-
6 1)

Aud t Rev ew  Analys s  
And Repo t ng - P ocess 
Integ at on

The o gan zat on employs automated 
mechan sms to nteg ate aud t ev ew, 
analys s, and epo t ng p ocesses to 
suppo t o gan zat onal p ocesses fo  
nvest gat on and esponse to susp c ous 

act v t es.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) employs automated mechan sms to nteg ate
    -aud t ev ew
    -analys s
    - epo t ng p ocesses
( ) uses nteg ated aud t ev ew, analys s and epo t ng p ocesses to suppo t o gan zat onal p ocesses fo
    - nvest gat on of susp c ous act v t es  and
    - esponse to susp c ous act v t es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud t ev ew, analys s, and epo t ng  p ocedu es 
add ess ng nvest gat on and esponse to susp c ous act v t es  nfo mat on sy tem des gn documentat on  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t ev ew, analys s, and epo t ng espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms nteg at ng aud t ev ew, analys s, and epo t ng p ocesse ].

O gan zat onal p oce ses benef t ng f om nteg ated aud t ev ew, analys s, and epo t ng nclude, fo  example, nc dent esponse, cont nuous 
mon to ng, cont ngency plann ng, and Inspecto  Gene al aud ts. Related cont ols  AU-12, PM-7.

AU-
6 2)

Aud t Rev ew  Analys s  
And Repo t ng 
[W thd awn] - 
Inco po ated Into S -4

[W thd awn  Inco po ated nto SI-4]. 

ASSESSMENT OBJECTIVE  
[W thd awn  Inco po ated nto SI-4].

AU-
6 3)

Aud t Rev ew  Analys s  
And Repo t ng - 
Co elate Aud t 
Repos to es

The o gan zat on analyzes and co elates 
aud t eco ds ac oss d fe ent 
epos to es to ga n o gan zat on-w de 

s tuat onal awa eness.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on analyzes and co elates aud t eco ds ac oss d ffe ent epos to es to ga n o gan zat on-w de 
s tuat onal awa eness. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud t ev ew, analys s, and epo t ng  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds ac oss d ffe ent epos to es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t ev ew, analys s, and epo t ng espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng analys s and co elat on of aud t eco ds].

O gan zat on-w de s tuat onal awa eness ncludes awa eness ac oss a l th ee t e s of sk management ( e , o gan zat onal, m ss on/bus ness 
p ocess, and nfo mat on system) and suppo ts c oss-o gan zat on awa eness. Related cont ols  AU 12, IR-4.

AU-
6 4)

Aud t Rev ew  Analys s  
And Repo t ng - Cent al 
Rev ew And Analys s

The nfo mat on system p ov des the 
capab l ty to cent a ly ev ew and 
analyze aud t eco ds f om mult ple 
components w th n the system.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system p ov des the capab l ty to cent ally ev ew and analyze aud t eco ds f om mult ple 
components w th n the ystem.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud t ev ew, analys s, and epo t ng  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  secu ty plan  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t ev ew, analys s, and epo t ng espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system develope s].
Test  SELECT FROM  Info mat on system capab l ty to cent al ze ev ew and analys s of aud t eco ds].

Automated mechan sms fo  cent al zed ev ews and analyses nclude, fo  example, Secu ty Info mat on Management p oducts.  Related 
cont ols  AU-2, AU-12.



AU-
6 5)

Aud t Rev ew  Analys s  
And Repo t ng - 
Integ at on / Scann ng 
And Mon to ng 
Capab l t es

The o gan zat on nteg ates analys s of 
aud t eco ds w th analys s of [Select on 
(one o  mo e)  vulne ab l ty cann ng 
nfo mat on  pe fo mance data  
nfo mat on system mon to ng 
nfo mat on  [Ass gnment  o gan zat on-

def ned data/ nfo mat on co lected f om 
othe  sou ces ] to fu the  enhance the 
ab l ty to dent fy napp op ate o  
unusual act v ty.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes data/ nfo mat on to be collected f om othe  sou ces
( ) selects sou ces of data/ nfo mat on to be analyzed and nteg ated w th the analys s of aud t eco ds f om one o  mo e of the 
follow ng
    -vulne ab l ty scann ng nfo mat on
    -pe fo mance data  
    - nfo mat on system mon to ng nfo mat on  and/o
    -o gan zat on-def ned data/ nfo mat on co lected f om othe  sou ces  and
( ) nteg ates the analys s of aud t eco ds w th the analys s of selected data/ nfo mat on to fu the  enhance the ab l ty to dent fy 
napp op ate o  unusual act v ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud t ev ew, analys s, and epo t ng  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nteg ated analys s of 
aud t eco ds, vulne ab l ty scann ng nfo mat on, pe fo mance data, netwo k mon to ng nfo mat on and assoc ated 
documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t ev ew, analys s, and epo t ng espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng capab l ty to nteg ate analys s of aud t eco ds w th analys s of 
data/ nfo mat on sou ces].

Th s cont ol enhancement does not equ e vulne ab l ty scann ng, the gene at on of pe fo mance data, o  nfo mat on system mon to ng. 
Rathe , the enhancement equ es that the analys s of nfo mat on be ng othe w se p oduced n these a eas s nteg ated w th the analys s of 
aud t nfo mat on. Secu ty Event and Info mat on Management System tools can fac l tate aud t eco d agg egat on/consol dat on f om 
mu t ple nfo mat on system components as well as aud t eco d co elat on and analys s. The use of standa d zed aud t eco d analys s 
sc pts developed by o gan zat ons (w th local zed sc pt adjustments, as necessa y) p ov des mo e cost-effect ve app oaches fo  analyz ng 
aud t eco d nfo mat on collected. The co elat on of aud t eco d nfo mat on w th vulne ab l ty cann ng nfo mat on s mpo tant n 
dete m n ng the ve ac ty of vulne ab l ty scans and co elat ng attack detect on events w th scann ng esu ts. Co elat on w th pe fo mance 
data can help uncove  den al of se v ce attacks o  cybe  a tacks esu t ng n unautho zed use of esou ces. Co elat on w th system 
mon to ng nfo mat on can ass st n uncove ng attacks and n bette  elat ng aud t nfo mat on to ope at onal s tuat ons. Related cont ols  
AU-12, R-4, RA 5.

AU-
6 6)

Aud t Rev ew  Analys s  
And Repo t ng - 
Co elat on W th Phys cal 
Mon to ng

The o gan zat on co elates nfo mat on 
f om aud t eco ds w th nfo mat on 
obta ned f om mon to ng phys cal 
access to fu the  enhance the ab l ty to 
dent fy su p c ous, napp op ate, 

unusual, o  malevolent act v ty.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on co elates nfo mat on f om aud t eco ds w th nfo mat on obta ned f om mon to ng phys cal 
access to enhance the ab l ty to dent fy susp c ous, napp op ate, unusual, o  malevolent act v ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud t ev ew, analys s, and epo t ng  p ocedu es 
add ess ng phys cal access mon to ng  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  documentat on p ov d ng ev dence of co elated nfo mat on obta ned f om aud t eco ds and phys cal 
access mon to ng eco ds  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t ev ew, analys s, and epo t ng espons b l t es  o gan zat onal 
pe onnel w th phys cal access mon to ng espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng capab l ty to co elate nfo mat on f om aud t eco ds w th 
nfo mat on f om mon to ng phys cal access].

The co elat on of phys cal aud t nfo mat on and aud t logs f om nfo mat on systems may ass st o gan zat ons n dent fy ng examples of 
susp c ous behav o  o  suppo t ng ev dence of such behav o . Fo  example, the co elat on of an nd v dual s dent ty fo  log cal access to 
ce ta n nfo mat on systems w th the add t onal phys cal secu ty nfo mat on that the nd v dual was actually p esent at the fac l ty when the 
log cal access occu ed, may p ove to be useful n nvest gat ons.

AU-
6 7)

Aud t Rev ew  Analys s  
And Repo t ng - 
Pe m tted Act ons

The o gan zat on spec f es the pe m tted 
act ons fo  each Select on (one o  
mo e)  nfo mat on system p ocess  ole  
use ] assoc ated w th the ev ew, 
analys s, and epo t ng of aud t 

f t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on spec f es the pe m tted act ons fo  each one o  mo e of the follow ng assoc ated w th the ev ew, 
analys s and epo t ng of aud t nfo mat on
    - nfo mat on system p ocess
    - ole  and/o
    -use .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng p ocess, ole and/o  use  pe m tted act ons f om 
aud t ev ew, analys s, and epo t ng  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t ev ew, analys s, and epo t ng espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng pe m tted act ons fo  ev ew, analys s, and epo t ng of aud t 
nfo mat on].

O gan zat ons spec fy pe m ted act ons fo  nfo mat on ystem p ocesses, oles, and/o  use s assoc ated w th the ev ew, analys s, and 
epo t ng of aud t eco ds th ough account management techn ques. Spec fy ng pe m tted act ons on aud t nfo mat on s a way to enfo ce 

the p nc ple of least p v lege. Pe m ted act ons a e enfo ced by the nfo mat on system and nclude, fo  example, ead, w te, execute, 
  l t

AU-
6 8)

Aud t Rev ew  Analys s  
And Repo t ng - Full Text 
Analys s Of P v leged 
Commands

The o gan zat on pe fo ms a full text 
analys s of aud ted p v leged commands 
n a phys ca ly d st nct component o  

subsystem of the nfo mat on system, o  
othe  nfo mat on system that s 
ded cated to that analys s.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on pe fo ms a full text analys s of aud ted p v leged commands n
    -a phys ca ly d st nct component o  subsystem of the nfo mat on system  o
    -othe  nfo mat on system that s ded cated to that analys s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud t ev ew, analys s, and epo t ng  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  text analys s tools and 
techn ques  text analys s documentat on of aud ted p v leged commands  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t ev ew, analys s, and epo t ng espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng capab l ty to pe fo m a full text analys s of aud ted p v lege 
commands].

Th s cont ol enhancement equ es a d st nct env onment fo  the ded cated analys s of aud t nfo mat on elated to p v leged use s w thout 
comp om s ng uch nfo mat on on the nfo mat on system whe e the use s have elevated p v leges nclud ng the capab l ty to execute 
p v leged commands. Fu l text analys s efe s to analys s that cons de s the fu l text of p v leged commands ( .e., commands and all 
pa amete s) as opposed to analys s that cons de s only the name of the command. Fu l text analys s ncludes, fo  example, the use of patte n 
match ng and heu st cs. Related cont ols  AU 3, AU-9, AU-11, AU 12.

AU-
6 9)

Aud t Rev ew  Analys s  
And Repo t ng - 
Co elat on W th 
Info mat on F om 
Nontechn cal Sou ces

The o gan zat on co elates nfo mat on 
f om nontechn cal sou ces w th aud t 
nfo mat on to enhance o gan zat on-

w de s tuat onal awa ene s.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on co elates nfo mat on f om nontechn cal sou ces w th aud t nfo mat on to enhance o gan zat on-
w de s tuat onal awa eness.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud t ev ew, analys s, and epo t ng  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  documentat on 
p ov d ng ev dence of co elated nfo mat on obta ned f om aud t eco ds and o gan zat on-def ned nontechn cal sou ces  l st of 
nfo mat on types f om nontechn cal sou ces fo  co elat on w th aud t nfo mat on  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t ev ew, analys s, and epo t ng espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng capab l ty to co elate nfo mat on f om non-techn cal sou ces].

  Nontechn cal sou ces nclude, fo  example, human esou ces eco ds document ng o gan at onal pol cy v olat ons (e.g., sexual ha assment 
nc dents, mp ope  use of o gan zat onal nfo mat on as et ). Such nfo mat on can lead o gan zat ons to a mo e d ected analyt cal effo t to 

detect potent al mal c ous ns de  act v ty. Due to the sens t ve natu e of the nfo mat on ava lable f om nontechn cal sou ces, o gan zat ons 
l m t access to such nfo mat on to m n m ze the potent al fo  the nadve tent elease of p vacy- elated nfo mat on to nd v duals that do 
not have a need to know. Thus, co elat on of nfo mat on f om nontechn cal sou ces w th aud t nfo mat on gene ally occu s only when 
nd v duals a e suspected of be ng nvolved n a secu ty nc dent. O gan zat ons obta n legal adv ce p o  to n t at ng such act ons. Related 

cont ol  AT 2.

AU-
6 10)

Aud t Rev ew  Analys s  
And Repo t ng - Aud t 
Level Adjustment

The o gan zat on adjusts the level of 
aud t ev ew, analys s, and epo t ng 
w th n the nfo mat on system when 
the e s a change n sk based on law 
enfo cement nfo mat on, nte l gence 
nfo mat on, o  othe  c ed ble sou ces of 
nfo mat on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on adjusts the level of aud t ev ew, analys s, and epo t ng w th n the nfo mat on system when the e s 
a change n sk based on
    law enfo cement nfo mat on
    - ntell gence nfo mat on  and/o
    -othe  c ed ble sou ces of nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud t ev ew, analys s, and epo t ng  
o gan zat onal sk assessment  secu ty cont ol assessment  vulne ab l ty assessment  secu ty plan  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t ev ew, analys s, and epo t ng espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng ev ew, analys s, and epo t ng of aud t nfo mat on].

The f equency, scope, and/o  depth of the aud t ev ew, analys s, and epo t ng may be adjusted to meet o gan zat onal needs based on new 
nfo mat on ece ved.

AU 7 
Aud t Reduct on And 
Repo t Gene at on

The nfo mat on system p ov des an 
aud t educt on and epo t gene at on 
capab l ty that
a. Suppo ts on-demand aud t ev ew, 
analys s, and epo t ng equ ements and 
afte the fact nvest gat ons of secu ty 
nc dents  and

b. Does not alte  the o g nal content o  
t me o de ng of aud t eco ds.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system p ov des an aud t educt on and epo t gene at on capab l ty that suppo ts
    -on-demand aud t ev ew
    -analys s
    - epo t ng equ ements
    -afte -the-fact nve t gat ons of secu ty nc dents  and
does not a te  the o g nal content o  t me o de ng of aud t eco ds.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud t educt on and epo t gene at on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  aud t 
educt on, ev ew, analys s, and epo t ng tools  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t educt on and epo t gene at on espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Aud t educt on and epo t gene at on capab l ty].

Aud t educt on s a p ocess that man pulates collected aud t nfo mat on and o gan zes such nfo mat on n a summa y fo mat that s mo e 
mean ngful to analysts. Aud t educt on and epo t gene at on capab l t es do not always emanate f om the same nfo mat on system o  
f om the same o gan zat onal ent t es conduct ng aud t ng act v t es. Aud t educt on capab l ty can nclude, fo  example, mode n data 
m n ng techn ques w th advanced data f te s to dent fy anomalous behav o  n aud t eco ds. The epo t gene at on capab l ty p ov ded by 
the nfo mat on system can gene ate custom zable epo ts. T me o de ng of aud t eco ds can be a s gn f cant ssue f the g anula ty of the 
t mestamp n the eco d s nsuff c ent. Related cont ol  AU-6. AU 7 1), AU 7 2) None



AU-
7 1)

Aud t Reduct on And 
Repo t Gene at on - 
Automat c P ocess ng

The nfo mat on system p ov des the 
capab l ty to p ocess aud t eco ds fo  
events of nte est based on [Ass gnment  
o gan zat on-def ned aud t f elds w th n 
aud t eco ds].

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes aud t f elds w th n aud t eco ds n o de  to p ocess aud t eco ds fo  events of nte est  and
( ) the nfo mat on system p ov des the capab l ty to p ocess aud t eco ds fo  events of nte est based on the o gan zat on-def ned 
aud t f elds w th n aud t eco ds.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud t educt on and epo t gene at on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  aud t 
educt on, ev ew, analys s, and epo t ng tools  aud t eco d c te a (f elds) establ sh ng events of nte est  nfo mat on system 

aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t educt on and epo t gene at on espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system develope s].
Test  SELECT FROM  Aud t educt on and epo t gene at on capab l ty].

Events of nte est can be dent f ed by the content of spec f c aud t eco d f elds nclud ng, fo  example, dent t es of nd v duals, event types, 
event locat ons, event t mes, event dates, system esou ces nvolved, P add esses nvolved, o  nfo mat on ob ects accessed. O gan zat ons 
may def ne aud t event c te a to any deg ee of g anula ty equ ed, fo  example, locat ons selectable by gene al netwo k ng locat on (e.g., 
by netwo k o  subnetwo k) o  selectable by spec f c nfo mat on system component. Related cont ols  AU-2, AU-12.

AU-
7 2)

Aud t Reduct on And 
Repo t Gene at on - 
Automat c So t And 
Sea ch

The nfo mat on system p ov des the 
capab l ty to so t and sea ch aud t 
eco ds fo  events of nte est based on 

the content of [Ass gnment  o gan zat on
def ned aud t f elds w th n aud t 
eco ds].

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes aud t f elds w th n aud t eco ds n o de  to so t and sea ch aud t eco ds fo  events of nte est based on 
content of such aud t f elds  and
( ) the nfo mat on system p ov des the capab l ty to so t and sea ch aud t eco ds fo  events of nte est based on the content of 
o gan zat on-def ned aud t f elds w th n aud t eco ds.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud t educt on and epo t gene at on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  aud t 
educt on, ev ew, analys s, and epo t ng tools  aud t eco d c te a (f elds) establ sh ng events of nte est  nfo mat on system 

aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t educt on and epo t gene at on espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system develope s].
Test  SELECT FROM  Aud t educt on and epo t gene at on capab l ty].

So t ng and sea ch ng of aud t eco ds may be based upon the contents of aud t eco d f elds, fo  example  ( ) date/t me of events  ( ) use  
dent f e s  ( ) Inte net P otocol IP) add esses nvolved n the event  ( v) type of event  o  (v) event success/fa lu e.

AU 8 T me Stamps

The nfo mat on system
a. Uses nte nal system clocks to 
gene ate t me stamps fo  aud t eco ds  
and
b. Reco ds t me stamps fo  aud t eco ds 
that can be mapped to Coo d nated 
Un ve sal T me (UTC) o  G eenw ch Mean 
T me (GMT) and meets [Ass gnment  
o gan zat on-def ned g anula ty of t me 
measu ement].

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the nfo mat on system uses nte nal system clocks to gene ate t me stamps fo  aud t eco ds
( ) the nfo mat on system eco ds t me stamps fo  aud t eco ds that can be mapped to Coo d nated Un ve sal T me (UTC) o  
G eenw ch Mean T me (GMT)
( ) the o gan zat on def nes the g anula ty of t me measu ement to be met when eco d ng t me stamps fo  aud t eco ds  and
( v) the o gan zat on eco ds t me stamps fo  aud t eco ds that meet the o gan zat on-def ned g anula ty of t me mea u ement.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng t me stamp gene at on  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng t me stamp gene at on].

T me stamps gene ated by the nfo mat on system nclude date and t me. T me s commonly exp essed n Coo d nated Un ve sal T me (UTC), 
a mode n cont nuat on of G eenw ch Mean T me GMT), o  local t me w th an offset f om UTC. G anula ty of t me measu ements efe s to 
the deg ee of synch on zat on between nfo mat on system clocks and efe ence clocks, fo  example, clocks synch on z ng w th n hund eds o  
m ll seconds o  w th n tens of m l second . O gan at ons may def ne d ffe ent t me g anula t es fo  d fe ent system components. T me 
se v ce can also be c t cal to othe  secu ty capab l t es such as acce s cont ol and dent f cat on and authent cat on, depend ng on the 

t  f th  h   t  t th  l t  R l t  t l  U-3  U-12 U 8 1)  U 8 2) N

AU-
8 1)

T me Stamps - 
Synch on zat on W th 
Autho tat ve T me 
Sou ce

The nfo mat on system  
(a) Compa es the nte nal nfo mat on 
system clocks [Ass gnment  o gan zat on-
def ned f equency] w th [Ass gnment  
o gan zat on-def ned autho tat ve t me 
sou ce]  and
(b) Synch on zes the nte nal system 
clocks to the autho tat ve t me sou ce 
when the t me d ffe ence s g eate  than 
[Ass gnment  o gan zat on-def ned t me 
pe od].

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes the autho tat ve t me sou ce to wh ch nte nal nfo mat on system clocks a e to be compa ed
( ) the o gan zat on def nes the f equency to compa e the nte nal nfo mat on system clocks w th the o gan zat on-def ned 
autho tat ve t me sou ce  and
( ) the nfo mat on system compa es the nte nal nfo mat on system clocks w th the o gan zat on-def ned autho tat ve t me 
sou ce w th o gan zat on-def ned f equency  and
( v) the o gan zat on def nes the t me pe od that, f exceeded by the t me d ffe ence between the nte nal system clocks and the 
autho tat ve t me sou ce, w l esu t n the nte nal system clocks be ng synch on zed to the autho tat ve t me sou ce  and
(v) the nfo mat on system synch on zes the nte nal nfo mat on system clocks to the autho tat ve t me sou ce when the t me 
d ffe ence s g eate  than the o gan zat on-def ned t me pe od.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng t me stamp gene at on  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nte nal nfo mat on system clock synch on zat on].

Th s cont ol enhancement p ov des un fo m ty of t me stamps fo  nfo mat on systems w th mult ple system clocks and systems connected 
ove  a netwo k.

AU-
8 2)

T me Stamps - Seconda y 
Autho tat ve T me 
Sou ce

The nfo mat on system dent f es a 
seconda y autho tat ve t me sou ce that 
s located n a d ffe ent geog aph c 
eg on than the p ma y autho tat ve 

t me sou ce.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system dent f es a seconda y autho tat ve t me sou ce that s located n a d fe ent geog aph c 
eg on than the p ma y autho tat ve t me sou ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng t me stamp gene at on  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng nte nal nfo mat on system clock autho tat ve t me sou ces].

AU 9 
P otect on Of Aud t 
Info mat on

The nfo mat on system p otects aud t 
nfo mat on and aud t tools f om 

unautho zed acces , mod f cat on, and 
delet on.

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the nfo mat on system p otects aud t nfo mat on and aud t tools f om unautho zed  
     -access  
     -mod f cat on   
     -delet on
( ) the nfo mat on system p otects aud t tools f om unautho zed
     -access  
     -mod f cat on   
     -delet on  

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  access cont ol pol cy and p ocedu es  p ocedu es add ess ng p otect on 
of aud t nfo mat on  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on, nfo mat on system aud t eco ds  aud t tools  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  Automated mechan sms mplement ng aud t nfo mat on p otect on].

Aud t nfo mat on ncludes all nfo mat on (e g , aud t eco ds, aud t sett ngs, and aud t epo ts) needed to succe sfully aud t nfo mat on 
system act v ty. Th s cont ol focuses on techn cal p otect on of aud t nfo mat on. Phys cal p otect on of aud t nfo mat on s add essed by 
med a p otect on cont ols and phys cal and env onmental p otect on cont ols. Related cont ols  AC-3, AC-6, MP 2, MP-4, PE-2, PE-3, PE 6. AU 9 1), AU 9 2), AU 9 3), AU 9(4), AU 9(5), AU 9(6) None

AU-
9 1)

P otect on Of Aud t 
Info mat on - Ha dwa e 
W te Once Med a

The nfo mat on system w tes aud t 
t a ls to ha dwa e-enfo ced, w te-once 
med a.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system w tes aud t t a ls to ha dwa e-enfo ced, w te-once med a.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  access cont ol pol cy and p ocedu es  p ocedu es add ess ng p otect on 
of aud t nfo mat on  nfo mat on system des gn documentat on  nfo mat on system ha dwa e sett ngs  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  nfo mat on system sto age med a  nfo mat on system aud t eco ds  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  Info mat on system med a sto ng aud t t a ls].

Th s cont ol enhancement appl es to the n t al gene at on of aud t t a ls ( e., the collect on of aud t eco ds that ep e ents the aud t 
nfo mat on to be used fo  detect on, analys s, and epo t ng pu poses) and to the backup of those aud t t a ls. The enhancement does not 

apply to the n t al gene at on of aud t eco ds p o  to be ng w tten to an aud t t a l. W te-once, ead-many (WORM) med a ncludes, fo  
example, Compact D sk-Reco dable (CD-R) and D g tal V deo D sk-Reco dable (DVD-R). In cont ast, the use of sw tchable w te-p otect on 
med a such as on tape ca t dges o  Un ve sal Se al Bus USB) d ves esu ts n w te-p otected, but not w te-once, med a. Related cont ols  
AU-4, AU 5.



AU-
9 2)

P otect on Of Aud t 
Info mat on - Aud t 
Backup On Sepa ate 
Phys cal Systems / 
Components

The nfo mat on system backs up aud t 
eco ds [Ass gnment  o gan zat on-

def ned f equency] onto a phys ca ly 
d fe ent system o  system component 
than the system o  component be ng 
aud ted.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes the f equency to back up aud t eco ds onto a phys cally d ffe ent system o  system component than 
the system o  component be ng aud ted  and
( ) the nfo mat on system backs up aud t eco ds w th the o gan zat on-def ned f equency, onto a phys ca ly d fe ent system o  
system component than the system o  component be ng aud ted.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng p otect on of aud t nfo mat on  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on, system o  med a sto ng 
backups of nfo mat on ystem aud t eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  Automated mechan sms mplement ng the back ng up of aud t eco ds].

Th s cont ol enhancement helps to ensu e that a comp om se of the nfo mat on system be ng aud ted does not also esu t n a comp om se 
of the aud t eco ds. Related cont ols  AU-4, AU 5, AU-11.

AU-
9 3)

P otect on Of Aud t 
Info mat on - 
C yptog aph c P otect on

The nfo mat on system mplements 
c yptog aph c mechan sms to p otect 
the nteg ty of aud t nfo mat on and 
aud t tools.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system
( ) uses c yptog aph c mechan sms to p otect the nteg ty of aud t nfo mat on  and
( ) uses c yptog aph c mechan sms to p otect the nteg ty of aud t tools.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  access cont ol pol cy and p ocedu es  p ocedu es add ess ng p otect on 
of aud t nfo mat on  nfo mat on system des gn documentat on  nfo mat on system ha dwa e sett ngs  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on, nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  C yptog aph c mechan sms p otect ng nteg ty of aud t nfo mat on and tools].

C yptog aph c mechan sms used fo  p otect ng the nteg ty of aud t nfo mat on nclude, fo  example, s gned hash funct ons us ng 
asymmet c c yptog aphy enabl ng d st but on of the publ c key to ve fy the hash nfo mat on wh le ma nta n ng the conf dent al ty of the 
sec et key u ed to gene ate the hash. Related cont ols  AU-10, SC-12, SC-13.

AU-
9 4)

P otect on Of Aud t 
Info mat on - Access By 
Subset Of P v leged 
Use s

The o gan zat on autho zes access to 
management of aud t funct onal ty to 
only [Ass gnment  o gan zat on-def ned 

t f l  ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes a ubset of p v leged use s to be autho zed access to management of aud t funct onal ty  and
( ) tautho zes access to management of aud t funct onal ty to only the o gan zat on-def ned subset of p v leged use s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  access cont ol pol cy and p ocedu es  p ocedu es add ess ng p otect on 
of aud t nfo mat on  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on, system-gene ated l st of p v leged use s w th access to management of aud t funct onal ty  access autho zat ons  
access cont ol l st  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  Automated mechan sms manag ng access to aud t funct onal ty].

Ind v duals w th p v leged access to an nfo mat on system and who a e also the sub ect of an aud t by that system, may affect the el ab l ty 
of aud t nfo mat on by nh b t ng aud t act v t es o  mod fy ng aud t eco ds. Th s cont ol enhancement equ es that p v leged access be 
fu the  def ned between aud t- elated p v leges and othe  p v leges, thus l m t ng the use s w th aud t- elated p v leges. Related cont ol  AC
5

AU-
9 5)

P otect on Of Aud t 
Info mat on - Dual 
Autho zat on

The o gan zat on enfo ces dual 
autho zat on fo  Select on (one o  
mo e)  movement  delet on] of 
[Ass gnment  o gan zat on-def ned aud t 
nfo mat on].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes aud t nfo mat on fo  wh ch dual autho zat on s to be enfo ced
( ) def nes one o  mo e of the follow ng types of ope at ons on aud t nfo mat on fo  wh ch dual autho zat on s to be enfo ced
    -movement  and/o
    Delet on  and
( ) enfo ces dual autho zat on fo  the movement and/o  delet on of o gan zat on-def ned aud t nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  access cont ol pol cy and p ocedu es  p ocedu es add ess ng p otect on 
of aud t nfo mat on  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on, access autho zat ons  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  Automated mechan sms mplement ng enfo cement of dual autho zat on].

O gan zat ons may choose d fe ent select on opt ons fo  d fe ent types of aud t nfo mat on. Dual autho zat on mechan sms equ e the 
app oval of two autho zed nd v duals n o de  to execute. Dual autho zat on may also be known as two-pe son cont ol. Related cont ols  
AC-3, MP 2.

AU-
9 6)

P otect on Of Aud t 
Info mat on - Read-Only 
Access

The o gan zat on autho zes ead-only 
access to aud t nfo mat on to 
[Ass gnment  o gan zat on-def ned 
subset of p v leged use s].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the subset of p v leged use s to be autho zed ead-only access to aud t nfo mat on  and
( ) autho zes ead-only access to aud t nfo mat on to the o gan at on-def ned subset of p v leged use s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  access cont ol pol cy and p ocedu es  p ocedu es add ess ng p otect on 
of aud t nfo mat on  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on, system-gene ated l st of p v leged use s w th ead-only access to aud t nfo mat on  access autho zat ons  access 
cont ol l st  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t and accountab l ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  Automated mechan sms manag ng access to aud t nfo mat on].

Rest ct ng p v leged use  autho zat ons to ead-only helps to l m t the potent al damage to o gan zat ons that could be n t ated by uch 
use s (e.g , delet ng aud t eco ds to cove  up mal c ous act v ty).

AU 10 Non-Repud at on

The nfo mat on system p otects aga nst 
an nd v dual (o  p ocess act ng on behalf 
of an nd v dual) falsely deny ng hav ng 
pe fo med [Ass gnment  o gan zat on-
def ned act ons to be cove ed by non-
epud at on].

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes act ons to be cove ed by non- epud at on  and
( ) the nfo mat on system p otects aga nst an nd v dual (o  p ocess act ng on behalf of an nd v dual) falsely deny ng hav ng 
pe fo med o gan zat on-def ned act ons to be cove ed by non- epud at on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng non- epud at on  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng non- epud at on capab l ty].

Types of nd v dual act ons cove ed by non- epud at on nclude, fo  example, c eat ng nfo mat on, send ng and ece v ng messages, 
app ov ng nfo mat on (e g , nd cat ng concu ence o  s gn ng a cont act). Non- epud at on p otects nd v duals aga nst late  cla ms by  ( ) 
autho s of not hav ng autho ed pa t cula  documents  ( ) sende s of not hav ng t ansm tted messages  ( ) ece ve s of not hav ng ece ved 
me sages  o  ( v) s gnato es of not hav ng s gned documents. Non- epud at on se v ces can be used to dete m ne f nfo mat on o g nated 
f om a pa t cula  nd v dual, o  f an nd v dual took spec f c act ons (e g , send ng an ema l, s gn ng a cont act, app ov ng a p ocu ement 
equest) o  ece ved spec f c nfo mat on. O gan zat ons obta n non- epud at on se v ces by employ ng va ous techn ques o  mechan sms 

(e.g., d g tal s gnatu es, d g tal message ece pts). Related cont ols  SC-12, SC-8, SC-13, SC-16, SC-17, SC-23. AU 10(1), AU-10(2), AU-10 3), AU 10(4) None

AU-
10(1)

Non-Repud at on - 
Assoc at on Of Ident t es

Th s cont ol enhancement suppo ts 
aud t equ ements that p ov de 
o gan zat onal pe sonnel w th the means 
to dent fy who p oduced spec f c 
nfo mat on n the event of an 
nfo mat on t ansfe . O gan at ons 

dete m ne and app ove the st ength of 
the b nd ng between the nfo mat on 
p oduce  and the nfo mat on based on 
the secu ty catego y of the nfo mat on 
and elevant sk facto s. Related 
cont ols  AC-4, AC-16.

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes the st ength of b nd ng to be employed between the dent ty of the nfo mat on p oduce  and the 
nfo mat on

( ) the nfo mat on system b nds the dent ty of the nfo mat on p oduce  w th the nfo mat on to the o gan zat on-def ned 
st ength of b nd ng  and
( ) the nfo mat on system p ov des the means fo  autho zed nd v duals to dete m ne the dent ty of the p oduce  of the 
nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng non- epud at on  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng non- epud at on capab l ty].

Th s cont ol enhancement uppo ts aud t equ ements that p ov de o gan zat onal pe sonnel w th the means to dent fy who p oduced 
spec f c nfo mat on n the event of an nfo mat on t ansfe . O gan zat ons dete m ne and app ove the st ength of the b nd ng between the 
nfo mat on p oduce  and the nfo mat on based on the secu ty catego y of the nfo mat on and elevant sk facto s. Related cont ols  AC-4  

AC-16.



AU-
10(2)

Non-Repud at on - 
Val date B nd ng Of 
Info mat on P oduce  
Ident ty

The nfo mat on system
(a) Val dates the b nd ng of the 
nfo mat on p oduce  dent ty to the 
nfo mat on at [Ass gnment  

o gan zat on-def ned f equency]  and
(b) Pe fo ms [Ass gnment  o gan zat on-
def ned act ons] n the event of a 
val dat on e o .

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes the f equency to val date the b nd ng of the nfo mat on p oduce  dent ty to the nfo mat on
( ) the nfo mat on system val dates the b nd ng of the nfo mat on p oduce  dent ty to the nfo mat on at the o gan zat on-
def ned f equency  and
( ) the o gan zat on def nes act ons to be pe fo med n the event of a val dat on e o  and
( v) the nfo mat on system pe fo ms o gan zat on-def ned act ons n the event of a val dat on e o .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng non- epud at on  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  val dat on eco ds  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng non- epud at on capab l ty].

Th s cont ol enhancement p events the mod f cat on of nfo mat on between p oduct on and ev ew. The val dat on of b nd ngs can be 
ach eved, fo  example, by the use of c yptog aph c checksums. O gan zat ons dete m ne f val dat ons a e n esponse to use  equests o  
gene ated automat ca ly. Related cont ols  AC-3, AC-4, AC-16.

AU-
10(3)

Non-Repud at on - Cha n 
Of Cu tody

The nfo mat on system ma nta ns 
ev ewe / elease  dent ty and 

c edent als w th n the establ shed cha n 
of custody fo  a l nfo mat on ev ewed 
o  eleased.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system
( ) ma nta ns ev ewe / elease  dent ty w th n the establ shed cha n of custody fo  a l nfo mat on ev ewed
( ) ma nta ns ev ewe / elease  dent ty w th n the establ shed cha n of custody fo  all nfo mat on eleased
( ) ma nta ns ev ewe / elease  c edent als w th n the establ shed cha n of custody fo  all nfo mat on ev ewed  and
( v) ma nta ns ev ewe / elease  c edent als w th n the establ shed cha n of custody fo  all nfo mat on eleased.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng non- epud at on  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  eco ds of nfo mat on ev ews and 
eleases  nfo mat on sy tem aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng non- epud at on capab l ty].

  Cha n of custody s a p ocess that t acks the movement of ev dence th ough ts co lect on, safegua d ng, and analys s l fe cycle by 
document ng each pe son who handled the ev dence, the date and t me t was collected o  t ansfe ed, and the pu po e fo  the t ansfe . f 
the ev ewe  s a human o  f the ev ew funct on s automated but sepa ate f om the elease/t ansfe  funct on, the nfo mat on system 
assoc ates the dent ty of the ev ewe  of the nfo mat on to be eleased w th the nfo mat on and the nfo mat on label. In the case of 
human ev ews, th s cont ol enhancement p ov des o gan zat onal o f c als the means to dent fy who ev ewed and eleased the nfo mat on  
In the case of automated ev ews, th s cont ol enhancement ensu es that only app oved ev ew funct ons a e employed. Related cont ols  AC
4, AC 16.

AU-
10(4)

Non-Repud at on - 
Val date B nd ng Of 
Info mat on Rev ewe  
Ident ty

The nfo mat on system
(a) Val dates the b nd ng of the 
nfo mat on ev ewe  dent ty to the 
nfo mat on at the t ansfe  o  elease 

po nts p o  to elease/t ansfe  between 
[Ass gnment  o gan zat on-def ned 
secu ty doma ns]  and
(b) Pe fo ms [Ass gnment  o gan zat on-
def ned act ons] n the event of a 
val dat on e o .

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes secu ty doma ns fo  wh ch the b nd ng of the nfo mat on ev ewe  dent ty to the nfo mat on s to be 
val dated at the t ansfe  o  elease po nts p o  to elease/t ansfe  between such doma ns
( ) the nfo mat on system val dates the b nd ng of the nfo mat on ev ewe  dent ty to the nfo mat on at the t ansfe  o  elease 
po nts p o  to elease/t ansfe  between o gan zat on-def ned secu ty doma ns
( ) the o gan zat on def nes act ons to be pe fo med n the event of a val dat on e o  and
( v) the nfo mat on system pe fo ms o gan zat on-def ned act ons n the event of a val dat on e o .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng non- epud at on  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  val dat on eco ds  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng non- epud at on capab l ty].

Th s cont ol enhancement p events the mod f cat on of nfo mat on between ev ew and t ansfe / elease. The val dat on of b nd ngs can be 
ach eved, fo  example, by the use of c yptog aph c checksums. O gan zat ons dete m ne val dat ons a e n esponse to use  equests o  

t  t t l  R l t  t l  C-  C-16

AU-
10(5)

Non-Repud at on 
[W thd awn] - 
Inco po ated Into S -7

[W th  I t  t  SI 7]

[W thd awn  Inco po ated nto SI-7].

AU 11 Aud t Reco d Retent on 

The o gan zat on eta ns aud t eco ds 
fo  [Ass gnment  o gan zat on-def ned 
t me pe od cons stent w th eco ds 
etent on pol cy] to p ov de suppo t fo  

afte the fact nvest gat ons of secu ty 
nc dents and to meet egulato y and 

o gan zat onal nfo mat on etent on 
equ ements.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes a t me pe od to eta n aud t eco ds that s cons stent w th eco ds etent on pol cy
( ) eta ns aud t eco ds fo  the o gan zat on-def ned t me pe od cons stent w th eco ds etent on pol cy to
( ) p ov de suppo t fo  afte -the-fact nve t gat ons of secu ty nc dents  and
( v) meet egulato y and o gan zat onal nfo mat on etent on equ ements.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  aud t eco d etent on pol cy and p ocedu es  secu ty plan  o gan zat on
def ned etent on pe od fo  aud t eco ds  aud t eco d a ch ves  aud t logs  aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t eco d etent on espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

O gan zat ons eta n aud t eco ds unt l t s dete m ned that they a e no longe  needed fo  adm n st at ve, legal, aud t, o  othe  ope at onal 
pu poses. Th s ncludes, fo  example, etent on and ava lab l ty of aud t eco ds elat ve to F eedom of Info mat on Act (FOIA) equests, 
subpoenas, and law enfo cement act ons. O gan zat ons develop tanda d catego es of aud t eco ds elat ve to such types of act ons and 
standa d esponse p ocesses fo  each type of act on. The Nat onal A ch ves and Reco ds Adm n st at on (NARA) Gene al Reco ds Schedules 
p ov de fede al pol cy on eco d etent on. Related cont ols  AU-4, AU-5, AU-9, MP-6. AU 11(1) None

AU-
11(1)

Aud t Reco d Retent on - 
Long-Te m Ret eval 
Capab l ty

The o gan zat on employs [Ass gnment  
o gan zat on-def ned measu es] to 
ensu e that long te m aud t eco ds 
gene ated by the nfo mat on system 
can be et eved.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes measu es to be employed to ensu e that long-te m aud t eco ds gene ated by the nfo mat on system can be et eved  
and
( ) employs o gan zat on-def ned measu es to ensu e that long-te m aud t eco ds gene ated by the nfo mat on system can be 
et eved.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  aud t eco d etent on pol cy and p ocedu es  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  aud t eco d a ch ves  aud t logs  aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t eco d etent on espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  Automated mechan sms mplement ng aud t eco d etent on capab l ty].

Measu es employed by o gan zat ons to help fac l tate the et eval of aud t eco ds nclude, fo  example, conve t ng eco ds to newe  
fo mats, eta n ng equ pment capable of ead ng the eco ds, and eta n ng necessa y documentat on to help o gan zat onal pe sonnel 
unde stand how to nte p et the eco ds.

AU 12 Aud t Gene at on
The nfo mat on system
a. P ov des aud t eco d gene at on 
capab l ty fo  the aud table events 
def ned n AU 2 a. at [Ass gnment  
o gan zat on-def ned nfo mat on system 
components]
b. A lows [Ass gnment  o gan zat on-
def ned pe sonnel o  ole ] to select 
wh ch aud table events a e to be aud ted 
by spec f c components of the 
nfo mat on system  and

c. Gene ates aud t eco ds fo  the events 
def ned n AU 2 d. w th the content 
def ned n AU 3.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes the nfo mat on system components wh ch a e to p ov de aud t eco d gene at on capab l ty fo  the 
aud table events def ned n AU-2a
( ) the nfo mat on system p ov des aud t eco d gene at on capab l ty, fo  the aud table events def ned n AU 2a, at o gan zat on-
def ned nfo mat on system components
( ) the o gan zat on def nes the pe onnel o  oles allowed to elect wh ch aud table events a e to be aud ted by spec f c 
components of the nfo mat on system
( v) the nfo mat on system a lows the o gan zat on-def ned pe sonnel o  oles to select wh ch aud table events a e to be aud ted 
by spec f c components of the sy tem  and
(v) the nfo mat on system gene ates aud t eco ds fo  the events def ned n AU-2d w th the content n def ned n AU 3.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud t eco d gene at on  secu ty plan  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of 

aud table events  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t eco d gene at on espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  Automated mechan sms mplement ng aud t eco d gene at on capab l ty].

Aud t eco ds can be gene ated f om many d fe ent nfo mat on system components. The l st of aud ted events s the set of events fo  wh ch 
aud ts a e to be gene ated. These events a e typ cally a sub et of all events fo  wh ch the nfo mat on system s capable of gene at ng aud t 
eco ds. Related cont ols  AC 3, AU-2, AU-3, AU-6, AU 7. AU 12(1), AU-12(2), AU-12 3) None

AU-
12(1)

Aud t Gene at on - 
System-W de / T me-
Co elated Aud t T a l

The nfo mat on system comp les aud t 
eco ds f om [Ass gnment  o gan zat on-

def ned nfo mat on system 
components] nto a sy tem-w de (log cal 
o  phys cal) aud t t a l that s t me-
co elated to w th n [Ass gnment  
o gan zat on-def ned level of tole ance 
fo  elat onsh p between t me stamps of 
nd v dual eco ds n the aud t t a l].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes the nfo mat on system components f om wh ch aud t eco ds a e to be comp led nto a sy tem-w de 
(log cal o  phys ca ) aud t t a l
( ) the o gan zat on def nes the level of tole ance fo  the elat onsh p between t me stamps of nd v dual eco ds n the aud t t a l  
and
( ) the nfo mat on system comp les aud t eco ds f om o gan zat on-def ned nfo mat on system components nto a system-w de 
(log cal o  phys ca ) aud t t a l that s t me-co elated to w th n the o gan zat on-def ned level of tole ance fo  the elat onsh p 
between t me stamps of nd v dual eco ds n the aud t t a l.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud t eco d gene at on  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  system-w de aud t t a l (log cal 
o  phys ca )  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t eco d gene at on espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  Automated mechan sms mplement ng aud t eco d gene at on capab l ty].

Aud t t a ls a e t me-co elated f the t me stamps n the nd v dual aud t eco ds can be el ably elated to the t me stamps n othe  aud t 
eco ds to ach eve a t me o de ng of the eco ds w th n o gan zat onal tole ances. Related cont ols  AU-8, AU 12.



AU-
12(2)

Aud t Gene at on - 
Standa d zed Fo mats

The nfo mat on system p oduces a 
system-w de (log cal o  phys ca ) aud t 
t a l composed of aud t eco ds n a 
standa d zed fo mat.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system p oduces a system-w de (log cal o  phys ca ) aud t t a l composed of aud t eco ds n a 
standa d zed fo mat. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud t eco d gene at on  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  system-w de aud t t a l (log cal 
o  phys ca )  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t eco d gene at on espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  Automated mechan sms mplement ng aud t eco d gene at on capab l ty].

Aud t nfo mat on that s no mal zed to common standa ds p omotes nte ope ab l ty and exchange of such nfo mat on between d ss m la  
dev ces and nfo mat on systems. Th s fac l tates p oduct on of event nfo mat on that can be mo e ead ly analyzed and co elated. Standa d 
fo mats fo  aud t eco ds nclude, fo  example, system log eco ds and aud t eco ds compl ant w th Common Event Exp ess ons (CEE). If 
logg ng mechan sms w th n nfo mat on systems do not confo m to tanda d zed fo mats, systems may conve t nd v dual aud t eco ds nto 
standa d zed fo mats when comp l ng system-w de aud t t a ls.

AU-
12(3)

Aud t Gene at on - 
Changes By Autho zed 
Ind v duals

The nfo mat on system p ov des the 
capab l ty fo  [Ass gnment  o gan zat on-
def ned nd v duals o  oles] to change 
the aud t ng to be pe fo med on 
[Ass gnment  o gan zat on-def ned 
nfo mat on system components] based 

on [Ass gnment  o gan zat on-def ned 
selectable event c te a] w th n 
[Ass gnment  o gan zat on-def ned t me 
th esholds].

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes nfo mat on system components on wh ch aud t ng s to be pe fo med
( ) the o gan zat on def nes nd v duals o  oles autho zed to change the aud t ng to be pe fo med on o gan zat on-def ned 
nfo mat on system components

( ) the o gan zat on def nes t me th esholds w th n wh ch o gan zat on-def ned nd v duals o  oles can change the aud t ng to be 
pe fo med on o gan zat on-def ned nfo mat on system components
( v) the o gan zat on def nes selectable event c te a that suppo t the capab l ty fo  o gan zat on-def ned nd v duals o  oles to 
change the aud t ng to be pe fo med on o gan zat on-def ned nfo mat on system components  and
(v) the nfo mat on system p ov des the capab l ty fo  o gan zat on-def ned nd v duals o  oles to change the aud t ng to be 
pe fo med on o gan zat on-def ned nfo mat on system components based on o gan zat on-def ned selectable event c te a w th n 
o gan zat on-def ned t me th esholds.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng aud t eco d gene at on  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  system-gene ated l t of 
nd v duals o  oles autho zed to change aud t ng to be pe fo med  nfo mat on system aud t eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th aud t eco d gene at on espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  Automated mechan sms mplement ng aud t eco d gene at on capab l ty].

Th s cont ol enhancement enables o gan zat ons to extend o  l m t aud t ng as necessa y to meet o gan zat onal equ ements. Aud t ng that 
s l m ted to conse ve nfo mat on system esou ces may be extended to add ess ce ta n th eat s tuat ons. In add t on, aud t ng may be 

l m ted to a spec f c set of events to fac l tate aud t educt on, analys s, and epo t ng. O gan zat ons can establ sh t me th esholds n wh ch 
aud t act ons a e changed, fo  example, nea  eal-t me, w th n m nutes, o  w th n hou s. Related cont ol  AU-7.

AU 13
Mon to ng Fo  
Info mat on D sclosu e

The o gan zat on mon to s [Ass gnment  
o gan zat on-def ned open sou ce 
nfo mat on and/o  nfo mat on s tes] 

[Ass gnment  o gan zat on-def ned 
f equency] fo  ev dence of unautho zed 

l  f t l f t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes open sou ce nfo mat on and/o  nfo mat on s tes to be mon to ed fo  ev dence of unautho zed d sclosu e of 
o gan zat onal nfo mat on
( ) def nes a f equency to mon to  o gan zat on-def ned open sou ce nfo mat on and/o  nfo mat on s tes fo  ev dence of 
unautho zed d sclosu e of o gan zat onal nfo mat on  and
( ) mon to s o gan zat on-def ned open sou ce nfo mat on and/o  nfo mat on s tes fo  ev dence of unautho zed d sclosu e of 
o gan zat onal nfo mat on w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng nfo mat on d sclosu e mon to ng  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  mon to ng eco ds  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  mon to ng open sou ce nfo mat on and/o  
nfo mat on s tes  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms mplement ng mon to ng fo  nfo mat on d sclosu e].

O   f t  l  f  l  l t  t  R l t  t l  PE-3  SC-7 U 13(1)  U-13(2) N

AU-
13(1)

Mon to ng Fo  
Info mat on D sclosu e - 
Use Of Automated Tools

The o gan zat on employs automated 
mechan sms to dete m ne f 
o gan zat onal nfo mat on has been 
d sclosed n an unautho ed manne .

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs automated mechan sms to dete m ne f o gan at onal nfo mat on has been d closed n an 
unautho zed manne .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng nfo mat on d sclosu e mon to ng  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  automated mon to ng 
tools  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  mon to ng nfo mat on d sclosu es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng mon to ng fo  nfo mat on d sclosu e].

Automated mechan sms can nclude, fo  example, automated sc pts to mon to  new posts on selected webs tes, and comme c al se v ces 
p ov d ng not f cat ons and ale ts to o gan zat ons.

AU-
13(2)

Mon to ng Fo  
Info mat on D sclosu e - 
Rev ew Of Mon to ed 
S tes

The o gan zat on ev ews the open 
sou ce nfo mat on s tes be ng 
mon to ed [Ass gnment  o gan zat on-
def ned f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes a f equency to ev ew the open sou ce nfo mat on s tes be ng mon to ed  and
( ) ev ews the open sou ce nfo mat on s tes be ng mon to ed w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng nfo mat on d sclosu e mon to ng  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  ev ews fo  open sou ce 
nfo mat on s tes be ng mon to ed  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  mon to ng open sou ce nfo mat on s tes  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng mon to ng fo  nfo mat on d sclosu e].

AU 14 Sess on Aud t

The nfo mat on system p ov des the 
capab l ty fo  autho zed use s to select a 
use  sess on to captu e/ eco d o  
v ew/hea .

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system p ov des the capab l ty fo  autho zed use s to select a use  sess on to
( ) captu e/ eco d  and/o
( ) v ew/hea .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng use  sess on aud t ng  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng u e  sess on aud t ng capab l ty].

Sess on aud ts nclude, fo  example, mon to ng keyst okes, t ack ng webs tes v s ted, and eco d ng nfo mat on and/o  f le t ansfe s. Sess on 
aud t ng act v t es a e developed, nteg ated, and used n consu tat on w th legal coun el n acco dance w th appl cable fede al laws, 
Execut ve O de s, d ect ves, pol c es, egulat ons, o  standa ds. Related cont ols  AC-3, AU-4, AU-5, AU-9, AU-11. AU 14(1), AU-14(2), AU-14 3) None

AU-
14(1)

Sess on Aud t - System 
Sta t-Up

The nfo mat on system n t ates sess on 
aud ts at system sta t-up.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system n t ates sess on aud ts at system sta t-up.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng use  sess on aud t ng  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng u e  sess on aud t ng capab l ty].

AU-
14(2)

Sess on Aud t - 
Captu e/Reco d And Log 
Content

The nfo mat on system p ov des the 
capab l ty fo  autho zed use s to 
captu e/ eco d and log content elated 
to a use  sess on.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system p ov des the capab l ty fo  autho zed use s to
( ) captu e/ eco d content elated to a use  sess on  and
( ) log content elated to a use  sess on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng use  sess on aud t ng  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng u e  sess on aud t ng capab l ty].



AU-
14(3)

Sess on Aud t - Remote 
V ew ng / L sten ng

The nfo mat on system p ov des the 
capab l ty fo  autho zed use s to 
emotely v ew/hea  a l content elated 

to an establ shed use  sess on n eal 
t me.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system p ov des the capab l ty fo  autho zed use s to emotely v ew/hea  all content elated to an 
establ shed use  sess on n eal t me.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng use  sess on aud t ng  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  
system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng u e  sess on aud t ng capab l ty].

AU 15 Alte nate Aud t Capab l ty

The o gan zat on p ov des an alte nate 
aud t capab l ty n the event of a fa lu e 
n p ma y aud t capab l ty that p ov des 

[Ass gnment  o gan zat on-def ned 
alte nate aud t funct onal ty].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes alte nat ve aud t funct onal ty to be p ov ded n the event of a fa lu e n p ma y aud t capab l ty  and
( ) p ov des an alte nat ve aud t capab l ty n the event of a fa lu e n p ma y aud t capab l ty that p ov des o gan zat on-def ned 
alte nat ve aud t funct onal ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng alte nate aud t capab l ty  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  te t eco ds fo  a te nat ve aud t 
capab l ty  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel espons ble fo  p ov d ng alte nate aud t capab l ty  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng alte nat ve aud t capab l ty].

S nce an a te nate aud t capab l ty may be a sho t-te m p otect on employed unt l the fa lu e n the p ma y aud t ng capab l ty s co ected, 
o gan zat ons may dete m ne that the a te nate aud t capab l ty need only p ov de a subset of the p ma y aud t funct onal ty that s 
mpacted by the fa lu e. Related cont ol  AU-5. None None

AU 16
C oss-O gan zat onal 
Aud t ng

The o gan zat on employs [Ass gnment  
o gan zat on-def ned methods] fo  
coo d nat ng [Ass gnment  o gan zat on-
def ned aud t nfo mat on] among 
exte nal o gan zat ons when aud t 
nfo mat on s t ansm ted ac oss 

o gan zat onal bounda es.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes aud t nfo mat on to be coo d nated among exte nal o gan zat ons when aud t nfo mat on s t ansm tted ac oss 
o gan zat onal bounda es
( ) def nes methods fo  coo d nat ng o gan zat on-def ned aud t nfo mat on among exte nal o gan zat ons when aud t nfo mat on 
s t an m tted ac oss o gan zat onal bounda es  and

( ) employs o gan zat on-def ned methods fo  coo d nat ng o gan zat on-def ned aud t nfo mat on among exte nal o gan zat ons 
when aud t nfo mat on s t ansm tted ac oss o gan zat onal bounda es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng methods fo  coo d nat ng aud t nfo mat on 
among exte nal o gan zat ons  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  methods fo  coo d nat ng aud t nfo mat on among exte nal o gan zat ons  nfo mat on system aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  coo d nat ng aud t nfo mat on among exte nal 
o gan zat ons  o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng c oss-o gan zat onal aud t ng ( f appl cable)]. 

When o gan zat ons use nfo mat on systems and/o  se v ces of exte nal o gan zat ons, the aud t ng capab l ty necess tates a coo d nated 
app oach ac oss o gan zat ons. Fo  example, ma nta n ng the dent ty of nd v duals that equested pa t cula  se v ces ac oss o gan zat onal 
bounda es may o ten be ve y d ff cu t, and do ng so may p ove to have s gn f cant pe fo mance am f cat ons. The efo e, t s often the case 
that c oss-o gan zat onal aud t ng (e.g , the type of aud t ng capab l ty p ov ded by se v ce-o ented a ch tectu es) s mply captu es the 
dent ty of nd v duals s u ng equests at the n t al nfo mat on system, and subsequent systems eco d that the equests emanated f om 

autho zed nd v duals. Related cont ol  AU-6. AU 16(1), AU-16(2) None

AU-
16(1)

C oss-O gan zat onal 
Aud t ng - Ident ty 
P ese vat on

The o gan zat on equ es that the 
dent ty of nd v duals be p ese ved n 

c oss-o gan zat onal aud t t a ls.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es that the dent ty of nd v duals be p ese ved n c o s- o gan zat onal aud t t a ls.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng c oss-o gan zat onal aud t t a ls  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th c oss-o gan zat onal aud t espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms mplement ng c oss-o gan zat onal aud t ng ( f appl cable)].

Th s cont ol enhancement appl es when the e s a need to be able to t ace act ons that a e pe fo med ac oss o gan zat onal bounda es to a 
spec f c nd v dual.

AU-
16(2)

C oss-O gan zat onal 
Aud t ng - Sha ng Of 
Aud t Info mat on

The o gan zat on p ov des c oss-
o gan zat onal aud t nfo mat on to 
[Ass gnment  o gan zat on-def ned 
o gan zat ons] based on [Ass gnment  
o gan zat on-def ned c oss-
o gan zat onal sha ng ag eements].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes o gan zat ons w th whom c oss-o gan zat onal aud t nfo mat on s to be sha ed
( ) def nes c oss-o gan zat onal sha ng ag eements to be used when p ov d ng c oss-o gan zat onal aud t nfo mat on to 
o gan zat on-def ned o gan zat ons  and
( ) p ov des c oss-o gan zat onal aud t nfo mat on to o gan zat on-def ned o gan zat ons based on o gan zat on-def ned c oss-
o gan zat onal sha ng ag eements.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Aud t and accountab l ty pol cy  p ocedu es add ess ng c oss-o gan zat onal sha ng of aud t nfo mat on  
c oss-o gan at onal sha ng ag eements  data sha ng ag eements  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  sha ng c oss-o gan zat onal aud t nfo mat on  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].

Because of the d st buted natu e of the aud t nfo mat on, c oss-o gan zat on sha ng of aud t nfo mat on may be essent al fo  effect ve 
analys s of the aud t ng be ng pe fo med. Fo  example, the aud t eco ds of one o gan zat on may not p ov de su f c ent nfo mat on to 
dete m ne the app op ate o  napp op ate use of o gan zat onal nfo mat on esou ces by nd v duals n othe  o gan zat ons. In some 
nstances, only the home o gan zat ons of nd v duals have the app op ate knowledge to make such dete m nat on , thus equ ng the 

sha ng of aud t nfo mat on among o gan zat ons.

CA-1
Secu ty Assessment and 
Autho zat on Pol cy and 
P ocedu es

The o gan zat on
a. Develop , documents, and 
d ssem nates to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles]
1. A secu ty assessment and 
autho zat on pol cy that add e ses 
pu pose, scope, oles, espons b l t es, 
management comm tment, coo d nat on 
among o gan zat onal ent t es, and 
compl ance  and
2. P ocedu es to fac l tate the 
mplementat on of the secu ty 

assessment and autho zat on pol cy and 
assoc ated secu ty assessment and 
autho zat on cont ols  and
b. Rev ews and updates the cu ent
1. Secu ty asses ment and autho zat on 
pol cy [Ass gnment  o gan zat on-def ned 
f equency]  and
2. Secu ty asses ment and autho zat on 
p ocedu es [Ass gnment  o gan zat on-
def ned f equency].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) develops and documents an assessment and autho zat on pol cy that add esses
     -pu pose  
     -scope  
     - oles  
     - espons b l t es  
     -management comm tment  
     -coo d nat on among o gan zat onal ent t es   
      -compl ance  
( ) def nes pe sonnel o  oles to whom the assessment and autho zat on pol cy s to be d ssem nated
( ) d ssem nates the assessment and autho zat on pol cy to o gan zat on-def ned pe sonnel o  oles
( v) develops and documents p ocedu es to fac l tate the mplementat on of the assessment and autho zat on pol cy and 
assoc ated assessment and autho zat on cont ols
(v) def nes pe sonnel o  oles to whom the p ocedu es a e to be d ssem nated
(v ) d ssem nates the p ocedu es to o gan zat on-def ned pe sonnel o  oles
(v ) def nes the f equency to ev ew and update the cu ent assessment and autho zat on pol cy
(v ) ev ews and updates the cu ent assessment and autho zat on pol cy w th the o gan zat on-def ned f equency
( x) def nes the f equency to ev ew and update the cu ent assessment and autho zat on p ocedu es  and
(x) ev ews and updates the cu ent assessment and autho zat on p ocedu es w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Assessment and autho zat on pol cy and p ocedu es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th assessment and autho zat on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es].

Th s cont ol add esses the establ shment of pol cy and p ocedu es fo  the effect ve mplementat on of selected secu ty cont ols and cont ol 
enhancements n the CA fam ly. Pol cy and p ocedu es eflect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c es, 
standa ds, and gu dance. Secu ty p og am pol c es and p ocedu es at the o gan zat on level may make the need fo  system-spec f c pol c es 
and p ocedu es unnecessa y. The pol cy can be ncluded as pa t of the gene al nfo mat on secu ty pol cy fo  o gan zat ons o  conve sely, 
can be ep esented by mult ple pol c es eflect ng the complex natu e of ce ta n o gan zat ons. The p ocedu es can be establ shed fo  the 
secu ty p og am n gene al and fo  pa t cula  nfo mat on systems, f needed. The o gan zat onal sk management st ategy s a key facto  n 
establ sh ng pol cy and p ocedu es. Related cont ol  PM-9. None

NIST Spec al Publ cat ons 800 12, 800-37, 800 53A, 800-
100.

CA-2 Secu ty Assessments 

 
a. Develops a secu ty assessment plan 
that desc bes the scope of the 
assessment nclud ng
1. Secu ty cont ols and cont ol 
enhancements unde  assessment
2. Assessment p ocedu es to be used to 
dete m ne secu ty cont ol e fect veness  
and
3. Assessment env onment, assessment 
team, and assessment oles and 
espons b l t es

b. Assesses the secu ty cont ols n the 
nfo mat on system and ts env onment 

of ope at on [Ass gnment  o gan zat on-
def ned f equency] to dete m ne the 
extent to wh ch the cont ols a e 
mplemented co ectly, ope at ng as 
ntended, and p oduc ng the des ed 

outcome w th espect to meet ng 
establ shed secu ty equ ements
c. P oduces a secu ty assessment epo t 
that documents the esults of the 
assessment  and
d. P ov des the esu ts of the secu ty 
cont ol assessment to [Ass gnment  
o gan zat on-def ned nd v duals o  

l ]

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) develops a secu ty assessment plan that desc bes the scope of the assessment nclud ng
     -secu ty cont ols and cont ol enhancements unde  assessment  
     -assessment p ocedu es to be used to dete m ne secu ty cont ol effect veness   
     -assessment env onment, assessment team, and assessment oles and espons b l t es. 
( ) def nes the f equency to assess the secu ty cont ols n the nfo mat on sy tem and ts env onment of ope at on
( ) assesses the secu ty cont ols n the nfo mat on system w th the o gan zat on-def ned f equency to dete m ne the extent to 
wh ch the cont ols a e mplemented co ectly, ope at ng as ntended, and p oduc ng the des ed outcome w th espect to meet ng 
establ shed secu ty equ ements
( v) p oduces a secu ty assessment epo t that documents the esu ts of the assessment
(v) def nes nd v duals o  oles to whom the esults of the secu ty cont ol assessment a e to be p ov ded  and
(v ) p ov des the esults of the secu ty cont ol assessment to o gan zat on-def ned nd v duals o  ole .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty asse sment and autho zat on pol cy  p ocedu es add ess ng secu ty assessment plann ng  
p ocedu es add ess ng secu ty a sessments  secu ty assessment plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty assessment espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms suppo t ng secu ty assessment, secu ty assessment plan development, and/o  
secu ty assessment epo t ng].

O gan zat ons assess secu ty cont ols n o gan zat onal nfo mat on systems and the env onments n wh ch those systems ope ate as pa t 
of  ( ) n t al and ongo ng secu ty autho zat ons  ( ) FISMA annual assessments  ( ) cont nuous mon to ng  and ( v) system development l fe 
cycle act v t es. Secu ty assessments  ( ) ensu e that nfo mat on secu ty s bu t nto o gan zat onal nfo mat on systems  ( ) dent fy 
weaknesses and def c enc es ea ly n the development p ocess  ( ) p ov de essent al nfo mat on needed to make sk-based dec s ons as pa t 
of secu ty autho zat on p ocesses  and ( v) ensu e compl ance to vulne ab l ty m t gat on p ocedu es. Assessments a e conducted on the 
mplemented secu ty cont ols f om Append x F (ma n catalog) and Append x G P og am Management cont ols) as documented n System 

Secu ty Plans and Info mat on Secu ty P og am Plans. O gan zat ons can use othe  types of assessment act v t es such as vulne ab l ty 
scann ng and system mon to ng to ma nta n the secu ty postu e of nfo mat on systems du ng the ent e l fe cycle. Secu ty assessment 
epo ts document asses ment e u ts n su f c ent deta l as deemed necessa y by o gan zat ons, to dete m ne the accu acy and completeness 

of the epo ts and whethe  the secu ty cont ols a e mplemented co ectly, ope at ng as ntended, and p oduc ng the des ed outcome w th 
espect to meet ng secu ty equ ements. The FISMA equ ement fo  assess ng secu ty cont ols at least annua ly does not equ e 

add t onal asse sment act v t es to those act v t es al eady n place n o gan zat onal secu ty autho zat on p ocesses. Secu ty assessment 
esu ts a e p ov ded to the nd v duals o  oles app op ate fo  the types of as essments be ng conducted. Fo  example, assessments 

conducted n suppo t of secu ty autho zat on dec s ons a e p ov ded to autho z ng off c als o  autho z ng off c al des gnated 
ep esentat ves.

To sat sfy annual assessment equ ements, o gan zat ons can use assessment esults f om the fo low ng sou ces  ( ) n t al o  ongo ng 
nfo mat on system autho zat ons  ( ) cont nuous mon to ng  o  ( )   ystem development l fe cycle act v t es. O gan zat ons ensu e that 

secu ty assessment esults a e cu ent, elevant to the dete m nat on of secu ty cont ol effect veness, and obta ned w th the app op ate 
level of asse so  ndependence. Ex st ng secu ty cont ol assessment esults can be eused to the extent that the esults a e st ll val d and can 
also be supplemented w th add t onal assessments as needed. Subsequent to n t al autho zat ons and n acco dance w th OMB pol cy, 
o gan zat ons assess secu ty cont ols du ng cont nuous mon to ng. O gan zat ons establ sh the f equency fo  ongo ng secu ty cont ol 
assessments n acco dance w th o gan zat onal cont nuous mon to ng t ateg es. Info mat on Assu ance Vulne ab l ty Ale ts p ov de useful 
examples of vulne ab l ty m t gat on p ocedu es. Exte nal aud ts (e g , aud ts by exte nal ent t es such as egulato y agenc es) a e outs de the 
scope of th s cont ol. Related cont ols  CA-5, CA-6, CA-7, PM 9, RA 5, SA-11, SA 12, SI-4.

C -2 1)  C -2(2)  C -2(3)
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CA-
2 1)

Secu ty Assessments - 
Independent Assesso s

The o gan zat on employs assesso s o  
assessment teams w th [Ass gnment  
o gan zat on-def ned level of 
ndependence] to conduct secu ty 

cont ol assessments.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the level of ndependence to be employed to conduct secu ty cont ol assessments  and
( ) employs assesso s o  as essment teams w th the o gan zat on-def ned level of ndependence to conduct secu ty cont ol 
assessments.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty asse sment and autho zat on pol cy  p ocedu es add ess ng secu ty assessments  secu ty 
autho zat on package ( nclud ng secu ty plan, secu ty assessment plan, secu ty assessment epo t, plan of act on and 
m lestones, autho zat on statement)  othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty assessment espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Independent assesso s o  assessment teams a e nd v duals o  g oups who conduct mpa t al assessments of o gan zat onal nfo mat on 
systems. Impa t al ty mpl es that assesso s a e f ee f om any pe ce ved o  actual confl cts of nte est w th ega d to the development, 
ope at on, o  management of the o gan zat onal nfo mat on systems unde  assessment o  to the dete m nat on of secu ty cont ol 
effect veness. To ach eve mpa t al ty, assesso s should not  ( ) c eate a mutual o  confl ct ng nte est w th the o gan zat ons whe e the 
assessments a e be ng conducted  ( ) assess the  own wo k  ( ) act as management o  employees of the o gan zat ons they a e se v ng  o  
( v) place themselves n pos t ons of advocacy fo  the o gan zat ons acqu ng the  se v ces. Independent assessments can be obta ned f om 
elements w th n o gan zat ons o  can be cont acted to publ c o  p vate secto  ent t es outs de of o gan zat ons. Autho z ng o f c als 
dete m ne the equ ed level of ndependence based on the secu ty catego es of nfo mat on systems and/o  the ult mate sk to 
o gan zat onal ope at ons, o gan zat onal assets, o  nd v duals. Autho z ng o f c als also dete m ne f the level of asses o  ndependence 
p ov des uff c ent assu ance that the esults a e sound and can be used to make c ed ble, sk-based dec s ons. Th s ncludes dete m n ng 
whethe  cont acted secu ty assessment se v ces have suff c ent ndependence, fo  example, when nfo mat on system owne s a e not 
d ectly nvolved n cont act ng p ocesses o  cannot unduly nfluence the mpa t al ty of assesso s conduct ng assessments. In spec al 
s tuat ons, fo  example, when o gan zat ons that own the nfo mat on systems a e sma l o  o gan zat onal st uctu es equ e that 
assessments a e conducted by nd v duals that a e n the developmental, ope at onal, o  management cha n of system owne s, 
ndependence n assessment p ocesses can be ach eved by ensu ng that assessment esults a e ca efully ev ewed and analyzed by 
ndependent teams of expe ts to val date the completeness, accu acy, nteg ty, and el ab l ty of the esu ts. O gan zat ons ecogn ze that 

assessments pe fo med fo  pu poses othe  than d ect suppo t to autho zat on dec s ons a e, when pe fo med by assesso s w th suff c ent 
ndependence, mo e l kely to be useable fo  such dec s ons, the eby educ ng the need to epeat assessments.

CA-
2 2)

Secu ty Assessments - 
Spec al zed Assessments

The o gan zat on ncludes as pa t of 
secu ty cont ol assessments, 
[Ass gnment  o gan zat on-def ned 
f equency], [Select on  announced  
unannounced], [Select on (one o  mo e)  
n-depth mon to ng  vulne ab l ty 

scann ng  mal c ous use  test ng  ns de  
th eat assessment  pe fo mance/load 
test ng  [Ass gnment  o gan at on-
def ned othe  fo ms of secu ty 
assessmen ]].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) selects one o  mo e of the follow ng fo ms of spec al zed secu ty assessment to be ncluded as pa t of secu ty cont ol 
assessments
     - n-depth mon to ng
     -vulne ab l ty scann ng
     -mal c ous u e  test ng
     - ns de  th eat assessment
     -pe fo mance/load test ng  and/o
     -othe  fo ms of o gan zat on-def ned spec al zed secu ty assessment
( ) def nes the f equency fo  conduct ng the elected fo m(s) of spec al zed secu ty as essment
( ) def nes whethe  the spec al zed secu ty assessment w ll be announced o  unannounced  and
( v) conducts announced o  unannounced o gan zat on-def ned fo ms of spec al ed secu ty asses ments w th the o gan zat on-
def ned f equency as pa t of secu ty cont ol assessments.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty asse sment and autho zat on pol cy  p ocedu es add ess ng secu ty assessments  secu ty plan  
secu ty assessment plan  secu ty assessment epo t  secu ty assessment ev dence  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty assessment espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms suppo t ng secu ty cont ol assessment].
O gan zat ons can employ nfo mat on system mon to ng, ns de  th eat assessments, mal c ous use  test ng, and othe  fo ms of test ng (e.g.  
ve f cat on and val dat on) to mp ove ead ness by exe c s ng o gan zat onal capab l t es and nd cat ng cu ent pe fo mance levels as a 
means of focus ng act ons to mp ove secu ty. O gan zat ons conduct assessment act v t es n acco dance w th appl cable fede al laws, 
Execut ve O de s, d ect ves, pol c es, egulat ons, and standa ds. Autho z ng off c als app ove the assessment methods n coo d nat on w th 
the o gan zat onal sk execut ve funct on. O gan zat ons can nco po ate vulne ab l t es uncove ed du ng assessments nto vulne ab l ty 
emed at on p ocesses. Related cont ols  PE-3, SI-2.

CA-
2 3)

Secu ty Assessments - 
Exte nal O gan zat ons

The o gan zat on accepts the esults of 
an assessment of [Ass gnment  
o gan zat on-def ned nfo mat on 
system] pe fo med by [Ass gnment  
o gan zat on-def ned exte nal 
o gan zat on] when the assessment 
meets [Ass gnment  o gan zat on-def ned 

t ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes an nfo mat on system fo  wh ch the esu ts of a secu ty assessment pe fo med by an exte nal o gan zat on a e to be 
accepted
( ) def nes an exte nal o gan zat on f om wh ch to accept a secu ty assessment pe fo med on an o gan zat on-def ned nfo mat on 
system
( ) def nes the equ ements to be met by a secu ty assessment pe fo med by o gan at on-def ned exte nal o gan zat on on 
o gan zat on-def ned nfo mat on system  and
( v) accepts the esults of an asse sment of an o gan zat on-def ned nfo mat on system pe fo med by an o gan zat on-def ned 
exte nal o gan at on when the assessment meets o gan zat on-def ned equ ements.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty asse sment and autho zat on pol cy  p ocedu es add ess ng secu ty assessments  secu ty plan  
secu ty assessment equ ements  secu ty assessment plan  secu ty a sessment epo t  secu ty assessment ev dence  plan of 
act on and m lestones  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty assessment espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  pe sonnel pe fo m ng secu ty assessments fo  the spec f ed exte nal o gan zat on].

O gan zat ons may often ely on assessments of spec f c nfo mat on sy tems by othe  (exte na ) o gan zat ons. Ut l z ng such ex st ng 
assessments ( e , eus ng ex st ng assessment ev dence) can s gn f cantly dec ease the t me and esou ces equ ed fo  o gan zat onal 
assessments by l m t ng the amount of ndependent assessment act v t es that o gan zat ons need to pe fo m. The facto s that o gan zat ons 
may cons de  n dete m n ng whethe  to accept as essment esults f om exte nal o gan zat ons can va y. Dete m nat ons fo  accept ng 
assessment esu ts can be based on, fo  example, past assessment expe ences one o gan zat on has had w th anothe  o gan zat on, the 
eputat on that o gan zat ons have w th ega d to assessments, the level of deta l of suppo t ng assessment documentat on p ov ded, o  

t    t   f l l l t  l   t

CA-3 System Inte connect ons
The o gan zat on
a. Autho zes connect ons f om the 
nfo mat on system to othe  nfo mat on 

systems th ough the use of 
Inte connect on Secu ty Ag eements
b. Documents, fo  each nte connect on, 
the nte face cha acte st cs, secu ty 
equ ements, and the natu e of the 
nfo mat on commun cated  and

c. Rev ews and updates Inte connect on 
Secu ty Ag eements [Ass gnment  
o gan zat on-def ned f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) autho zes connect ons f om the nfo mat on system to othe  nfo mat on ystems th ough the use of Inte connect on Secu ty 
Ag eements
( ) documents, fo  each nte connect on
    the nte face cha acte st cs
    the secu ty equ ements
    the natu e of the nfo mat on commun cated
( )def nes the f equency to ev ew and update Inte connect on Secu ty Ag eements  and
( v) ev ews and updates Inte connect on Secu ty Ag eements w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng nfo mat on system connect ons  system and 
commun cat ons p otect on pol cy  nfo mat on system Inte connect on Secu ty Ag eements  secu ty plan  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  develop ng, mplement ng, o  app ov ng nfo mat on 
system nte connect on ag eements  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  pe sonnel manag ng the 
system(s) to wh ch the Inte connect on Secu ty Ag eement appl es].

Th s cont ol appl es to ded cated connect ons between nfo mat on systems ( .e., system nte connect ons) and does not apply to t ans to y, 
use -cont olled connect ons such as ema l and webs te b ows ng. O gan zat ons ca efully cons de  the sks that may be nt oduced when 
nfo mat on systems a e connected to othe  systems w th d fe ent secu ty equ ements and secu ty cont ols, both w th n o gan zat ons 

and exte nal to o gan zat ons. Autho z ng off c als dete m ne the sk a soc ated w th nfo mat on system connect ons and the app op ate 
cont ols employed. f nte connect ng systems have the same autho z ng o f c al, o gan zat ons do not need to develop Inte connect on 
Secu ty Ag eements. In tead, o gan zat ons can desc be the nte face cha acte st cs between those nte connect ng systems n the  
espect ve secu ty plans. If nte connect ng systems have d ffe ent autho z ng off c als w th n the same o gan zat on, o gan at ons can 

e the  develop Inte connect on Secu ty Ag eements o  desc be the nte face cha acte st cs between systems n the secu ty plans fo  the 
espect ve systems. O gan zat ons may also nco po ate Inte connect on Secu ty Ag eement nfo mat on nto fo mal cont acts, espec ally fo  
nte connect ons establ shed between fede al agenc es and nonfede al ( .e , p vate secto ) o gan zat ons. R sk cons de at ons also nclude 
nfo mat on systems sha ng the same netwo ks. Fo  ce ta n technolog es (e g., space, unmanned ae al veh cles, and med cal dev ces), the e 

may be spec al zed connect ons n place du ng p eope at onal te t ng. Such connect ons may equ e Inte connect on Secu ty Ag eements 
and be subject to add t onal secu ty cont ols. Related cont ols  AC-3, AC-4, AC-20, AU 2, AU-12, AU 16, CA-7, IA-3, SA-9, SC-7, SI-4. CA-3 1), CA-3(2), CA-3(3), CA 3(4), CA 3 5) F PS Publ cat on 199  N ST Spec al Publ cat on 800-47.

CA-
3 1)

System Inte connect ons  
- Unclass f ed Nat onal 
Secu ty System 
Connect ons

The o gan zat on p oh b ts the d ect 
connect on of an [Ass gnment  
o gan zat on-def ned unclass f ed, 
nat onal secu ty system] to an exte nal 
netwo k w thout the use of [Ass gnment  
o gan zat on-def ned bounda y 
p otect on dev ce].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes an unclass f ed, nat onal secu ty system whose d ect connect on to an exte nal netwo k s to be p oh b ted w thout the 
use of app oved bounda y p otect on dev ce
( ) def nes a bounda y p otect on dev ce to be used to establ sh the d ect connect on of an o gan zat on-def ned unclass f ed, 
nat onal secu ty system to an exte nal netwo k  and
( ) p oh b ts the d ect connect on of an o gan zat on-def ned unclass f ed, nat onal secu ty sy tem to an exte nal netwo k 
w thout the use of an o gan zat on-def ned bounda y p otect on dev ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng nfo mat on system connect ons  system and 
commun cat ons p otect on pol cy  nfo mat on system nte connect on secu ty ag eements  secu ty plan  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  secu ty assessment epo t  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  manag ng d ect connect ons to exte nal netwo ks  
netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  pe sonnel manag ng d ectly 
connected exte nal netwo ks].
Test  SELECT FROM  Automated mechan sms suppo t ng the management of exte nal netwo k connect ons].

O gan zat ons typ cally do not have cont ol ove  exte nal netwo ks (e g , the Inte ne ). App oved bounda y p otect on dev ces (e.g., oute s, 
f ewa ls) med ate commun cat ons ( .e , nfo mat on flows) between unclass f ed nat onal secu ty systems and exte nal netwo ks. Th s 
cont ol enhancement s equ ed fo  o gan zat ons p ocess ng, sto ng, o  t ansm tt ng Cont olled Unclass f ed Info mat on (CU ).

CA-
3 2)

System Inte connect ons  
Class f ed Nat onal 
Secu ty System 
Connect ons

The o gan zat on p oh b ts the d ect 
connect on of a class f ed, nat onal 
secu ty system to an exte nal netwo k 
w thout the use of [Ass gnment  
o gan zat on-def ned bounda y 
p otect on dev ce].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes a bounda y p otect on dev ce to be u ed to establ sh the d ect connect on of a class f ed, nat onal secu ty system to an 
exte nal netwo k  and
( ) p oh b ts the d ect connect on of a class f ed, nat onal secu ty system to an exte nal netwo k w thout the use of an 
o gan zat on-def ned bounda y p otect on dev ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng nfo mat on system connect ons  system and 
commun cat ons p otect on pol cy  nfo mat on system nte connect on secu ty ag eements  secu ty plan  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  secu ty assessment epo t  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  manag ng d ect connect ons to exte nal netwo ks  
netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  pe sonnel manag ng d ectly 
connected exte nal netwo ks].
Test  SELECT FROM  Automated mechan sms suppo t ng the management of exte nal netwo k connect ons].

O gan zat ons typ cally do not have cont ol ove  exte nal netwo ks (e g , the Inte ne ). App oved bounda y p otect on dev ces (e.g., oute s, 
f ewa ls) med ate commun cat ons ( .e , nfo mat on flows) between class f ed nat onal secu ty systems and exte nal netwo ks. In add t on, 
app oved bounda y p otect on dev ces (typ cally managed nte face/c oss-doma n ystems) p ov de nfo mat on flow enfo cement f om 
nfo mat on systems to exte nal netwo ks.

CA-
3 3)

System Inte connect ons  
- Unclass f ed Non-
Nat onal Secu ty Sy tem 
Connect ons

The o gan zat on p oh b ts the d ect 
connect on of an [Ass gnment  
o gan zat on-def ned unclass f ed, non-
nat onal secu ty system] to an exte nal 
netwo k w thout the use of [Ass gnment  
o gan zat on-def ned bounda y 
p otect on dev ce].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes an unclass f ed, non-nat onal secu ty system whose d ect connect on to an exte nal netwo k s to be p oh b ted 
w thout the use of app oved bounda y p otect on dev ce
( ) def nes a bounda y p otect on dev ce to be used to establ sh the d ect connect on of an o gan zat on-def ned unclass f ed, non-
nat onal secu ty system to an exte nal netwo k  and
( ) p oh b ts the d ect connect on of an o gan zat on-def ned unclass f ed, non-nat onal secu ty system to an exte nal netwo k 
w thout the use of an o gan zat on-def ned bounda y p otect on dev ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng nfo mat on system connect ons  system and 
commun cat ons p otect on pol cy  nfo mat on system nte connect on secu ty ag eements  secu ty plan  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  secu ty assessment epo t  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  manag ng d ect connect ons to exte nal netwo ks  
netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  pe sonnel manag ng d ectly 
connected exte nal netwo ks].
Test  SELECT FROM  Automated mechan sms suppo t ng the management of exte nal netwo k connect ons].

O gan zat ons typ cally do not have cont ol ove  exte nal netwo ks (e g , the Inte ne ). App oved bounda y p otect on dev ces (e.g., oute s, 
f ewa ls) med ate commun cat ons ( .e , nfo mat on flows) between unclass f ed non-nat onal secu ty systems and exte nal netwo ks. Th s 
cont ol enhancement s equ ed fo  o gan zat ons p ocess ng, sto ng, o  t ansm tt ng Cont olled Unclass f ed Info mat on (CU ).



CA-
3 4)

System Inte connect ons  
- Connect ons To Publ c 
Netwo ks

The o gan zat on p oh b ts the d ect 
connect on of an [Ass gnment  
o gan zat on-def ned nfo mat on 
system] to a publ c netwo k.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes an nfo mat on system whose d ect connect on to a publ c netwo k s to be p oh b ted  and
( ) p oh b ts the d ect connect on of an o gan zat on-def ned nfo mat on system to a publ c netwo k.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng nfo mat on system connect ons  system and 
commun cat ons p otect on pol cy  nfo mat on system nte connect on secu ty ag eements  secu ty plan  nfo mat on system 
des gn documentat on   nfo mat on system conf gu at on ett ngs and assoc ated documentat on  secu ty assessment epo t  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  Netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on ecu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng the management of publ c netwo k connect ons].

A publ c netwo k s any netwo k access ble to the gene al publ c nclud ng, fo  example, the Inte net and o gan zat onal ext anets w th publ c 
access.

CA-
3 5)

System Inte connect ons  
- Rest ct ons On Exte nal 
System Connect ons

The o gan zat on employs Select on  
allow-all, deny-by-except on  deny-all, 
pe m t-by-except on] pol cy fo  allow ng 
[Ass gnment  o gan zat on-def ned 
nfo mat on systems] to connect to 

exte nal nfo mat on systems.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on systems to be allowed to connect to exte nal nfo mat on systems
( ) employs one of the fo low ng pol c es fo  a low ng o gan zat on-def ned nfo mat on systems to connect to exte nal nfo mat on 
systems
    -allow-a l pol cy
    -deny-by-except on pol cy
    -deny-all pol cy  o
    -pe m t-by-except on pol cy.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng nfo mat on system connect ons  system and 
commun cat ons p otect on pol cy  nfo mat on system nte connect on ag eements  secu ty plan  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  secu ty assessment epo t  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  manag ng connect ons to exte nal nfo mat on systems  
netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng est ct ons on exte nal system connect on ].

O gan zat ons can const a n nfo mat on system connect v ty to exte nal doma ns (e g , webs tes) by employ ng one of two pol c es w th 
ega d to such connect v ty  ( ) allow-all, deny by except on, al o known as blackl st ng (the weake  of the two pol c es)  o  ( ) deny-all, allow 

by except on, also known as wh tel t ng (the st onge  of the two pol c es). Fo  e the  pol cy, o gan zat ons dete m ne what except ons, f any, 
a e acceptable. Related cont ol  CM 7.

CA-4 
Secu ty Ce t f cat on 
[W thd awn] - 
Inco po ated Into CA-2

[W thd awn  Inco po ated nto CA 2].

ASSESSMENT OBJECTIVE  
[W thd awn  Inco po ated nto CA-2].

CA-5 
Plan of Act on and 
M lestones 

The o gan zat on
a. Develops a plan of act on and 
m lestones fo  the nfo mat on system to 
document the o gan zat on s planned 
emed al act ons to co ect weaknesses 

o  def c enc es noted du ng the 
assessment of the secu ty cont ols and 
to educe o  el m nate known 
vulne ab l t es n the system  and
b. Updates ex st ng plan of act on and 
m lestones [Ass gnment  o gan zat on-
def ned f equency] based on the f nd ngs 
f om secu ty cont ols assessment , 
secu ty mpact analyses, and 
cont nuous mon to ng act v t es.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) develops a plan of act on and m lestones fo  the nfo mat on system to
    -document the o gan zat on s planned emed al act ons to co ect weaknesses o  def c enc es noted du ng the assessment of 
the secu ty cont ols
    - educe o  el m nate known vulne ab l t es n the system
( ) def nes the f equency to update the ex st ng plan of act on and m le tones
( ) updates the ex st ng plan of act on and m lestones w th the o gan zat on-def ned f equency based on the f nd ngs f om
     -secu ty cont ols assessments  
     -secu ty mpact analyses  and 
     -cont nuous mon to ng act v t es. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty asse sment and autho zat on pol cy  p ocedu es add ess ng plan of act on and m lestones  
secu ty plan  secu ty asse sment plan  secu ty assessment epo t  secu ty assessment ev dence  plan of act on and m lestones  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th plan of act on and m lestones development and mplementat on 
espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms fo  develop ng, mplement ng, and ma nta n ng plan of act on and m lestones.

Plans of act on and m lestones a e key documents n ecu ty autho zat on packages and a e subject to fede al epo t ng equ ements 
establ shed by OMB. Related cont ols  CA 2, CA 7, CM-4, PM-4. CA-5 1)

OMB Memo andum 02-01  N ST Spec al Publ cat on 800-
37.

CA-
5 1)

Plan Of Act on And 
M lestones  - Automat on 
Suppo t Fo  Accu acy / 
Cu ency

The o gan zat on employs automated 
mechan sms to help ensu e that the plan 
of act on and m lestones fo  the 
nfo mat on system s accu ate, up to 

date, and ead ly ava lable.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on employs automated mechan sms to help en u e that the plan of act on and m lestones fo  the 
nfo mat on system s  

     -accu ate  
     -up to date  and 
     - ead ly ava lable. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty asse sment and autho zat on pol cy  p ocedu es add ess ng plan of act on and m lestones  
nfo mat on system des gn documentat on, nfo mat on ystem conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  plan of act on and m lestones  othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th plan of act on and m lestones development and mplementat on 
espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms fo  develop ng, mplement ng and ma nta n ng plan of act on and m lestones].

CA-6 Secu ty Autho zat on

The o gan zat on
a. Ass gns a sen o -level execut ve o  
manage  as the autho z ng o f c al fo  
the nfo mat on ystem
b. Ensu es that the autho z ng off c al 
autho zes the nfo mat on system fo  
p ocess ng befo e commenc ng 
ope at ons  and
c. Updates the secu ty autho zat on 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on ass gns a sen o -level execut ve o  manage  to the ole of autho z ng off c al fo  the nfo mat on system  
( ) the autho z ng off c al autho zes the nfo mat on system fo  p ocess ng befo e commenc ng ope at ons  
( ) the o gan zat on def nes the f equency of secu ty autho zat on updates  and 
( v) the o gan zat on updates the secu ty autho zat on n acco dance w th an o gan zat on-def ned f equency. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty asse sment and autho zat on pol cy  p ocedu es add ess ng secu ty autho zat on  secu ty 
autho zat on package ( nclud ng secu ty plan  ecu ty assessment epo t  plan of act on and m lestones  autho zat on 
statement)  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty autho zat on espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms that fac l tate secu ty autho zat ons and updates].

Secu ty autho zat ons a e o f c al management dec s ons, conveyed th ough autho zat on dec s on documents, by sen o  o gan zat onal 
o f c als o  execut ves ( .e , autho z ng off c als) to autho ze ope at on of nfo mat on systems and to expl c tly accept the sk to 
o gan zat onal ope at ons and as et , nd v duals, othe  o gan zat ons, and the Nat on based on the mplementat on of ag eed-upon secu ty 
cont ols. Autho z ng off c als p ov de budgeta y ove s ght fo  o gan zat onal nfo mat on systems o  assume espons b l ty fo  the 
m ss on/bus ness ope at ons suppo ted by those systems. The secu ty autho zat on p ocess s an nhe ently fede al espons b l ty and 
the efo e, autho z ng off c als must be fede al employees. Th ough the secu ty autho zat on p ocess, autho z ng o f c als assume 
espons b l ty and a e accountable fo  secu ty sks assoc ated w th the ope at on and use of o gan zat onal nfo mat on systems. 

Acco d ngly, autho z ng off c als a e n pos t ons w th levels of autho ty commensu ate w th unde stand ng and accept ng such nfo mat on 
secu ty- elated sks. OMB pol cy equ es that o gan zat ons conduct ongo ng autho zat ons of nfo mat on systems by mplement ng 
cont nuous mon to ng p og ams. Cont nuous mon to ng p og ams can sat sfy th ee-yea  eautho zat on equ ements, so sepa ate 
eautho zat on p ocesses a e not necessa y. Th ough the employment of comp ehens ve cont nuous mon to ng p ocesses, c t cal 
nfo mat on conta ned n autho zat on packages ( e , secu ty plans, secu ty as essment epo ts, and plans of act on and m lestones) s 

updated on an ongo ng bas s, p ov d ng autho z ng o f c als and nfo mat on system owne s w th an up to-date status of the secu ty state of 
o gan zat onal nfo mat on systems and env onments of ope at on.  To educe the adm n st at ve cost of secu ty eautho zat on, 
autho z ng o f c als use the esults of cont nuous mon to ng p oces es to the max mum extent poss ble as the bas s fo  ende ng 
eautho zat on dec s ons. Related cont ols  CA-2, CA-7, PM 9, PM-10.  None

OMB C cula  A-130  OMB Memo andum 11-33  NIST 
Spec al Publ cat ons 800-37, 800-137.

CA-7 Cont nuous Mon to ng

     
mon to ng st ategy and mplements a 
cont nuous mon to ng p og am that 
ncludes

a. Establ shment of [Ass gnment  
o gan zat on-def ned met cs] to be 
mon to ed
b. Establ shment of [Ass gnment  
o gan zat on-def ned f equenc es] fo  
mon to ng and [Ass gnment  
o gan zat on-def ned f equenc es] fo  
assessments suppo t ng such 
mon to ng
c. Ongo ng secu ty cont ol assessments 
n acco dance w th the o gan zat onal 

cont nuous mon to ng st ategy
d. Ongo ng secu ty status mon to ng of 
o gan zat on-def ned met cs n 
acco dance w th the o gan zat onal 
cont nuous mon to ng st ategy
e. Co elat on and analys s of secu ty-
elated nfo mat on gene ated by 

assessments and mon to ng
f. Response act ons to add e s esults of 
the analys s of secu ty- elated 
nfo mat on  and

g. Repo t ng the secu ty status of 
o gan zat on and the nfo mat on system 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops a cont nuous mon to ng st ategy that def nes met cs to be mon to ed
( )develops a cont nuous mon to ng st ategy that ncludes mon to ng of o gan zat on-def ned met cs
( ) mplements a cont nuous mon to ng p og am that ncludes mon to ng of o gan zat on-def ned met cs n acco dance w th the 
o gan zat onal cont nuous mon to ng st ategy
( v) develops a cont nuous mon to ng st ategy that def nes f equenc es fo  mon to ng
(v) def nes f equenc es fo  assessments suppo t ng mon to ng
(v ) develops a cont nuous mon to ng st ategy that ncludes establ shment of the o gan zat on-def ned f equenc es fo  mon to ng 
and fo  assessments suppo t ng mon to ng
(v ) mplements a cont nuous mon to ng p og am that ncludes establ shment of o gan zat on-def ned f equenc es fo  mon to ng 
and fo  assessments suppo t ng such mon to ng n acco dance w th the o gan zat onal cont nuous mon to ng st ategy
(v ) develops a cont nuous mon to ng st ategy that ncludes ongo ng secu ty cont ol assessments
( x) mplements a cont nuous mon to ng p og am that ncludes ongo ng secu ty cont ol assessments n acco dance w th the 
o gan zat onal cont nuous mon to ng st ategy
(x) develops a cont nuous mon to ng st ategy that ncludes ongo ng secu ty status mon to ng of o gan zat on-def ned met cs
(x ) mplements a cont nuous mon to ng p og am that ncludes ongo ng secu ty status mon to ng of o gan zat on-def ned met cs 
n acco dance w th the o gan at onal cont nuous mon to ng st ategy

(x ) develops a cont nuous mon to ng st ategy that ncludes co elat on and analys s of secu ty- elated nfo mat on gene ated by 
assessments and mon to ng
(x ) mplements a cont nuous mon to ng p og am that ncludes co elat on and analys s of secu ty- elated nfo mat on gene ated 
by assessments and mon to ng n acco dance w th the o gan zat onal cont nuous mon to ng st ategy
develops a cont nuous mon to ng st ategy that ncludes esponse act ons to add e s esults of the analys s of secu ty- elated 
nfo mat on
mplements a cont nuous mon to ng p og am that ncludes esponse act ons to add ess esults of the analys s of secu ty- elated 
nfo mat on n acco dance w th the o gan zat onal cont nuous mon to ng st ategy

develops a cont nuous mon to ng st ategy that def nes the pe sonnel o  oles to whom the secu ty tatus of the o gan zat on and 
     

Cont nuous mon to ng p og ams fac l tate ongo ng awa eness of th eats, vulne ab l t es, and nfo mat on secu ty to suppo t o gan zat onal 
sk management dec s ons. The te ms cont nuous and ongo ng mply that o gan zat ons assess/analyze secu ty cont ols and nfo mat on 

secu ty- elated sks at a f equency su f c ent to suppo t o gan zat onal sk-based dec s ons. The esu ts of cont nuous mon to ng p og ams 
gene ate app op ate sk esponse act ons by o gan zat ons. Cont nuous mon to ng p og ams also a low o gan zat ons to ma nta n the 
secu ty autho zat ons of nfo mat on ystems and common cont ols ove  t me n h ghly dynam c env onments of ope at on w th chang ng 
m ss on/bus ness needs, th eats, vulne ab l t es, and technolog es. Hav ng access to secu ty- elated nfo mat on on a cont nu ng bas s 
th ough epo ts/dashboa ds g ves o gan zat onal o f c als the capab l ty to make mo e e fect ve and t mely sk management dec s ons, 
nclud ng ongo ng secu ty autho zat on dec s ons. Automat on suppo ts mo e f equent updates to secu ty autho zat on packages, 

ha dwa e/softwa e/f mwa e nvento es, and othe  system nfo mat on. Effect veness s fu the  enhanced when cont nuous mon to ng 
outputs a e fo matted to p ov de nfo mat on that s spec f c, measu able, act onable, elevant, and t mely. Cont nuous mon to ng act v t es 
a e scaled n acco dance w th the secu ty catego es of nfo mat on systems. Related cont ols  CA-2, CA-5, CA-6, CM 3, CM-4, PM-6, PM-9, 
RA-5, SA-11, SA-12, SI-2, SI-4. CA-7 1), CA-7(3)

OMB Memo andum 11-33  N ST Spec al Publ cat ons 800-
37, 800-39, 800-53A, 800-115, 800 137  US-CERT 
Techn cal Cybe  Secu ty Ale ts  DoD Info mat on 
Assu ance Vulne ab l ty Ale ts.

CA-
7 1)

Cont nuous Mon to ng - 
Independent Assessment

The o gan zat on employs assesso s o  
assessment teams w th [Ass gnment  
o gan zat on-def ned level of 
ndependence] to mon to  the secu ty 

cont ols n the nfo mat on system on an 
ongo ng bas s.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes a level of ndependence to be employed to mon to  the secu ty cont ols n the nfo mat on system on an ongo ng bas s  
and
( ) employs assesso s o  as essment teams w th the o gan zat on-def ned level of ndependence to mon to  the secu ty cont ols n 
the nfo mat on system on an ongo ng bas s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty asse sment and autho zat on pol cy  p ocedu es add ess ng cont nuous mon to ng of 
nfo mat on system secu ty cont ols  secu ty plan  secu ty assessment epo t  plan of act on and m lestones  nfo mat on system 

mon to ng eco ds  secu ty mpact analyses  status epo ts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont nuous mon to ng e pons b l t es  o gan at onal pe onnel w th 
nfo mat on secu ty espons b l t es].

O gan zat ons can max m ze the value of assessments of secu ty cont ols du ng the cont nuous mon to ng p ocess by equ ng that such 
assessments be conducted by assesso s o  assessment teams w th app op ate levels of ndependence based on cont nuous mon to ng 
st ateg es. Assesso  ndependence p ov des a deg ee of mpa t al ty to the mon to ng p ocess. To ach eve such mpa t al ty, assesso s should 
not  ( ) c eate a mutual o  confl ct ng nte est w th the o gan zat ons whe e the assessments a e be ng conducted  ( ) assess the  own wo k  
( ) act as management o  employees of the o gan zat ons they a e se v ng  o  ( v) place themselves n advocacy pos t ons fo  the 
o gan zat ons acqu ng the  se v ces.

CA-
7 2)

Cont nuous Mon to ng 
[W thd awn] - 
Inco po ated Into CA-2

[W thd awn  Inco po ated nto CA 2 ]

[W thd awn  Inco po ated nto CA-2.]



CA-
7 3)

Cont nuous Mon to ng - 
T end Analyses

The o gan zat on employs t end analyses 
to dete m ne f secu ty cont ol 
mplementat ons, the f equency of 

cont nuous mon to ng act v t es, and/o  
the types of act v t es used n the 
cont nuous mon to ng p ocess need to 
be mod f ed based on emp cal data.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs t end analyses to dete m ne f the follow ng tems need to be mod f ed based on emp cal 
data
    -secu ty cont ol mplementat ons
    the f equency of cont nuous mon to ng act v t es  and/o
    the types of act v t es used n the cont nuous mon to ng p ocess.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont nuous mon to ng st ategy  Secu ty assessment and autho zat on pol cy  p ocedu es add ess ng 
cont nuous mon to ng of nfo mat on ystem secu ty cont ols  secu ty plan  secu ty assessment epo t  plan of act on and 
m lestones  nfo mat on system mon to ng eco ds  secu ty mpact analyses  status epo ts  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont nuous mon to ng e pons b l t es  o gan at onal pe onnel w th 
nfo mat on secu ty espons b l t es].

T end analyses can nclude, fo  example, exam n ng ecent th eat nfo mat on ega d ng the types of th eat events that have occu ed w th n 
the o gan zat on o  ac oss the fede al gove nment, success ates of ce ta n types of cybe  attacks, eme g ng vulne ab l t es n nfo mat on 
technolog es, evolv ng soc al eng nee ng techn ques, esults f om mult ple secu ty cont ol assessments, the effect veness of conf gu at on 
sett ngs, and f nd ngs f om Inspecto s Gene al o  aud to s.

CA-8 Penet at on Test ng

The o gan zat on conducts penet at on 
test ng [Ass gnment  o gan zat on-
def ned f equency] on [Ass gnment  
o gan zat on-def ned nfo mat on 
systems o  sy tem components].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on systems o  system components on wh ch penet at on test ng s to be conducted
( ) def nes the f equency to conduct penet at on test ng on o gan zat on-def ned nfo mat on systems o  system components  and
( ) conducts penet at on test ng on o gan zat on-def ned nfo mat on systems o  system components w th the o gan zat on-
def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty asse sment and autho zat on pol cy  p ocedu es add ess ng penet at on test ng  secu ty plan  
secu ty assessment plan  penet at on test epo t  ecu ty assessment epo t  secu ty assessment ev dence  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty assessment espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es, system/netwo k adm n st ato s].

Test  SELECT FROM  Automated mechan sms suppo t ng penet at on test ng].

Penet at on test ng s a spec al zed type of assessment conducted on nfo mat on systems o  nd v dual ystem components to dent fy 
vulne ab l t es that could be explo ted by adve sa es. Such test ng can be used to e the  val date vulne ab l t es o  dete m ne the deg ee of 
es stance o gan zat onal nfo mat on systems have to adve sa es w th n a set of spec f ed const a nts (e.g., t me, esou ces, and/o  sk lls). 

Penet at on test ng a tempts to dupl cate the act ons of adve sa es n ca y ng out host le cybe  attacks aga nst o gan zat ons and p ov des a 
mo e n-depth analys s of secu ty- elated weaknesses/def c enc es. O gan zat ons can also use the esults of vulne ab l ty analyses to suppo t 
penet at on test ng act v t es. Penet at on test ng can be conducted on the ha dwa e, softwa e, o  f mwa e components of an nfo mat on 
system and can exe c se both phys cal and techn cal secu ty cont ols. A standa d method fo  penet at on test ng nclude , fo  example  ( ) 
p etest analys s based on fu l knowledge of the ta get system  ( ) p etest dent f cat on of potent al vulne ab l t es based on p etest analys s  
and ( ) test ng des gned to dete m ne explo tab l ty of dent f ed vulne ab l t es. A l pa t es ag ee to the ules of engagement befo e the 
commencement of penet at on test ng scena os. O gan zat ons co elate the penet at on test ng ules of engagement w th the tools, 
techn ques, and p ocedu es that a e ant c pated to be employed by adve sa es ca y ng out attacks. O gan zat onal sk assessments gu de 
dec s ons on the level of ndependence equ ed fo  pe sonnel conduct ng penet at on test ng. Related cont ol  SA-12. CA-8 1), CA-8(2) None

CA-
8 1)

Penet at on Test ng - 
Independent Penet at on 
Agent O  Team

The o gan zat on employs an 
ndependent penet at on agent o  

penet at on team to pe fo m 
penet at on test ng on the nfo mat on 

t   t  t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs an ndependent penet at on agent o  penet at on team to pe fo m penet at on test ng on 
the nfo mat on system o  system components.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty asse sment and autho zat on pol cy  p ocedu es add ess ng penet at on test ng  secu ty plan  
secu ty assessment plan  penet at on test epo t  ecu ty assessment epo t  secu ty assessment ev dence  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty assessment espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Independent penet at on agents o  teams a e nd v duals o  g oups who conduct mpa t al penet at on test ng of o gan zat onal nfo mat on 
systems. Impa t al ty mpl es that penet at on agents o  teams a e f ee f om any pe ce ved o  actual confl cts of nte est w th ega d to the 
development, ope at on, o  management of the nfo mat on systems that a e the ta gets of the penet at on test ng. Supplemental gu dance 
fo  CA 2 (1) p ov des add t onal nfo mat on ega d ng ndependent assessments that can be appl ed to penet at on test ng. Related cont ol  
C -2

CA-
8 2)

Penet at on Test ng - Red 
Team Exe c ses

The o gan zat on employs [Ass gnment  
o gan zat on-def ned ed team exe c ses] 
to s mulate attempts by adve sa es to 
comp om se o gan zat onal nfo mat on 
systems n acco dance w th 
[Ass gnment  o gan zat on-def ned ules 
of engagement].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes ed team exe c ses to be employed to s mulate attempts by adve sa es to comp om se o gan zat onal nfo mat on 
systems
( ) def nes ules of engagement fo  employ ng o gan zat on-def ned ed team exe c ses  and
( ) employs o gan zat on-def ned ed team exe c ses to s mulate attempts by adve sa es to comp om se o gan zat onal 
nfo mat on systems n acco dance w th o gan zat on-def ned ules of engagement.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty asse sment and autho zat on pol cy  p ocedu es add ess ng penet at on test ng  p ocedu es 
add ess ng ed team exe c es  secu ty plan  secu ty assessment plan  esults of ed team exe c se  penet at on test epo t  
secu ty assessment epo t  ules of engagement  secu ty assessment ev dence  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty assessment espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  Automated mechan sms suppo t ng employment of ed team exe c ses].

Red team exe c ses extend the object ves of penet at on test ng by exam n ng the secu ty postu e of o gan zat ons and the  ab l ty to 
mplement effect ve cybe  defenses. As such, ed team exe c ses eflect s mulated adve sa al a tempts to comp om se o gan zat onal 

m ss on/bus ness funct ons and p ov de a comp ehens ve assessment of the secu ty state of nfo mat on systems and o gan zat ons. 
S mulated adve sa al attempts to comp om se o gan zat onal m s ons/bus ness funct ons and the nfo mat on systems that suppo t those 
m ss ons/funct ons may nclude technology focused attacks (e g., nte act ons w th ha dwa e, softwa e, o  f mwa e components and/o  
m ss on/bus ness p ocesses) and soc al eng nee ng-based attacks (e.g., nte act ons v a ema l, telephone, shoulde  su f ng, o  pe sonal 
conve sat ons). Wh le penet at on test ng may be la gely labo ato y-ba ed test ng, o gan zat ons use ed team exe c ses to p ov de mo e 
comp ehens ve as essments that eflect eal-wo ld cond t ons. Red team exe c ses can be used to mp ove secu ty awa eness and t a n ng 
and to assess levels of secu ty cont ol effect veness.

CA-9
Inte nal System 
Connect ons

The o gan zat on
a. Autho zes nte nal connect ons of 
[Ass gnment  o gan zat on-def ned 
nfo mat on system components o  

classes of components] to the 
nfo mat on system  and

b. Documents, fo  each nte nal 
connect on, the nte face cha acte st cs, 
secu ty equ ements, and the natu e of 
the nfo mat on commun cated.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on system components o  classes of components to be autho zed as nte nal connect ons to the nfo mat on 
system
( ) autho zes nte nal connect ons of o gan zat on-def ned nfo mat on system components o  classes of components to the 
nfo mat on system

( ) documents, fo  each nte nal connect on
    the nte face cha acte st cs
    the secu ty equ ements  and
    the natu e of the nfo mat on commun cated.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Access cont ol pol cy  p ocedu es add ess ng nfo mat on system connect ons  system and 
commun cat ons p otect on pol cy  ecu ty plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on 
sett ngs and assoc ated documentat on  l st of components o  classes of components autho zed as nte nal system connect ons  
secu ty assessment epo t  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  develop ng, mplement ng, o  autho z ng nte nal 
system connect ons  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

CA-
9 1)

Inte nal System 
Connect ons - Secu ty 
Compl ance Checks

The nfo mat on system pe fo ms 
secu ty compl ance checks on 
const tuent system components p o  to 
the establ shment of the nte nal 
connect on. Secu ty compl ance checks may nclude, fo  example, ve f cat on of the elevant basel ne conf gu at on. Related cont ols  CM 6.

CM 1 
Conf gu at on 
Management Pol cy and 
P ocedu es 

The o gan zat on
a. Develop , documents, and 
d ssem nates to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles]
1. A conf gu at on management pol cy 
that add e ses pu pose, scope, oles, 
espons b l t es, management 

comm tment, coo d nat on among 
o gan zat onal ent t es, and compl ance  
and
2. P ocedu es to fac l tate the 
mplementat on of the conf gu at on 

management pol cy and assoc ated 
conf gu at on management cont ols  and
b. Rev ews and updates the cu ent
1. Conf gu at on management pol cy 
[Ass gnment  o gan zat on-def ned 
f equency]  and
2. Conf gu at on management 
p ocedu es [Ass gnment  o gan zat on-
def ned f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
develops and documents a conf gu at on management pol cy that add esses
     -pu pose  
     -scope  
     - oles 
     - espons b l t es  
     -management comm tment  
     -coo d nat on among o gan zat onal ent t es   
     -compl ance  
( ) def nes pe sonnel o  oles to whom the conf gu at on management pol cy s to be d ssem nated
( ) d ssem nates the conf gu at on management pol cy to o gan zat on-def ned pe sonnel o  oles
( v) develops and documents p ocedu es to fac l tate the mplementat on of the conf gu at on management pol cy and as oc ated 
assessment and autho zat on cont ols
(v) def nes pe sonnel o  oles to whom the p ocedu es a e to be d ssem nated
(v ) d ssem nates the p ocedu es to o gan zat on-def ned pe sonnel o  oles
(v ) def nes the f equency to ev ew and update the cu ent conf gu at on management pol cy
(v ) ev ews and updates the cu ent conf gu at on management pol cy w th the o gan zat on-def ned f equency
( x) def nes the f equency to ev ew and update the cu ent conf gu at on management p ocedu es  and
(x) ev ews and updates the cu ent conf gu at on management p ocedu es w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy and p ocedu es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th conf gu at on management espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Th s cont ol add esses the establ shment of pol cy and p ocedu es fo  the effect ve mplementat on of selected secu ty cont ols and cont ol 
enhancements n the CM fam ly. Pol cy and p ocedu es eflect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c es, 
standa ds, and gu dance. Secu ty p og am pol c es and p ocedu es at the o gan zat on level may make the need fo  system-spec f c pol c es 
and p ocedu es unnecessa y. The pol cy can be ncluded as pa t of the gene al nfo mat on secu ty pol cy fo  o gan zat ons o  conve sely, 
can be ep esented by mult ple pol c es eflect ng the complex natu e of ce ta n o gan zat ons. The p ocedu es can be establ shed fo  the 
secu ty p og am n gene al and fo  pa t cula  nfo mat on systems, f needed. The o gan zat onal sk management st ategy s a key facto  n 
establ sh ng pol cy and p ocedu es. Related cont ol  PM-9. None NIST Spec al Publ cat ons 800 12, 800-100.



CM 2 Basel ne Conf gu at on 

The o gan zat on develop , documents, 
and ma nta ns unde  conf gu at on 
cont ol, a cu ent basel ne conf gu at on 
of the nfo mat on system.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on develops and documents a basel ne conf gu at on of the nfo mat on ystem and 
( ) the o gan zat on ma nta ns, unde  conf gu at on cont ol, a cu ent basel ne conf gu at on of the nfo mat on system. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng the basel ne conf gu at on of the nfo mat on 
system  conf gu at on management plan  ente p se a ch tectu e documentat on  nfo mat on ystem des gn documentat on  
nfo mat on system a ch tectu e and conf gu at on documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 

documentat on  change cont ol eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th conf gu at on management espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng basel ne conf gu at ons  automated mechan sms suppo t ng 
conf gu at on cont ol of the basel ne conf gu at on].

Th s cont ol establ shes basel ne conf gu at ons fo  nfo mat on systems and system components nclud ng commun cat ons and connect v ty
elated aspects of systems. Basel ne conf gu at ons a e documented, fo ma ly ev ewed and ag eed-upon sets of spec f cat ons fo  
nfo mat on systems o  conf gu at on tems w th n those sy tems. Basel ne conf gu at ons se ve as a bas s fo  futu e bu ld , eleases, and/o  

changes to nfo mat on systems. Ba el ne conf gu at ons nclude nfo mat on about nfo mat on system components (e.g., standa d softwa e 
packages nstalled on wo kstat ons, notebook compute , se ve s, netwo k components, o  mob le dev ces  cu ent ve s on numbe s and 
patch nfo mat on on ope at ng systems and appl cat ons  and conf gu at on sett ngs/pa amete s), netwo k topology, and the log cal 
placement of those components w th n the system a ch tectu e. Ma nta n ng basel ne conf gu at ons equ es c eat ng new basel nes as 
o gan zat onal nfo mat on systems change ove  t me. Basel ne conf gu at ons of nfo mat on systems eflect the cu ent ente p se 
a ch tectu e. Related cont ols  CM-3, CM-6, CM 8, CM-9, SA-10, PM-5, PM-7. CM-2(1), CM 2 2), CM-2(3), CM 2 6), CM-2(7) NIST Spec al Publ cat on 800 128.

CM-
2 1)

Ba el ne Conf gu at on - 
Rev ews And Updates

The o gan zat on ev ews and updates 
the basel ne conf gu at on of the 
nfo mat on system

(a) [Ass gnment  o gan zat on-def ned 
f equency]
(b) When equ ed due to [A s gnment 
o gan zat on-def ned c cum tances]  
and
(c) As an nteg al pa t of nfo mat on 
system component nstallat ons and 
upg ades.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) ef nes the f equency to ev ew and update the basel ne conf gu at on of the nfo mat on system
( ) ev ews and updates the basel ne conf gu at on of the nfo mat on system w th the o gan zat on-def ned f equency
( ) def nes c cumstances that equ e the basel ne conf gu at on of the nfo mat on system to be ev ewed and updated
( v) ev ews and updates the basel ne conf gu at on of the nfo mat on system when equ ed due to o gan zat on-def ned 
c cumstances  and
(v) ev ews and updates the basel ne conf gu at on of the nfo mat on system as an nteg al pa t of nfo mat on system component 
nstallat ons and upg ades.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  conf gu at on management plan  p ocedu es add e s ng the basel ne 
conf gu at on of the nfo mat on system  p ocedu es add ess ng nfo mat on ystem component nsta lat ons and upg ades  
nfo mat on system a ch tectu e and conf gu at on documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 

documentat on  eco ds of nfo mat on system basel ne conf gu at on ev ews and updates  nfo mat on system component 
nstallat ons upg ades and assoc ated eco ds  change cont ol eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th conf gu at on management espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng basel ne conf gu at ons  automated mechan sms suppo t ng ev ew 
and update of the ba el ne conf gu at on].

Related cont ol  CM 5.

CM-
2 2)

Ba el ne Conf gu at on - 
Automat on Suppo t Fo  
Accu acy / Cu ency

The o gan zat on employs automated 
mechan sms to ma nta n an up-to-date, 
complete, accu ate, and ead ly ava lable 
basel ne conf gu at on of the 

f t  t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs automated mechan sms to ma nta n
    -an up-to-date basel ne conf gu at on of the nfo mat on system
    -a complete basel ne conf gu at on of the nfo mat on system
    -an accu ate basel ne conf gu at on of the nfo mat on sy tem  and
    -a ead ly ava lable basel ne conf gu at on of the nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng the basel ne conf gu at on of the nfo mat on 
system  conf gu at on management plan  nfo mat on system des gn documentat on  nfo mat on sy tem a ch tectu e and 
conf gu at on documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  conf gu at on change 
cont ol eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th conf gu at on management espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng basel ne conf gu at ons  automated mechan sms mplement ng 
basel ne conf gu at on ma ntenance].

Automated mechan sms that help o gan zat ons ma nta n cons stent basel ne conf gu at ons fo  nfo mat on systems nclude, fo  example, 
ha dwa e and softwa e nvento y tools, conf gu at on management tools, and netwo k management tools. Such tools can be deployed 
and/o  allocated as common cont ols, at the nfo mat on system level, o  at the ope at ng system o  component level (e g., on wo kstat ons, 
se ve s, notebook compute s, netwo k components, o  mob le dev ces). Tools can be used, fo  example, to t ack ve s on numbe s on 
ope at ng system appl cat ons, types of softwa e nstalled, and cu ent patch levels. Th s cont ol enhancement can be sat sf ed by the 
mplementat on of CM-8 (2) fo  o gan zat ons that choose to comb ne nfo mat on system component nvento y and basel ne conf gu at on 

t t  R l t  t l  CM-7  R -5

CM-
2 3)

Ba el ne Conf gu at on - 
Retent on Of P ev ous 
Conf gu at ons

The o gan zat on eta ns [Ass gnment  
o gan zat on-def ned p ev ous ve s ons of 
basel ne conf gu at ons of the 
nfo mat on system] to suppo t o lback.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes p ev ous ve s ons of basel ne conf gu at ons of the nfo mat on system to be eta ned to suppo t ollback  and
( ) eta ns o gan zat on-def ned p ev ous ve s ons of basel ne conf gu at ons of the nfo mat on system to suppo t ollback.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng the basel ne conf gu at on of the nfo mat on 
system  conf gu at on management plan  nfo mat on system a ch tectu e and conf gu at on documentat on  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  cop es of p ev ous basel ne conf gu at on ve s ons  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th conf gu at on management espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng basel ne conf gu at ons].

Reta n ng p ev ous ve s ons of basel ne conf gu at ons to suppo t ollback may nclude, fo  example, ha dwa e, so twa e, f mwa e, 
conf gu at on f les, and conf gu at on eco ds.

CM-
2 4)

Ba el ne Conf gu at on 
[W thd awn] - 
Inco po ated Into CM-7

[W thd awn  Inco po ated nto CM-7].

[W thd awn  Inco po ated nto CM 7].

CM-
2 5)

Ba el ne Conf gu at on 
[W thd awn] - 
Inco po ated Into CM-7

[W thd awn  Inco po ated nto CM-7].

[W thd awn  Inco po ated nto CM 7].

CM-
2 6)

Ba el ne Conf gu at on - 
Development And Test 
Env onments

The o gan zat on ma nta ns a basel ne 
conf gu at on fo  nfo mat on system 
development and test env onments that 
s managed sepa ately f om the 

ope at onal basel ne conf gu at on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ma nta ns a basel ne conf gu at on fo  nfo mat on system development and test env onments that 
s managed sepa ately f om the ope at onal basel ne conf gu at on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng the basel ne conf gu at on of the nfo mat on 
system  conf gu at on management plan  nfo mat on system des gn documentat on  nfo mat on sy tem a ch tectu e and 
conf gu at on documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th conf gu at on management espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng basel ne conf gu at ons  automated mechan sms mplement ng 
sepa ate basel ne conf gu at ons fo  development, test, and ope at onal env onments].

Establ sh ng sepa ate basel ne conf gu at ons fo  development, test ng, and ope at onal env onments helps p otect nfo mat on systems 
f om unplanned/unexpected events elated to development and test ng act v t es. Sepa ate basel ne conf gu at ons allow o gan zat ons to 
apply the conf gu at on management that s most app op ate fo  each type of conf gu at on. Fo  example, management of ope at onal 
conf gu at ons typ ca ly emphas zes the need fo  stab l ty, wh le management of development/test conf gu at ons equ es g eate  flex b l ty. 
Conf gu at ons n the test env onment m o  the conf gu at ons n the ope at onal env onment to the extent p act cable so that the e u ts 
of the test ng a e ep esentat ve of the p oposed changes to the ope at onal systems. Th s cont ol enhancement equ es sepa ate 
conf gu at ons but not necessa ly sepa ate phys cal env onments. Related cont ols  CM-4, SC-3, SC-7.

CM-
2 7)

Ba el ne Conf gu at on - 
Conf gu e Systems  
Components  O  Dev ces 
Fo  H gh R sk A eas

The o gan zat on
(a) Issues [Ass gnment  o gan zat on-
def ned nfo mat on systems, system 
components, o  dev ces] w th 
[Ass gnment  o gan zat on-def ned 
conf gu at on ] to nd v duals t avel ng to 
locat ons that the o gan zat on deems to 
be of s gn f cant sk  and
(b) Appl es [Ass gnment  o gan zat on-
def ned secu ty safegua ds] to the 
dev ces when the nd v duals etu n.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on systems, system components, o  dev ces to be ssued to nd v duals t avel ng to locat ons that the 
o gan zat on deems to be of s gn f cant sk
( ) def nes conf gu at ons to be employed on o gan zat on-def ned nfo mat on systems, system components, o  dev ces ssued to 
nd v duals t avel ng to such locat ons

( ) ssues o gan zat on-def ned nfo mat on systems, system components, o  dev ces w th o gan zat on-def ned conf gu at ons to 
nd v duals t avel ng to locat ons that the o gan zat on deems to be of s gn f cant sk

( v) def nes secu ty safegua ds to be appl ed to the dev ces when the nd v duals etu n  and
(v) appl es o gan zat on-def ned safegua ds to the dev ces when the nd v duals etu n.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  conf gu at on management plan  p ocedu es add e s ng the basel ne 
conf gu at on of the nfo mat on system  p ocedu es add ess ng nfo mat on ystem component nsta lat ons and upg ades  
nfo mat on system a ch tectu e and conf gu at on documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 

documentat on  eco ds of nfo mat on system basel ne conf gu at on ev ews and updates  nfo mat on system component 
nstallat ons upg ades and assoc ated eco ds  change cont ol eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th conf gu at on management espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng basel ne conf gu at ons].
When t s known that nfo mat on systems, system components, o  dev ces (e.g , notebook compute s, mob le dev ces) w ll be located n 
h gh- sk a eas, add t onal secu ty cont ols may be mplemented to counte  the g eate  th eat n such a eas coupled w th the lack of 
phys cal secu ty elat ve to o gan zat onal-cont o led a eas. Fo  example, o gan zat onal pol c es and p ocedu es fo  notebook compute s 
used by nd v duals depa t ng on and etu n ng f om t avel nclude, fo  example, dete m n ng wh ch locat ons a e of conce n, def n ng 
equ ed conf gu at ons fo  the dev ces, ensu ng that the dev ces a e conf gu ed as ntended befo e t avel s n t ated, and apply ng spec f c 

safegua ds to the dev ce afte  t avel s completed. Spec ally conf gu ed notebook compute s nclude, fo  example, compute s w th san t zed 
ha d d ves, l m ted appl cat ons, and add t onal ha den ng (e.g., mo e st ngent conf gu at on sett ngs). Spec f ed safegua ds appl ed to 
mob le dev ces upon etu n f om t avel nclude, fo  example, exam n ng the dev ce fo  s gns of phys cal tampe ng and pu g ng/ e mag ng the 
ha d d sk d ve. P otect ng nfo mat on es d ng on mob le dev ces s cove ed n the med a p otect on fam ly.

CM 3 
Conf gu at on Change 
Cont ol 

 
a. Dete m nes the types of changes to 
the nfo mat on ystem that a e 
conf gu at on-cont olled
b. Rev ews p oposed conf gu at on-
cont o led changes to the nfo mat on 
system and app oves o  d sapp oves 
such changes w th expl c t cons de at on 
fo  secu ty mpact analyses
c. Documents conf gu at on change 
dec s ons assoc ated w th the 
nfo mat on system

d. Implements app oved conf gu at on-
cont o led changes to the nfo mat on 
system
e. Reta ns eco ds of conf gu at on-
cont o led changes to the nfo mat on 
system fo  [Ass gnment  o gan at on-
def ned t me pe od]
f. Aud ts and ev ews act v t es 
assoc ated w th conf gu at on-cont olled 
changes to the nfo mat on system  and
g. Coo d nates and p ov des ove s ght fo  
conf gu at on change cont ol act v t es 
th ough [Ass gnment  o gan zat on-
def ned conf gu at on change cont ol 
element (e g , comm ttee, boa d ] that 
convenes [Select on (one o  mo e)  

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) dete m nes the type of changes to the nfo mat on system that must be conf gu at on-cont o led
( ) ev ews p oposed conf gu at on-cont olled changes to the nfo mat on system and app oves o  d sapp oves such changes w th 
expl c t cons de at on fo  secu ty mpact analyses
( ) documents conf gu at on change dec s ons assoc ated w th the nfo mat on system
( v) mplements app oved conf gu at on-cont olled changes to the nfo mat on system
(v) def nes a t me pe od to eta n eco ds of conf gu at on-cont o led changes to the nfo mat on system
(v ) eta ns eco ds of conf gu at on-cont o led changes to the nfo mat on system fo  the o gan zat on-def ned t me pe od
(v ) aud ts and ev ews act v t es assoc ated w th conf gu at on-cont olled changes to the nfo mat on system
(v )def nes a conf gu at on change cont ol element (e.g., comm ttee, boa d) espons ble fo  coo d nat ng and p ov d ng ove s ght 
fo  conf gu at on change cont ol act v t es
( x) def nes the f equency w th wh ch the conf gu at on change cont ol element must convene  and/o
(x) def nes conf gu at on change cond t ons that p ompt the conf gu at on change cont ol element to convene  and
(x ) coo d nates and p ov des ove s ght fo  conf gu at on change cont ol act v t es th ough o gan zat on-def ned conf gu at on 
change cont ol element that convenes at o gan zat on-def ned f equency and/o  fo  any o gan zat on-def ned conf gu at on change 
cond t ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng nfo mat on system conf gu at on change 
cont ol  conf gu at on management plan  nfo mat on system a ch tectu e and conf gu at on documentat on  secu ty plan  
change cont ol eco ds  nfo mat on system aud t eco ds  change cont ol aud t and ev ew epo ts  agenda /m nutes f om 
conf gu at on change cont ol ove s ght meet ngs  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th conf gu at on change cont ol espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  membe s of change cont ol boa d o  s m la ].
Test  SELECT FROM  O gan zat onal p ocesses fo  conf gu at on change cont ol  automated mechan sms that mplement 
conf gu at on change cont ol].

Conf gu at on change cont ols fo  o gan zat onal nfo mat on systems nvolve the systemat c p oposal, just f cat on, mplementat on, test ng, 
ev ew, and d spos t on of changes to the systems, nclud ng system upg ades and mod f cat ons. Conf gu at on change cont ol ncludes 

changes to basel ne conf gu at ons fo  components and conf gu at on tems of nfo mat on systems, changes to conf gu at on sett ngs fo  
nfo mat on technology p oducts (e g., ope at ng systems, appl cat ons, f ewa ls, oute s, and mob le dev ces), unscheduled/unautho zed 

changes, and changes to emed ate vulne ab l t es. Typ cal p ocesses fo  manag ng conf gu at on changes to nfo mat on systems nclude, fo  
example, Conf gu at on Cont ol Boa ds that app ove p oposed changes to systems. Fo  new development nfo mat on systems o  systems 
unde go ng ma o  upg ade , o gan zat ons cons de  nclud ng ep esentat ves f om development o gan zat ons on the Conf gu at on Cont ol 
Boa ds. Aud t ng of changes ncludes act v t es befo e and a te  changes a e made to o gan zat onal nfo mat on ystems and the aud t ng 
act v t es equ ed to mplement such changes. Related cont ols  CA-7, CM 2, CM-4, CM-5, CM-6, CM 9, SA 10, SI-2, SI-12. CM-3(1), CM 3 2), CM-3(3), CM 3(4), CM-3(5), CM 3 6) NIST Spec al Publ cat on 800 128.



CM-
3 1)

Conf gu at on Change 
Cont ol - Automated 
Document / Not f cat on 
/ P oh b t on Of Changes

The o gan zat on employs automated 
mechan sms to
(a) Document p oposed changes to the 
nfo mat on system

(b) Not fy [Ass gnment  o gan zed-
def ned app oval autho t es] of 
p oposed changes to the nfo mat on 
system and equest change app oval
(c) H ghl ght p oposed changes to the 
nfo mat on system that have not been 

app oved o  d sapp oved by 
[Ass gnment  o gan zat on-def ned t me 
pe od]
(d) P oh b t changes to the nfo mat on 
system unt l des gnated app ovals a e 
ece ved

(e) Document a l changes to the 
nfo mat on system  and

( ) Not fy [Ass gnment  o gan zat on-
def ned pe sonne ] when app oved 
changes to the nfo mat on system a e 
completed.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes the t me pe od a te  wh ch app ovals that have not been ece ved fo  p oposed changes to the 
nfo mat on system a e h ghl ghted  and 

( ) the o gan zat on employs automated mechan sms to  
     -document p oposed changes to the nfo mat on system  
    -not fy des gnated app oval autho t es  
     -h ghl ght app ovals that have not been ece ved by the o gan at on-def ned t me pe od  
     - nh b t change unt l des gnated app ovals a e ece ved  and 
     -document completed changes to the nfo mat on system. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS  
Exam ne  [SELECT FROM  Conf gu at on management pol cy  conf gu at on management plan  p ocedu es add e s ng nfo mat on 
system conf gu at on change cont ol  nfo mat on ystem des gn documentat on  nfo mat on system a ch tectu e and 
conf gu at on documentat on  automated conf gu at on cont ol mechan sms  change cont ol eco ds  nfo mat on system aud t 
eco ds  othe  elevant documents o  eco ds]. 

Test  SELECT FROM  Automated mechan sms mplement ng conf gu at on change cont ol].

CM-
3 2)

Conf gu at on Change 
Cont ol - Test / Val date / 
Document Changes

The o gan zat on te ts, val date , and 
documents changes to the nfo mat on 
system befo e mplement ng the 
changes on the ope at onal system.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on tests, val dates, and documents changes to the nfo mat on system befo e mplement ng the changes 
on the ope at onal system. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS  
Exam ne  [SELECT FROM  Conf gu at on management pol cy  conf gu at on management plan  p ocedu es add e s ng nfo mat on 
system conf gu at on change cont ol  nfo mat on ystem des gn documentat on  nfo mat on system a ch tectu e and 
conf gu at on documentat on  change cont ol eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds]. 
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th conf gu at on change cont ol espons b l t es].

Changes to nfo mat on systems nclude mod f cat ons to ha dwa e, softwa e, o  f mwa e components and conf gu at on sett ngs def ned n 
CM 6. O gan zat ons ensu e that test ng does not nte fe e w th nfo mat on system ope at ons. Ind v duals/g oups conduct ng tests 
unde stand o gan zat onal secu ty pol c es and p ocedu es, nfo mat on system secu ty pol c es and p ocedu es, and the spec f c health, 
safety, and env onmental sks assoc ated w th pa t cula  fac l t es/p ocesses. Ope at onal systems may need to be taken o f-l ne, o  
epl cated to the extent feas ble, befo e test ng can be conducted. If nfo mat on systems must be taken off-l ne fo  test ng, the tests a e 

scheduled to occu  du ng planned system outages wheneve  poss ble. f test ng cannot be conducted on ope at onal systems, o gan zat ons 
employ compensat ng cont ols (e.g., test ng on epl cated systems).

CM-
3 3)

Conf gu at on Change 
Cont ol - Automated 
Change Implementat on

The o gan zat on employs automated 
mechan sms to mplement changes to 
the cu ent nfo mat on system basel ne 
and deploys the updated basel ne ac oss 
the nsta led base.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) employs automated mechan sms to mplement changes to the cu ent nfo mat on system basel ne  and
( ) deploys the updated ba el ne ac oss the nsta led base.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  conf gu at on management plan  p ocedu es add e s ng nfo mat on 
system conf gu at on change cont ol  nfo mat on ystem des gn documentat on  nfo mat on system a ch tectu e and 
conf gu at on documentat on  automated conf gu at on cont ol mechan sms  change cont ol eco ds  nfo mat on system aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th conf gu at on change cont ol espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].
Test  SELECT FROM  O gan zat onal p ocesses fo  conf gu at on change cont ol  automated mechan sms mplement ng changes to 
cu ent nfo mat on system basel ne].

CM-
3 4)

Conf gu at on Change 
Cont ol - Secu ty 
Rep esentat ve

The o gan zat on equ es an nfo mat on 
secu ty ep esentat ve to be a membe  
of the [Ass gnment  o gan zat on-def ned 
conf gu at on change cont ol elemen ].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) spec f es the conf gu at on change cont ol elements (as def ned n CM-3g) of wh ch an nfo mat on secu ty ep esentat ve s to 
be a membe  and
( ) equ es an nfo mat on secu ty ep esentat ve to be a membe  of the pec f ed conf gu at on cont ol element.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng nfo mat on system conf gu at on change 
cont ol  conf gu at on management plan  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th conf gu at on change cont ol espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  conf gu at on change cont ol].

Info mat on secu ty ep esentat ves can nclude, fo  example, sen o  agency nfo mat on secu ty off ce s, nfo mat on sy tem secu ty 
o f ce s, o  nfo mat on system secu ty manage s. Rep esentat on by pe sonnel w th nfo mat on secu ty expe t se s mpo tant because 
changes to nfo mat on system conf gu at ons can have un ntended s de e fects, some of wh ch may be secu ty- elevant. Detect ng such 
changes ea ly n the p ocess can help avo d un ntended, negat ve consequences that could ult mately affect the secu ty state of 
o gan zat onal nfo mat on systems. The conf gu at on change cont ol element n th s cont ol enhancement eflects the change cont ol 
elements def ned by o gan zat ons n CM-3.

CM-
3 5)

Conf gu at on Change 
Cont ol - Automated 
Secu ty Response

The nfo mat on system mplements 
[Ass gnment  o gan zat on-def ned 
secu ty e ponses] automat ca ly f 
basel ne conf gu at ons a e changed n 
an unautho zed manne .

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes secu ty esponses to be mplemented automat cally f basel ne conf gu at ons a e changed n an 
unautho zed manne  and
( ) the nfo mat on system mplements o gan zat on-def ned secu ty esponses automat cally f basel ne conf gu at ons a e 
changed n an unautho zed manne .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng nfo mat on system conf gu at on change 
cont ol  conf gu at on management plan  secu ty plan  nfo mat on system des gn documentat on  nfo mat on system 
a ch tectu e and conf gu at on documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
ale ts/not f cat ons of unautho zed basel ne conf gu at on changes  nfo mat on system aud t eco ds  othe  elevant documents 
o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th conf gu at on change cont ol espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].
Test  SELECT FROM  O gan zat onal p ocesses fo  conf gu at on change cont ol  automated mechan sms mplement ng secu ty 
esponses to changes to the basel ne conf gu at ons].

Secu ty esponses nclude, fo  example, halt ng nfo mat on system p ocess ng, ha t ng selected system funct ons, o  su ng 
ale ts/not f cat ons to o gan zat onal pe sonnel when the e s an unautho zed mod f cat on of a conf gu at on tem.

CM-
3 6)

Conf gu at on Change 
Cont ol - C yptog aphy 
Management

The o gan zat on ensu es that 
c yptog aph c mechan sms used to 
p ov de [Ass gnment  o gan at on-
def ned secu ty safegua ds] a e unde  
conf gu at on management.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes secu ty safegua ds p ov ded by c yptog aph c mechan sms that a e to be unde  conf gu at on management  and
( ) ensu es that c yptog aph c mechan sms used to p ov de o gan zat on-def ned secu ty safegua ds a e unde  conf gu at on 
management.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng nfo mat on system conf gu at on change 
cont ol  conf gu at on management plan  secu ty plan  nfo mat on system des gn documentat on  nfo mat on system 
a ch tectu e and conf gu at on documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th conf gu at on change cont ol espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  conf gu at on change cont ol  c yptog aph c mechan sms mplement ng 
o gan zat onal secu ty safegua ds].

Rega dless of the c yptog aph c means employed (e.g , publ c key, p vate key, sha ed sec ets), o gan zat ons ensu e that the e a e p ocesses 
and p ocedu es n place to effect vely manage those means. Fo  example, f dev ces use ce t f cates as a bas s fo  dent f cat on and 
authent cat on, the e needs to be a p oce s n place to add ess the exp at on of those ce t f cates. Related cont ol  SC-13.

CM 4 Secu ty Impact Analys s

The o gan zat on analyzes changes to the 
nfo mat on system to dete m ne 

potent al secu ty mpacts p o  to 
change mplementat on.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on analyzes changes to the nfo mat on system to dete m ne potent al secu ty mpacts p o  to change 
mplementat on. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng secu ty mpact analys s fo  changes to the 
nfo mat on system  conf gu at on management plan  secu ty mpact analys s documentat on  analys s tools and a soc ated 

outputs  change cont ol eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  conduct ng secu ty mpact analys s  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  secu ty mpact analys s].

O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es (e g , Info mat on System Adm n st ato s, Info mat on Sy tem Secu ty 
Off ce s, Info mat on System Secu ty Manage s, and Info mat on System Secu ty Eng nee s) conduct secu ty mpact analyses. Ind v duals 
conduct ng secu ty mpact analyses possess the necessa y sk lls/techn cal expe t se to analyze the changes to nfo mat on systems and the 
assoc ated secu ty am f cat ons. Secu ty mpact analys s may nclude, fo  example, ev ew ng secu ty plans to unde stand secu ty cont ol 
equ ements and ev ew ng system des gn documentat on to unde tand cont ol mplementat on and how spec f c changes m ght affect the 

cont ols. Secu ty mpact analyses may also nclude a sessments of sk to be te  unde stand the mpact of the changes and to dete m ne f 
add t onal secu ty cont ols a e equ ed. Secu ty mpact analyses a e scaled n acco dance w th the secu ty catego es of the nfo mat on 
systems. Related cont ols  CA-2, CA-7, CM-3, CM 9, SA-4, SA-5, SA-10, SI 2. CM-4(1), CM-4 2) NIST Spec al Publ cat on 800 128.



CM-
4 1)

Secu ty Impact Analys s - 
Sepa ate Test 
Env onments

The o gan zat on analyzes changes to the 
nfo mat on system n a sepa ate test 

env onment befo e mplementat on n 
an ope at onal env onment, look ng fo  
secu ty mpacts due to flaws, 
weaknesses, ncompat b l ty, o  
ntent onal mal ce.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) analyzes changes to the nfo mat on sy tem n a sepa ate test env onment befo e mplementat on n an ope at onal 
env onment
( ) when analyz ng changes to the nfo mat on system n a sepa ate test env onment, looks fo  secu ty mpacts due to
    flaws
    -weaknesses
    - ncompat b l ty  and
    - ntent onal mal ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng secu ty mpact analys s fo  changes to the 
nfo mat on system  conf gu at on management plan  secu ty mpact analys s documentat on  analys s tools and a soc ated 

outputs nfo mat on system des gn documentat on  nfo mat on system a ch tectu e and conf gu at on documentat on  change 
cont ol eco ds  nfo mat on system aud t eco ds  documentat on ev dence of sepa ate test and ope at onal env onments  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  conduct ng secu ty mpact analys s  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  secu ty mpact analys s  automated mechan sms suppo t ng and/o  
mplement ng secu ty mpact analys s of changes].

Sepa ate test env onment n th s context means an env onment that s phys ca ly o  log ca ly solated and d st nct f om the ope at onal 
env onment. The sepa at on s su f c ent to ensu e that act v t es n the te t env onment do not mpact act v t es n the ope at onal 
env onment, and nfo mat on n the ope at onal env onment s not nadve tently t ansm tted to the test env onment. Sepa ate 
env onments can be ach eved by phys cal o  log cal means. f phys cally sepa ate test env onments a e not used, o gan zat ons dete m ne 
the st ength of mechan sm equ ed when mplement ng log cal sepa at on (e.g., sepa at on ach eved th ough v tual mach nes). Related 
cont ols  SA 11, SC 3, SC-7.

CM-
4 2)

Secu ty Impact Analys s - 
Ve f cat on Of Secu ty 
Funct ons

The o gan zat on, afte  the nfo mat on 
system s changed, checks the secu ty 
funct ons to ve fy that the funct ons a e 
mplemented co ectly, ope at ng as 
ntended, and p oduc ng the des ed 

outcome w th ega d to meet ng the 
secu ty equ ements fo  the system.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on, a te  the nfo mat on system s changed, checks the secu ty funct ons to ve fy that the funct ons 
a e  
     - mplemented co ec ly  
     -ope at ng as ntended  and 
     -p oduc ng the des ed outcome w th ega d to meet ng the secu ty equ ements fo  the system. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng secu ty mpact analys s fo  changes to the 
nfo mat on system  conf gu at on management plan  secu ty mpact analys s documentat on  analys s tools and a soc ated 

outputs  change cont ol eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  conduct ng secu ty mpact analys s  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  secu ty mpact analys s  automated mechan sms suppo t ng and/o  
mplement ng ve f cat on of secu ty funct ons].

Implementat on s th s context efe s to nstall ng changed code n the ope at onal nfo mat on sy tem. Related cont ol  SA-11.

CM 5 
Access Rest ct ons fo  
Change 

The o gan zat on def nes, documents, 
app oves, and enfo ces phys cal and 
log cal access est ct ons assoc ated 

th h  t  h  f t  t  

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes phys cal access est ct ons assoc ated w th changes to the nfo mat on system
( ) documents phys cal access est ct ons as oc ated w th changes to the nfo mat on system
( ) app oves phys cal access est ct ons assoc ated w th changes to the nfo mat on system
( v) enfo ces phys cal access est ct ons assoc ated w th changes to the nfo mat on system
(v) def nes log cal access e t ct ons assoc ated w th changes to the nfo mat on system
(v ) documents log cal access est ct ons assoc ated w th changes to the nfo mat on system
(v ) app oves log cal access est ct ons assoc ated w th changes to the nfo mat on sy tem  and
(v ) enfo ces log cal access est ct ons assoc ated w th changes to the nfo mat on sy tem.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng acce s est ct ons fo  changes to the 
nfo mat on system  conf gu at on management plan  nfo mat on system des gn documentat on  nfo mat on system a ch tectu e 

and conf gu at on documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  log cal access 
app ovals  phys cal access app ovals  access c edent als  change cont ol eco ds  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th log cal access cont ol espons b l t es  o gan zat onal pe sonnel w th 
phys cal access cont ol espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k 
adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng acce s est ct ons to change  automated mechan sms 
suppo t ng/ mplement ng/enfo c ng access est ct ons assoc ated w th changes to the nfo mat on system].

Any changes to the ha dwa e, so twa e, and/o  f mwa e components of nfo mat on ystems can potent ally have s gn f cant e fects on the 
ove all secu ty of the systems. The efo e, o gan zat ons pe m t only qual f ed and autho zed nd v duals to access nfo mat on systems fo  
pu poses of n t at ng changes, nclud ng upg ades and mod f cat ons. O gan zat ons ma nta n eco ds of access to ensu e that conf gu at on 
change cont ol s mplemented and to suppo t afte -the-fact act ons should o gan zat ons d scove  any unautho zed changes. Access 
est ct ons fo  change also nclude so twa e l b a es. Access est ct ons nclude, fo  example, phys cal and log cal access cont ols (see AC-3 

and PE-3), wo kflow automat on, med a l b a es, abst act laye s (e.g., changes mplemented nto th d-pa ty nte faces athe  than d ectly 
nto nfo mat on systems), and change w ndows (e g , changes occu  only du ng spec f ed t mes, mak ng unautho zed changes easy to 

)  R l t  t l  C-3  C-6  PE-3 CM-5(1)  CM 5 2)  CM-5(3)  CM 5( )  CM-5(5)  CM 5 6)

CM-
5 1)

Access Rest ct ons Fo  
Change - Automated 
Access Enfo cement / 
Aud t ng

The nfo mat on system enfo ces access 
est ct ons and suppo ts aud t ng of the 

f t t

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system
( ) enfo ces access est ct ons fo  change  and
( ) suppo ts aud t ng of the enfo cement act on .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng acce s est ct ons fo  changes to the 
nfo mat on system  nfo mat on system des gn documentat on  nfo mat on system a ch tectu e and conf gu at on 

documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  change cont ol eco ds  nfo mat on 
system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  
system develope s].
Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng acce s est ct ons to change  automated mechan sms mplement ng 
enfo cement of access est ct ons fo  changes to the nfo mat on sy tem  automated mechan ms suppo t ng aud t ng of 

f t t ] R l t  t l  U-2  U-12  U-6  CM 3  CM-6

CM-
5 2)

Access Rest ct ons Fo  
Change - Rev ew System 
Changes

The o gan zat on ev ews nfo mat on 
system changes [Ass gnment  
o gan zat on-def ned f equency] and 
[Ass gnment  o gan zat on-def ned 
c cumstances] to dete m ne whethe  
unautho zed changes have occu ed.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on, n an effo t to asce ta n whethe  unautho zed changes have occu ed
( ) def nes the f equency to ev ew nfo mat on system changes
( ) def nes c cumstances that wa ant ev ew of nfo mat on system changes  
( ) ev ews nfo mat on system changes w th the o gan zat on-def ned f equency  and
( v) ev ews nfo mat on system changes w th the o gan zat on-def ned c cumstances.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng acce s est ct ons fo  changes to the 
nfo mat on system  conf gu at on management plan  secu ty plan  ev ews of nfo mat on system changes  aud t and ev ew 
epo ts  change cont ol eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng acce s est ct ons to change  automated mechan sms 
suppo t ng/ mplement ng nfo mat on system ev ews to dete m ne whethe  unautho zed changes have occu ed].

Ind cat ons that wa ant ev ew of nfo mat on system changes and the spec f c c cumstances ust fy ng such ev ews may be obta ned f om 
act v t es ca ed out by o gan zat ons du ng the conf gu at on change p ocess. Related cont ols  AU-6, AU-7, CM-3, CM-5, PE 6, PE-8.

CM-
5 3)

Access Rest ct ons Fo  
Change - S gned 
Components

The nfo mat on system p events the 
nsta lat on of [Ass gnment  o gan zat on-

def ned softwa e and f mwa e 
components] w thout ve f cat on that 
the component has been d g ta ly s gned 
us ng a ce t f cate that s ecogn zed and 
app oved by the o gan zat on.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes softwa e and f mwa e components that the nfo mat on system w l p event f om be ng nsta led 
w thout ve f cat on that such components have been d g tally s gned us ng a ce t f cate that s ecogn zed and app oved by the 
o gan zat on  and
( ) the nfo mat on system p events the nstallat on of o gan zat on-def ned softwa e and f mwa e components w thout 
ve f cat on that such components have been d g tally s gned us ng a ce t f cate that s ecogn zed and app oved by the 
o gan zat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng acce s est ct ons fo  changes to the 
nfo mat on system  conf gu at on management plan  secu ty plan  l st of so twa e and f mwa e components to be p oh b ted 

f om nsta lat on w thout a ecogn zed and app oved ce t f cate  nfo mat on system des gn documentat on  nfo mat on system 
a ch tectu e and conf gu at on documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  change 
cont ol eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  
system develope s].
Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng acce s est ct ons to change  automated mechan sms p event ng 
nstallat on of softwa e and f mwa e components not s gned w th an o gan zat on- ecogn zed and app oved ce t f cate].

Softwa e and f mwa e components p evented f om nstallat on unless s gned w th ecogn zed and app oved ce t f cates nclude, fo  
example, softwa e and f mwa e ve s on updates, patches, se v ce packs, dev ce d ve s, and bas c nput output system (B OS) update . 
O gan zat ons can dent fy appl cable softwa e and f mwa e components by type, by spec f c tems, o  a comb nat on of both. D g tal 
s gnatu es and o gan zat onal ve f cat on of uch s gnatu es, s a method of code authent cat on. Related cont ols  CM 7, SC 13, SI-7.

CM-
5 4)

Access Rest ct ons Fo  
Change - Dual 
Autho zat on

The o gan zat on enfo ces dual 
autho zat on fo  mplement ng changes 
to [Ass gnment  o gan zat on-def ned 
nfo mat on system components and 

system-level nfo mat on].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on system components and system-level nfo mat on equ ng dual autho zat on to be enfo ced when 
mplement ng changes  and

( ) enfo ces dual autho zat on fo  mplement ng changes to o gan zat on-def ned nfo mat on system components and system-
level nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng acce s est ct ons fo  changes to the 
nfo mat on system  conf gu at on management plan  secu ty plan  nfo mat on system des gn documentat on  nfo mat on 

system a ch tectu e and conf gu at on documentat on  nfo mat on system conf gu at on se t ngs and assoc ated documentat on  
change cont ol eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th dual autho zat on enfo cement e pons b l t es fo  mplement ng 
nfo mat on system changes  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n t ato s].

Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng acce s est ct ons to change  automated mechan sms mplement ng 
dual autho zat on enfo cement].

O gan zat ons employ dual autho zat on to ensu e that any changes to selected nfo mat on system components and nfo mat on cannot 
occu  unless two qual f ed nd v duals mplement such changes. The two nd v duals possess su f c ent sk lls/expe t se to dete m ne f the 
p oposed changes a e co ect mplementat ons of app oved changes. Dual autho zat on may also be known as two-pe son cont ol. Related 
cont ols  AC 5, CM-3.



CM-
5 5)

Access Rest ct ons Fo  
Change - L m t 
P oduct on / Ope at onal 
P v leges

The o gan zat on
(a) L m ts p v leges to change 
nfo mat on system components and 

system- elated nfo mat on w th n a 
p oduct on o  ope at onal env onment  
and
(b) Rev ews and eevaluates p v leges 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) l m ts p v leges to change nfo mat on system components and system- elated nfo mat on w th n a p oduct on o  ope at onal 
env onment
( ) def nes the f equency to ev ew and eevaluate p v leges  and
( ) ev ews and eevaluates p v leges w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng acce s est ct ons fo  changes to the 
nfo mat on system  conf gu at on management plan  secu ty plan  nfo mat on system des gn documentat on  nfo mat on 

system a ch tectu e and conf gu at on documentat on  nfo mat on system conf gu at on se t ngs and assoc ated documentat on  
use  p v lege ev ews  use  p v lege ece t f cat ons  change cont ol eco ds  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng acce s est ct ons to change  automated mechan sms suppo t ng 
and/o  mplement ng access est ct ons fo  change].

In many o gan zat ons, nfo mat on systems uppo t mult ple co e m ss ons/bus ness funct ons. L m t ng p v leges to change nfo mat on 
system components w th espect to ope at onal systems s necessa y because changes to a pa t cula  nfo mat on system component may 
have fa - each ng e fects on m ss on/bus ness p ocesses uppo ted by the system whe e the component es des. The complex, many-to-many 
elat onsh ps between systems and m ss on/bus ness p ocesses a e n some cases, unknown to develope s. Related cont ol  AC-2.

CM-
5 6)

Access Rest ct ons Fo  
Change - L m t L b a y 
P v leges

The o gan zat on l m ts p v leges to 
change softwa e es dent w th n 

ft  l

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on l m ts p v leges to change softwa e es dent w th n so twa e l b a es. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng acce s est ct ons fo  changes to the 
nfo mat on system  conf gu at on management plan  nfo mat on system des gn documentat on  nfo mat on system a ch tectu e 

and conf gu at on documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  change cont ol 
eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng acce s est ct ons to change  automated mechan sms suppo t ng 
and/o  mplement ng access est ct ons fo  change].

S ft  l  l  l   R l t  t l  C-2

CM-
5 7)

Access Rest ct ons Fo  
Change [W thd awn] - 
Inco po ated Into S -7

[W thd awn  Inco po ated nto SI 7].

[W thd awn  Inco po ated nto SI-7].

CM 6 Conf gu at on Sett ngs 

The o gan zat on
a. Establ shes and documents 
conf gu at on sett ngs fo  nfo mat on 
technology p oducts employed w th n 
the nfo mat on ystem us ng 
[Ass gnment  o gan zat on-def ned 
secu ty conf gu at on checkl sts] that 
eflect the most est ct ve mode 

cons stent w th ope at onal 
equ ements

b. Implements the conf gu at on 
sett ngs
c. Ident f e , documents, and app oves 
any dev at ons f om establ shed 
conf gu at on sett ngs fo  [Ass gnment  
o gan zat on-def ned nfo mat on system 
components] based on [Ass gnment  
o gan zat on-def ned ope at onal 
equ ements]  and

d. Mon to s and cont ols changes to the 
conf gu at on sett ngs n acco dance 
w th o gan zat onal pol c es and 
p ocedu es.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes secu ty conf gu at on checkl sts to be used to establ sh and document conf gu at on se t ngs fo  the nfo mat on 
technology p oducts employed
( ) ensu es the def ned secu ty conf gu at on checkl sts eflect the most est ct ve mode cons stent w th ope at onal 
equ ements

( ) establ shes and documents conf gu at on se t ngs fo  nfo mat on technology p oducts employed w th n the nfo mat on 
system us ng o gan zat on-def ned secu ty conf gu at on checkl sts
( v) mplements the conf gu at on sett ngs establ shed/documented n CM-6(a)
(v) def nes nfo mat on system components fo  wh ch any dev at ons f om establ shed conf gu at on ett ngs must be
    - dent f ed
    -documented
    -app oved
(v ) def nes ope at onal equ ements to suppo t the
    - dent f cat on of any dev at ons f om establ shed conf gu at on se t ngs
    -documentat on of any dev at ons f om establ shed conf gu at on ett ngs
    -app oval of any dev at ons f om establ shed conf gu at on sett ngs
(v ) dent f es any dev at ons f om e tabl shed conf gu at on sett ngs fo  o gan zat on-def ned nfo mat on system components 
based on o gan zat onal-def ned ope at onal equ ements
(v ) documents any dev at ons f om establ shed conf gu at on se t ngs fo  o gan zat on-def ned nfo mat on system components 
based on o gan zat onal-def ned ope at onal equ ements
( x) app oves any dev at ons f om establ shed conf gu at on sett ngs fo  o gan zat on-def ned nfo mat on system components 
based on o gan zat onal-def ned ope at onal equ ements
(x) mon to s changes to the conf gu at on sett ngs n acco dance w th o gan zat onal pol c es and p ocedu es  and
(x ) cont ols changes to the conf gu at on sett ngs n acco dance w th o gan zat onal pol c es and p ocedu es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
             

Conf gu at on sett ngs a e the set of pa amete s that can be changed n ha dwa e, so twa e, o  f mwa e components of the nfo mat on 
system that affect the secu ty postu e and/o  funct onal ty of the system. Info mat on technology p oducts fo  wh ch secu ty- elated 
conf gu at on sett ngs can be def ned nclude, fo  example, ma nf ame compute s, e ve s (e.g., database, elect on c ma l, authent cat on, 
web, p oxy, f le, doma n name), wo kstat ons, nput/output dev ces (e.g.,  scanne s, cop e s, and p nte s), netwo k components (e g , 
f ewa ls, oute s, gateways, vo ce and data sw tches, w eless access po nts, netwo k appl ances, senso s), ope at ng systems, m ddlewa e, 
and appl cat ons. Secu ty- elated pa amete s a e those pa amete s mpact ng the secu ty state of nfo mat on systems nclud ng the 
pa amete s equ ed to at sfy othe  secu ty cont ol equ ements. Secu ty- elated pa amete s nclude, fo  example  ( ) eg st y sett ngs  ( ) 
account, f le, d ecto y pe m ss on sett ngs  and ( ) sett ngs fo  funct ons, po ts, p otocols, se v ces, and emote connect ons. O gan zat ons 
establ sh o gan zat on-w de conf gu at on sett ngs and subsequently de ve spec f c sett ngs fo  nfo mat on systems. The establ shed sett ngs 
become pa t of the systems conf gu at on basel ne.
Common secu e conf gu at ons (also efe ed to as secu ty conf gu at on checkl sts, lockdown and ha den ng gu des, secu ty efe ence 
gu des, secu ty techn cal mplementat on gu des) p ov de ecogn zed, standa d zed, and establ shed benchma ks that st pulate secu e 
conf gu at on sett ngs fo  spec f c nfo mat on technology pla fo ms/p oducts and nst uct ons fo  conf gu ng those nfo mat on system 
components to meet ope at onal equ ements. Common secu e conf gu at ons can be developed by a va ety of o gan zat ons nclud ng, fo  
example, nfo mat on technology p oduct develope s, manufactu e s, vendo s, conso t a, academ a, ndust y, fede al agenc es, and othe  
o gan zat ons n the publ c and p vate secto s. Common secu e conf gu at ons nclude the Un ted States Gove nment Conf gu at on Basel ne 
(USGCB) wh ch affects the mplementat on of CM-6 and othe  cont ols uch as AC-19 and CM-7. The Secu ty Content Automat on P otocol 
(SCAP) and the def ned standa ds w th n the p otocol (e.g , Common Conf gu at on Enume at on) p ov de an effect ve method to un quely 
dent fy, t ack, and cont ol conf gu at on sett ngs. OMB establ shes fede al pol cy on conf gu at on equ ements fo  fede al nfo mat on 

systems. Related cont ols  AC-19, CM-2, CM-3, CM 7, SI-4.
CM-6(1), CM 6 2)

OMB Memo anda 07-11, 07-18, 08 22  NIST Spec al 
Publ cat ons 800 70, 800-128  Web  h tp //nvd.n st.gov, 
http //checkl sts.n st gov, http //www.nsa gov.  

CM-
6 1)

Conf gu at on Sett ngs - 
Automated Cent al 
Management / 
Appl cat on / Ve f cat on

The o gan zat on employs automated 
mechan sms to cent ally manage, apply, 
and ve fy conf gu at on sett ngs fo  
[Ass gnment  o gan zat on-def ned 
nfo mat on system components].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on system components fo  wh ch automated mechan sms a e to be employed to
    -cent a ly manage conf gu at on sett ngs of such components
    -apply conf gu at on sett ngs of such components
    -ve fy conf gu at on sett ngs of such components
( ) employs automated mechan sms to
    -cent a ly manage conf gu at on sett ngs fo  o gan zat on-def ned nfo mat on system components
    -apply conf gu at on sett ngs fo  o gan zat on-def ned nfo mat on system components  and
    -ve fy conf gu at on sett ngs fo  o gan zat on-def ned nfo mat on system components.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng conf gu at on sett ngs fo  the nfo mat on 
system  conf gu at on management plan  nfo mat on system des gn documentat on  nfo mat on sy tem conf gu at on se t ngs 
and assoc ated documentat on  secu ty conf gu at on checkl sts  change cont ol eco ds  nfo mat on system aud t eco ds  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty conf gu at on management espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].
Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng conf gu at on sett ngs  automated mechan sms mplemented to 
cent a ly manage, apply, and ve fy nfo mat on system conf gu at on sett ngs].

Related cont ols  CA-7, CM-4.

CM-
6 2)

Conf gu at on Sett ngs - 
Respond To 
Unautho zed Changes

The o gan zat on employs [Ass gnment  
o gan zat on-def ned secu ty 
safegua ds] to espond to unautho zed 
changes to [Ass gnment  o gan zat on-
def ned conf gu at on se t ngs].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes conf gu at on sett ngs that, f mod f ed by unautho zed changes, esu t n o gan zat onal secu ty safegua ds be ng 
employed to espond to such changes
( ) def nes secu ty safegua ds to be employed to espond to unautho zed changes to o gan zat on-def ned conf gu at on se t ngs  
and
( ) employs o gan zat on-def ned secu ty safegua ds to espond to unautho zed changes to o gan zat on-def ned conf gu at on 
sett ngs.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng conf gu at on sett ngs fo  the nfo mat on 
system  conf gu at on management plan  secu ty plan  nfo mat on system des gn documentat on  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  ale ts/not f cat ons of unautho zed changes to nfo mat on system 
conf gu at on se t ngs  documented esponses to unautho zed changes to nfo mat on system conf gu at on sett ngs  change 
cont ol eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty conf gu at on management espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocess fo  espond ng to unautho zed changes to nfo mat on system conf gu at on se t ngs  
automated mechan sms suppo t ng and/o  mplement ng secu ty safegua ds fo  esponse to unautho zed changes].

Responses to unautho zed changes to conf gu at on sett ngs can nclude, fo  example, ale t ng des gnated o gan zat onal pe sonnel, 
esto ng establ shed conf gu at on se t ngs, o  n ext eme cases, halt ng affected nfo mat on system p ocess ng. Related cont ols  IR-4, SI-7.

CM-
6 3)

Conf gu at on Sett ngs 
[W thd awn] - 
Inco po ated Into S -7

 [W th  I t  t  S -7]

[W thd awn  Inco po ated nto SI-7].

CM-
6 4)

Conf gu at on Sett ngs 
[W thd awn] - 
Inco po ated Into CM-4

 [W thd awn  Inco po ated nto CM-4].

[W thd awn  Inco po ated nto CM-4].

CM 7 Least Funct onal ty 

The o gan zat on
a. Conf gu es the nfo mat on system to 
p ov de only essent al capab l t es  and
b. P oh b ts o  est cts the use of the 
fo low ng funct ons, po ts, p otocols, 
and/o  se v ces  [Ass gnment  
o gan zat on-def ned p oh b ted o  
est cted funct ons, po ts, p otocols, 

and/o  se v ces].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) conf gu es the nfo mat on system to p ov de only essent al capab l t es
( ) def nes p oh b ted o  est cted
     -funct ons  
     -po ts  
     -p otocols  and 
     -se v ces  
( ) p oh b ts o  est cts the use of o gan zat on-def ned
     -funct ons  
     -po ts  
     -p otocols  and
     -se v ces. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  conf gu at on management plan  p ocedu es add e s ng least 
funct onal ty n the nfo mat on system  secu ty plan  nfo mat on system des gn documentat on  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  secu ty conf gu at on checkl sts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty conf gu at on management espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses p oh b t ng o  est ct ng funct ons, po ts, p otocols, and/o  se v ces  automated 
mechan sms mplement ng est ct ons o  p oh b t on of funct ons, po ts, p otocols, and/o  se v ces].

Info mat on systems can p ov de a w de va ety of funct ons and se v ces. Some of the funct ons and se v ces, p ov ded by default, may not 
be necessa y to suppo t essent al o gan zat onal ope at ons (e.g., key m ss ons, funct ons). Add t onally, t s somet mes conven ent to p ov de 
mu t ple se v ces f om s ngle nfo mat on system components, but do ng so nc eases sk ove  l m t ng the se v ces p ov ded by any one 
component. Whe e feas ble, o gan zat ons l m t component funct onal ty to a s ngle funct on pe  dev ce (e.g., ema l se ve s o  web se ve s, 
but not both). O gan zat ons ev ew funct ons and se v ces p ov ded by nfo mat on systems o  nd v dual components of nfo mat on 
systems, to dete m ne wh ch funct ons and se v ces a e cand dates fo  el m nat on (e.g., Vo ce Ove  Inte net P otocol, Instant Messag ng, 
auto-execute, and f le sha ng). O gan zat ons cons de  d sabl ng unused o  unnecessa y phys cal and log cal po ts/p otocols (e g , Un ve sal 
Se al Bus, F le T ansfe  P otocol, and Hype  Text T ansfe  P otocol) on nfo mat on systems to p event unautho zed connect on of dev ces, 
unautho zed t ansfe  of nfo mat on, o  unautho zed tunnel ng. O gan zat ons can ut l ze netwo k scann ng tools, nt us on detect on and 
p event on systems, and end-po nt p otect ons uch as f ewalls and host-based nt us on detect on systems to dent fy and p event the use 
of p oh b ted funct ons, po ts, p otocols, and se v ces. Related cont ols  AC-6, CM-2, RA-5, SA-5, SC 7. CM-7(1), CM 7 2), CM-7(3), CM 7(4), CM-7(5) DoD In t uct on 8551 01.

CM-
7 1)

Least Funct onal ty - 
Pe od c Rev ew

The o gan zat on
(a) Rev ews the nfo mat on ystem 
[Ass gnment  o gan zat on-def ned 
f equency] to dent fy unnecessa y 
and/o  nonsecu e funct ons, po ts, 
p otocols, and se v ces  and
(b) D sables [Ass gnment  o gan zat on-
def ned funct ons, po ts, p otocols, and 
se v ces w th n the nfo mat on system 
deemed to be unnecessa y and/o  
nonsecu e].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the f equency to ev ew the nfo mat on system to dent fy unnecessa y and/o  nonsecu e
    funct ons
    -po ts
    -p otocols  and/o
    -se v ces
( ) ev ews the nfo mat on sy tem w th the o gan zat on-def ned f equency to dent fy unnecessa y and/o  nonsecu e
    funct ons
    -po ts
    -p otocols  and/o
    -se v ces
( )def nes, w th n the nfo mat on system, unnece sa y and/o  nonsecu e
    funct ons
    -po ts
    -p otocols  and/o
    -se v ces
( v) d sables o gan zat on-def ned unnecessa y and/o  nonsecu e
    funct ons
    -po ts
    -p otocols  and/o
    -se v ces

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng least funct onal ty n the nfo mat on system  
conf gu at on management plan  secu ty plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on 
sett ngs and assoc ated documentat on  secu ty conf gu at on checkl sts  documented ev ews of funct on , po ts, p otocols, 

             

The o gan zat on can e the  make a dete m nat on of the elat ve secu ty of the funct on, po t, p otocol, and/o  se v ce o  base the secu ty 
dec s on on the assessment of othe  ent t es. Bluetooth, FTP, and pee -to-pee  netwo k ng a e examples of less than secu e p otocols. 
Related cont ols  AC-18, CM-7, IA-2.



CM-
7 2)

Least Funct onal ty - 
P event P og am 
Execut on

The nfo mat on system p events 
p og am execut on n acco dance w th 
[Select on (one o  mo e)  [Ass gnment  
o gan zat on-def ned pol c es ega d ng 
softwa e p og am usage and 
est ct ons]  ules autho z ng the te ms 

and cond t ons of softwa e p og am 
usage].

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes pol c es ega d ng softwa e p og am usage and est ct ons
( ) the nfo mat on system p events p og am execut on n acco dance w th one o  mo e of the follow ng
    -o gan zat on-def ned pol c es ega d ng p og am usage and est ct ons  and/o
    - ules autho z ng the te ms and cond t ons of softwa e p og am usage.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng least funct onal ty n the nfo mat on system  
conf gu at on management plan  secu ty plan  nfo mat on system des gn documentat on  pec f cat ons fo  p event ng softwa e 
p og am execut on  nfo mat on ystem conf gu at on sett ngs and assoc ated documentat on  change cont ol eco ds  nfo mat on 
system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  
system develope s].
Test  SELECT FROM  O gan zat onal p ocesses p event ng p og am execut on on the nfo mat on system  o gan zat onal p oces es 
fo  softwa e p og am usage and est ct ons  automated mechan sms p event ng p og am execut on on the nfo mat on system  
automated mechan sms suppo t ng and/o  mplement ng so twa e p og am usage and est ct ons].

Related cont ols  CM 8, PM-5.

CM-
7 3)

Least Funct onal ty - 
Reg st at on Compl ance

The o gan zat on ensu es compl ance 
w th [Ass gnment  o gan zat on-def ned 
eg st at on equ ements fo  funct ons, 

po ts, p otocols, and se v ce ].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes eg st at on equ ements fo  
     -po ts  
     -p otocols  and 
     -se v ces   
( ) the o gan zat on ensu es compl ance w th o gan zat on-def ned eg st at on equ ements fo  
     -po ts  
     -p otocols  and 
     -se v ces. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng least funct onal ty n the nfo mat on system  
conf gu at on management plan  secu ty plan  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  aud t 
and compl ance ev ews  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses ensu ng compl ance w th eg t at on equ ements fo  funct ons, po ts, p otocols, 
and/o  se v ces  automated mechan sms mplement ng compl ance w th eg st at on equ ements fo  funct ons, po ts, p otocols, 
and/o  se v ces].

O gan zat ons use the eg st at on p ocess to manage, t ack, and p ov de ove s ght fo  nfo mat on systems and mplemented funct ons, 
po ts, p otocols, and se v ces.

CM-
7 4)

Least Funct onal ty - 
Unautho zed Softwa e / 
Blackl st ng

The o gan zat on
(a) Ident f es [Ass gnment  o gan zat on-
def ned softwa e p og ams not 
autho zed to execute on the 
nfo mat on system]

(b) Employs an a low-all, deny-by-
except on pol cy to p oh b t the 
execut on of unautho zed softwa e 
p og ams on the nfo mat on system  
and
(c) Rev ews and updates the l st of 
unautho zed softwa e p og ams 
[Ass gnment  o gan zat on-def ned 
f ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) dent f es softwa e p og ams not autho zed to execute on the nfo mat on sy tem
( ) employs an allow-all, deny-by-except on pol cy to p oh b t the execut on of unautho zed softwa e p og ams on the nfo mat on 
system
( ) def nes the f equency to ev ew and update the l st of unautho zed so twa e p og ams on the nfo mat on system  and
( v) ev ews and updates the l t of unautho zed softwa e p og ams w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng least funct onal ty n the nfo mat on system  
conf gu at on management plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  l st of softwa e p og ams not autho zed to execute on the nfo mat on system  secu ty conf gu at on 
checkl sts  ev ew and update eco ds assoc ated w th l st of unautho zed softwa e p og ams  change cont ol eco ds  nfo mat on 
system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  dent fy ng so twa e not autho zed to execute on the 
nfo mat on system  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  O gan zat onal p ocess fo  dent fy ng, ev ew ng, and updat ng p og ams not autho zed to execute on the 
nfo mat on system  o gan zat onal p ocess fo  mplement ng blackl st ng  automated mechan sms suppo t ng and/o  
mplement ng blackl st ng].

The p ocess used to dent fy so twa e p og ams that a e not autho zed to execute on o gan zat onal nfo mat on systems s commonly 
efe ed to as blackl st ng. O gan zat ons can mplement CM-7 (5) nstead of th s cont ol enhancement f wh tel st ng (the st onge  of the two 

l )  th  f  h f  t t  ft   t  R l t  t l  CM-6  CM-8  PM-5

CM-
7 5)

Least Funct onal ty - 
Autho zed Softwa e / 
Wh tel st ng

The o gan zat on
(a) Ident f es [Ass gnment  o gan zat on-
def ned softwa e p og ams autho zed to 
execute on the nfo mat on system]
(b) Employs a deny-all, pe m t-by-
except on pol cy to allow the execut on 
of autho zed softwa e p og ams on the 
nfo mat on system  and

(c) Rev ews and updates the l st of 
autho zed so twa e p og ams 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) dent f es softwa e p og ams autho zed to execute on the nfo mat on system
( ) employs a deny-all, pe m t-by-except on pol cy to a low the execut on of autho zed so twa e p og ams on the nfo mat on 
system
( ) def nes the f equency to ev ew and update the l st of autho zed softwa e p og ams on the nfo mat on system  and
( v) ev ews and updates the l t of autho zed softwa e p og ams w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng least funct onal ty n the nfo mat on system  
conf gu at on management plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  l st of softwa e p og ams autho zed to execute on the nfo mat on system  secu ty conf gu at on 
checkl sts  ev ew and update eco ds assoc ated w th l st of autho zed so twa e p og ams  change cont ol eco ds  nfo mat on 
system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  dent fy ng so twa e autho zed to execute on the 
nfo mat on system  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  O gan zat onal p ocess fo  dent fy ng, ev ew ng, and updat ng p og ams autho zed to execute on the 
nfo mat on system  o gan zat onal p ocess fo  mplement ng wh tel st ng  automated mechan sms mplement ng wh tel st ng].

The p ocess used to dent fy so twa e p og ams that a e autho zed to execute on o gan zat onal nfo mat on systems s commonly efe ed 
to as wh tel st ng. In add t on to wh tel st ng, o gan zat ons cons de  ve fy ng the nteg ty of wh te-l sted softwa e p og ams us ng, fo  
example, c yptog aph c checksums, d g tal s gnatu es, o  hash funct on . Ve f cat on of wh te-l sted so twa e can occu  e the  p o  to 
execut on o  at system sta tup. Related cont ols  CM-2, CM 6, CM-8, PM-5, SA-10, SC-34, SI-7.

CM 8 
Info mat on System 
Component Invento y 

The o gan zat on
a. Develops and documents an nvento y 
of nfo mat on system components that
1. Accu ately eflects the cu ent 
nfo mat on system

2. Includes a l components w th n the 
autho zat on bounda y of the 
nfo mat on system

3. Is at the level of g anula ty deemed 
necessa y fo  t ack ng and epo t ng  
and
4. Includes [A s gnment  o gan zat on-
def ned nfo mat on deemed nece sa y 
to ach eve effect ve nfo mat on system 
component accountab l ty]  and
b. Rev ews and updates the nfo mat on 
system component nvento y 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops and documents an nvento y of nfo mat on system components that accu ately e lects the cu ent nfo mat on 
system
( ) develops and documents an nvento y of nfo mat on system components that ncludes all components w th n the 
autho zat on bounda y of the nfo mat on system
( ) develops and documents an nvento y of nfo mat on system components that s at the level of g anula ty deemed necessa y 
fo  t ack ng and epo t ng
( v) def nes the nfo mat on deemed necessa y to ach eve effect ve nfo mat on system component accountab l ty
(v) develops and documents an nvento y of nfo mat on system components that ncludes o gan at on-def ned nfo mat on 
deemed necessa y to ach eve effect ve nfo mat on system component accountab l ty
(v ) def nes the f equency to ev ew and update the nfo mat on system component nvento y  and
(v ) ev ews and updates the nfo mat on system component nvento y w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng nfo mat on system component nvento y  
conf gu at on management plan  secu ty plan  nfo mat on system nvento y eco ds  nvento y ev ews and update eco ds  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  nfo mat on ystem component nvento y  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  develop ng and document ng an nvento y of nfo mat on system components  
automated mechan sms suppo t ng and/o  mplement ng the nfo mat on system component nvento y].

O gan zat ons may choose to mplement cent al zed nfo mat on system component nvento es that nclude components f om a l 
o gan zat onal nfo mat on systems. In such s tuat ons, o gan zat ons ensu e that the esult ng nvento es nclude system-spec f c 
nfo mat on equ ed fo  p ope  component accountab l ty (e g., nfo mat on system assoc at on, nfo mat on system owne ). Info mat on 

deemed necessa y fo  effect ve accountab l ty of nfo mat on system components ncludes, fo  example, ha dwa e nvento y spec f cat ons, 
so twa e l cense nfo mat on, softwa e ve s on numbe s, component owne s, and fo  netwo ked components o  dev ces, mach ne names and 
netwo k add esses. Invento y spec f cat ons nclude, fo  example, manufactu e , dev ce type, model, se al numbe , and phys cal locat on. 
Related cont ols  CM 2, CM-6, PM-5.

CM-8(1), CM 821), CM 8(3), CM-8(4), CM 8(5), CM-8(6), CM 8 7), CM-
8(8), CM-8 9) NIST Spec al Publ cat on 800 128.

CM-
8 1)

Info mat on System 
Component Invento y - 
Updates Du ng 
Installat ons / Removals

The o gan zat on updates the nvento y 
of nfo mat on system components as an 
nteg al pa t of component nstallat ons, 
emovals, and nfo mat on system 

updates.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on updates the nvento y of nfo mat on system components as an nteg al pa t of component  
     -component nstallat ons  
     -component emovals  and
     - nfo mat on system updates.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng nfo mat on system component nvento y  
conf gu at on management plan  secu ty plan  nfo mat on system nvento y eco ds  nvento y ev ews and update eco ds  
component nstallat on eco ds  component emoval eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  updat ng the nfo mat on system component 
nvento y  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  O gan zat onal p ocesses fo  updat ng nvento y of nfo mat on system components  automated mechan sms 
mplement ng updat ng of the nfo mat on system component nvento y].

CM-
8 2)

Info mat on System 
Component Invento y - 
Automated Ma ntenance

The o gan zat on employs automated 
mechan sms to help ma nta n an up-to-
date, complete, accu ate, and ead ly 
ava lable nvento y of nfo mat on 
system components.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs automated mechan sms to ma nta n an nvento y of nfo mat on system components that 
s

    -up-to-date
    -complete
    -accu ate  and
    - ead ly ava lable.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  conf gu at on management plan  p ocedu es add e s ng nfo mat on 
system component nvento y  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nfo mat on system nvento y eco ds  change cont ol eco ds  nfo mat on system ma ntenance 
eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  manag ng the automated mechan sms mplement ng 
the nfo mat on system component nvento y  o gan at onal pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k 
adm n st ato s  sy tem develope s].
Test  SELECT FROM  O gan zat onal p ocesses fo  ma nta n ng the nvento y of nfo mat on system components  automated 
mechan sms mplement ng the nfo mat on system component nvento y].

O gan zat ons ma nta n nfo mat on sy tem nvento es to the extent feas ble. V tual mach nes, fo  example, can be d f cult to mon to  
because such mach nes a e not v s ble to the netwo k when not n use. In uch cases, o gan zat ons ma nta n as up-to-date, complete, and 
accu ate an nvento y as s deemed easonable. Th s cont ol enhancement can be sat sf ed by the mplementat on of CM-2 2) fo  
o gan zat ons that choose to comb ne nfo mat on system component nvento y and basel ne conf gu at on act v t es. Related cont ol  SI-7.



CM-
8 3)

Info mat on System 
Component Invento y - 
Automated 
Unautho zed 
Component Detect on

The o gan zat on
(a) Employs automated mechan sms 
[Ass gnment  o gan zat on-def ned 
f equency] to detect the p e ence of 
unautho zed ha dwa e, softwa e, and 
f mwa e components w th n the 
nfo mat on system  and

(b) Takes the fo low ng act ons when 
unautho zed components a e detected  
[Select on (one o  mo e)  d sables 
netwo k acce s by such components  
solates the components  not f es 

[Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the f equency to employ automated mechan sms to detect the p esence of unautho zed
    ha dwa e components w th n the nfo mat on system
    -so twa e components w th n the nfo mat on system
    f mwa e components w th n the nfo mat on system
( ) employs automated mechan sms w th the o gan zat on-def ned f equency to detect the p esence of unautho zed
    ha dwa e components w th n the nfo mat on system
    -so twa e components w th n the nfo mat on system
    f mwa e components w th n the nfo mat on system
( ) def nes pe sonnel o  oles to be not f ed when unautho zed components a e detected
( v) takes one o  mo e of the fo low ng act ons when unautho zed components a e detected  
    -d sables netwo k access by such components
    - solates the components  and/o
    -not f es o gan zat on-def ned pe onnel o  oles.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng nfo mat on system component nvento y  
conf gu at on management plan  secu ty plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on 
sett ngs and assoc ated documentat on  nfo mat on system nvento y eco ds  ale ts/not f cat ons of unautho zed components 
w th n the nfo mat on system  nfo mat on system mon to ng eco ds  change cont ol eco ds  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  manag ng the automated mechan sms mplement ng 
unautho zed nfo mat on system component detect on  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system/netwo k adm n t ato s  system develope ].
Test  SELECT FROM  O gan zat onal p ocesses fo  detect on of unautho zed nfo mat on system components  automated 
mechan sms mplement ng the detect on of unautho zed nfo mat on system components].

Th s cont ol enhancement s appl ed n add t on to the mon to ng fo  unautho zed emote connect ons and mob le dev ces. Mon to ng fo  
unautho zed system components may be accompl shed on an ongo ng bas s o  by the pe od c scann ng of systems fo  that pu pose. 
Automated mechan sms can be mplemented w th n nfo mat on systems o  n othe  sepa ate dev ces. Isolat on can be ach eved, fo  
example, by plac ng unautho zed nfo mat on system components n sepa ate doma ns o  subnets o  othe w se qua ant n ng such 
components. Th s type of component solat on s commonly efe ed to as sandbox ng. Related cont ols  AC-17, AC-18, AC-19, CA-7, SI-3, SI-
4, SI 7, RA 5.

CM-
8 4)

Info mat on System 
Component Invento y - 
Accountab l ty 
Info mat on

The o gan zat on ncludes n the 
nfo mat on system component 
nvento y nfo mat on, a means fo  
dent fy ng by [Select on (one o  mo e)  

name  pos t on  ole], nd v duals 
espons ble/accountable fo  

adm n ste ng those components.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ncludes n the nfo mat on system component nvento y fo  nfo mat on system components, a 
means fo  dent fy ng the nd v duals espons ble and accountable fo  adm n ste ng those components by one o  mo e of the 
follow ng
    -name
    -pos t on  and/o
    - ole.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng nfo mat on system component nvento y  
conf gu at on management plan  secu ty plan  nfo mat on system nvento y eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  manag ng the nfo mat on system component 
nvento y  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  O gan zat onal p ocesses fo  ma nta n ng the nvento y of nfo mat on system components  automated 
mechan sms mplement ng the nfo mat on system component nvento y].

Ident fy ng nd v duals who a e both espons ble and accountable fo  adm n ste ng nfo mat on system components helps to ensu e that the 
ass gned components a e p ope ly adm n ste ed and o gan zat ons can contact those nd v duals f some act on s equ ed (e.g., component 
s dete m ned to be the sou ce of a b each/comp om se, component needs to be eca led/ eplaced, o  component needs to be elocated).

CM-
8 5)

Info mat on System 
Component Invento y - 
No Dupl cate Account ng 
Of Components

The o gan zat on ve f es that all 
components w th n the autho zat on 
bounda y of the nfo mat on system a e 
not dupl cated n othe  nfo mat on 

t  t t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ve f es that a l components w th n the autho zat on bounda y of the nfo mat on system a e not 
dupl cated n othe  nfo mat on system nvento es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng nfo mat on system component nvento y  
conf gu at on management plan  secu ty plan  nfo mat on system nvento y eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system nvento y espons b l t es  o gan zat onal pe sonnel 
w th espons b l t es fo  def n ng nfo mat on system components w th n the autho zat on bounda y of the system  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  ma nta n ng the nvento y of nfo mat on system components  automated 
mechan sms mplement ng the nfo mat on system component nvento y].

Th s cont ol enhancement add esses the potent al p oblem of dupl cate account ng of nfo mat on system components n la ge o  complex 
t t  t

CM-
8 6)

Info mat on System 
Component Invento y - 
Assessed Conf gu at ons 
/ App oved Dev at ons

The o gan zat on ncludes assessed 
component conf gu at ons and any 
app oved dev at ons to cu ent deployed 
conf gu at ons n the nfo mat on system 
component nvento y.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ncludes n the nfo mat on system component nvento y
( ) assessed component conf gu at ons  and
( ) any app oved dev at ons to cu ent deployed conf gu at on .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng nfo mat on system component nvento y  
conf gu at on management plan  secu ty plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on 
sett ngs and assoc ated documentat on  nfo mat on system nvento y eco ds  othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nvento y management and assessment espons b l t es fo  nfo mat on 
system components  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  ma nta n ng the nvento y of nfo mat on system components  automated 
mechan sms mplement ng the nfo mat on system component nvento y].

Th s cont ol enhancement focuses on conf gu at on sett ngs establ shed by o gan zat ons fo  nfo mat on system components, the spec f c 
components that have been assessed to dete m ne compl ance w th the equ ed conf gu at on sett ngs, and any app oved dev at ons f om 
establ shed conf gu at on sett ngs. Related cont ols  CM-2, CM-6.

CM-
8 7)

Info mat on System 
Component Invento y - 
Cent al zed Repos to y

The o gan zat on p ov des a cent al zed 
epos to y fo  the nvento y of 
nfo mat on system components.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p ov des a cent al zed epos to y fo  the nvento y of nfo mat on system components.
 
POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng nfo mat on system component nvento y  
conf gu at on management plan  nfo mat on system des gn documentat on  nfo mat on system nvento y epos to y  nfo mat on 
system nvento y eco ds  othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nvento y management espons b l t es fo  nfo mat on system 
components  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng the nfo mat on system component nvento y n a cent al zed 
epos to y].

O gan zat ons may choose to mplement cent al zed nfo mat on system component nvento es that nclude components f om a l 
o gan zat onal nfo mat on systems. Cent al zed epos to es of nfo mat on system component nvento es p ov de oppo tun t es fo  
eff c enc es n account ng fo  o gan at onal ha dwa e, softwa e, and f mwa e assets. Such epos to es may also help o gan zat ons ap dly 
dent fy the locat on and espons ble nd v duals of sy tem components that have been comp om sed, b eached, o  a e othe w se n need of 

m t gat on act ons. O gan zat ons ensu e that the esult ng cent al zed nvento es nclude system-spec f c nfo mat on equ ed fo  p ope  
component accountab l ty (e g., nfo mat on system assoc at on, nfo mat on system owne ).

CM-
8 8)

Info mat on System 
Component Invento y - 
Automated Locat on 
T ack ng

The o gan zat on employs automated 
mechan sms to suppo t t ack ng of 
nfo mat on system components by 

geog aph c locat on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs automated mechan sms to suppo t t ack ng of nfo mat on system components by 
geog aph c locat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng nfo mat on system component nvento y  
conf gu at on management plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nfo mat on system nvento y eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nvento y management espons b l t es fo  nfo mat on system 
components  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system 
develope s].
Test  SELECT FROM  Automated mechan sms mplement ng the nfo mat on system component nvento y  automated 
mechan sms suppo t ng t ack ng of nfo mat on sy tem components by geog aph c locat on].

The use of automated mechan sms to t ack the locat on of nfo mat on system components can nc ease the accu acy of component 
nvento es. Such capab l ty may also help o gan zat ons ap dly dent fy the locat on and espons ble nd v duals of system components that 

have been comp om sed, b eached, o  a e othe w se n need of m t gat on act ons.

CM-
8 9)

Info mat on System 
Component Invento y - 
Ass gnment Of 
Components To Systems

The o gan zat on
(a) A s gns [Ass gnment  o gan at on-
def ned acqu ed nfo mat on system 
components] to an nfo mat on system  
and 
(b) Rece ves an acknowledgement f om 
the nfo mat on ystem owne  of th s 
ass gnment.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes acqu ed nfo mat on system components to be ass gned to an nfo mat on system  and
( ) ass gns o gan zat on-def ned acqu ed nfo mat on system components to an nfo mat on system  and
( ) ece ves an acknowledgement f om the nfo mat on ystem owne  of the ass gnment.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng nfo mat on system component nvento y  
conf gu at on management plan  secu ty plan  nfo mat on system des gn documentat on  acknowledgements of nfo mat on 
system component a s gnments  nfo mat on system nvento y eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nvento y management espons b l t es fo  nfo mat on system 
components  nfo mat on system owne  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k 
adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  ass gn ng components to systems  o gan zat onal p ocesses fo  acknowledg ng 
ass gnment of components to systems  automated mechan sms mplement ng ass gnment of acqu ed components to the 
nfo mat on system  automated mechan sms mplement ng acknowledgment of ass gnment of acqu ed components to the 
nfo mat on system].

O gan zat ons dete m ne the c te a fo  o  types of nfo mat on system components (e g., m c op ocesso s, mothe boa ds, softwa e, 
p og ammable log c cont olle s, and netwo k dev ces) that a e subject to th s cont ol enhancement. Related cont ol  SA-4.



CM 9
Conf gu at on 
Management Plan

The o gan zat on develop , documents, 
and mplements a conf gu at on 
management plan fo  the nfo mat on 
system that
a. Add esses oles, espons b l t es, and 
conf gu at on management p ocesses 
and p ocedu es
b. Establ shes a p ocess fo  dent fy ng 
conf gu at on tems th oughout the 
system development l fe cycle and fo  
manag ng the conf gu at on of the 
conf gu at on tems
c. Def nes the conf gu at on tems fo  the 
nfo mat on system and places the 

conf gu at on tems unde  conf gu at on 
management  and
d. P otects the conf gu at on 
management plan f om unautho zed 
d sclosu e and mod f cat on. 

AASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on develops, documents, and mplements a conf gu at on management plan fo  the nfo mat on system 
that
     -add esses oles
     -add esses espons b l t es
     -add esses conf gu at on management p ocesses and p ocedu es
( ) establ shes a p ocess fo
     - dent fy ng conf gu at on tems th oughout the SDLC
     -manag ng the conf gu at on of the conf gu at on tems
     -def nes the conf gu at on tems fo  the nfo mat on system
    -places the conf gu at on tems unde  conf gu at on management
( )p otects the conf gu at on management plan f om unautho zed
    -d sclosu e  and
    -mod f cat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng conf gu at on management plann ng  
conf gu at on management plan  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  develop ng the conf gu at on management plan  
o gan zat onal pe sonnel w th espons b l t es fo  mplement ng and manag ng p ocesses def ned n the conf gu at on management 
plan  o gan zat onal pe sonnel w th espons b l t es fo  p otect ng the conf gu at on management plan  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  develop ng and document ng the conf gu at on management plan  
o gan zat onal p ocesses fo  dent fy ng and manag ng conf gu at on tems  o gan zat onal p ocesses fo  p otect ng the 
conf gu at on management plan  automated mechan sms mplement ng the conf gu at on management plan  automated 
mechan sms fo  manag ng conf gu at on tems  automated mechan ms fo  p otect ng the conf gu at on management plan].

Conf gu at on management plans sat sfy the equ ements n conf gu at on management pol c es wh le be ng ta lo ed to nd v dual 
nfo mat on systems. Such plans def ne deta led p ocesses and p ocedu es fo  how conf gu at on management s used to suppo t system 

development l fe cycle act v t es at the nfo mat on system level. Conf gu at on management plans a e typ cally developed du ng the 
development/acqu s t on phase of the system development l fe cycle. The plans desc be how to move changes th ough change management 
p ocesses, how to update conf gu at on sett ngs and basel nes, how to ma nta n nfo mat on system component nvento es, how to cont ol 
development, test, and ope at onal env onments, and how to develop, elea e, and update key documents. O gan zat ons can employ 
templates to help ensu e cons stent and t mely development and mplementat on of conf gu at on management plans. Such templates can 
ep esent a maste  conf gu at on management plan fo  the o gan zat on at la ge w th subsets of the plan mplemented on a system by 

system bas s. Conf gu at on management app oval p ocesses nclude des gnat on of key management stakeholde s espons ble fo  ev ew ng 
and app ov ng p oposed changes to nfo mat on systems, and pe sonnel that conduct secu ty mpact analyses p o  to the mplementat on 
of changes to the ystems. Conf gu at on tems a e the nfo mat on system tems (ha dwa e, softwa e, f mwa e, and documentat on) to be 
conf gu at on-managed. As nfo mat on systems cont nue th ough the system development l fe cycle, new conf gu at on tems may be 
dent f ed and some ex st ng conf gu at on tems may no longe  need to be unde  conf gu at on cont ol. Related cont ols  CM 2, CM-3, CM-4, 

CM 5, CM-8, SA-10. CM-9(1) NIST Spec al Publ cat on 800 128.

CM-
9 1)

Conf gu at on 
Management Plan - 
Ass gnment Of 
Respons b l ty

The o gan zat on ass gns espons b l ty 
fo  develop ng the conf gu at on 
management p ocess to o gan at onal 
pe sonnel that a e not d ectly nvolved 
n nfo mat on system development.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ass gns espons b l ty fo  develop ng the conf gu at on management p ocess to o gan zat onal 
pe onnel that a e not d ec ly nvolved n nfo mat on system development.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng espons b l t es fo  conf gu at on management 
p ocess development  conf gu at on management plan  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  conf gu at on management p ocess development  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].

In the absence of ded cated conf gu at on management teams ass gned w th n o gan zat ons, system develope s may be tasked to develop 
conf gu at on management p ocesses us ng pe onnel who a e not d ectly nvolved n system development o  nteg at on. Th s sepa at on of 
dut es ensu es that o gan zat ons establ sh and ma nta n a suff c ent deg ee of ndependence between the nfo mat on system development 
and nteg at on p ocesses and conf gu at on management p ocesses to fac l tate qual ty cont ol and mo e effect ve ove s ght.

CM-
10

Softwa e Usage 
Rest ct ons

The o gan zat on
a. Uses oftwa e and assoc ated 
documentat on n acco dance w th 
cont act ag eements and copy ght laws
b. T acks the use of softwa e and 
assoc ated documentat on p otected by 
quant ty l censes to cont ol copy ng and 
d st but on  and
c. Cont ols and documents the use of 
pee -to-pee  f le sha ng technology to 
ensu e that th s capab l ty s not u ed fo  
the unautho zed d st but on, d splay, 
pe fo mance, o  ep oduct on of 
copy ghted wo k.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) uses softwa e and assoc ated documentat on n acco dance w th cont act ag eements and copy ght laws
( ) t acks the use of softwa e and assoc ated documentat on p otected by quant ty l censes to cont ol copy ng and d st but on  
and
( ) cont ols and documents the use of pee to-pee  f le sha ng technology to ensu e that th s capab l ty s not u ed fo  the 
unautho zed d st but on, d splay, pe fo mance, o  ep oduct on of copy ghted wo k.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng softwa e usage est ct ons  conf gu at on 
management plan  secu ty plan  so twa e cont act ag eements and copy ght laws  s te l cense documentat on  l st of so twa e 
usage est ct ons  so twa e l cense t ack ng epo ts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel ope at ng, us ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th softwa e 
l cense management espons b l t es].
Test  SELECT FROM  O gan zat onal p ocess fo  t ack ng the use of softwa e p otected by quant ty l censes  o gan zat on p ocess 
fo  cont oll ng/document ng the use of pee -to-pee  f le sha ng technology  automated mechan sms mplement ng so twa e 
l cense t ack ng  automated mechan sms mplement ng and cont o l ng the use of pee to-pee  f les sha ng technology].

Softwa e l cense t ack ng can be accompl shed by manual methods (e.g., s mple sp eadsheets) o  automated methods (e.g , spec al zed 
t  l t )   t l  R l t  t l  C-17  CM-8  SC-7 CM-10 1) N

CM-
10(1)

Softwa e Usage 
Rest ct ons - Open 
Sou ce Softwa e

The o gan zat on establ shes the 
fo low ng est ct ons on the use of open 
sou ce softwa e  [A s gnment  
o gan zat on-def ned est ct ons].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes est ct ons on the use of open sou ce softwa e  and
( ) establ shes o gan zat on-def ned est ct ons on the use of open sou ce softwa e.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng est ct ons on u e of open sou ce softwa e  
conf gu at on management plan  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  establ sh ng and enfo c ng est ct ons on use of open 
sou ce so twa e  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocess fo  est ct ng the use of open sou ce softwa e  automated mechan sms mplement ng 
est ct ons on the use of open sou ce softwa e].

Open sou ce softwa e efe s to so twa e that s ava lable n sou ce code fo m. Ce ta n softwa e ghts no mally ese ved fo  copy ght holde s 
a e out nely p ov ded unde  softwa e l cense ag eements that pe m t nd v duals to study, change, and mp ove the softwa e. F om a 
secu ty pe spect ve, the majo  advantage of open sou ce softwa e s that t p ov des o gan zat ons w th the ab l ty to exam ne the sou ce 
code. Howeve , the e a e also va ous l cens ng ssues assoc ated w th open sou ce softwa e nclud ng, fo  example, the const a nts on 
de vat ve use of such softwa e.

CM-
11

Use -Installed Softwa e

INSTALLED SOFTWARE
 Cont ol   The o gan zat on
a. Establ shes [Ass gnment  o gan zat on-
def ned pol c es] gove n ng the 
nsta lat on of so twa e by use s

b. Enfo ces softwa e nstallat on pol c es 
th ough [Ass gnment  o gan zat on-
def ned methods]  and
c. Mon to s pol cy compl ance at 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes pol c es to gove n the nstallat on of softwa e by use s
( ) establ shes o gan zat on-def ned pol c es gove n ng the nsta lat on of so twa e by use s
( ) def nes methods to enfo ce softwa e nstallat on pol c es
( v) enfo ces softwa e n ta lat on pol c es th ough o gan zat on-def ned methods
(v) def nes f equency to mon to  pol cy compl ance  and
(v ) mon to s pol cy compl ance at o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng use  nsta led softwa e  conf gu at on 
management plan  secu ty plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  l st of ules gove n ng use  nsta led softwa e  nfo mat on system mon to ng eco ds  nfo mat on 
system aud t eco ds  othe  elevant documents o  eco ds  cont nuous mon to ng st ategy].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  gove n ng use - nstalled softwa e  o gan zat onal 
pe onnel ope at ng, us ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel mon to ng compl ance w th use
nstalled so twa e pol cy  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  O gan zat onal p ocesses gove n ng use - nstalled softwa e on the nfo mat on system  automated 
mechan sms enfo c ng ules/methods fo  gove n ng the nstallat on of softwa e by use s  automated mechan sms mon to ng 
pol cy compl ance]. If p ov ded the neces a y p v leges, use s have the ab l ty to nstall softwa e n o gan zat onal nfo mat on systems. To ma nta n cont ol ove  

the types of softwa e nstalled, o gan zat ons dent fy pe m tted and p oh b ted act ons ega d ng softwa e nstallat on. Pe m tted softwa e 
nstallat ons may nclude, fo  example, updates and secu ty patches to ex st ng softwa e and download ng appl cat ons f om o gan zat on-

app oved “app sto es.” P oh b ted softwa e nstallat ons may nclude, fo  example, softwa e w th unknown o  suspect ped g ees o  softwa e 
that o gan zat ons cons de  potent ally mal c ous. The pol c es o gan zat ons select gove n ng u e - nstalled so twa e may be o gan zat on-
developed o  p ov ded by some exte nal ent ty. Pol cy enfo cement methods nclude p ocedu al methods (e.g., pe od c exam nat on of use  
accounts), automated methods (e g , conf gu at on sett ngs mplemented on o gan zat onal nfo mat on systems), o  both. Related cont ols  
AC-3, CM 2, CM-3, CM-5, CM-6, CM 7, PL-4. CM-11 1), CM-11(2) None

CM-
11(1)

Use -Installed Softwa e - 
Ale ts Fo  Unautho zed 
Installat ons

The nfo mat on system ale ts 
[Ass gnment  o gan zat on-def ned 
pe sonnel o  oles] when the 
unautho zed nstallat on of softwa e s 
detected.

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes pe sonnel o  oles to be ale ted when the unautho zed nstallat on of softwa e s detected  and
( ) the nfo mat on system ale ts o gan zat on-def ned pe sonnel o  oles when the unautho zed nstallat on of softwa e s 
detected.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng use  nsta led softwa e  conf gu at on 
management plan  secu ty plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  gove n ng use - nstalled softwa e  o gan zat onal 
pe onnel ope at ng, us ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th nfo mat on secu ty 
espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  O gan zat onal p ocesses gove n ng use - nstalled softwa e on the nfo mat on system  automated 
mechan sms fo  ale t ng pe sonnel/ oles when unautho zed nstallat on of softwa e s detected].

Related cont ols  CA-7, SI-4.

CM-
11(2)

Use -Installed Softwa e - 
P oh b t Insta lat on 
W thout P v leged 
Status

The nfo mat on system p oh b ts use  
nsta lat on of so twa e w thout expl c t 

p v leged status.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system p oh b ts use  n ta lat on of so twa e w thout expl c t p v leged status.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Conf gu at on management pol cy  p ocedu es add ess ng use  nsta led softwa e  conf gu at on 
management plan  secu ty plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  ale ts/not f cat ons of unautho zed softwa e nsta lat ons  nfo mat on system aud t eco ds  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  gove n ng use - nstalled softwa e  o gan zat onal 
pe onnel ope at ng, us ng, and/o  ma nta n ng the nfo mat on system].
Test  SELECT FROM  O gan zat onal p ocesses gove n ng use - nstalled softwa e on the nfo mat on system  automated 
mechan sms fo  p oh b t ng nsta lat on of so twa e w thout p v leged status (e g , access cont ols ].

P v leged status can be obta ned, fo  example, by se v ng n the ole of system adm n st ato . Related cont ol  AC 6.

CP-1 
Cont ngency Plann ng 
Pol cy and P ocedu es 

The o gan zat on
a. Develop , documents, and 
d ssem nates to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles]
1. A cont ngency plann ng pol cy that 
add esses pu po e, scope, oles, 
espons b l t es, management 

comm tment, coo d nat on among 
o gan zat onal ent t es, and compl ance  
and
2. P ocedu es to fac l tate the 
mplementat on of the cont ngency 

plann ng pol cy and assoc ated 
cont ngency plann ng cont ols  and
b. Rev ews and updates the cu ent
1. Cont ngency plann ng pol cy 
[Ass gnment  o gan zat on-def ned 
f equency]  and
2. Cont ngency plann ng p ocedu es 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on develops and fo mally documents cont ngency plann ng pol cy that add esses
     -pu pose  
     -scope  
     - oles  
     -management comm tment  
     -coo d nat on among o gan zat onal ent t es   
     -compl ance  
( ) the o gan zat on def nes pe sonnel o  oles to whom the cont ngency plann ng pol cy s to be d ssem nated
( ) the o gan zat on d ssem nates the cont ngency plann ng pol cy to o gan zat on-def ned pe sonnel o  oles
( v) the o gan zat on develops and documents p ocedu es to fac l tate the mplementat on of the cont ngency plann ng pol cy and 
assoc ated assessment and autho zat on cont ols
(v) the o gan zat on def nes pe sonnel o  oles to whom the p ocedu es a e to be d ssem nated
(v ) the o gan zat on d ssem nates the p ocedu es to o gan zat on-def ned pe sonnel o  oles
(v ) the o gan zat on def nes the f equency to ev ew and update the cu ent cont ngency plann ng pol cy
(v ) the o gan at on ev ews and updates the cu ent cont ngency plann ng w th the o gan zat on-def ned f equency
( x) the o gan zat on def nes the f equency to ev ew and update the cu ent cont ngency plann ng p ocedu es  and
(x) the o gan zat on ev ews and updates the cu ent cont ngency plann ng p ocedu es w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy and p ocedu es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plann ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Th s cont ol add esses the establ shment of pol cy and p ocedu es fo  the effect ve mplementat on of selected secu ty cont ols and cont ol 
enhancements n the CP fam ly. Pol cy and p ocedu es eflect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c es, 
standa ds, and gu dance. Secu ty p og am pol c es and p ocedu es at the o gan zat on level may make the need fo  system-spec f c pol c es 
and p ocedu es unnecessa y. The pol cy can be ncluded as pa t of the gene al nfo mat on secu ty pol cy fo  o gan zat ons o  conve sely, 
can be ep esented by mult ple pol c es eflect ng the complex natu e of ce ta n o gan zat ons. The p ocedu es can be establ shed fo  the 
secu ty p og am n gene al and fo  pa t cula  nfo mat on systems, f needed. The o gan zat onal sk management st ategy s a key facto  n 
establ sh ng pol cy and p ocedu es. Related cont ol  PM-9. None

Fede al Cont nu ty D ect ve 1  NIST Spec al Publ cat ons 
800 12, 800-34, 800 100.



CP-2 Cont ngency Plan 

 
a. Develops a cont ngency plan fo  the 
nfo mat on system that

1. Ident f es e sent al m ss ons and 
bus ness funct ons and assoc ated 
cont ngency equ ements
2. P ov des ecove y ob ect ves, 
esto at on p o t es, and met cs

3. Add esses cont ngency oles, 
espons b l t es, ass gned nd v duals w th 

contact nfo mat on
4. Add esses ma nta n ng essent al 
m ss ons and bus ness funct ons desp te 
an nfo mat on system d s upt on, 
comp om se, o  fa lu e  
5. Add esses eventual, full nfo mat on 
system esto at on w thout dete o at on 
of the secu ty safegua ds o g na ly 
planned and mplemented  and
6. Is ev ewed and app oved by 
[Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]
b. D t butes cop es of the cont ngency 
plan to [Ass gnment  o gan zat on-
def ned key cont ngency pe sonnel 
( dent f ed by name and/o  by ole) and 
o gan zat onal elements]
c. Coo d nates cont ngency plann ng 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops and documents a cont ngency plann ng pol cy that
     -p ov des ecove y object ves
     -p ov des esto at on p o t es
     -p ov des met cs
     -add esses cont ngency oles
     -add esses cont ngency espons b l t es
     -add esses ass gned nd v duals w th contact nfo mat on
( ) add esses ma nta n ng essent al m ss ons and bus ness funct ons desp te an nfo mat on system d s upt on, comp om se, o  
fa lu e
( ) add esses eventual, fu l nfo mat on system esto at on w thout dete o at on of the secu ty safegua ds o g nally planned and 
mplemented

( v) def nes pe sonnel o  oles to ev ew and app ove the cont ngency plan fo  the nfo mat on system
(v) s ev ewed and app oved by o gan at on-def ned pe sonnel o  oles
(v ) def nes key cont ngency pe sonnel ( dent f ed by name and/o  by ole) and o gan zat onal elements to whom cop es of the 
cont ngency plan a e to be d st buted
(v ) d st butes cop es of the cont ngency plan to o gan zat on-def ned key cont ngency pe sonnel and o gan zat onal elements
(v ) coo d nates cont ngency plann ng act v t es w th nc dent handl ng act v t es
( x) def nes a f equency to ev ew the cont ngency plan fo  the nfo mat on system
(x) ev ews the cont ngency plan w th the o gan zat on-def ned f equency
(x ) updates the cont ngency plan to add ess
    -changes to the o gan zat on, nfo mat on ystem, o  env onment of ope at on
    -p oblems encounte ed du ng plan mplementat on, execut on, and test ng
    -def nes key cont ngency pe sonnel ( dent f ed by name and o  by ole) and o gan zat onal elements to whom cont ngency plan 
changes a e to be commun cated
    -commun cates cont ngency plan changes to o gan zat on-def ned key cont ngency pe sonnel and o gan zat onal elements  and

         

Cont ngency plann ng fo  nfo mat on systems s pa t of an ove all o gan zat onal p og am fo  ach ev ng cont nu ty of ope at ons fo  
m ss on/bus ness funct ons. Cont ngency plann ng add esses both nfo mat on system esto at on and mplementat on of alte nat ve 
m ss on/bus ness p ocesses when systems a e comp om sed. The effect veness of cont ngency plann ng s max m zed by cons de ng such 
plann ng th oughout the phases of the system development l fe cycle. Pe fo m ng cont ngency plann ng on ha dwa e, softwa e, and 
f mwa e development can be an effect ve means of ach ev ng nfo mat on system es l ency. Cont ngency plans e lect the deg ee of 
esto at on equ ed fo  o gan zat onal nfo mat on systems s nce not a l systems may need to fu ly ecove  to ach eve the level of cont nu ty 

of ope at ons des ed.  Info mat on system ecove y object ves eflect appl cable laws, Execut ve O de s, d ect ves, pol c es, standa ds, 
egulat ons, and gu del nes. In add t on to nfo mat on system ava lab l ty, cont ngency plans also add ess othe  secu ty- elated events 
esu t ng n a educt on n m ss on and/o  bus ness effect veness, uch as mal c ous attacks comp om s ng the conf dent al ty o  nteg ty of 
nfo mat on systems. Act ons add essed n cont ngency plans nclude, fo  example, o de ly/g aceful deg adat on, nfo mat on system 

shutdown, fa lback to a manual mode, alte nate nfo mat on lows, and ope at ng n modes ese ved fo  when systems a e unde  attack. By 
closely coo d nat ng cont ngency plann ng w th nc dent handl ng act v t e , o gan zat ons can ensu e that the necessa y cont ngency 
plann ng act v t es a e n place and act vated n the event of a secu ty nc dent. Related cont ols  AC-14, CP-6, CP-7, CP-8, CP-9, CP 10, IR-4, 
IR-8, MP-2, MP-4, MP-5, PM-8, PM-11. CP-2(1), CP-2(2), CP 2 3), CP-2(4), CP-2(5), CP 2 6), CP-2(7), CP-2(8)

Fede al Cont nu ty D ect ve 1  NIST Spec al Publ cat on 
800 34.

CP-
2 1)

Cont ngency Plan - 
Coo d nate W th Related 
Plans

The o gan zat on coo d nates 
cont ngency plan development w th 
o gan zat onal elements espons ble fo  
elated plans.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on coo d nates the cont ngency plan development w th othe  o gan zat onal elements espons ble fo  
elated plans. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng cont ngency ope at ons fo  the nfo mat on system  
cont ngency plan  bus ness cont ngency plans  d saste  ecove y plans  cont nu ty of ope at ons plans  c s s commun cat ons 
plans  c t cal nf ast uctu e plans  cybe  nc dent esponse plan  ns de  th eat mplementat on plans  occupant eme gency plans  
secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plann ng and plan mplementat on espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  pe sonnel w th espons b l ty fo  elated plans].

Plans elated to cont ngency plans fo  o gan zat onal nfo mat on systems nclude, fo  example, Bus ness Cont nu ty Plans, D saste  Recove y 
Plans, Cont nu ty of Ope at ons Plans, C s s Commun cat ons Plans, C t cal Inf ast uctu e Plans, Cybe  Inc dent Response Plans, Ins de  
Th eat Implementat on Plan, and Occupant Eme gency Plans.

CP-
2 2)

Cont ngency Plan - 
Capac ty Plann ng

The o gan zat on conducts capac ty 
plann ng so that necessa y capac ty fo  
nfo mat on p ocess ng, 

telecommun cat ons, and env onmental 
suppo t ex sts du ng cont ngency 

t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on conducts capac ty plann ng so that necessa y capac ty ex sts du ng cont ngency ope at ons fo
    - nfo mat on p ocess ng
    telecommun cat ons  and
    -env onmental suppo t.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng cont ngency ope at ons fo  the nfo mat on system  
cont ngency plan  capac ty plann ng documents  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plann ng and plan mplementat on espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].

Capac ty plann ng s needed because d ffe ent types of th eats (e.g., natu al d saste s, ta geted cybe  attacks) can esult n a educt on of the 
ava lable p ocess ng, telecommun cat ons, and suppo t se v ces o g na ly ntended to suppo t the o gan zat onal m ss ons/bus ness 
funct ons. O gan zat ons may need to ant c pate deg aded ope at ons du ng cont ngency ope at ons and facto  such deg adat on nto 

t  l

CP-
2 3)

Cont ngency Plan - 
Resume Essent al 
M ss ons / Bus ness 
Funct ons

The o gan zat on plans fo  the 
esumpt on of essent al m ss ons and 

bus ness funct ons w th n [Ass gnment  
o gan zat on-def ned t me pe od] of 
cont ngency plan act vat on.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes the t me pe od fo  plann ng the esumpt on of es ent al m ss ons and bus ness funct ons as a esu t of 
cont ngency plan act vat on  and 
( ) the o gan zat on plans fo  the esumpt on of essent al m ss ons and bus ness funct on w th n o gan zat on-def ned t me pe od 
of cont ngency plan act vat on. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng cont ngency ope at ons fo  the nfo mat on system  
cont ngency plan  secu ty plan  bus ness mpact a sessment  othe  elated plans  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plann ng and plan mplementat on espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  esumpt on of m ss ons and bus ness funct ons].

O gan zat ons may choose to ca y out the cont ngency plann ng act v t es n th s cont ol enhancement as pa t of o gan zat onal bus ness 
cont nu ty plann ng nclud ng, fo  example, as pa t of bus ness mpact analyses. The t me pe od fo  esumpt on of essent al 
m ss ons/bus ness funct ons may be dependent on the seve ty/extent of d s upt ons to the nfo mat on sy tem and ts suppo t ng 
nf ast uctu e. Related cont ol  PE-12.

CP-
2 4)

Cont ngency Plan - 
Resume All M s ons / 
Bus ness Funct ons

The o gan zat on plans fo  the 
esumpt on of all m ss ons and bus ness 

funct ons w th n [Ass gnment  
o gan zat on-def ned t me pe od] of 
cont ngency plan act vat on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the t me pe od to plan fo  the esumpt on of a l m ss ons and bus ness funct ons as a esult of cont ngency plan 
act vat on  and
( ) plans fo  the esumpt on of all m ss ons and bus ness funct ons w th n o gan at on-def ned t me pe od of cont ngency plan 
act vat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng cont ngency ope at ons fo  the nfo mat on system  
cont ngency plan  secu ty plan  bus ness mpact a sessment  othe  elated plans  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plann ng and plan mplementat on espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  esumpt on of m ss ons and bus ness funct ons].

O gan zat ons may choose to ca y out the cont ngency plann ng act v t es n th s cont ol enhancement as pa t of o gan zat onal bus ness 
cont nu ty plann ng nclud ng, fo  example, as pa t of bus ness mpact analyses. The t me pe od fo  esumpt on of all m ss ons/bus ness 
funct ons may be dependent on the seve ty/extent of d s upt ons to the nfo mat on system and ts suppo t ng nf ast uctu e. Related 
cont ol  PE-12.

CP-
2 5)

Cont ngency Plan - 
Cont nue  E sent al 
M ss ons / Bus ness 
Funct ons

The o gan zat on plans fo  the 
cont nuance of essent al m ss ons and 
bus ness funct ons w th l tle o  no lo s 
of ope at onal cont nu ty and susta ns 
that cont nu ty unt l full nfo mat on 
system esto at on at p ma y p ocess ng 
and/o  sto age s tes.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on plans fo  the cont nuance of es ent al m ss ons and bus ness funct ons w th l ttle o  no loss of ope at onal 
cont nu ty  and 
( ) the o gan zat on susta ns that ope at onal cont nu ty unt l full nfo mat on system esto at on at p ma y p ocess ng and/o  
sto age s tes. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng cont ngency ope at ons fo  the nfo mat on system  
cont ngency plan  bus ness mpact assessment  p ma y p ocess ng s te ag eements  p ma y sto age s te ag eements  alte nate 
p ocess ng s te ag eements  alte nate sto age s te ag eements  cont ngency plan test documentat on  cont ngency plan test 
esults  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plann ng and plan mplementat on espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  cont nu ng m ss ons and bus ness funct ons].

O gan zat ons may choose to ca y out the cont ngency plann ng act v t es n th s cont ol enhancement as pa t of o gan zat onal bus ness 
cont nu ty plann ng nclud ng, fo  example, as pa t of bus ness mpact analyses. P ma y p ocess ng and o  sto age s tes def ned by 
o gan zat ons as pa t of cont ngency plann ng may change depend ng on the c cumstances assoc ated w th the cont ngency (e.g., backup 
s tes may become p ma y s tes). Related cont ol  PE-12.

CP-
2 6)

Cont ngency Plan - 
Alte nate P ocess ng / 
Sto age S te

The o gan zat on plans fo  the t ansfe  of 
essent al m ss ons and bus ness 
funct ons to a te nate p ocess ng and/o  
sto age s tes w th l tle o  no lo s of 
ope at onal cont nu ty and susta ns that 
cont nu ty th ough nfo mat on sy tem 
esto at on to p ma y p ocess ng and/o  

sto age s tes.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on p ov des fo  the t ansfe  of essent al m ss ons and bus ness funct ons to alte nate p ocess ng and/o  sto age 
s tes w th l t le o  no loss of ope at onal cont nu ty  and 
( ) the o gan zat on susta ns ope at onal cont nu ty th ough nfo mat on system esto at on to p ma y p ocess ng and/o  sto age 
s tes. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng cont ngency ope at ons fo  the nfo mat on system  
cont ngency plan  bus ness mpact assessment  alte nate p ocess ng s te ag eements  a te nate sto age s te ag eements  
cont ngency plan test ng documentat on  cont ngency plan test esu ts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plann ng and plan mplementat on espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  t ansfe  of essent al m ss ons and bus ness funct ons to alte nate 
p ocess ng/sto age s tes].

O gan zat ons may choose to ca y out the cont ngency plann ng act v t es n th s cont ol enhancement as pa t of o gan zat onal bus ness 
cont nu ty plann ng nclud ng, fo  example, as pa t of bus ness mpact analyses. P ma y p ocess ng and o  sto age s tes def ned by 
o gan zat ons as pa t of cont ngency plann ng may change depend ng on the c cumstances assoc ated w th the cont ngency (e.g., backup 
s tes may become p ma y s tes). Related cont ol  PE-12.



CP-
2 7)

Cont ngency Plan - 
Coo d nate  W th 
Exte nal Se v ce 
P ov de s

The o gan zat on coo d nates ts 
cont ngency plan w th the cont ngency 
plans of exte nal se v ce p ov de s to 
ensu e that cont ngency equ ements 
can be sat sf ed.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on coo d nates ts cont ngency plan w th the cont ngency plans of exte nal se v ce p ov des to ensu e 
cont ngency equ ements can be sat sf ed.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng cont ngency ope at ons fo  the nfo mat on system  
cont ngency plan  cont ngency plans of exte nal  se v ce p ov de s  se v ce level ag eements  secu ty plan  cont ngency plan 
equ ements  othe  elevant documents o  eco d ].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plann ng and plan mplementat on espons b l t es  exte nal 
se v ce p ov de s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

When the capab l ty of an o gan zat on to successfully ca y out ts co e m ss ons/bus ness funct ons s dependent on exte nal se v ce 
p ov de s, develop ng a t mely and comp ehens ve cont ngency plan may become mo e cha leng ng. In th s s tuat on, o gan zat ons 
coo d nate cont ngency plann ng act v t es w th the exte nal ent t es to en u e that the nd v dual plans eflect the ove all cont ngency needs 
of the o gan zat on. Related cont ol  SA-9.

CP-
2 8)

Cont ngency Plan - 
Ident fy C t cal Assets

The o gan zat on dent f es c t cal 
nfo mat on system as ets suppo t ng 

essent al m ss ons and bus ness 
funct ons.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on dent f es c t cal nfo mat on system assets suppo t ng essent al m ss ons and bus ness funct ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng cont ngency ope at ons fo  the nfo mat on system  
cont ngency plan  bus ness mpact assessment  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plann ng and plan mplementat on espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].

O gan zat ons may choose to ca y out the cont ngency plann ng act v t es n th s cont ol enhancement as pa t of o gan zat onal bus ness 
cont nu ty plann ng nclud ng, fo  example, as pa t of bus ness mpact analyses. O gan zat ons dent fy c t cal nfo mat on system assets so 
that add t onal safegua ds and counte measu es can be employed (above and beyond those safegua ds and counte measu es out nely 
mplemented) to help ensu e that o gan zat onal m ss ons/bus ness funct ons can cont nue to be conducted du ng cont ngency ope at ons. 

In add t on, the dent f cat on of c t cal nfo mat on assets fac l tates the p o t at on of o gan zat onal esou ces. C t cal nfo mat on 
system assets nclude techn cal and ope at onal aspects. Techn cal aspects nclude, fo  example, nfo mat on technology se v ces, 
nfo mat on system components, nfo mat on technology p oducts, and mechan sms. Ope at onal aspects nclude, fo  example, p ocedu es 

(manually executed ope at ons) and pe sonnel ( nd v duals ope at ng techn cal safegua ds and/o  execut ng manual p ocedu es). 
O gan zat onal p og am p otect on plans can p ov de ass stance n dent fy ng c t cal assets. Related cont ols  SA-14, SA-15.

CP-3 Cont ngency T a n ng 

The o gan zat on p ov des cont ngency 
t a n ng to nfo mat on system use s 
cons stent w th ass gned oles and 
espons b l t es  

a. W th n [Ass gnment  o gan zat on-
def ned t me pe od] of assum ng a 
cont ngency ole o  espons b l ty
b. When equ ed by nfo mat on system 
changes  and
c. [Ass gnment  o gan at on-def ned 
f ] th ft

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes a t me pe od w th n wh ch cont ngency t a n ng s to be p ov ded to nfo mat on ystem use s assum ng a cont ngency 
ole o  e pons b l ty

( ) p ov des cont ngency t a n ng to nfo mat on system use s cons stent w th ass gned oles and espons b l t es w th n the 
o gan zat on-def ned t me pe od of assum ng a cont ngency ole o  espons b l ty
( ) p ov des cont ngency t a n ng to nfo mat on system use s cons stent w th ass gned oles and espons b l t es when equ ed by 
nfo mat on system changes

( v) def nes the f equency fo  cont ngency t a n ng the eafte  and
(v) p ov des cont ngency t a n ng to nfo mat on system use s cons stent w th ass gned oles and espons b l t es w th the 
o gan zat on-def ned f equency the eafte .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng cont ngency t a n ng  cont ngency plan  cont ngency 
t a n ng cu culum  cont ngency t a n ng mate al  secu ty plan  cont ngency t a n ng eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plann ng, plan mplementat on, and t a n ng espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  cont ngency t a n ng].

Cont ngency t a n ng p ov ded by o gan zat ons s l nked to the ass gned oles and espons b l t es of o gan zat onal pe sonnel to ensu e that 
the app op ate content and level of deta l s ncluded n such t a n ng. Fo  example, egula  use s may only need to know when and whe e 
to epo t fo  duty du ng cont ngency ope at ons and f no mal dut es a e a fected  system adm n st ato s may equ e add t onal t a n ng on 
how to set up nfo mat on systems at alte nate p ocess ng and sto age s tes  and manage s/sen o  leade s may ece ve mo e spec f c t a n ng 
on how to conduct m ss on-essent al funct ons n des gnated off-s te locat ons and how to e tabl sh commun cat ons w th othe  
gove nmental ent t es fo  pu poses of coo d nat on on cont ngency- elated act v t es. T a n ng fo  cont ngency oles/ espons b l t es eflects 
th  f  t t  t   th  t  l  R l t  t l  T-2  T-3  CP-2  IR-2 CP-3(1)  CP-3(2)

Fede al Cont nu ty D ect ve 1  NIST Spec al Publ cat ons 
800 16  800-50

CP-
3 1)

Cont ngency T a n ng - 
S mulated Events

The o gan zat on nco po ates s mulated 
events nto cont ngency t a n ng to 
fac l tate e fect ve espon e by pe sonnel 
n c s s s tuat ons.  

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on nco po ates s mulated events nto cont ngency t a n ng to fac l tate effect ve esponse by pe sonnel 
n c s s s tuat ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng cont ngency t a n ng  cont ngency plan  cont ngency 
t a n ng cu culum  cont ngency t a n ng mate al  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plann ng, plan mplementat on, and t a n ng espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  cont ngency t a n ng  automated mechan sms fo  s mulat ng cont ngency 
events].

CP-
3 2)

Cont ngency T a n ng - 
Automated T a n ng 
Env onments

The o gan zat on employs automated 
mechan sms to p ov de a mo e tho ough 
and eal st c cont ngency t a n ng 
env onment.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs automated mechan sms to p ov de a mo e tho ough and eal st c cont ngency t a n ng 
env onment.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng cont ngency t a n ng  cont ngency plan  cont ngency 
t a n ng cu culum  cont ngency t a n ng mate al  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plann ng, plan mplementat on, and t a n ng espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  cont ngency t a n ng  automated mechan sms fo  p ov d ng cont ngency t a n ng 
env onments].

CP-4 Cont ngency Plan Test ng

The o gan zat on
a. Tests the cont ngency plan fo  the 
nfo mat on system [A s gnment  

o gan zat on-def ned f equency] us ng 
[Ass gnment  o gan zat on-def ned te ts] 
to dete m ne the effect veness of the 
plan and the o gan zat onal ead ness to 
execute the plan
b. Rev ews the cont ngency plan test 
esults  and

c. In t ates co ect ve act ons, f needed.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes tests to dete m ne the effect veness of the cont ngency plan and the o gan zat onal ead ness to execute the plan
( ) def nes a f equency to test the cont ngency plan fo  the nfo mat on sy tem
( ) tests the cont ngency plan fo  the nfo mat on system w th the o gan zat on-def ned f equency, us ng o gan zat on-def ned 
tests to dete m ne the e fect veness of the plan and the o gan zat onal ead ness to execute the plan
( v) ev ews the cont ngency plan test esults  and
(v) n t ates co ect ve act ons, f needed.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng cont ngency plan test ng  cont ngency plan  secu ty 
plan  cont ngency plan test documentat on  cont ngency plan test esults  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  cont ngency plan test ng, ev ew ng o  espond ng to 
cont ngency plan tests  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  cont ngency plan test ng  automated mechan sms suppo t ng the cont ngency 
plan and/o  cont ngency plan test ng].

Methods fo  te t ng cont ngency plans to dete m ne the effect veness of the plans and to dent fy potent al weaknesses n the plans nclude, 
fo  example, walk-th ough and tabletop exe c ses, checkl sts, s mulat ons (pa a lel, fu l nte upt), and comp ehens ve exe c ses. 
O gan zat ons conduct test ng based on the cont nu ty equ ements n cont ngency plans and nclude a dete m nat on of the effects on 
o gan zat onal ope at ons, assets, and nd v duals a s ng due to cont ngency ope at ons. O gan zat ons have lex b l ty and d sc et on n the 
b eadth, depth, and t mel nes of co ect ve act ons. Related cont ols  CP-2, CP-3, R 3. CP-4(1), CP-4(2), CP-4 3), CP-4(4)

Fede al Cont nu ty D ect ve 1  FIPS Publ cat on 199  NIST 
Spec al Publ cat ons 800-34, 800-84.

CP-
4 1)

Cont ngency Plan Test ng 
- Coo d nate W th 
Related Plans

The o gan zat on coo d nates 
cont ngency plan test ng w th 
o gan zat onal elements espons ble fo  

l t  l

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on coo d nates cont ngency plan te t ng w th o gan zat onal elements espons ble fo  elated plans.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  nc dent esponse pol cy  p ocedu es add ess ng cont ngency plan test ng  
cont ngency plan test ng documentat on  cont ngency plan  bus ness cont nu ty plans  d saste  ecove y plans  cont nu ty of 
ope at ons plans  c s s commun cat ons plans  c t cal nf a t uctu e plans  cybe  nc dent esponse plans  occupant eme gency 
plans  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plan test ng espons b l t es  o gan zat onal pe sonnel  
pe onnel w th espons b l t es fo  elated plans  o gan zat onal pe sonnel w th nfo mat on ecu ty espons b l t es].

Plans elated to cont ngency plans fo  o gan zat onal nfo mat on systems nclude, fo  example, Bus ness Cont nu ty Plans, D saste  Recove y 
Plans, Cont nu ty of Ope at ons Plans, C s s Commun cat ons Plans, C t cal Inf ast uctu e Plans, Cybe  Inc dent Response Plans, and 
Occupant Eme gency Plans. Th s cont ol enhancement does not equ e o gan zat ons to c eate o gan zat onal elements to handle elated 
plans o  to al gn such elements w th spec f c plans. It does equ e, howeve , that f such o gan zat onal elements a e espons ble fo  elated 

l  t  h l  t  h th  l t  R l t  t l  IR-8  PM 8

CP-
4 2)

Cont ngency Plan Test ng 
- A te nate P ocess ng 
S te

The o gan zat on te ts the cont ngency 
plan at the a te nate p ocess ng s te
(a) To fam l a ze cont ngency pe sonnel 
w th the fac l ty and ava lable esou ces  
and
(b) To evaluate the capab l t es of the 
alte nate p ocess ng s te to suppo t 
cont ngency ope at ons.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on tests the cont ngency plan at the alte nate p ocess ng s te to
( ) fam l a ze cont ngency pe sonnel w th the fac l ty and ava lable esou ces  and
( ) evaluate the capab l t es of the a te nate p ocess ng s te to uppo t cont ngency ope at ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng cont ngency plan test ng  cont ngency plan  
cont ngency plan test documentat on  cont ngency plan test esu ts  a te nate p ocess ng s te ag eements  se v ce-level 
ag eements  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plann ng and plan mplementat on espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  cont ngency plan test ng  automated mechan sms suppo t ng the cont ngency 
plan and/o  cont ngency plan test ng].

Related cont ol  CP-7.



CP-
4 3)

Cont ngency Plan Test ng 
- Automated Test ng

The o gan zat on employs automated 
mechan sms to mo e tho oughly and 
effect vely test the cont ngency plan.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs automated mechan sms to mo e tho oughly and effect vely test the cont ngency plan.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng cont ngency plan test ng  cont ngency plan  
automated mechan sms suppo t ng cont ngency plan test ng  cont ngency plan test documentat on  cont ngency plan test esu ts  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plan test ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  cont ngency plan test ng  automated mechan sms suppo t ng cont ngency plan 
test ng].

Automated mechan sms p ov de mo e tho ough and e fect ve test ng of cont ngency plans, fo  example  ( ) by p ov d ng mo e complete 
cove age of cont ngency ssues  ( ) by select ng mo e eal st c test scena os and env onments  and ( ) by effect vely st ess ng the 
nfo mat on system and suppo ted m ss ons.

CP-
4 4)

Cont ngency Plan Test ng 
- Fu l Recove y / 
Reconst tut on

The o gan zat on ncludes a full ecove y 
and econst tut on of the nfo mat on 
system to a known state as pa t of 
cont ngency plan test ng.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) ncludes a fu l ecove y of the nfo mat on system to a known state as pa t of cont ngency plan test ng  and
( ) ncludes a full econst tut on of the nfo mat on sy tem to a known state as pa t of cont ngency plan test ng.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng nfo mat on system ecove y and econst tut on  
cont ngency plan  cont ngency plan test documentat on  cont ngency plan test esults  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plan test ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on system ecove y and econst tut on e pons b l t es  o gan at onal pe onnel w th nfo mat on secu ty 
espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  cont ngency plan test ng  automated mechan sms suppo t ng cont ngency plan 
test ng  automated mechan sms suppo t ng ecove y and econst tut on of the nfo mat on system].

Related cont ols  CP-10, SC-24.

CP-5 
Cont ngency Plan Update  
[W thd awn] - 
Inco po ated Into CP-2

[W thd awn  Inco po ated nto CP 2].

[W thd awn  Inco po ated nto CP-2].

CP-6 Alte nate Sto age S te 

The o gan zat on
a. Establ shes an alte nate sto age s te 
nclud ng necessa y ag eements to 

pe m t the sto age and et eval of 
nfo mat on system backup nfo mat on  

and
b. Ensu es that the a te nate sto age s te 
p ov des nfo mat on secu ty safegua ds 
equ valent to that of the p ma y s te.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) establ shes an a te nate to age s te nclud ng necessa y ag eements to pe m t the sto age and et eval of nfo mat on system 
backup nfo mat on  and
( ) ensu es that the a te nate sto age s te p ov des nfo mat on secu ty safegua ds equ valent to that of the p ma y s te.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng alte nate sto age s tes  cont ngency plan  alte nate 
sto age s te ag eements  p ma y sto age s te ag eements  othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plan a te nate sto age s te espons b l t es  o gan zat onal 
pe onnel w th nfo mat on system ecove y espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  sto ng and et ev ng nfo mat on system backup nfo mat on at the a te nate 
sto age s te  automated mechan sms suppo t ng and/o  mplement ng to age and et eval of nfo mat on system backup 
nfo mat on at the a te nate sto age s te].

A te nate sto age s tes a e s tes that a e geog aph ca ly d st nct f om p ma y sto age s tes. An a te nate sto age s te ma nta ns dupl cate 
cop es of nfo mat on and data n the event that the p ma y sto age s te s not ava lable. Items cove ed by alte nate sto age s te ag eements 
nclude, fo  example, env onmental cond t ons at a te nate s tes, access ules, phys cal and env onmental p otect on equ ements, and 

coo d nat on of del ve y/ et eval of backup med a. Alte nate sto age s tes eflect the equ ements n cont ngency plans so that 
o gan zat ons can ma nta n essent al m ss ons/bus ness funct ons de p te d s upt on, comp om se, o  fa lu e n o gan zat onal nfo mat on 
systems. Related cont ols  CP-2, CP-7, CP-9, CP-10, MP-4. CP-6(1), CP-6(2), CP 6 3) NIST Spec al Publ cat on 800 34.

CP-
6 1)

Alte nate Sto age S te - 
Sepa at on F om P ma y 
S te

The o gan zat on dent f es an a te nate 
sto age s te that s sepa ated f om the 
p ma y sto age s te to educe 
suscept b l ty to the same th eats.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on dent f es an alte nate sto age s te that s sepa ated f om the p ma y sto age s te to educe 
suscept b l ty to the same th eats.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng alte nate sto age s tes  cont ngency plan  alte nate 
sto age s te  alte nate sto age s te ag eements  p ma y sto age s te ag eements  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plan a te nate sto age s te espons b l t es  o gan zat onal 
pe onnel w th nfo mat on system ecove y espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

Th eats that affect a te nate sto age s tes a e typ ca ly def ned n o gan zat onal assessments of sk and nclude, fo  example, natu al 
d saste s, st uctu al fa lu es, host le cybe  attacks, and e o s of om ss on/comm ss on. O gan zat ons dete m ne what s cons de ed a 
su f c ent deg ee of sepa at on between p ma y and a te nate sto age s tes based on the types of th eats that a e of conce n. Fo  one 
pa t cula  type of th eat ( e., host le cybe  attack), the deg ee of sepa at on between s tes s less elevant. Related cont ol  RA-3.

CP-
6 2)

Alte nate Sto age S te - 
Recove y T me / Po nt 
Ob ect ves

The o gan zat on conf gu es the 
alte nate sto age s te to fac l tate 
ecove y ope at ons n acco dance w th 
ecove y t me and ecove y po nt 

t  

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on conf gu es the alte nate sto age s te to fac l tate ecove y ope at ons n acco dance w th ecove y 
t me object ves and ecove y po nt ob ect ves (as spec f ed n the nfo mat on system cont ngency plan).

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng alte nate sto age s tes  cont ngency plan  alte nate 
sto age s te  alte nate sto age s te ag eements  alte nate sto age s te conf gu at ons  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plan test ng espons b l t es  o gan zat onal pe sonnel w th 
espons b l t es fo  te t ng elated plans  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  cont ngency plan test ng  automated mechan sms suppo t ng ecove y 
t me/po nt object ves].

CP-
6 3)

Alte nate Sto age S te - 
Access b l ty

The o gan zat on dent f es potent al 
access b l ty p oblems to the a te nate 
sto age s te n the event of an a ea-w de 
d s upt on o  d saste  and outl nes 
expl c t m t gat on act ons.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on dent f es potent al access b l ty p oblems to the a te nate sto age s te n the event of an a ea-w de d s upt on 
o  d saste  and 
( ) the o gan zat on outl nes expl c t m t gat on act ons fo  o gan zat on dent f ed access b l ty p oblems to the a te nate sto age 
s te n the event of an a ea-w de d s upt on o  d saste . 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng alte nate sto age s tes  cont ngency plan  alte nate 
sto age s te  l st of potent al access b l ty p oblems to alte nate sto age s te  m t gat on act ons fo  access b l ty p oblems to 
alte nate sto age s te  o gan zat onal sk assessments  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plan a te nate sto age s te espons b l t es  o gan zat onal 
pe onnel w th nfo mat on system ecove y espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

A ea-w de d s upt ons efe  to those types of d s upt ons that a e b oad n geog aph c scope (e.g., hu cane, eg onal powe  outage) w th 
such dete m nat ons made by o gan zat ons based on o gan zat onal assessments of sk. Expl c t m t gat on act ons nclude, fo  example  ( ) 
dupl cat ng backup nfo mat on at othe  alte nate sto age s tes f access p oblems occu  at o g nally des gnated alte nate s tes  o  ( ) 
plann ng fo  phys cal access to et eve backup nfo mat on f elect on c access b l ty to the alte nate s te s d s upted. Related cont ol  RA-3.

CP-7 Alte nate P ocess ng S te 

The o gan zat on
a. Establ shes an alte nate p ocess ng 
s te nclud ng necessa y ag eements to 
pe m t the t ansfe  and esumpt on of 
[Ass gnment  o gan zat on-def ned 
nfo mat on system ope at ons] fo  

essent al m ss ons/bus ness funct ons 
w th n [Ass gnment  o gan zat on-
def ned t me pe od cons stent w th 
ecove y t me and ecove y po nt 

object ves] when the p ma y p ocess ng 
capab l t es a e unava lable
b. Ensu es that equ pment and suppl es 
equ ed to t ansfe  and esume 

ope at ons a e ava lable at the a te nate 
p ocess ng s te o  cont acts a e n place 
to suppo t del ve y to the s te w th n the 
o gan zat on-def ned t me pe od fo  
t ansfe / esumpt on  and
c. Ensu es that the alte nate p ocess ng 
s te p ov des nfo mat on secu ty 
safegua ds equ valent to that of the 
p ma y s te.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on system ope at ons equ ng an alte nate p ocess ng s te to be establ shed to pe m t the t an fe  and 
esumpt on of such ope at ons

def nes the t me pe od cons stent w th ecove y t me object ves and ecove y po nt ob ect ves (as spec f ed n the nfo mat on 
system cont ngency plan) fo  t ansfe / esumpt on of o gan zat on-def ned nfo mat on system ope at ons fo  essent al 
m ss ons/bus ness funct ons
( ) establ shes an alte nate p ocess ng s te nclud ng necessa y ag eements to pe m t the t ansfe  and esumpt on of o gan zat on-
def ned nfo mat on system ope at ons fo  essent al m ss ons/bus ness funct ons, w th n the o gan zat on-def ned t me pe od, 
when the p ma y p ocess ng capab l t es a e unava lable
( v) ensu es that equ pment and suppl es equ ed to t ansfe  and esume ope at ons a e ava lable at the alte nate p ocess ng s te  
o
(v) ensu es that cont acts a e n place to suppo t del ve y to the s te w th n the o gan zat on-def ned t me pe od fo  
t ansfe / esumpt on  and
(v ) ensu es that the alte nate p ocess ng s te p ov des nfo mat on secu ty safegua ds equ valent to those of the p ma y s te.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng alte nate p ocess ng s tes  cont ngency plan  
alte nate p ocess ng s te ag eements  p ma y p ocess ng s te ag eements  spa e equ pment and suppl es nvento y at a te nate 
p ocess ng s te  equ pment and supply cont acts  se v ce level ag eements  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  cont ngency plann ng and/o  alte nate s te 
a angements  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  ecove y at the alte nate s te  automated mechan sms suppo t ng and/o  
mplement ng ecove y at the alte nate p ocess ng s te].

A te nate p ocess ng s tes a e s tes that a e geog aph cally d st nct f om p ma y p ocess ng s tes. An alte nate p ocess ng s te p ov des 
p ocess ng capab l ty n the event that the p ma y p ocess ng s te s not ava lable. Items cove ed by a te nate p ocess ng s te ag eements 
nclude, fo  example, env onmental cond t ons at a te nate s tes, access ules, phys cal and env onmental p otect on equ ements, and 

coo d nat on fo  the t ansfe /ass gnment of pe onnel. Requ ements a e spec f ca ly allocated to a te nate p ocess ng s tes that e lect the 
equ ements n cont ngency plans to ma nta n essent al m ss ons/bus ness funct ons desp te d s upt on, comp om se, o  fa lu e n 

o gan zat onal nfo mat on systems. Related cont ols  CP-2, CP-6, CP 8, CP 9, CP 10, MA 6. CP-7(1), CP-7(2), CP 7 3), CP-7(4), CP-7(6) NIST Spec al Publ cat on 800 34.



CP-
7 1)

Alte nate P ocess ng S te 
- Sepa at on F om 
P ma y S te

The o gan zat on dent f es an a te nate 
p ocess ng s te that s sepa ated f om 
the p ma y p ocess ng s te to educe 
suscept b l ty to the same th eats.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on dent f es an alte nate p ocess ng s te that s sepa ated f om the p ma y sto age s te to educe 
suscept b l ty to the same th eats.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng alte nate p ocess ng s tes  cont ngency plan  
alte nate p ocess ng s te  a te nate p ocess ng s te ag eements  p ma y p ocess ng s te ag eements  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plan a te nate p ocess ng s te espons b l t es  o gan zat onal 
pe onnel w th nfo mat on system ecove y espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

Th eats that affect a te nate p ocess ng s tes a e typ cally def ned n o gan zat onal assessments of sk and nclude, fo  example, natu al 
d saste s, st uctu al fa lu es, host le cybe  attacks, and e o s of om ss on/comm ss on. O gan zat ons dete m ne what s cons de ed a 
su f c ent deg ee of sepa at on between p ma y and a te nate p ocess ng s tes based on the types of th eats that a e of conce n. Fo  one 
pa t cula  type of th eat ( e., host le cybe  attack), the deg ee of sepa at on between s tes s less elevant. Related cont ol  RA-3.

CP-
7 2)

Alte nate P ocess ng S te 
- Access b l ty

The o gan zat on dent f es potent al 
access b l ty p oblems to the a te nate 
p ocess ng s te n the event of an a ea-
w de d s upt on o  d saste  and outl nes 
expl c t m t gat on act ons.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) dent f es potent al access b l ty p oblems to the a te nate p ocess ng s te n the event of an a ea-w de d s upt on o  d saste  and
( ) outl nes expl c t m t gat on act ons fo  such potent al access b l ty p oblems to the a te nate p ocess ng s te n the event of an 
a ea-w de d s upt on o  d saste .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng alte nate p ocess ng s tes  cont ngency plan  
alte nate p ocess ng s te  a te nate p ocess ng s te ag eements  p ma y p ocess ng s te ag eements  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plan a te nate p ocess ng s te espons b l t es  o gan zat onal 
pe onnel w th nfo mat on system ecove y espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es] o  
eco ds].

A ea-w de d s upt ons efe  to those types of d s upt ons that a e b oad n geog aph c scope (e.g., hu cane, eg onal powe  outage) w th 
such dete m nat ons made by o gan zat ons based on o gan zat onal assessments of sk. Related cont ol  RA-3.

CP-
7 3)

Alte nate P ocess ng S te 
- P o ty Of Se v ce

The o gan zat on develops alte nate 
p ocess ng s te ag eements that conta n 
p o ty-of-se v ce p ov s ons n 
acco dance w th o gan zat onal 
ava lab l ty equ ements ( nclud ng 

 t  t )

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on develops a te nate p ocess ng s te ag eements that conta n p o ty-of- e v ce p ov s ons n 
acco dance w th o gan zat onal ava lab l ty equ ements ( nclud ng ecove y t me ob ect ves as spec f ed n the nfo mat on system 
cont ngency plan).

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng alte nate p ocess ng s tes  cont ngency plan  
alte nate p ocess ng s te ag eements  se v ce-level ag eements  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plan a te nate p ocess ng s te espons b l t es  o gan zat onal 
pe onnel w th nfo mat on system ecove y espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l ty fo  acqu s t ons/cont actual ag eements].

P o ty-of-se v ce ag eements efe  to negot ated ag eements w th se v ce p ov de s that ensu e that o gan zat ons ece ve p o ty t eatment 
t t th th  l l t  t   th  l l t  f f t   t th  lt t   t

CP-
7 4)

Alte nate P ocess ng S te 
- P epa at on Fo  Use

The o gan zat on p epa es the alte nate 
p ocess ng s te so that the s te s eady 
to be used as the ope at onal s te 
suppo t ng essent al m ss ons and 
bus ness funct ons.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p epa es the alte nate p ocess ng s te so that the s te s eady to be used as the ope at onal s te 
suppo t ng essent al m ss ons and bus ness funct ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng alte nate p ocess ng s tes  cont ngency plan  
alte nate p ocess ng s te  a te nate p ocess ng s te ag eements  alte nate p ocess ng s te conf gu at ons  othe  elevant documents 
o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plan a te nate p ocess ng s te espons b l t es  o gan zat onal 
pe onnel w th nfo mat on system ecove y espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng ecove y at the a te nate p ocess ng s te].

S te p epa at on ncludes, fo  example, establ sh ng conf gu at on sett ngs fo  nfo mat on system components at the a te nate p ocess ng 
s te cons stent w th the equ ements fo  such sett ngs at the p ma y s te and ensu ng that essent al suppl es and othe  log st cal 
cons de at ons a e n place. Related cont ols  CM-2, CM-6.

CP-
7 5)

Alte nate P ocess ng S te 
[W thd awn] - 
Inco po ated Into CP-7

 [W thd awn  Inco po ated nto CP-7].

[W thd awn  Inco po ated nto CP-7].

CP-
7 6)

Alte nate P ocess ng S te 
- Inab l ty To Retu n To 
P ma y S te

The o gan zat on plans and p epa es fo  
c cumstances that p eclude etu n ng to 
th    t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on plans and p epa es fo  c cumstances that p eclude etu n ng to the p ma y p ocess ng s te.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng alte nate p ocess ng s tes  cont ngency plan  
alte nate p ocess ng s te  a te nate p ocess ng s te ag eements  alte nate p ocess ng s te conf gu at ons  othe  elevant documents 
o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system econst tut on espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].

CP-8 
Telecommun cat ons 
Se v ces 

The o gan zat on establ shes alte nate 
telecommun cat ons se v ces nclud ng 
necessa y ag eements to pe m t the 
esumpt on of [Ass gnment  o gan zat on-

def ned nfo mat on system ope at ons] 
fo  e sent al m ss ons and bus ness 
funct ons w th n [Ass gnment  
o gan zat on-def ned t me pe od] when 
the p ma y telecommun cat ons 
capab l t es a e unava lable at e the  the 
p ma y o  alte nate p ocess ng o  
sto age s tes.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on system ope at ons equ ng a te nate telecommun cat ons se v ces to be e tabl shed to pe m t the 
esumpt on of such ope at ons

( ) def nes the t me pe od to pe m t esumpt on of o gan zat on-def ned nfo mat on system ope at ons fo  essent al m ss ons and 
bus ness funct ons  and
( ) establ shes alte nate telecommun cat ons se v ces nclud ng necessa y ag eements to pe m t the esumpt on of o gan zat on-
def ned nfo mat on system ope at ons fo  essent al m ss ons and bus ness funct ons, w th n the o gan zat on-def ned t me pe od, 
when the p ma y telecommun cat ons capab l t es a e unava lable at e the  the p ma y o  alte nate p ocess ng o  sto age s tes. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng alte nate telecommun cat ons se v ces  cont ngency 
plan  p ma y and alte nate telecommun cat ons se v ce ag eements  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plan telecommun cat ons espons b l t es  o gan zat onal 
pe onnel w th nfo mat on system ecove y espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l ty fo  acqu s t ons/cont actual ag eements].
Test  SELECT FROM  Automated mechan sms suppo t ng telecommun cat ons].

Th s cont ol appl es to telecommun cat ons se v ces (data and vo ce) fo  p ma y and alte nate p oce s ng and sto age s tes. Alte nate 
telecommun cat ons se v ces eflect the cont nu ty equ ements n cont ngency plans to ma nta n essent al m ss ons/bus ness funct ons 
desp te the loss of p ma y telecommun cat ons se v ces. O gan zat ons may spec fy d ffe ent t me pe ods fo  p ma y/alte nate s tes. 
A te nate telecommun cat ons se v ces nclude, fo  example, add t onal o gan zat onal o  comme c al g ound-based c cu ts/l nes o  sate l tes 
n l eu of g ound-based commun cat ons. O gan zat ons cons de  facto s such as ava lab l ty, qual ty of se v ce, and access when ente ng nto 

alte nate telecommun cat ons ag eements. Related cont ols  CP-2, CP-6, CP-7. CP-8(1), CP-8(2), CP 8 3), CP-8(4), CP-8(5)

NIST Spec al Publ cat on 800 34  Nat onal 
Commun cat ons Systems D ect ve 3-10  Web  
http //www.dhs.gov/telecommun cat ons-se v ce-p o ty-
tsp. 

CP-
8 1)

Telecommun cat ons 
Se v ces - P o ty Of 
Se v ce P ov s ons

The o gan zat on
(a) Develops p ma y and alte nate 
telecommun cat ons se v ce ag eements 
that conta n p o ty-of-se v ce 
p ov s ons n acco dance w th 
o gan zat onal ava lab l ty equ ements 
( nclud ng ecove y t me ob ect ves)  and
(b) Requests Telecommun cat ons 
Se v ce P o ty fo  all 
telecommun cat ons se v ces used fo  
nat onal secu ty eme gency 
p epa edness n the event that the 
p ma y and/o  alte nate 
telecommun cat ons se v ces a e 
p ov ded by a common ca e .

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops p ma y and a te nate telecommun cat ons se v ce ag eements that conta n p o ty-of-se v ce p ov s ons n acco dance 
w th o gan zat onal ava lab l ty equ ements ( nclud ng ecove y t me object ves as spec f ed n the nfo mat on system 
cont ngency plan)  and
( ) equests Telecommun cat ons Se v ce P o ty fo  all telecommun cat ons se v ces used fo  nat onal secu ty eme gency 
p epa edness n the event that the p ma y and/o  alte nate telecommun cat ons se v ces a e p ov ded by a common ca e .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng p ma y and alte nate telecommun cat ons se v ces  
cont ngency plan  p ma y and alte nate telecommun cat ons se v ce ag eements  Telecommun cat ons Se v ce P o ty 
documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plan telecommun cat ons espons b l t es  o gan zat onal 
pe onnel w th nfo mat on system ecove y espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l ty fo  acqu s t ons/cont actual ag eements].
Test  SELECT FROM  Automated mechan sms suppo t ng telecommun cat ons].

O gan zat ons cons de  the potent al m ss on/bus ness mpact n s tuat ons whe e telecommun cat ons se v ce p ov de s a e se v c ng othe  
o gan zat ons w th s m la  p o ty-of-se v ce p ov s ons.



CP-
8 2)

Telecommun cat ons 
Se v ces - S ngle Po nts 
Of Fa lu e

The o gan zat on obta ns a te nate 
telecommun cat ons se v ces to educe 
the l kel hood of sha ng a s ngle po nt of 
fa lu e w th p ma y telecommun cat ons 

 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on obta ns alte nate telecommun cat ons se v ces to educe the l kel hood of sha ng a s ngle po nt of 
fa lu e w th p ma y telecommun cat ons e v ces.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng p ma y and alte nate telecommun cat ons se v ces  
cont ngency plan  p ma y and alte nate telecommun cat ons se v ce ag eements  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plan telecommun cat ons espons b l t es  o gan zat onal 
pe onnel w th nfo mat on system ecove y espons b l t es  p ma y and a te nate telecommun cat ons se v ce p ov de s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].

CP-
8 3)

Telecommun cat ons 
Se v ces - Sepa at on Of 
P ma y / A te nate 
P ov de s

The o gan zat on obta ns a te nate 
telecommun cat ons se v ces f om 
p ov de s that a e sepa ated f om 
p ma y se v ce p ov de s to educe 
suscept b l ty to the same th eats.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on obta ns alte nate telecommun cat ons se v ces f om p ov de s that a e sepa ated f om p ma y 
se v ce p ov de s to educe suscept b l ty to the same th eats.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng p ma y and alte nate telecommun cat ons se v ces  
cont ngency plan  p ma y and alte nate telecommun cat ons se v ce ag eements  alte nate telecommun cat ons se v ce p ov de  
s te  p ma y telecommun cat ons se v ce p ov de  s te  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plan telecommun cat ons espons b l t es  o gan zat onal 
pe onnel w th nfo mat on system ecove y espons b l t es  p ma y and a te nate telecommun cat ons se v ce p ov de s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].

Th eats that affect telecommun cat ons se v ces a e typ ca ly def ned n o gan zat onal assessments of sk and nclude, fo  example, natu al 
d saste s, st uctu al fa lu es, host le cybe phys cal a tacks, and e o s of om s on/comm ss on. O gan zat ons seek to educe common 
suscept b l t es by, fo  example, m n m z ng sha ed nf ast uctu e among telecommun cat ons se v ce p ov de s and ach ev ng suff c ent 
geog aph c sepa at on between se v ces. O gan zat ons may cons de  us ng a s ngle se v ce p ov de  n s tuat ons whe e the se v ce p ov de  
can p ov de alte nate telecommun cat ons se v ces meet ng the sepa at on needs add essed n the sk assessment.

CP-
8 4)

Telecommun cat ons 
Se v ces - P ov de  
Cont ngency Plan

The o gan zat on
(a) Requ es p ma y and a te nate 
telecommun cat ons se v ce p ov de s to 
have cont ngency plans
(b) Rev ews p ov de  cont ngency plans 
to ensu e that the plans meet 
o gan zat onal cont ngency 
equ ements  and

(c) Obta ns ev dence of cont ngency 
test ng/t a n ng by p ov de s 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) equ es p ma y telecommun cat ons se v ce p ov de  to have cont ngency plans
( ) equ es alte nate telecommun cat ons se v ce p ov de (s) to have cont ngency plans
( ) ev ews p ov de  cont ngency plans to ensu e that the plans meet o gan zat onal cont ngency equ ements
( v) def nes the f equency to obta n ev dence of cont ngency test ng/t a n ng by p ov de s  and
(v) obta ns ev dence of cont ngency test ng/t a n ng by p ov de s w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng p ma y and alte nate telecommun cat ons se v ces  
cont ngency plan  p ov de  cont ngency plans  ev dence of cont ngency test ng/t a n ng by p ov de s  p ma y and a te nate 
telecommun cat ons se v ce ag eements  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plann ng, plan mplementat on, and test ng espons b l t es  
p ma y and alte nate telecommun cat ons se v ce p ov de s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l ty fo  acqu s t ons/cont actual ag eements].

Rev ews of p ov de  cont ngency plans cons de  the p op eta y natu e of such plans. In some s tuat ons, a summa y of p ov de  cont ngency 
plans may be su f c ent ev dence fo  o gan zat ons to at sfy the ev ew equ ement. Telecommun cat ons se v ce p ov de s may also 
pa t c pate n ongo ng d saste  ecove y exe c ses n coo d nat on w th the Depa tment of Homeland Secu ty, state, and local gove nments. 
O gan zat ons may use these types of act v t es to sat sfy ev dent a y equ ements elated to se v ce p ov de  cont ngency plan ev ews, 
test ng, and t a n ng.

CP-
8 5)

Telecommun cat ons 
Se v ces - Alte nate 
Telecommun cat on 
Se v ce Test ng

The o gan zat on te ts alte nate 
telecommun cat on se v ces 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the f equency to test a te nate telecommun cat on se v ces  and
( ) tests alte nate telecommun cat on se v ces w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng alte nate telecommun cat ons se v ces  cont ngency 
plan  ev dence of test ng alte nate telecommun cat ons se v ces  alte nate telecommun cat ons se v ce ag eements  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plann ng, plan mplementat on, and test ng espons b l t es  
alte nate telecommun cat ons se v ce p ov de s  o gan zat onal pe sonnel w th nfo mat on ecu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng test ng a te nate telecommun cat ons se v ces].

CP-9 
Info mat on System 
Backup 

The o gan zat on
a. Conducts backups of use -level 
nfo mat on conta ned n the 
nfo mat on system [A s gnment  

o gan zat on-def ned f equency 
cons stent w th ecove y t me and 
ecove y po nt ob ect ves]

b. Conducts backups of system-level 
nfo mat on conta ned n the 
nfo mat on system [A s gnment  

o gan zat on-def ned f equency 
cons stent w th ecove y t me and 
ecove y po nt ob ect ves]

c. Conducts backups of nfo mat on 
system documentat on nclud ng 
secu ty- elated documentat on 
[Ass gnment  o gan zat on-def ned 
f equency cons stent w th ecove y t me 
and ecove y po nt object ves]  and  
d. P otects the conf dent al ty, nteg ty, 
and ava lab l ty of backup nfo mat on at 
sto age locat ons.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes a f equency, cons stent w th ecove y t me object ves and ecove y po nt object ves as spec f ed n the nfo mat on 
system cont ngency plan, to conduct backups of use -level nfo mat on conta ned n the nfo mat on system
( ) conducts backups of use -level nfo mat on conta ned n the nfo mat on system w th the o gan zat on-def ned f equency
( ) def nes a f equency, cons stent w th ecove y t me ob ect ves and ecove y po nt object ves as spec f ed n the nfo mat on 
system cont ngency plan, to conduct backups of system-level nfo mat on conta ned n the nfo mat on system
( v) conducts backups of sy tem level nfo mat on conta ned n the nfo mat on system w th the o gan zat on-def ned f equency
(v) def nes a f equency, cons stent w th ecove y t me ob ect ves and ecove y po nt object ves as spec f ed n the nfo mat on 
system cont ngency plan, to conduct backups of nfo mat on system documentat on nclud ng secu ty- elated documentat on
(v ) conducts backups of nfo mat on system documentat on, nclud ng secu ty- elated documentat on, w th the o gan zat on-
def ned f equency  and
(v ) p otects the conf dent al ty, nteg ty, and ava lab l ty of backup nfo mat on at sto age locat ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng nfo mat on system backup  cont ngency plan  
backup sto age locat on(s)  nfo mat on system backup logs o  eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system backup espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  conduct ng nfo mat on system backups  automated mechan sms suppo t ng 
and/o  mplement ng nfo mat on system backups].

System level nfo mat on ncludes, fo  example, sy tem-state nfo mat on, ope at ng system and appl cat on softwa e, and l censes. Use -
level nfo mat on ncludes any nfo mat on othe  than system-level nfo mat on. Mechan sms employed by o gan zat ons to p otect the 
nteg ty of nfo mat on system backups nclude, fo  example, d g tal s gnatu es and c yptog aph c hashes. P otect on of system backup 
nfo mat on wh le n t ans t s beyond the scope of th s cont ol. Info mat on system backups e lect the equ ements n cont ngency plans as 

well as othe  o gan zat onal equ ements fo  back ng up nfo mat on. Related cont ols  CP-2, CP-6, MP-4, MP 5, SC 13. CP-9(1), CP-9(2), CP 9 3), CP-9(5), CP-9(6), CP 9 7) NIST Spec al Publ cat on 800 34.

CP-
9 1)

Info mat on System 
Backup - Test ng Fo  
Rel ab l ty / Integ ty

The o gan zat on te ts backup 
nfo mat on [Ass gnment  o gan zat on-

def ned f equency] to ve fy med a 
el ab l ty and nfo mat on nteg ty.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the f equency to test backup nfo mat on to ve fy med a el ab l ty and nfo mat on nteg ty  and
( ) tests backup nfo mat on w th the o gan zat on-def ned f equency to ve fy med a el ab l ty and nfo mat on nteg ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng nfo mat on system backup  cont ngency plan  
nfo mat on system backup test esults  cont ngency plan test documentat on  cont ngency plan test esu ts  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system backup espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  conduct ng nfo mat on system backups  automated mechan sms suppo t ng 
and/o  mplement ng nfo mat on system backups].

Related cont ol  CP-4.

CP-
9 2)

Info mat on System 
Backup - Test 
Resto at on Us ng 
Sampl ng

The o gan zat on uses a sample of 
backup nfo mat on n the esto at on of 
selected nfo mat on system funct ons as 
pa t of cont ngency plan test ng.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on uses a sample of backup nfo mat on n the esto at on of selected nfo mat on system funct ons as 
pa t of cont ngency plan test ng.
POTENTIAL ASSESSMENT METHODS AND OBJECTS  

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng nfo mat on system backup  cont ngency plan  
nfo mat on system backup test esults  cont ngency plan test documentat on  cont ngency plan test esu ts  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system backup espons b l t es  o gan zat onal pe sonnel 
w th cont ngency plann ng/cont ngency plan test ng espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty 
espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  conduct ng nfo mat on system backups  automated mechan sms suppo t ng 
and/o  mplement ng nfo mat on system backups].

Related cont ol  CP-4.

CP-
9 3)

Info mat on System 
Backup - Sepa ate 
Sto age Fo  C t cal 
Info mat on

The o gan zat on sto es backup cop es of 
[Ass gnment  o gan zat on-def ned 
c t cal nfo mat on system softwa e and 
othe  secu ty- elated nfo mat on] n a 
sepa ate fac l ty o  n a f e- ated 
conta ne  that s not co located w th the 
ope at onal system.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes c t cal nfo mat on system softwa e and othe  secu ty- elated nfo mat on equ ng backup cop es to be sto ed n a 
sepa ate fac l ty  o
( ) def nes c t cal nfo mat on system so twa e and othe  secu ty- elated nfo mat on equ ng backup cop es to be sto ed n a 
f e- ated conta ne  that s not collocated w th the ope at onal system  and
( ) sto es backup cop es of o gan zat on-def ned c t cal nfo mat on sy tem softwa e and othe  secu ty- elated nfo mat on n a 
sepa ate fac l ty o  n a f e- ated conta ne  that s not co located w th the ope at onal system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng nfo mat on system backup  cont ngency plan  
backup sto age locat on(s)  nfo mat on system backup conf gu at ons and assoc ated documentat on  nfo mat on system backup 
logs o  eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plann ng and plan mplementat on espons b l t es  
o gan zat onal pe sonnel w th nfo mat on system backup espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty 
espons b l t es].

C t cal nfo mat on system so twa e ncludes, fo  example, ope at ng system , c yptog aph c key management systems, and nt us on 
detect on/p event on systems. Secu ty- elated nfo mat on ncludes, fo  example, o gan zat onal nvento es of ha dwa e, softwa e, and 
f mwa e components. Alte nate sto age s tes typ ca ly se ve as sepa ate sto age fac l t es fo  o gan zat ons. Related cont ols  CM 2, CM-8.

CP-
9 4)

Info mat on System 
Backup [W thd awn] - 
Inco po ated Into CP-9

[W thd awn  Inco po ated nto CP 9].

[W thd awn  Inco po ated nto CP-9].



CP-
9 5)

Info mat on System 
Backup - T ansfe  To 
Alte nate Sto age S te

The o gan zat on t ansfe s nfo mat on 
system backup nfo mat on to the 
alte nate sto age s te [Ass gnment  
o gan zat on-def ned t me pe od and 
t ansfe  ate cons stent w th the 
ecove y t me and ecove y po nt 

object ves].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes a t me pe od, cons stent w th ecove y t me object ves and ecove y po nt ob ect ves as spec f ed n the nfo mat on 
system cont ngency plan, to t ansfe  nfo mat on system backup nfo mat on to the alte nate sto age s te
( ) def nes a t ansfe  ate, cons stent w th ecove y t me object ves and ecove y po nt object ves as spec f ed n the nfo mat on 
system cont ngency plan, to t ansfe  nfo mat on system backup nfo mat on to the alte nate sto age s te  and
( ) t ansfe s nfo mat on system backup nfo mat on to the a te nate sto age s te w th the o gan zat on-def ned f equency and 
t ansfe  ate.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng nfo mat on system backup  cont ngency plan  
nfo mat on system backup logs o  eco ds  ev dence of system backup nfo mat on t ansfe ed to a te nate sto age s te  a te nate 

sto age s te ag eements  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system backup espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  t ansfe ng nfo mat on system backups to the alte nate sto age s te  
automated mechan sms suppo t ng and/o  mplement ng nfo mat on system backups  automated mechan sms suppo t ng and/o  
mplement ng nfo mat on t ansfe  to the alte nate sto age s te].

Info mat on system backup nfo mat on can be t ansfe ed to a te nate sto age s tes e the  elect on ca ly o  by phys cal sh pment of sto age 
med a.

CP-
9 6)

Info mat on System 
Backup - Redundant 
Seconda y System

The o gan zat on accompl shes 
nfo mat on system backup by 

ma nta n ng a edundant seconda y 
system that s not collocated w th the 
p ma y system and that can be 
act vated w thout loss of nfo mat on o  
d s upt on to ope at ons.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on accompl shes nfo mat on system backup by ma nta n ng a edundant seconda y system that
( ) s not collocated w th the p ma y system  and
( ) can be act vated w thout loss of nfo mat on o  d s upt on to ope at ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng nfo mat on system backup  cont ngency plan  
nfo mat on system backup test esults  cont ngency plan test esults  cont ngency plan test documentat on  edundant seconda y 

system fo  nfo mat on system backups  locat on(s) of edundant seconda y backup system(s)  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system backup espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th espons b l ty fo  the edundant seconda y system].
Test  SELECT FROM  O gan zat onal p ocesses fo  ma nta n ng edundant seconda y systems  automated mechan sms suppo t ng 
and/o  mplement ng nfo mat on system backups  automated mechan sms suppo t ng and o  mplement ng nfo mat on t ansfe  
to a edundant seconda y system].

Related cont ols  CP-7, CP 10.

CP-
9 7)

Info mat on System 
Backup - Dual 
Autho zat on

The o gan zat on enfo ces dual 
autho zat on fo  the delet on o  
dest uct on of [Ass gnment  o gan zat on-

f   f t ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes backup nfo mat on that equ es dual autho zat on to be enfo ced fo  the delet on o  dest uct on of such nfo mat on  
and
( ) enfo ces dual autho zat on fo  the delet on o  dest uct on of o gan at on-def ned backup nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng nfo mat on system backup  cont ngency plan  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  system 

gene ated l st of dual autho zat on c edent als o  ules  logs o  eco ds of delet on o  dest uct on of backup nfo mat on  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system backup espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dual autho zat on  automated mechan sms 
suppo t ng and/o  mplement ng delet on/dest uct on of backup nfo mat on].

Dual autho zat on ensu es that the delet on o  dest uct on of backup nfo mat on cannot occu  unless two qual f ed nd v duals ca y out the 
task. Ind v duals delet ng/dest oy ng backup nfo mat on possess suff c ent sk ls/expe t se to dete m ne f the p oposed delet on/dest uct on 
of backup nfo mat on e lects o gan zat onal pol c es and p ocedu es. Dual autho zat on may also be known as two-pe son cont ol. Related 

t l  C 3  MP-2

CP-10 
Info mat on System 
Recove y and 
Reconst tut on 

The o gan zat on p ov des fo  the 
ecove y and econst tut on of the 
nfo mat on system to a known state 

afte  a d s upt on, comp om se, o  
fa lu e.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p ov des fo  the
( ) ecove y of the nfo mat on system to a known state afte  a
    -d s upt on
    -comp om se  o
    fa lu e
( ) econst tut on of the nfo mat on system to a known state afte  a
    -d s upt on
    -comp om se  o
    fa lu e

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng nfo mat on system backup  cont ngency plan  
nfo mat on system backup test esults  cont ngency plan test esults  cont ngency plan test documentat on  edundant seconda y 

system fo  nfo mat on system backups  locat on(s) of edundant seconda y backup system(s)  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plann ng, ecove y, and/o  econst tut on espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses mplement ng nfo mat on system ecove y and econst tut on ope at ons  
automated mechan sms suppo t ng and/o  mplement ng nfo mat on system ecove y and econ t tut on ope at ons].

Recove y s execut ng nfo mat on system cont ngency plan act v t es to esto e o gan zat onal m ss ons/bus ness funct ons. Recon t tut on 
takes place follow ng ecove y and ncludes act v t es fo  etu n ng o gan zat onal nfo mat on systems to fu ly ope at onal states. Recove y 
and econst tut on ope at ons eflect m ss on and bus ness p o t es, ecove y po nt/t me and econst tut on ob ect ves, and establ shed 
o gan zat onal met cs cons stent w th cont ngency plan equ ements. Reconst tut on ncludes the deact vat on of any nte m nfo mat on 
system capab l t es that may have been needed du ng ecove y ope at ons. Reconst tut on also ncludes assessments of fully esto ed 
nfo mat on system capab l t es, eestabl shment of cont nuous mon to ng act v t es, potent al nfo mat on system eautho zat ons, and 

act v t es to p epa e the systems aga nst futu e d s upt ons, comp om ses, o  fa lu es. Recove y/ econst tut on capab l t es employed by 
o gan zat ons can nclude both automated mechan sms and manual p ocedu es. Related cont ols  CA-2, CA-6, CA-7, CP-2, CP-6, CP-7, CP-9, 
SC-24. CP-10 2), CP-10(4), CP-10 6)

Fede al Cont nu ty D ect ve 1  NIST Spec al Publ cat on 
800 34.

CP-
10(1)

Info mat on System 
Recove y And 
Reconst tut on 
[W thd awn] - 
Inco po ated Into CP-4

[W thd awn  Inco po ated nto CP-4].

[W thd awn  Inco po ated nto CP-4].

CP-
10(2)

Info mat on System 
Recove y And 
Reconst tut on - 
T ansact on Recove y

The nfo mat on system mplements 
t ansact on ecove y fo  systems that a e 
t ansact on-based.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system mplements t ansact on ecove y fo  systems that a e t ansact on-based. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng nfo mat on system ecove y and econst tut on  
cont ngency plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  cont ngency plan test documentat on  cont ngency plan test esu ts  nfo mat on system t ansact on ecove y 
eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  t ansact on ecove y  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng t ansact on ecove y capab l ty].

T ansact on-based nfo mat on systems nclude, fo  example, database management systems and t ansact on p ocess ng systems. 
Mechan sms suppo t ng t ansact on ecove y nclude, fo  example, t ansact on ollback and t ansact on jou nal ng.

CP-
10(3)

Info mat on System 
Recove y And 
Reconst tut on 
[W thd awn] - Add essed 
By Ta lo ng P ocedu es

[W thd awn  Add e sed th ough 
ta lo ng p ocedu es].

[W thd awn  Add essed th ough the ta lo ng p ocedu es].

CP-
10(4)

Info mat on System 
Recove y And 
Reconst tut on - Resto e 
W th n T me Pe od

The o gan zat on p ov des the capab l ty 
to esto e nfo mat on system 
components w th n [Ass gnment  
o gan zat on-def ned esto at on t me-
pe ods] f om conf gu at on-cont olled 
and nteg ty-p otected nfo mat on 
ep esent ng a known, ope at onal state 

fo  the components.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes a t me pe od to esto e nfo mat on system components f om conf gu at on-cont olled and nteg ty-p otected 
nfo mat on ep esent ng a known, ope at onal state fo  the components  and

( ) p ov des the capab l ty to esto e nfo mat on system components w th n the o gan zat on-def ned t me pe od f om 
conf gu at on-cont olled and nteg ty-p otected nfo mat on ep esent ng a known, ope at onal state fo  the components.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng nfo mat on system ecove y and econst tut on  
cont ngency plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  cont ngency plan test documentat on  cont ngency plan test esults  ev dence of nfo mat on system ecove y 
and econst tut on ope at ons  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ecove y and econst tut on espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng ecove y/ econst tut on of nfo mat on system 
nfo mat on].

Resto at on of nfo mat on system components ncludes, fo  example, e mag ng wh ch esto es components to known, ope at onal states. 
Related cont ol  CM 2.

CP-
10(5)

Info mat on System 
Recove y And 
Reconst tut on 
[W thd awn] - 
Inco po ated Into S -13

[W thd awn  Inco po ated nto SI 13].

[W thd awn  Inco po ated nto SI-13].



CP-
10(6)

Info mat on System 
Recove y And 
Reconst tut on - 
Component P otect on

The o gan zat on p otects backup and 
esto at on ha dwa e, f mwa e, and 

softwa e.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p otects backup and esto at on
    ha dwa e
    f mwa e  and
    -so twa e.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng nfo mat on system ecove y and econst tut on  
cont ngency plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  log cal access c edent als  phys cal access c edent als  log cal access autho zat on eco ds  phys cal access 
autho zat on eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ecove y and econst tut on espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  p otect ng backup and esto at on ha dwa e, f mwa e, and softwa e  
automated mechan sms suppo t ng and/o  mplement ng p otect on of backup and esto at on ha dwa e, f mwa e, and oftwa e].

P otect on of backup and esto at on ha dwa e, f mwa e, and so twa e components ncludes both phys cal and techn cal safegua ds. Backup 
and esto at on softwa e nclude , fo  example, oute  tables, comp le s, and othe  secu ty- elevant system so twa e. Related cont ols  AC-3, 
AC-6, PE-3.

CP-11
Alte nate 
Commun cat ons 
P otocols

The nfo mat on system p ov des the 
capab l ty to employ [Ass gnment  
o gan zat on-def ned a te nat ve 
commun cat ons p otocols] n suppo t of 
ma nta n ng cont nu ty of ope at ons.

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes alte nat ve commun cat ons p otocols to be employed n suppo t of ma nta n ng cont nu ty of 
ope at ons  and
( ) the nfo mat on system p ov des the capab l ty to employ o gan zat on-def ned a te nat ve commun cat ons p otocols n 
suppo t of ma nta n ng cont nu ty of ope at ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng alte nat ve commun cat ons p otocols  cont ngency 
plan  cont nu ty of ope at ons plan  nfo mat on system des gn documentat on  nfo mat on sy tem conf gu at on se t ngs and 
assoc ated documentat on  l st of alte nat ve commun cat ons p otocols suppo t ng cont nu ty of ope at ons  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th cont ngency plann ng and plan mplementat on espons b l t es  
o gan zat onal pe sonnel w th cont nu ty of ope at ons plann ng and plan mplementat on espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].
Test  SELECT FROM  Automated mechan sms employ ng alte nat ve commun cat ons p otocol ].

Cont ngency plans and the assoc ated t a n ng and test ng fo  those plans, nco po ate an alte nate commun cat ons p otocol capab l ty as 
pa t of nc eas ng the es l ence of o gan zat onal nfo mat on systems. Alte nate commun cat ons p otocols nclude, fo  example, w tch ng 
f om T ansm ss on Cont ol P otocol Inte net P otocol (TCP/IP) Ve s on 4 to TCP/IP Ve s on 6. Sw tch ng commun cat ons p otocols may 
affect softwa e appl cat ons and the efo e, the potent al s de effects of nt oduc ng alte nate commun cat ons p otocols a e analyzed p o  to 
mplementat on. None None

CP-12 Safe Mode

The nfo mat on system, when 
[Ass gnment  o gan zat on-def ned 
cond t ons] a e detected, ente s a safe 
mode of ope at on w th [Ass gnment  
o gan zat on-def ned est ct ons of safe 

 f t ]

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes cond t ons that, when detected, equ es the nfo mat on system to ente  a safe mode of ope at on
( ) the o gan zat on def nes est ct ons of safe mode of ope at on  and
( ) the nfo mat on system, when o gan zat on-def ned cond t ons a e detected, ente s a safe mode of ope at on w th o gan zat on-
def ned est ct ons of safe mode of ope at on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng safe mode of ope at on fo  the nfo mat on system  
cont ngency plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system adm n st at on manuals  nfo mat on system ope at on manuals  nfo mat on system 
nstallat on manuals  cont ngency plan test eco ds  nc dent handl ng eco ds  nfo mat on ystem aud t eco ds  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].
Test  SELECT FROM  Automated mechan sms mplement ng safe mode of ope at on].

Fo  nfo mat on systems suppo t ng c t cal m ss ons/bus ness funct ons nclud ng, fo  example, m l ta y ope at ons and weapons systems, 
c v l an space ope at ons, nuclea  powe  plant ope at on , and a  t aff c cont ol ope at ons (espec a ly eal t me ope at onal env onments), 
o gan zat ons may choose to dent fy ce ta n cond t ons unde  wh ch those systems eve t to a p edef ned safe mode of ope at on. The safe 
mode of ope at on, wh ch can be act vated automat cally o  manually, est cts the types of act v t es o  ope at ons nfo mat on systems 
could execute when those cond t ons a e encounte ed. Rest ct on ncludes, fo  example, allow ng only ce ta n funct ons that could be 

 t  l t    th  t  th N N

CP-13

Alte nat ve Secu ty 
Mechan sms

The o gan zat on employs [Ass gnment  
o gan zat on-def ned a te nat ve o  
supplemental secu ty mechan sms] fo  
sat sfy ng [Ass gnment  o gan zat on-
def ned secu ty funct ons] when the 
p ma y means of mplement ng the 
secu ty funct on s unava lable o  
comp om sed.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes alte nat ve o  supplemental ecu ty mechan sms to be employed when the p ma y means of mplement ng the secu ty 
funct on s unava lable o  comp om sed
( ) def nes secu ty funct ons to be sat f ed us ng o gan zat on-def ned a te nat ve o  supplemental secu ty mechan sms when the 
p ma y means of mplement ng the secu ty funct on s unava lable o  comp om sed  and
( ) employs o gan zat on-def ned alte nat ve o  supplemental secu ty mechan sms sat sfy ng o gan zat on-def ned secu ty 
funct ons when the p ma y means of mplement ng the secu ty funct on s unava lable o  comp om sed.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Cont ngency plann ng pol cy  p ocedu es add ess ng alte nate secu ty mechan sms  cont ngency plan  
cont nu ty of ope at ons plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  cont ngency plan test eco ds  cont ngency plan test e u ts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Info mat on system capab l ty mplement ng alte nat ve secu ty mechan sms].

Th s cont ol suppo ts nfo mat on system es l ency and cont ngency plann ng/cont nu ty of ope at ons. To ensu e m ss on/bus ness 
cont nu ty, o gan zat ons can mplement alte nat ve o  supplemental secu ty mechan sms. These mechan sms may be less effect ve than the 
p ma y mechan sms (e.g., not as easy to use, not as scalable, o  not as secu e). Howeve , hav ng the capab l ty to ead ly employ the e 
alte nat ve/supplemental mechan sms enhances ove a l m ss on/bus ness cont nu ty that m ght othe w se be adve ely mpacted f 
o gan zat onal ope at ons had to be cu ta led unt l the p ma y means of mplement ng the funct ons was esto ed. G ven the cost and level 
of effo t equ ed to p ov de such alte nat ve capab l t es, th s cont ol would typ cally be appl ed only to c t cal secu ty capab l t es p ov ded 
by nfo mat on systems, system components, o  nfo mat on system se v ces. Fo  example, an o gan zat on may ssue to sen o  execut ves 
and system adm n st ato s one-t me pads n case mult facto  tokens, the o gan zat on s standa d means fo  secu e emote authent cat on, s 
comp om sed. Related cont ol  CP-2. None None

IA 1 Identi ca ion and Authent cat on 
o icy and ocedu es

The o gan zat on
a. Develop , documents, and 
d ssem nates to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles]
1. An dent f cat on and authent cat on 
pol cy that add esses pu pose, scope, 
oles, espons b l t es, management 

comm tment, coo d nat on among 
o gan zat onal ent t es, and compl ance  
and
2. P ocedu es to fac l tate the 
mplementat on of the dent f cat on and 

authent cat on pol cy and assoc ated 
dent f cat on and authent cat on 

cont ols  and
b. Rev ews and updates the cu ent
1. Ident f cat on and authent cat on 
pol cy [Ass gnment  o gan zat on-def ned 
f equency]  and
2. Ident f cat on and authent cat on 
p ocedu es [Ass gnment  o gan zat on-
def ned f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops and documents an dent f cat on and authent cat on pol cy that add es es
    - pu pose  
    -scope  
    - oles 
    - espons b l t es  
    -management comm tment  
    -coo d nat on among o gan zat onal ent t es   
    -compl ance  
( ) def nes pe sonnel o  oles to whom the dent f cat on and authent cat on pol cy s to be d ssem nated  and
( ) d ssem nates the dent f cat on and authent cat on pol cy to o gan zat on-def ned pe onnel o  oles
( v) develops and documents p ocedu es to fac l tate the mplementat on of the dent f cat on and authent cat on pol cy and 
assoc ated assessment and autho zat on cont ols
(v) def nes pe sonnel o  oles to whom the p ocedu es a e to be d ssem nated
(v ) d ssem nates the p ocedu es to o gan zat on-def ned pe sonnel o  oles
(v ) def nes the f equency to ev ew and update the cu ent dent f cat on and authent cat on pol cy
(v ) ev ews and updates the cu ent dent f cat on and authent cat on pol cy w th the o gan zat on-def ned f equency  and
( x) def nes the f equency to ev ew and update the cu ent dent f cat on and authent cat on p ocedu es  and
(x) ev ews and updates the cu ent dent f cat on and authent cat on p ocedu es w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy and p ocedu es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th dent f cat on and authent cat on espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].

Th s cont ol add esses the establ shment of pol cy and p ocedu es fo  the effect ve mplementat on of selected secu ty cont ols and cont ol 
enhancements n the IA fam ly. Pol cy and p ocedu es e lect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c es, 
standa ds, and gu dance. Secu ty p og am pol c es and p ocedu es at the o gan zat on level may make the need fo  system-spec f c pol c es 
and p ocedu es unnecessa y. The pol cy can be ncluded as pa t of the gene al nfo mat on secu ty pol cy fo  o gan zat ons o  conve sely, 
can be ep esented by mult ple pol c es eflect ng the complex natu e of ce ta n o gan zat ons. The p ocedu es can be establ shed fo  the 
secu ty p og am n gene al and fo  pa t cula  nfo mat on systems, f needed. The o gan zat onal sk management st ategy s a key facto  n 
establ sh ng pol cy and p ocedu es. Related cont ol  PM-9. None

F PS Publ cat on 201  N ST Spec al Publ cat ons 800-12, 
800 63, 800-73, 800 76, 800-78, 800 100.

IA 2 
Use  Ident f cat on and 
Authent cat on 
(O gan zat onal Use s)

The nfo mat on system un quely 
dent f es and authent cates 

o gan zat onal use s (o  p ocesses act ng 
on behalf of o gan zat onal use s).

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system un quely dent f es and authent cates o gan zat onal use s (o  p ocesses act ng on behalf of 
o gan zat onal use s).

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng use  dent f cat on and authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  l st of nfo mat on system accounts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  o gan zat onal pe sonnel w th account management 
espons b l t es  system develope s].

Test  SELECT FROM  O gan zat onal p ocesses fo  un quely dent fy ng and authent cat ng u e s  automated mechan sms 
suppo t ng and/o  mplement ng dent f cat on and authent cat on capab l ty].

O gan zat onal use s nclude employees o  nd v duals that o gan zat ons deem to have equ valent status of employees (e.g., cont acto s, 
guest esea che s). Th s cont ol appl es to all accesses othe  than  ( ) accesses that a e expl c tly dent f ed and documented n AC-14  and ( ) 
accesses that occu  th ough autho zed use of g oup authent cato s w thout nd v dual authent cat on. O gan zat ons may equ e un que 
dent f cat on of nd v duals n g oup accounts (e.g., sha ed p v lege accounts) o  fo  deta led accountab l ty of nd v dual act v ty. 

O gan zat ons employ passwo ds, tokens, o  b omet cs to authent cate use  dent t es, o  n the case mu t facto  authent cat on, o  some 
comb nat on the eof. Access to o gan zat onal nfo mat on systems s def ned as e the  local access o  netwo k access. Local access s any 
access to o gan zat onal nfo mat on systems by use s (o  p ocesses act ng on beha f of use s) whe e such access s obta ned by d ect 
connect ons w thout the use of netwo ks. Netwo k access s acce s to o gan zat onal nfo mat on systems by use s (o  p ocesses act ng on 
behalf of use s) whe e such access s obta ned th ough netwo k connect ons ( e , nonlocal accesses). Remote access s a type of netwo k 
access that nvolves commun cat on th ough exte nal netwo ks (e.g., the Inte net). Inte nal netwo ks nclude local a ea netwo ks and w de 
a ea netwo ks. In add t on, the u e of enc ypted v tual p vate netwo ks (VPNs) fo  netwo k connect ons between o gan zat on-cont olled 
endpo nts and non-o gan zat on cont olled endpo nts may be t eated as nte nal netwo ks f om the pe spect ve of p otect ng the 
conf dent al ty and nteg ty of nfo mat on t ave s ng the netwo k.
O gan zat ons can sat sfy the dent f cat on and authent cat on equ ements n th s cont ol by comply ng w th the equ ements n Homeland 
Secu ty P es dent al D ect ve 12 cons stent w th the spec f c o gan zat onal mplementat on plan . Mult facto  authent cat on equ es the 
use of two o  mo e d ffe ent facto s to ach eve authent cat on. The facto s a e def ned as  ( ) someth ng you know (e g., passwo d, pe sonal 
dent f cat on numbe  [PIN])  ( ) someth ng you have (e g., c yptog aph c dent f cat on dev ce, token)  o  ( ) someth ng you a e (e g , 

b omet c). Mu t facto  solut ons that equ e dev ces sepa ate f om nfo mat on sy tems ga n ng access nclude, fo  example, ha dwa e 
tokens p ov d ng t me-based o  challenge- esponse authent cato s and sma t ca ds such as the U S. Gove nment Pe sonal Ident ty 
Ve f cat on ca d and the DoD common access ca d. In add t on to dent fy ng and authent cat ng use s at the nfo mat on system level ( .e , 
at logon), o gan zat ons also employ dent f cat on and authent cat on mechan sms at the appl cat on level, when necessa y, to p ov de 
nc ea ed nfo mat on secu ty. Ident f cat on and authent cat on equ ements fo  othe  than o gan zat onal use s a e desc bed n IA 8. 

Related cont ols  AC-2, AC-3, AC-14, AC-17, AC 18, IA-4, IA-5, IA 8.
IA 2(1), IA-2(2), IA-2(3), IA-2(4), IA-2(5), IA-2(6), IA-2(7), IA-2(8), IA-
2(9), IA-2(10), IA-2(11), IA 2(12), IA-2(13)

HSPD-12  OMB Memo anda 04-04, 06 16, 11-11  F PS 
Publ cat on 201  N ST Spec al Publ cat ons 800-63, 800-
73, 800-76, 800-78  F CAM Roadmap and Implementat on 
Gu dance  Web  http // dmanagement.gov.

IA-
2 1)

Ident f cat on And 
Authent cat on 
(O gan zat onal Use s) - 
Netwo k Access To 
P v leged Accounts

The nfo mat on system mplements 
mult facto  authent cat on fo  netwo k 
access to p v leged accounts.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system mplements mult facto  authent cat on fo  netwo k access to p v leged accounts.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng use  dent f cat on and authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  l st of nfo mat on system accounts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th account management espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k 
adm n st ato s  sy tem develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng mu t facto  authent cat on capab l ty].

Related cont ol  AC-6.

IA-
2 2)

Ident f cat on And 
Authent cat on 
(O gan zat onal Use s) - 
Netwo k Access To Non-
P v leged Accounts

The nfo mat on system mplements 
mult facto  authent cat on fo  netwo k 
access to non-p v leged accounts.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system mplements mult facto  authent cat on fo  netwo k access to non-p v leged accounts.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng use  dent f cat on and authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  l st of nfo mat on system accounts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th account management espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k 
adm n st ato s  sy tem develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng mu t facto  authent cat on capab l ty].



IA-
2 3)

Ident f cat on And 
Authent cat on 
(O gan zat onal Use s) - 
Local Access To 
P v leged Accounts

The nfo mat on system mplements 
mult facto  authent cat on fo  local 
access to p v leged accounts.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system uses mult facto  authent cat on fo  local access to p v leged accounts. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng use  dent f cat on and authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  l st of nfo mat on system accounts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th account management espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k 
adm n st ato s  sy tem develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng mu t facto  authent cat on capab l ty].

Related cont ol  AC-6.

IA-
2 4)

Ident f cat on And 
Authent cat on 
(O gan zat onal Use s) - 
Local Access To Non-
P v leged Accounts

The nfo mat on system mplements 
mult facto  authent cat on fo  local 
access to non-p v leged accounts.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system uses mult facto  authent cat on fo  local access to non-p v leged accounts. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng use  dent f cat on and authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  l st of nfo mat on system accounts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th account management espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k 
adm n st ato s  sy tem develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng mu t facto  authent cat on capab l ty].

IA-
2 5)

Ident f cat on And 
Authent cat on 
(O gan zat onal Use s) - 
G oup Authent cat on

The o gan zat on equ es nd v duals to 
be authent cated w th an nd v dual 
authent cato  when a g oup 

th t t   l

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es nd v duals to be authent cated w th an nd v dual authent cato  when a g oup authent cato  
s employed.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng use  dent f cat on and authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  l st of nfo mat on system accounts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th account management espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k 
adm n st ato s  sy tem develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng authent cat on capab l ty fo  g oup accounts].

Requ ng nd v duals to use nd v dual authent cato s as a second level of authent cat on helps o gan zat ons to m t gate the sk of us ng 
 th t t

IA-
2 6)

Ident f cat on And 
Authent cat on 
(O gan zat onal Use s) - 
Netwo k Access To 
P v leged Accounts - 
Sepa ate Dev ce

The nfo mat on system mplements 
mult facto  authent cat on fo  netwo k 
access to p v leged accounts such that 
one of the facto s s p ov ded by a dev ce 
sepa ate f om the system ga n ng access 
and the dev ce meets [Ass gnment  
o gan zat on-def ned st ength of 
mechan sm equ ements].

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the nfo mat on system mplements mult facto  authent cat on fo  netwo k access to p v leged accounts such that one of the 
facto s s p ov ded by a dev ce sepa ate f om the system ga n ng access
( ) the o gan zat on def nes st ength of mechan sm equ ements to be enfo ced by a dev ce sepa ate f om the system ga n ng 
netwo k access to p v leged accounts  and
( ) the nfo mat on system mplements mu t facto  authent cat on fo  netwo k access to p v leged accounts uch that a dev ce, 
sepa ate f om the system ga n ng access, meets o gan zat on-def ned st ength of mechan sm equ ements.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng use  dent f cat on and authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  l st of nfo mat on system accounts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th account management espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k 
adm n st ato s  sy tem develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng mu t facto  authent cat on capab l ty].

Related cont ol  AC-6.

IA-
2 7)

Ident f cat on And 
Authent cat on 
(O gan zat onal Use s) - 
Netwo k Access To Non-
P v leged Accounts - 
Sepa ate Dev ce

The nfo mat on system mplements 
mult facto  authent cat on fo  netwo k 
access to non-p v leged accounts such 
that one of the facto s s p ov ded by a 
dev ce sepa ate f om the system ga n ng 
access and the dev ce meets 
[Ass gnment  o gan zat on-def ned 
st ength of mechan sm equ ements].

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the nfo mat on system mplements mult facto  authent cat on fo  netwo k access to non-p v leged accounts such that one of 
the facto s s p ov ded by a dev ce sepa ate f om the system ga n ng access
( ) the o gan zat on def nes st ength of mechan sm equ ements to be enfo ced by a dev ce sepa ate f om the system ga n ng 
netwo k access to non-p v leged accounts  and
( ) the nfo mat on system mplements mu t facto  authent cat on fo  netwo k access to non-p v leged accounts such that a 
dev ce, sepa ate f om the system ga n ng access, meets o gan at on-def ned st ength of mechan sm equ ements.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng use  dent f cat on and authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  l st of nfo mat on system accounts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th account management espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k 
adm n st ato s  sy tem develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng mu t facto  authent cat on capab l ty].

IA-
2 8)

Ident f cat on And 
Authent cat on 
(O gan zat onal Use s) - 
Netwo k Access To 
P v leged Accounts - 
Replay Res stant

The nfo mat on system mplements 
eplay- es tant authent cat on 

mechan sms fo  netwo k access to 
p v leged accounts.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system mplements eplay- es stant authent cat on mechan sms fo  netwo k access to p v leged 
accounts.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng use  dent f cat on and authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  l st of p v leged nfo mat on system accounts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th account management espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k 
adm n st ato s  sy tem develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dent f cat on and authent cat on capab l ty  
automated mechan sms suppo t ng and/o  mplement ng eplay es stant authent cat on mechan sms].

Authent cat on p ocesses es st eplay attacks f t s mp act cal to ach eve successful authent cat ons by eplay ng p ev ous authent cat on 
me sages. Replay- es stant techn ques nclude, fo  example, p otocols that use nonces o  challenges such as T anspo t Laye  Secu ty (TLS) 
and t me synch onous o  challenge- esponse one-t me authent cato s.

IA-
2 9)

Ident f cat on And 
Authent cat on 
(O gan zat onal Use s) - 
Netwo k Access To Non-
P v leged Accounts - 
Replay Res stant

The nfo mat on system mplements 
eplay- es tant authent cat on 

mechan sms fo  netwo k access to non-
p v leged accounts.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system mplements eplay- es stant authent cat on mechan sms fo  netwo k access to non-p v leged 
accounts.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng use  dent f cat on and authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  l st of non-p v leged nfo mat on system accounts  othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th account management espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k 
adm n st ato s  sy tem develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dent f cat on and authent cat on capab l ty  
automated mechan sms suppo t ng and/o  mplement ng eplay es stant authent cat on mechan sms].

Authent cat on p ocesses es st eplay attacks f t s mp act cal to ach eve successful authent cat ons by eco d ng/ eplay ng p ev ous 
authent cat on messages. Replay- es stant techn ques nclude, fo  example, p otocols that use nonces o  cha lenges such as T anspo t Laye  
Secu ty (TLS) and t me synch onous o  challenge- esponse one t me authent cato s.

IA-
2 10)

Ident f cat on And 
Authent cat on 
(O gan zat onal Use s) - 
S ngle S gn-On

The nfo mat on system p ov des a s ngle 
s gn-on capab l ty fo  [Ass gnment  
o gan zat on-def ned l st of nfo mat on 

t  t   ]

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes a l st of nfo mat on system accounts and se v ces fo  wh ch a s ngle s gn-on capab l ty must be 
p ov ded  and
( ) the nfo mat on system p ov des a s ngle s gn-on capab l ty fo  o gan zat on-def ned nfo mat on system accounts and se v ces.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng s ngle s gn-on capab l ty fo  nfo mat on 
system accounts and se v ces  p ocedu es add ess ng dent f cat on and authent cat on  nfo mat on ystem des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  l st 
of nfo mat on ystem accounts and se v ces equ ng s ngle s gn-on capab l ty  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th account management espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k 
adm n st ato s  sy tem develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dent f cat on and authent cat on capab l ty  
automated mechan sms suppo t ng and/o  mplement ng s ngle s gn-on capab l ty fo  nfo mat on system accounts and se v ces].

S ngle s gn-on enables use s to log n once and ga n access to mult ple nfo mat on system esou ces. O gan zat ons cons de  the ope at onal 
eff c enc es p ov ded by s ngle s gn-on capab l t es w th the nc eased sk f om d sclosu es of s ngle authent cato s p ov d ng access to 

t l  t  



IA-
2 11)

Ident f cat on And 
Authent cat on 
(O gan zat onal Use s) - 
Remote Access - 
Sepa ate Dev ce

The nfo mat on system mplements 
mult facto  authent cat on fo  emote 
access to p v leged and non-p v leged 
accounts such that one of the facto s s 
p ov ded by a dev ce sepa ate f om the 
system ga n ng access and the dev ce 
meets [Ass gnment  o gan zat on-def ned 
st ength of mechan sm equ ements].

ASSESSMENT OBJECTIVE
Dete m ne f  
( ) the nfo mat on system mplements mult facto  authent cat on fo  emote access to p v leged accounts such that one of the 
facto s s p ov ded by a dev ce sepa ate f om the system ga n ng access
( ) the nfo mat on system mplements mult facto  authent cat on fo  emote access to non-p v leged accounts uch that one of 
the facto s s p ov ded by a dev ce sepa ate f om the system ga n ng access
( ) the o gan zat on def nes st ength of mechan sm equ ements to be enfo ced by a dev ce sepa ate f om the system ga n ng 
emote access to p v leged accounts

( v) the o gan zat on def nes st ength of mechan sm equ ements to be enfo ced by a dev ce sepa ate f om the system ga n ng 
emote access to non-p v leged accounts

(v) the nfo mat on system mplements mu t facto  authent cat on fo  emote access to p v leged accounts such that a dev ce, 
sepa ate f om the system ga n ng access, meets o gan zat on-def ned st ength of mechan sm equ ements  and
(v ) the nfo mat on system mplements mult facto  authent cat on fo  emote access to non-p v leged accounts such that a 
dev ce, sepa ate f om the system ga n ng access, meets o gan at on-def ned st ength of mechan sm equ ements.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng use  dent f cat on and authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  l st of p v leged and non-p v leged nfo mat on system accounts  othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th account management espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k 
adm n st ato s  sy tem develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dent f cat on and authent cat on capab l ty].

Fo  emote access to p v leged/non-p v leged accounts, the pu pose of equ ng a dev ce that s sepa ate f om the nfo mat on system 
ga n ng access fo  one of the facto s du ng mult facto  authent cat on s to educe the l kel hood of comp om s ng authent cat on c edent als 
sto ed on the system. Fo  example, adve sa es deploy ng mal c ous code on o gan zat onal nfo mat on sy tems can potent ally comp om e 
such c edent als es dent on the system and subsequen ly mpe sonate autho zed use s. Related cont ol  AC-6.

IA-
2 12)

Ident f cat on And 
Authent cat on 
(O gan zat onal Use s) - 
Acceptance Of P v 
C edent als

The nfo mat on system accepts and 
elect on cally ve f es Pe sonal Ident ty 
Ve f cat on (PIV) c edent als.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system
( ) accepts Pe sonal Ident ty Ve f cat on (PIV) c edent als  and
( ) elect on ca ly ve f es Pe sonal Ident ty Ve f cat on PIV) c edent als.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng use  dent f cat on and authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  PIV ve f cat on eco ds  ev dence of PIV c edent als  PIV c edent al autho zat ons  othe  elevant documents 
o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th account management espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k 
adm n st ato s  sy tem develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng acceptance and ve f cat on of PIV c edent als].

Th s cont ol enhancement appl es to o gan zat ons mplement ng log cal access cont ol systems (LACS) and phys cal access cont ol systems 
(PACS). Pe sonal Ident ty Ve f cat on (PIV) c edent als a e those c edent als ssued by fede al agenc es that confo m to F PS Publ cat on 201 
and suppo t ng gu dance documents. OMB Memo andum 11 11 equ es fede al agenc es to cont nue mplement ng the equ ements 
spec f ed n HSPD-12 to enable agency-w de use of PIV c edent al . Related cont ols  AU 2, PE-3, SA-4.

IA-
2 13)

Ident f cat on And 
Authent cat on - Out-Of-
Band Authent cat on

The nfo mat on system mplements 
[Ass gnment  o gan zat on-def ned out-of
band authent cat on] unde  
[Ass gnment  o gan zat on-def ned 

t ]

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes out-of-band authent cat on to be mplemented by the nfo mat on system
( ) the o gan zat on def nes cond t ons unde  wh ch the nfo mat on system mplements o gan zat on-def ned out-of-band 
authent cat on  and
( ) the nfo mat on system mplements o gan zat on-def ned out-of-band authent cat on unde  o gan zat on-def ned cond t ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng use  dent f cat on and authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  system-gene ated l st of out-of-band authent cat on paths  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th account management espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k 
adm n st ato s  sy tem develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng out-of-band authent cat on capab l ty].

Out-of-band authent cat on (OOBA) efe s to the u e of two sepa ate commun cat on paths to dent fy and authent cate use s o  dev ces to 
an nfo mat on system. The f st path ( .e , the n-band path), s used to dent fy and authent cate use s o  dev ces, and gene ally s the path 
th ough wh ch nfo mat on flows. The second path ( e , the out-of-band path) s used to ndependen ly ve fy the authent cat on and/o  
equested act on. Fo  example, a use  authent cates v a a notebook compute  to a emote se ve  to wh ch the use  des es access, and 
equests ome act on of the se ve  v a that commun cat on path. Subsequently, the se ve  contacts the use  v a the use s ce l phone to ve fy 

that the equested act on o g nated f om the use . The use  may e the  conf m the ntended act on to an nd v dual on the telephone o  
p ov de an authent cat on code v a the telephone. Th s type of authent cat on can be employed by o gan zat ons to m t gate actual o  
suspected man- n the-m ddle attacks. The cond t ons fo  act vat on can nclude, fo  example, susp c ous act v t es, new th eat nd cato s o  
elevated th eat levels, o  the mpact level o  cla s f cat on level of nfo mat on n equested t ansact ons. Related cont ols  IA-10, IA-11, SC-
37

IA 3 
Dev ce Ident f cat on and 
Authent cat on 

The nfo mat on system un quely 
dent f es and authent cates 

[Ass gnment  o gan zat on-def ned 
spec f c and/o  types of dev ces] befo e 
establ sh ng a [Select on (one o  mo e)  
local  emote  netwo k] connect on.

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes spec f c and/o  types of dev ces that the nfo mat on system un quely dent f es and authent cates 
befo e establ sh ng one o  mo e of the follow ng
    -a local connect on
    -a emote connect on  and/o
    -a netwo k connect on  and
( ) the nfo mat on system un quely dent f es and authent cates o gan zat on-def ned dev ces befo e establ sh ng one o  mo e of 
the follow ng
    -a local connect on
    -a emote connect on  and/o
    -a netwo k connect on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng dev ce dent f cat on and authent cat on  
nfo mat on system des gn documentat on  l st of dev ces equ ng un que dent f cat on and authent cat on  dev ce connect on 
epo ts  nfo mat on ystem conf gu at on sett ngs and assoc ated documentat on  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th ope at onal espons b l t es fo  dev ce dent f cat on and authent cat on  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s  ystem develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dev ce dent f cat on and authent cat on 
capab l ty].

O gan zat onal dev ces equ ng un que dev ce-to-dev ce dent f cat on and authent cat on may be def ned by type, by dev ce, o  by a 
comb nat on of type/dev ce. Info mat on systems typ cally use e the  sha ed known nfo mat on (e g , Med a Access Cont ol [MAC] o  
T ansm ss on Cont ol P otocol/Inte net P otocol [TCP IP] add esses) fo  dev ce dent f cat on o  o gan zat onal authent cat on solut ons (e.g , 
IEEE 802.1x and Extens ble Authent cat on P otocol [EAP], Rad us se ve  w th EAP-T anspo t Laye  Secu ty [TLS] authent cat on, Ke be os) to 
dent fy/authent cate dev ces on local and/o  w de a ea netwo ks. O gan zat ons dete m ne the equ ed st ength of authent cat on 

mechan sms by the secu ty catego es of nfo mat on systems. Because of the challenges of apply ng th s cont ol on la ge scale, 
o gan zat ons a e encou aged to only apply the cont ol to those l m ted numbe  (and type) of dev ces that t uly need to suppo t th s 
capab l ty. Related cont ols  AC-17, AC-18, AC 19, CA-3, IA-4, IA 5. IA 3(1), IA-3(3), IA-3(4) None

IA-
3 1)

Dev ce Ident f cat on And 
Authent cat on - 
C yptog aph c 
B d ect onal 
Authent cat on

The nfo mat on system authent cates 
[Ass gnment  o gan zat on-def ned 
spec f c dev ces and/o  types of dev ces] 
befo e establ sh ng Select on (one o  
mo e)  local  emote  netwo k] 
connect on us ng b d ect onal 
authent cat on that s c yptog aph ca ly 
based.

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes spec f c and/o  types of dev ces equ ng use of c yptog aph cally based, b d ect onal authent cat on to 
authent cate befo e establ sh ng one o  mo e of the follow ng
    -a local connect on
    -a emote connect on  and/o
    -a netwo k connect on
( ) the nfo mat on system uses c yptog aph cally based b d ect onal authent cat on to authent cate o gan zat on-def ned dev ces 
befo e establ sh ng one o  mo e of the follow ng
    -a local connect on
    -a emote connect on  and/o
    -a netwo k connect on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng dev ce dent f cat on and authent cat on  
nfo mat on system des gn documentat on  l st of dev ces equ ng un que dent f cat on and authent cat on  dev ce connect on 
epo ts  nfo mat on ystem conf gu at on sett ngs and assoc ated documentat on  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th ope at onal espons b l t es fo  dev ce dent f cat on and authent cat on  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s  ystem develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dev ce authent cat on capab l ty  c yptog aph ca ly 
based b d ect onal authent cat on mechan sms].

A local connect on s any connect on w th a dev ce commun cat ng w thout the use of a netwo k. A netwo k connect on s any connect on 
w th a dev ce that commun cates th ough a netwo k (e.g., local a ea o  w de a ea netwo k, Inte net). A emote connect on s any connect on 
w th a dev ce commun cat ng th ough an exte nal netwo k (e g., the Inte ne ). B d ect onal authent cat on p ov des st onge  safegua ds to 
val date the dent ty of othe  dev ces fo  connect ons that a e of g eate  sk (e.g , emote connect ons). Related cont ols  SC-8, SC-12, SC-13.

IA-
3 2)

Dev ce Ident f cat on And 
Authent cat on 
[W thd awn] - 
Inco po ated Into IA 3 (1)

[W thd awn  Inco po ated nto IA-3 1 ].

[W thd awn  Inco po ated nto IA-3(1)].

IA-
3 3)

Dev ce Ident f cat on And 
Authent cat on - 
Dynam c Add ess 
Allocat on

The o gan zat on  
(a) Standa d zes dynam c add ess 
allocat on lea e nfo mat on and the 
lease du at on ass gned to dev ces n 
acco dance w th [Ass gnment  
o gan zat on-def ned lease nfo mat on 
and lease du at on]  and
(b) Aud ts lease nfo mat on when 
ass gned to a dev ce.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes lease nfo mat on to be employed to standa d ze dynam c add ess allocat on fo  dev ces
( ) def nes lease du at on to be employed to standa d ze dynam c add ess allocat on fo  dev ces
( ) standa d zes dynam c add ess allocat on of lease nfo mat on ass gned to dev ces n acco dance w th o gan zat on-def ned lease 
nfo mat on

( v) standa d zes dynam c add ess allocat on of the lease du at on ass gned to dev ces n acco dance w th o gan zat on-def ned 
lease du at on  and
(v) aud ts lease nfo mat on when ass gned to a dev ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng dev ce dent f cat on and authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  ev dence of 

lease nfo mat on and lease du at on ass gned to dev ces  dev ce connect on epo ts  nfo mat on ystem aud t eco ds  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th ope at onal espons b l t es fo  dev ce dent f cat on and authent cat on  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s  ystem develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dev ce dent f cat on and authent cat on capab l ty  
automated mechan sms suppo t ng and/o  mplement ng dynam c add ess allocat on  automated mechan sms suppo t ng and/o  
mplant ng aud t ng of lease nfo mat on].

DHCP-enabled cl ents obta n ng leases fo  IP add esses f om DHCP se ve s, s a typ cal example of dynam c add ess a locat on fo  dev ces. 
Related cont ols  AU-2, AU-3, AU 6, AU-12.

IA-
3 4)

Dev ce Ident f cat on And 
Authent cat on - Dev ce 
Attestat on

The o gan zat on ensu es that dev ce 
dent f cat on and authent cat on based 

on attestat on s handled by 
[Ass gnment  o gan zat on-def ned 
conf gu at on management p ocess].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes conf gu at on management p ocess to be employed to handle dev ce dent f cat on and authent cat on based on 
attestat on  and
( ) ensu es that dev ce dent f cat on and authent cat on based on attestat on s handled by o gan zat on-def ned conf gu at on 
management p ocess.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng dev ce dent f cat on and authent cat on  
p ocedu es add ess ng dev ce conf gu at on management  nfo mat on system des gn documentat on  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  conf gu at on management eco ds  change cont ol eco ds  nfo mat on 
system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th ope at onal espons b l t es fo  dev ce dent f cat on and authent cat on  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dev ce dent f cat on and authent cat on capab l ty  
automated mechan sms suppo t ng and/o  mplement ng conf gu at on management  c yptog aph c mechan sms suppo t ng 
dev ce attestat on].

Dev ce attestat on efe s to the dent f cat on and authent cat on of a dev ce based on ts conf gu at on and known ope at ng state. Th s 
m ght be dete m ned v a some c yptog aph c hash of the dev ce. f dev ce attestat on s the means of dent f cat on and authent cat on, then 
t s mpo tant that patches and updates to the dev ce a e handled v a a conf gu at on management p ocess such that the those 

patches/updates a e done ecu ely and at the same t me do not d s upt the dent f cat on and authent cat on to othe  dev ces.



IA 4 Ident f e  Management 

  The o gan zat on manages nfo mat on 
system dent f e s by
a. Rece v ng autho zat on f om 
[Ass gnment  o gan zat on-def ned 
pe sonnel o  oles] to ass gn an 
nd v dual, g oup, ole, o  dev ce 
dent f e

b. Select ng an dent f e  that dent f es 
an nd v dual, g oup, ole, o  dev ce
c. Ass gn ng the dent f e  to the 
ntended nd v dual, g oup, ole, o  

dev ce
d. P event ng euse of dent f e s fo  
[Ass gnment  o gan zat on-def ned t me 
pe od]  and
e. D sabl ng the dent f e  afte  
[Ass gnment  o gan zat on-def ned t me 
pe od of nact v ty].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on manages nfo mat on system dent f e s by
( ) def n ng pe sonnel o  oles f om whom autho zat on must be ece ved to ass gn
    -an nd v dual dent f e
    -a g oup dent f e
    -a ole dent f e  and/o
    -a dev ce dent f e
( ) ece v ng autho zat on f om o gan zat on-def ned pe sonnel o  oles to ass gn
    -an nd v dual dent f e
    -a g oup dent f e
    -a ole dent f e  and/o
    -a dev ce dent f e
( )select ng an dent f e  that dent f es
    -an nd v dual
    -a g oup
    -a ole  and/o
    -a dev ce
  ( v) ass gn ng the dent f e  to the ntended
    -an nd v dual
    -a g oup
    -a ole  and/o
    -a dev ce
(v) def n ng a t me pe od fo  p event ng euse of dent f e s  
(v ) p event ng euse of dent f e s fo  the o gan zat on-def ned t me pe od
(v ) d sabl ng the dent f e  afte  the o gan zat on-def ned t me pe od of nact v ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
            

Common dev ce dent f e s nclude, fo  example, med a access cont ol (MAC), Inte net p otocol IP) add esses, o  dev ce-un que token 
dent f e . Management of nd v dual dent f e s s not appl cable to sha ed nfo mat on system accounts (e g., guest and anonymous 

accounts). Typ cally, nd v dual dent f e s a e the use  names of the nfo mat on system accounts ass gned to those nd v duals. In such 
nstances, the account management act v t es of AC-2 use account names p ov ded by IA-4. Th s cont ol also add esses nd v dual dent f e s 

not necessa ly assoc ated w th nfo mat on system accounts (e g , dent f e s used n phys cal secu ty cont ol databases accessed by badge 
eade  systems fo  access to nfo mat on systems). P event ng euse of dent f e s mpl es p event ng the ass gnment of p ev ously used 
nd v dual, g oup, ole, o  dev ce dent f e s to d ffe ent nd v dual , g oups, oles, o  dev ces. Related cont ols  AC-2, IA-2, IA 3, IA-5, IA-8, SC-

37. IA-4(1), IA-4(2), IA-4(3), IA-4(4), IA-4(5), IA-4(6), IA-4(7)
F PS Publ cat on 201  N ST Spec al Publ cat ons 800-73, 
800 76, 800-78.

IA-
4 1)

Ident f e  Management - 
P oh b t Account 
Ident f e s As Publ c 
Ident f e s

The o gan zat on p oh b ts the use of 
nfo mat on system account dent f e s 

that a e the same as publ c dent f e s fo  
nd v dual elect on c ma l accounts.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p oh b ts the use of nfo mat on system account dent f e s that a e the same as publ c dent f e s fo  
nd v dual elect on c ma l accounts.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng dent f e  management  p ocedu es 
add ess ng account management  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th dent f e  management e pons b l t es  o gan at onal pe onnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dent f e  management].

P oh b t ng the use of nfo mat on systems account dent f e s that a e the same as some publ c dent f e  such as the nd v dual dent f e  
sect on of an elect on c ma l add es , makes t mo e d ff cult fo  adve sa es to guess use  dent f e s on o gan zat onal nfo mat on systems. 
Related cont ol  AT-2.

IA-
4 2)

Ident f e  Management - 
Supe v so  Autho zat on

The o gan zat on equ es that the 
eg st at on p ocess to ece ve an 
nd v dual dent f e  ncludes supe v so  

autho zat on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es that the eg st at on p oce s to ece ve an nd v dual dent f e  ncludes supe v so  
autho zat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng dent f e  management  p ocedu es 
add ess ng account management  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th dent f e  management e pons b l t es  supe v so s espons ble fo  
autho z ng dent f e  eg st at on  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k 
adm n st ato s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dent f e  management].

IA-
4 3)

Ident f e  Management - 
Mult ple Fo ms Of 
Ce t f cat on

The o gan zat on equ es mu t ple fo ms 
of ce t f cat on of nd v dual 
dent f cat on such as documenta y 

ev dence o  a comb nat on of documents 
and b omet cs be p esented to the 
eg st at on autho ty.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es mult ple fo ms of ce t f cat on of nd v dual dent f cat on. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng dent f e  management  p ocedu es 
add ess ng account management  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th dent f e  management e pons b l t es  o gan at onal pe onnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dent f e  management].

Requ ng mult ple fo ms of dent f cat on educes the l kel hood of nd v duals us ng f audulent dent f cat on to establ sh an dent ty, o  at 
least nc eases the wo k facto  of potent al adve sa es.

IA-
4 4)

Ident f e  Management - 
Ident fy Use  Status

The o gan zat on manages nd v dual 
dent f e s by un quely dent fy ng each 
nd v dual as [Ass gnment  o gan zat on-

def ned cha acte st c dent fy ng 
l t t ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes a cha acte st c to be used to dent fy nd v dual status  and
( ) manages nd v dual dent f e s by un quely dent fy ng each nd v dual as the o gan zat on-def ned cha acte st c dent fy ng 
nd v dual status.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng dent f e  management  p ocedu es 
add ess ng account management  l t of cha acte st cs dent fy ng nd v dual status  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th dent f e  management e pons b l t es  o gan at onal pe onnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dent f e  management].

Cha acte st cs dent fy ng the status of nd v duals nclude, fo  example, cont acto s and fo e gn nat onals. Ident fy ng the status of 
nd v duals by spec f c cha acte st cs p ov des add t onal nfo mat on about the people w th whom o gan zat onal pe sonnel a e 

commun cat ng. Fo  example, t m ght be useful fo  a gove nment employee to know that one of the nd v duals on an ema l message s a 
t t  R l t  t l  T 2

IA-
4 5)

Ident f e  Management - 
Dynam c Management

The nfo mat on system dynam ca ly 
manages dent f e s.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system dynam cally manages dent f e s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng dent f e  management  p ocedu es 
add ess ng account management  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th dent f e  management e pons b l t es  o gan at onal pe onnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dynam c dent f e  management].

In cont ast to convent onal app oaches to dent f cat on wh ch p esume stat c accounts fo  p e eg ste ed use s, many d st buted nfo mat on 
systems nclud ng, fo  example, se v ce-o ented a ch tectu es, ely on establ sh ng dent f e s at un t me fo  ent t es that we e p ev ously 
unknown. In these s tuat ons, o gan zat ons ant c pate and p ov s on fo  the dynam c establ shment of dent f e s. P eestabl shed t ust 
elat onsh ps and mechan sms w th app op ate autho t es to val date dent t es and elated c edent als a e essent al. Related cont ol  AC-16

IA-
4 6)

Ident f e  Management - 
C oss-O gan zat on 
Management

The o gan zat on coo d nates w th 
[Ass gnment  o gan zat on-def ned 
exte nal o gan zat ons] fo  c oss-
o gan zat on management of dent f e s.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes exte nal o gan zat ons w th whom to coo d nate c oss-o gan zat on management of dent f e s  and
( ) coo d nates w th o gan zat on-def ned exte nal o gan zat ons fo  c oss-o gan zat on management of dent f e s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng dent f e  management  p ocedu es 
add ess ng account management  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th dent f e  management e pons b l t es  o gan at onal pe onnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dent f e  management].

C oss-o gan zat on dent f e  management p ov des the capab l ty fo  o gan zat ons to app op ately dent fy nd v duals, g oups, oles, o  
dev ces when conduct ng c oss-o gan zat on act v t es nvolv ng the p ocess ng, sto age, o  t ansm ss on of nfo mat on.



IA-
4 7)

Ident f e  Management - 
In-Pe son Reg t at on

The o gan zat on equ es that the 
eg st at on p ocess to ece ve an 
nd v dual dent f e  be conducted n 

pe son befo e a des gnated eg st at on 
autho ty.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es that the eg st at on p oce s to ece ve an nd v dual dent f e  be conducted n pe on 
befo e a des gnated eg st at on autho ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng dent f e  management  p ocedu es 
add ess ng account management  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th dent f e  management e pons b l t es  o gan at onal pe onnel w th 
nfo mat on secu ty espons b l t es].

In-pe son eg st at on educes the l kel hood of f audulent dent f e s be ng s ued because t equ es the phys cal p esence of nd v duals and 
actual face-to-face nte act ons w th des gnated eg st at on autho t es.

IA 5 
Authent cato  
Management 

    
system authent cato s by
a. Ve fy ng, as pa t of the n t al 
authent cato  d st but on, the dent ty 
of the nd v dual, g oup, ole, o  dev ce 
ece v ng the authent cato

b. Establ sh ng n t al authent cato  
content fo  authent cato s def ned by 
the o gan zat on
c. Ensu ng that authent cato s have 
suff c ent st ength of mechan sm fo  
the  ntended use
d. Establ sh ng and mplement ng 
adm n st at ve p ocedu es fo  n t al 
authent cato  d st but on, fo  
lost/comp om sed o  damaged 
authent cato s, and fo  evok ng 
authent cato s
e. Chang ng default content of 
authent cato s p o  to nfo mat on 
system nsta lat on
f. Establ sh ng m n mum and max mum 
l fet me est ct ons and euse cond t ons 
fo  authent cato s
g. Chang ng/ ef esh ng authent cato s 
[Ass gnment  o gan zat on-def ned t me 
pe od by authent cato  type]
h. P otect ng authent cato  content f om 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on manages nfo mat on system authent cato s by
( ) ve fy ng, as pa t of the n t al authent cato  d st but on, the dent ty of the
    - nd v dual ece v ng the authent cato
    -g oup ece v ng the authent cato
    - ole ece v ng the authent cato  and/o
    -dev ce ece v ng the authent cato
( ) establ sh ng n t al authent cato  content fo  authent cato s def ned by the o gan zat on  
( ) en u ng that authent cato s have suff c ent st ength of mechan m fo  the  ntended use
( v) establ sh ng and mplement ng adm n st at ve p ocedu es fo  n t al authent cato  d st but on
(v) establ sh ng and mplement ng adm n st at ve p ocedu es fo  lost/comp om sed o  damaged authent cato s
(v ) establ sh ng and mplement ng adm n st at ve p ocedu es fo  evok ng authent cato s
(v ) chang ng default content of authent cato s p o  to nfo mat on system nstallat on
(v ) establ sh ng m n mum l fet me est ct ons fo  authent cato s
( x) establ sh ng max mum l fet me est ct ons fo  authent cato s
(x) establ sh ng euse cond t ons fo  authent cato s
(x ) def n ng a t me pe od (by authent cato  type) fo  chang ng/ ef esh ng authent cato s
(x ) chang ng/ ef esh ng authent cato s w th the o gan zat on-def ned t me pe od by authent cato  type
(x ) p otect ng authent cato  content f om unautho zed
    -d sclosu e
    -mod f cat on
    - equ ng nd v duals to take spec f c secu ty safegua ds to p otect authent cato s
    hav ng dev ces mplement spec f c secu ty safegua ds to p otect authent cato s  and
(x v) chang ng authent cato s fo  g oup/ ole accounts when membe sh p to those accounts changes.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng authent cato  management  nfo mat on 

             

Ind v dual authent cato s nclude, fo  example, passwo ds, tokens, b omet cs, PKI ce t f cates, and key ca ds. In t al authent cato  content s 
the actual content (e g., the n t al passwo d) as oppo ed to equ ements about authent cato  content (e.g., m n mum passwo d length). In 
many cases, develope s sh p nfo mat on system components w th facto y default authent cat on c edent als to a low fo  n t al nstallat on 
and conf gu at on. Defau t authent cat on c edent als a e often we l known, eas ly d scove able, and p esent a s gn f cant secu ty sk. The 
equ ement to p otect nd v dual authent cato s may be mplemented v a cont ol PL-4 o  PS 6 fo  authent cato s n the possess on of 
nd v duals and by cont ols AC-3, AC-6, and SC-28 fo  authent cato s sto ed w th n o gan zat onal nfo mat on systems (e g , passwo ds sto ed 
n hashed o  enc ypted fo mats, f les conta n ng enc ypted o  hashed passwo ds access ble w th adm n t ato  p v leges). Info mat on 

systems suppo t nd v dual authent cato  management by o gan zat on-def ned sett ngs and est ct ons fo  va ous authent cato  
cha acte st cs nclud ng, fo  example, m n mum passwo d length, passwo d compos t on, val dat on t me w ndow fo  t me synch onous one-
t me tokens, and numbe  of a lowed eject ons du ng the ve f cat on stage of b omet c authent cat on. Spec f c act ons that can be taken to 
safegua d authent cato s nclude, fo  example, ma nta n ng possess on of nd v dual authent cato s, not loan ng o  sha ng nd v dual 
authent cato s w th othe s, and epo t ng lost, stolen, o  comp om sed authent cato s mmed ately. Authent cato  management ncludes 
ssu ng and evok ng, when no longe  needed, authent cato s fo  tempo a y access such as that equ ed fo  emote ma ntenance. Dev ce 

authent cato s nclude, fo  example, ce t f cates and passwo ds. Related cont ols  AC-2, AC-3, AC-6, CM-6, IA-2, IA-4, IA-8, PL-4, PS-5, PS-6, SC
12, SC 13, SC 17, SC-28.

IA 5(1), IA-5(2), IA-5(3), IA-5(4), IA-5(5), IA-5(6), IA-5(7), IA-5(8), IA-
5(9), IA-5(10), IA-5(11), IA 5(12), IA-5(13), IA 5 14), IA-5(15)

OMB Memo anda 04-04, 11-11  FIPS Publ cat on 201  
NIST Spec al Publ cat ons 800 73, 800-63, 800 76, 800-78  
F CAM Roadmap and Implementat on Gu dance  Web  
http // dmanagement.gov.

IA-
5 1)

Authent cato  
Management - Passwo d
Ba ed Authent cat on

  y   
based authent cat on
(a) Enfo ces m n mum passwo d 
complex ty of [A s gnment  o gan zat on-
def ned equ ements fo  case sens t v ty, 
numbe  of cha acte s, m x of uppe -case 
le te s, lowe -case lette s, numbe s, and 
spec al cha acte s, nclud ng m n mum 
equ ements fo  each type]

(b) Enfo ces at least the follow ng 
numbe  of changed cha acte s when 
new passwo ds a e c eated  
[Ass gnment  o gan zat on-def ned 
numbe ]
(c) Sto es and t ansm ts only 
c yptog aph cally-p otected passwo ds
(d) Enfo ces passwo d m n mum and 
max mum l fet me est ct ons of 
[Ass gnment  o gan zat on-def ned 
numbe s fo  l fet me m n mum, l fet me 
max mum]
(e) P oh b ts passwo d euse fo  
[Ass gnment  o gan zat on-def ned 
numbe ] gene at ons  and
( ) Allows the use of a tempo a y 
passwo d fo  system logons w th an 
mmed ate change to a pe manent 

ASSESSMENT OBJECTIVE
Dete m ne f, fo  passwo d-ba ed authent cat on
( ) the o gan zat on def nes equ ements fo  case sens t v ty
( ) the o gan zat on def nes equ ements fo  numbe  of cha acte s
( ) the o gan zat on def nes equ ements fo  the m x of uppe -case lette s, lowe -case le te s, numbe s and spec al cha acte s
( v) the o gan zat on def nes m n mum equ ements fo  each type of cha acte
(v) the nfo mat on system enfo ces m n mum passwo d complex ty of o gan zat on-def ned equ ements fo  case sens t v ty, 
numbe  of cha acte s, m x of uppe -case lette s, lowe -case lette s, numbe s, and spec al cha acte s, nclud ng m n mum 
equ ements fo  each type

(v ) the o gan zat on def nes a m n mum numbe  of changed cha acte s to be enfo ced when new passwo ds a e c eated
(v ) the nfo mat on system enfo ces at least the o gan zat on-def ned m n mum numbe  of cha acte s that must be changed when 
new passwo ds a e c eated  
(v ) the nfo mat on system sto es and t ansm ts only enc ypted ep esentat ons of passwo ds
( x) the o gan zat on def nes numbe s fo  passwo d m n mum l fet me est ct ons to be enfo ced fo  passwo ds
(x) the o gan zat on def nes numbe s fo  passwo d max mum l fet me est ct ons to be enfo ced fo  passwo ds
(x ) the nfo mat on system enfo ces passwo d m n mum l fet me est ct ons of o gan zat on-def ned numbe s fo  l fet me 
m n mum
(x ) the nfo mat on system enfo ces passwo d max mum l fet me est ct ons of o gan zat on-def ned numbe s fo  l fet me 
max mum
(x ) the o gan at on def nes the numbe  of passwo d gene at ons to be p oh b ted f om passwo d euse
(x v) the nfo mat on system p oh b ts passwo d euse fo  the o gan at on-def ned numbe  of gene at ons  and
(xv) the nfo mat on system allows the use of a tempo a y passwo d fo  system logons w th an mmed ate change to a pe manent 
passwo d.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  passwo d pol cy  p ocedu es add ess ng authent cato  
management  secu ty plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 

          

Th s cont ol enhancement appl es to s ngle-facto  authent cat on of nd v duals us ng pas wo ds as nd v dual o  g oup authent cato s, and n 
a s m la  manne , when passwo ds a e pa t of mu t facto  authent cato s. Th s cont ol enhancement does not apply when passwo ds a e 
used to unlock ha dwa e authent cato s (e g., Pe sonal Ident ty Ve f cat on ca ds). The mplementat on of such pas wo d mechan sms may 
not meet all of the equ ements n the enhancement. C yptog aph cally-p otected passwo ds nclude, fo  example, enc ypted ve s ons of 
passwo ds and one-way c yptog aph c hashes of passwo ds. The numbe  of changed cha acte s efe s to the numbe  of changes equ ed 
w th espect to the total numbe  of pos t ons n the cu ent passwo d. Passwo d l fet me est ct ons do not apply to tempo a y passwo ds. 
T  t t  t  t  f  tt  t  t   l   lt   R l t  t l  I -6

IA-
5 2)

Authent cato  
Management - Pk -Based 
Authent cat on

The nfo mat on system, fo  PKI-based 
authent cat on
(a) Val dates ce t f cat ons by 
const uct ng and ve fy ng a ce t f cat on 
path to an accepted t ust ancho  
nclud ng check ng ce t f cate status 
nfo mat on

(b) Enfo ces autho zed acce s to the 
co espond ng p vate key
(c) Maps the authent cated dent ty to 
the account of the nd v dual o  g oup  
and
(d) Implements a local cache of 
evocat on data to suppo t path 

d scove y and val dat on n case of 
nab l ty to access evocat on 
nfo mat on v a the netwo k.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system, fo  PKI-ba ed authent cat on
( ) val dates ce t f cat ons by const uct ng a ce t f cat on path to an accepted t ust ancho
( ) val dates ce t f cat ons by ve fy ng a ce t f cat on path to an accepted t ust ancho
( ) ncludes check ng ce t f cate status nfo mat on when const uct ng and ve fy ng the ce t f cat on path
( v) enfo ces autho zed access to the co espond ng p vate key
(v) maps the authent cated dent ty to the account of the nd v dual o  g oup  and
(v ) mplements a local cache of evocat on data to suppo t path d scove y and val dat on n case of nab l ty to access evocat on 
nfo mat on v a the netwo k.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng authent cato  management  secu ty 
plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on se t ngs and assoc ated documentat on  PKI 
ce t f cat on val dat on eco ds  PKI ce t f cat on evocat on l sts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th PKI-based, authent cato  management espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng PKI-based, authent cato  management capab l ty].

Status nfo mat on fo  ce t f cat on paths ncludes, fo  example, ce t f cate evocat on l sts o  ce t f cate status p otocol esponses. Fo  PIV 
ca ds, val dat on of ce t f cat ons nvolves the const uct on and ve f cat on of a ce t f cat on path to the Common Pol cy Root t ust ancho  
nclud ng ce t f cate pol cy p oce s ng. Related cont ol  IA 6.

IA-
5 3)

Authent cato  
Management - In Pe son 
O  T usted Th d Pa ty 
Reg st at on

The o gan zat on equ es that the 
eg st at on p ocess to ece ve 

[Ass gnment  o gan zat on-def ned types 
of and/o  spec f c authent cato s] be 
conducted [Select on  n pe on  by a 
t usted th d pa ty] befo e [Ass gnment  
o gan zat on-def ned eg st at on 
autho ty] w th autho zat on by 
[Ass gnment  o gan zat on-def ned 
pe sonnel o  oles].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes types of and/o  spec f c authent cato s to be ece ved n pe son o  by a t usted th d pa ty
( )def nes the eg t at on autho ty w th ove s ght of the eg st at on p ocess fo  ece pt of o gan zat on-def ned types of and/o  
spec f c authent cato s
( ) def nes pe sonnel o  oles espons ble fo  autho z ng o gan zat on-def ned eg st at on autho ty
( v) def nes f the eg t at on p ocess s to be conducted
    - n pe son  o
    -by a t usted th d pa ty  and
(v) equ es that the eg st at on p ocess to ece ve o gan zat on-def ned types of and/o  spec f c authent cato s be conducted n 
pe on o  by a t usted th d pa ty befo e o gan at on-def ned eg st at on autho ty w th autho zat on by o gan zat on-def ned 
pe onnel o  oles.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng authent cato  management  eg st at on 
p ocess fo  ece v ng nfo mat on sy tem authent cato s  l st of authent cato s equ ng n-pe son eg st at on  l st of 
authent cato s equ ng t usted th d pa ty eg st at on  authent cato  eg st at on documentat on  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th authent cato  management espons b l t es  eg st at on autho ty  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].

IA-
5 4)

Authent cato  
Management - 
Automated Suppo t  Fo  
Pa swo d St ength 
Dete m nat on

The o gan zat on employs automated 
tools to dete m ne f passwo d 
authent cato s a e suff c ently st ong to 
sat sfy [Ass gnment  o gan zat on-
def ned equ ements].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes equ ements to be sat sf ed by pa swo d authent cato s  and
( ) employs automated tools to dete m ne f pa swo d authent cato s a e suff c ently st ong to sat sfy o gan zat on-def ned 
equ ements.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng authent cato  management  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  automated tools fo  
evaluat ng passwo d authent cato s  passwo d st ength assessment esu ts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th authent cato  management espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng passwo d-based authent cato  management 
capab l ty  automated tools fo  dete m n ng passwo d st ength].

Th s cont ol enhancement focuses on the c eat on of t ong passwo ds and the cha acte st cs of such passwo ds (e g., complex ty) p o  to 
use, the enfo cement of wh ch s ca ed out by o gan zat onal nfo mat on systems n IA-5 (1). Related cont ols  CA-2, CA-7, RA-5.

IA-
5 5)

Authent cato  
Management - Change 
Authent cato s P o  To 
Del ve y

The o gan zat on equ es 
develope s/ nsta le s of nfo mat on 
system components to p ov de un que 
authent cato s o  change defau t 
authent cato s p o  to 
del ve y/ nsta lat on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es develope s/ nsta le s of nfo mat on system components to
( ) p ov de un que authent cato s p o  to del ve y/ nstallat on  o
( ) change default authent cato s p o  to del ve y/ nsta lat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  system and se v ces acqu s t on pol cy  p ocedu es add ess ng 
authent cato  management  p ocedu es add ess ng the nteg at on of secu ty equ ements nto the acqu s t on p ocess  
acqu s t on documentat on  acqu s t on cont acts fo  nfo mat on system p ocu ements o  se v ces  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th authent cato  management espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on system secu ty, acqu s t on, and cont act ng espons b l t es  system develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng authent cato  management capab l ty].

Th s cont ol enhancement extends the equ ement fo  o gan zat ons to change defau t authent cato s upon nfo mat on system nstallat on, 
by equ ng develope s and/o  nstalle s to p ov de un que authent cato s o  change defau t authent cato s fo  system components p o  to 
del ve y and/o  nstallat on. Howeve , t typ ca ly does not apply to the develope s of comme c al off the-shelve nfo mat on technology 
p oducts. Requ ements fo  un que authent cato s can be ncluded n acqu s t on documents p epa ed by o gan zat ons when p ocu ng 
nfo mat on systems o  ystem components.



IA-
5 6)

Authent cato  
Management - 
P otect on Of 
Authent cato s

The o gan zat on p otects authent cato s 
commensu ate w th the secu ty 
catego y of the nfo mat on to wh ch use 
of the authent cato  pe m ts access.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p otects authent cato s commensu ate w th the secu ty catego y of the nfo mat on to wh ch use of 
the authent cato  pe m ts access.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng authent cato  management  secu ty 
catego zat on documentat on fo  the nfo mat on system  secu ty assessments of authent cato  p otect ons  sk assessment 
esults  secu ty plan  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th authent cato  management espons b l t es  o gan zat onal pe sonnel 
mplement ng and/o  ma nta n ng authent cato  p otect ons  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  

system/netwo k adm n t ato s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng authent cato  management capab l ty  automated 
mechan sms p otect ng authent cato s].

Fo  nfo mat on systems conta n ng mult ple secu ty catego es of nfo mat on w thout el able phys cal o  log cal sepa at on between 
catego es, authent cato s used to g ant access to the sy tems a e p otected commen u ate w th the h ghest secu ty catego y of 
nfo mat on on the systems.

IA-
5 7)

Authent cato  
Management - No 
Embedded Unenc ypted 
Stat c Authent cato s

The o gan zat on ensu es that 
unenc ypted stat c authent cato s a e 
not embedded n appl cat ons o  access 
sc pts o  sto ed on funct on keys.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ensu es that unenc ypted tat c authent cato s a e not
( ) embedded n appl cat ons
( ) embedded n access c pts  o
( ) sto ed on funct on keys.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng authent cato  management  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  log cal access sc pts  
appl cat on code ev ews fo  detect ng unenc ypted stat c authent cato s  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th authent cato  management espons b l t es   o gan at onal pe onnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s ].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng authent cato  management capab l ty  automated 
mechan sms mplement ng authent cat on n appl cat ons].

O gan zat ons exe c se caut on n dete m n ng whethe  embedded o  sto ed authent cato s a e n enc ypted o  unenc ypted fo m. If 
authent cato s a e used n the manne  sto ed, then those ep esentat ons a e cons de ed unenc ypted authent cato s. Th s s espect ve of 
whethe  that ep esentat on s pe haps an enc ypted ve s on of someth ng el e (e.g., a passwo d).

IA-
5 8)

Authent cato  
Management - Mult ple 
Info mat on System 
Accounts

The o gan zat on mplements 
[Ass gnment  o gan zat on-def ned 
secu ty safegua ds] to manage the sk 
of comp om se due to nd v duals hav ng 
accounts on mult ple nfo mat on 

t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes secu ty safegua ds to manage the sk of comp om se due to nd v duals hav ng accounts on mu t ple nfo mat on 
systems  and
( ) mplements o gan zat on-def ned secu ty safegua ds to manage the sk of comp om se due to nd v duals hav ng accounts on 
mu t ple nfo mat on systems.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng authent cato  management  secu ty 
plan  l st of nd v duals hav ng accounts on mult ple nfo mat on systems  l st of ecu ty safegua ds ntended to manage sk of 
comp om se due to nd v duals hav ng accounts on mu t ple nfo mat on systems  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th authent cato  management espons b l t es   o gan at onal pe onnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng safegua ds fo  authent cato  managemen ].

When nd v duals have accounts on mult ple nfo mat on systems, the e s the sk that the comp om se of one account may lead to the 
comp om se of othe  accounts f nd v duals use the same authent cato s. Poss ble a te nat ves nclude, fo  example  ( ) hav ng d ffe ent 
authent cato s on all systems  ( ) employ ng some fo m of s ngle s gn-on mechan sm  o  ( ) nclud ng some fo m of one t me passwo ds on 

ll t

IA-
5 9)

Authent cato  
Management - C oss-
O gan zat on C edent al 
Management

The o gan zat on coo d nates w th 
[Ass gnment  o gan zat on-def ned 
exte nal o gan zat ons] fo  c oss-
o gan zat on management of c edent als.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes exte nal o gan zat ons w th whom to coo d nate c oss-o gan zat onal management of c edent als  and
( ) coo d nates w th o gan zat on-def ned exte nal o gan zat ons fo  c oss-o gan zat onal management of c edent al .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng authent cato  management  p ocedu es 
add ess ng account management  secu ty plan  nfo mat on secu ty ag eements  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th authent cato  management espons b l t es   o gan at onal pe onnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s ].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng safegua ds fo  authent cato  managemen ].

C oss-o gan zat on management of c edent als p ov des the capab l ty fo  o gan zat ons to app op ately authent cate nd v duals, g oups, 
oles, o  dev ces when conduct ng c oss-o gan zat on act v t es nvolv ng the p ocess ng, sto age, o  t ansm ss on of nfo mat on.

IA-
5 10)

Authent cato  
Management - Dynam c 
C edent al Assoc at on

The nfo mat on system dynam ca ly 
p ov s ons dent t es.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system dynam cally p ov s ons dent f e s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng dent f e  management  secu ty plan  
nfo mat on system des gn documentat on  automated mechan sms p ov d ng dynam c b nd ng of dent f e s and authent cato s  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th dent f e  management e pons b l t es  o gan at onal pe onnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  Automated mechan sms mplement ng dent f e  management capab l ty  automated mechan sms 
mplement ng dynam c p ov s on ng of dent f e s].

Authent cat on equ es some fo m of b nd ng between an dent ty and the authent cato  used to conf m the dent ty. In convent onal 
app oaches, th s b nd ng s establ shed by p e-p ov s on ng both the dent ty and the authent cato  to the nfo mat on system. Fo  example, 
the b nd ng between a use name ( e , dent ty) and a passwo d ( e., authent cato ) s accompl shed by p ov s on ng the dent ty and 
authent cato  as a pa  n the nfo mat on system. New authent cat on techn ques allow the b nd ng between the dent ty and the 
authent cato  to be mplemented outs de an nfo mat on system. Fo  example, w th sma tca d c edent als, the dent ty and the 
authent cato  a e bound togethe  on the ca d. Us ng these c edent als, nfo mat on systems can authent cate dent t es that have not been 
p e-p ov s oned, dynam cally p ov s on ng the dent ty afte  authent cat on. In these s tuat ons, o gan zat ons can ant c pate the dynam c 
p ov s on ng of dent t e . P eestabl shed t ust elat onsh ps and mechan sms w th app op ate autho t es to val date dent t es and elated 
c edent als a e essent al.

IA-
5 11)

Authent cato  
Management - 
Ha dwa e Token-Based 
Authent cat on

The nfo mat on system, fo  ha dwa e 
token-based authent cat on, employs 
mechan sms that sat sfy [Ass gnment  
o gan zat on-def ned token qual ty 
equ ements].

ASSESSMENT OBJECTIVE
Dete m ne f, fo  ha dwa e token-based authent cat on
( ) the o gan zat on def nes token qual ty equ ements to be sat sf ed  and
( ) the nfo mat on system employs mechan sms that sat sfy o gan zat on-def ned token qual ty equ ements.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng authent cato  management  secu ty 
plan  nfo mat on system des gn documentat on  automated mechan sms employ ng ha dwa e token-based authent cat on fo  the 
nfo mat on system  l st of token qual ty equ ements  nfo mat on ystem conf gu at on sett ngs and assoc ated documentat on  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th authent cato  management espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng ha dwa e token-based authent cato  management 
capab l ty].

Ha dwa e token-based authent cat on typ ca ly efe s to the use of PKI-based tokens, such as the U S. Gove nment Pe onal Ident ty 
Ve f cat on PIV) ca d. O gan at ons def ne spec f c equ ements fo  tokens, such as wo k ng w th a pa t cula  PKI.

IA-
5 12)

Authent cato  
Management - B omet c 
Authent cat on

The nfo mat on system, fo  b omet c-
based authent cat on, employs 
mechan sms that sat sfy [Ass gnment  
o gan zat on-def ned b omet c qual ty 
equ ements].

ASSESSMENT OBJECTIVE
Dete m ne f, fo  b omet c-based authent cat on
( ) the o gan zat on def nes b omet c qual ty equ ements to be sat sf ed  and
( ) the nfo mat on system employs mechan sms that sat sfy o gan zat on-def ned b omet c qual ty equ ements.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng authent cato  management  secu ty 
plan  nfo mat on system des gn documentat on  automated mechan sms employ ng b omet c-based authent cat on fo  the 
nfo mat on system  l st of b omet c qual ty equ ements  nfo mat on system conf gu at on sett ngs and assoc ated 

documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th authent cato  management espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng b omet c-based authent cato  management 
capab l ty].

Unl ke passwo d-based authent cat on wh ch p ov des exact matches of use - nput passwo ds to sto ed pa swo ds, b omet c authent cat on 
does not p ov de such exact matches. Depend ng upon the type of b omet c and the type of collect on mechan sm, the e s l kely to be some 
d ve gence f om the p esented b omet c and sto ed b omet c wh ch se ves as the bas s of compa son. The e w ll l kely be both false 
pos t ves and false negat ves when mak ng such compa sons. The ate at wh ch the false accept and false eject ates a e equal s known as 
the c ossove  ate. B omet c qual ty equ ements nclude, fo  example, acceptable c ossove  ates, as that essent ally eflects the accu acy 
of the b omet c.



IA-
5 13)

Authent cato  
Management - 
Exp at on Of Cached 
Authent cato s

The nfo mat on system p oh b ts the 
use of cached authent cato s afte  
[Ass gnment  o gan zat on-def ned t me 
pe od].

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes the t me pe od a te  wh ch the nfo mat on system s to p oh b t the use of cached authent cato s  and
( ) the nfo mat on system p oh b ts the use of cached authent cato s a te  the o gan zat on-def ned t me pe od.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng authent cato  management  secu ty 
plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on se t ngs and assoc ated documentat on  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th authent cato  management espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng authent cato  management capab l ty].

IA-
5 14)

Authent cato  
Management - 
Manag ng Content Of 
Pk  T ust Sto es

The o gan zat on, fo  PKI-based 
authent cat on, employs a del be ate 
o gan zat on-w de methodology fo  
manag ng the content of PKI t ust sto es 
nsta led ac o s all platfo ms nclud ng 

netwo ks, ope at ng systems, b owse s, 
and appl cat ons. 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on, fo  PKI-based authent cat on, employs a del be ate o gan zat on-w de methodology fo  manag ng 
the content of PKI t ust to es nstalled ac oss a l pla fo ms nclud ng
    -netwo ks
    -ope at ng systems
    -b owse s  and
    -appl cat ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng authent cato  management  secu ty 
plan  o gan zat onal methodology fo  manag ng content of PKI t ust sto es ac oss nstalled all platfo ms  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  ente p se secu ty a ch tectu e 
documentat on  ente p se a ch tectu e documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th authent cato  management espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng PKI-based authent cato  management capab l ty  
automated mechan sms suppo t ng and/o  mplement ng the PKI t ust sto e capab l ty].

IA-
5 15)

Authent cato  
Management - F cam-
App oved P oducts And 
Se v ces

The o gan zat on uses only F CAM-
app oved path d scove y and val dat on 

t   

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on uses only FICAM-app oved path d scove y and val dat on p oducts and se v ces.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng dent f e  management  secu ty plan  
nfo mat on system des gn documentat on  automated mechan sms p ov d ng dynam c b nd ng of dent f e s and authent cato s  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th dent f cat on and authent cat on management espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng account management capab l ty  automated 
mechan sms suppo t ng and/o  mplement ng dent f cat on and authent cat on management capab l ty fo  the nfo mat on 
system].

Fede al Ident ty, C edent al, and Access Management (FICAM)-app oved path d cove y and val dat on p oducts and se v ces a e those 
t    th t h    th h h  F C M f   h  l l

IA 6 Authent cato  Feedback 

The nfo mat on system obscu es 
feedback of authent cat on nfo mat on 
du ng the authent cat on p ocess to 
p otect the nfo mat on f om poss ble 
explo tat on/use by unautho zed 
nd v duals.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system obscu es feedback of authent cat on nfo mat on du ng the authent cat on p ocess to p otect 
the nfo mat on f om poss ble explo tat on/use by unautho zed nd v duals.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng authent cato  feedback  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  
system develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng the obscu ng of feedback of authent cat on 
nfo mat on du ng authent cat on].

The feedback f om nfo mat on systems does not p ov de nfo mat on that would a low unautho zed nd v duals to comp om se 
authent cat on mechan sms. Fo  some types of nfo mat on sy tems o  system components, fo  example, desktops/notebooks w th elat vely 
la ge mon to s, the th eat (often efe ed to as shoulde  su f ng) may be s gn f cant. Fo  othe  types of systems o  components, fo  example, 
mob le dev ces w th 2-4 nch sc eens, th s th eat may be less s gn f cant, and may need to be balanced aga nst the nc eased l kel hood of 
typog aph c nput e o s due to the small keyboa ds. The efo e, the means fo  obscu ng the authent cato  feedback s selected acco d ngly. 
Obscu ng the feedback of authent cat on nfo mat on ncludes, fo  example, d splay ng aste sks when use s type passwo ds nto nput 
dev ces, o  d splay ng feedback fo  a ve y l m ted t me befo e fully obscu ng t. Related cont ol  PE 18. None None

IA 7
C yptog aph c Module 
Authent cat on 

The nfo mat on system mplements 
mechan sms fo  authent cat on to a 
c yptog aph c module that meet the 
equ ements of appl cable fede al laws, 

Execut ve O de s, d ect ves, pol c es, 
egulat ons, standa ds, and gu dance fo  

such authent cat on.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system mplements mechan sms fo  authent cat on to a c yptog aph c module that meet the 
equ ements of appl cable fede al laws, Execut ve O de s, d ect ves, pol c es, egulat ons, standa ds, and gu dance fo  such 

authent cat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng c yptog aph c module authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  c yptog aph c module authent cat on  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng c yptog aph c module authent cat on].

Authent cat on mechan sms may be equ ed w th n a c yptog aph c module to authent cate an ope ato  access ng the module and to ve fy 
that the ope ato  s autho zed to assume the equested ole and pe fo m se v ces w th n that ole. Related cont ols  SC-12, SC-13. None

F PS Publ cat on 140  Web  
http //cs c.n st gov/g oups/STM/cmvp/ ndex.html. 

IA 8
Ident f cat on and 
Authent cat on (Non-
O gan zat onal Use s)

The nfo mat on system un quely 
dent f es and authent cates non-

o gan zat onal use s (o  p ocesses act ng 
on behalf of non-o gan zat onal use s).

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system un quely dent f es and authent cates non-o gan at onal use s (o  p ocesses act ng on behalf 
of non-o gan zat onal use s).

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng use  dent f cat on and authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  l st of nfo mat on system accounts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  o gan zat onal pe sonnel w th account management 
espons b l t es].

Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dent f cat on and authent cat on capab l ty].

Non-o gan zat onal use s nclude nfo mat on system use s othe  than o gan zat onal use s expl c ly cove ed by IA 2. These nd v duals a e 
un quely dent f ed and authent cated fo  accesses othe  than those accesses expl c tly dent f ed and documented n AC-14. In acco dance 
w th the E-Authent cat on E-Gove nment n t at ve, authent cat on of non-o gan zat onal use s access ng fede al nfo mat on systems may be 
equ ed to p otect fede al, p op eta y, o  p vacy- elated nfo mat on (w th except ons noted fo  nat onal secu ty systems). O gan zat ons 

use sk assessments to dete m ne authent cat on needs and cons de  scalab l ty, p act cal ty, and secu ty n balanc ng the need to ensu e 
ease of use fo  access to fede al nfo mat on and nfo mat on systems w th the need to p otect and adequately m t gate sk. IA 2 add esses 
dent f cat on and authent cat on equ ements fo  access to nfo mat on systems by o gan zat onal use s. Related cont ols  AC-2, AC-14, AC-

17, AC-18, IA-2, IA-4, IA-5, MA-4, RA-3, SA 12, SC-8. IA 8(1), IA-8(2), IA-8(3), IA-8(4), IA-8(5)

OMB Memo anda 04-04, 11-11, 10 06-2011  FICAM 
Roadmap and Implementat on Gu dance  FIPS Publ cat on 
201  N ST Spec al Publ cat ons 800-63, 800 116  Nat onal 
St ategy fo  T u ted Ident t es n Cybe space  Web  
http // dmanagement.gov. 

IA-
8 1)

Ident f cat on And 
Authent cat on (Non-
O gan zat onal Use s) - 
Acceptance Of P v 
C edent als F om Othe  
Agenc es

The nfo mat on system accepts and 
elect on cally ve f es Pe sonal Ident ty 
Ve f cat on (PIV) c edent als f om othe  
fede al agenc es.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system
( ) accepts Pe sonal Ident ty Ve f cat on (PIV) c edent als f om othe  agenc es  and
( ) elect on ca ly ve f es Pe sonal Ident ty Ve f cat on PIV) c edent als f om othe  agenc es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng use  dent f cat on and authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  PIV ve f cat on eco ds  ev dence of PIV c edent als  PIV c edent al autho zat ons  othe  elevant documents 
o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s  o gan zat onal pe sonnel w th 
account management espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dent f cat on and authent cat on capab l ty  
automated mechan sms that accept and ve fy PIV c edent als].

Th s cont ol enhancement appl es to log cal access cont ol systems (LACS) and phys cal access cont ol systems (PACS). Pe sonal Ident ty 
Ve f cat on PIV) c edent als a e those c edent als ssued by fede al agenc es that confo m to F PS Publ cat on 201 and suppo t ng gu dance 
documents. OMB Memo andum 11 11 equ es fede al agenc es to cont nue mplement ng the equ ements spec f ed n HSPD 12 to enable 
agency-w de use of PIV c edent als. Related cont ols  AU 2, PE-3, SA-4.



IA-
8 2)

Ident f cat on And 
Authent cat on (Non-
O gan zat onal Use s) - 
Acceptance Of Th d-
Pa ty C edent als

The nfo mat on system accepts only 
FICAM-app oved th d-pa ty c edent als.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system accepts only FICAM-app oved th d-pa ty c edent als.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng use  dent f cat on and authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  l st of FICAM-app oved, th d-pa ty c edent al ng p oducts, components, o  se v ces p ocu ed and 
mplemented by o gan zat on  th d-pa ty c edent al ve f cat on eco ds  ev dence of FICAM-app oved th d-pa ty c edent als  th d

pa ty c edent al autho zat ons  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s  o gan zat onal pe sonnel w th 
account management espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dent f cat on and authent cat on capab l ty  
automated mechan sms that accept F CAM-app oved c edent als].

Th s cont ol enhancement typ ca ly appl es to o gan zat onal nfo mat on systems that a e access ble to the gene al publ c, fo  example, 
publ c fac ng webs tes. Th d-pa ty c edent als a e those c edent als ssued by nonfede al gove nment ent t es app oved by the Fede al 
Ident ty, C edent al, and Access Management (FICAM) T ust F amewo k Solut ons n t at ve. App oved th d-pa ty c edent als meet o  exceed 
the set of m n mum fede al gove nment-w de techn cal, secu ty, p vacy, and o gan zat onal matu ty equ ements. Th s allows fede al 
gove nment ely ng pa t es to t ust uch c edent als at the  app oved assu ance levels. Related cont ol  AU-2.

IA-
8 3)

Ident f cat on And 
Authent cat on (Non-
O gan zat onal Use s) - 
Use Of F cam-App oved 
P oducts

The o gan zat on employs only FICAM-
app oved nfo mat on system 
components n [Ass gnment  
o gan zat on-def ned nfo mat on 
systems] to accept th d-pa ty 
c edent als.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on systems n wh ch only F CAM-app oved nfo mat on system components a e to be employed to accept th d-
pa ty c edent als  and
( ) employs only F CAM-app oved nfo mat on system components n o gan zat on-def ned nfo mat on systems to accept th d-
pa ty c edent als.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  system and se v ces acqu s t on pol cy  p ocedu es add ess ng 
use  dent f cat on and authent cat on  p ocedu es add ess ng the nteg at on of secu ty equ ements nto the acqu s t on p ocess  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  th d-pa ty c edent al val dat ons  th d-pa ty c edent al autho zat ons  th d-pa ty c edent al eco ds  l st of 
FICAM-app oved nfo mat on ystem components p ocu ed and mplemented by o gan zat on  acqu s t on documentat on  
acqu s t on cont acts fo  nfo mat on system p ocu ements o  se v ces  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  system/netwo k 
adm n st ato s  o gan zat onal pe sonnel w th account management espons b l t es  o gan zat onal pe sonnel w th nfo mat on 
system secu ty, acqu s t on, and cont act ng espons b l t e ].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dent f cat on and authent cat on capab l ty].

Th s cont ol enhancement typ ca ly appl es to nfo mat on systems that a e access ble to the gene al publ c, fo  example, publ c-fac ng 
webs tes. F CAM-app oved nfo mat on system components nclude, fo  example, nfo mat on technology p oducts and softwa e l b a es 
that have been app oved by the Fede al Ident ty, C edent al, and Access Management confo mance p og am. Related cont ol  SA-4.

IA-
8 4)

Ident f cat on And 
Authent cat on (Non-
O gan zat onal Use s) - 
Use Of F cam-Issued 
P of les

The nfo mat on system confo ms to 
FIC M-  f l

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system confo ms to FICAM- ssued p of les.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  system and se v ces acqu s t on pol cy  p ocedu es add ess ng 
use  dent f cat on and authent cat on  p ocedu es add ess ng the nteg at on of secu ty equ ements nto the acqu s t on p ocess  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  l st of FICAM- ssued p of les and assoc ated, app oved p otocols  acqu s t on documentat on  acqu s t on 
cont acts fo  nfo mat on system p ocu ements o  se v ces  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s  o gan zat onal pe sonnel w th 
account management espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dent f cat on and authent cat on capab l ty  
automated mechan sms suppo t ng and/o  mplement ng confo mance w th F CAM- ssued p of les].

Th s cont ol enhancement add esses open dent ty management tanda d . To ensu e that these standa ds a e v able, obust, el able, 
susta nable (e.g., ava lable n comme c al nfo mat on technology p oducts), and nte ope able as documented, the Un ted States 
Gove nment assesses and scopes dent ty management standa ds and technology mplementat ons aga nst appl cable fede al leg slat on, 
d ect ves, pol c es, and equ ements.  The esu t s FICAM- ssued mplementat on p of les of app oved p otocols (e.g., FICAM authent cat on 
p otocols such as SAML 2.0 and Open D 2 0, as we l as othe  p otocols such as the F CAM Backend A t bute Exchange). Related cont ol  SA-

 

IA-
8 5)

Ident f cat on And 
Authent cat on (Non-
O gan zat onal Use s) - 
Acceptance Of P v-I 
C edent als

The nfo mat on system accepts and 
elect on cally ve f es Pe sonal Ident ty 
Ve f cat on I PIV I) c edent als.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system
( ) accepts Pe sonal Ident ty Ve f cat on I PIV I) c edent als  and
( ) elect on ca ly ve f es Pe sonal Ident ty Ve f cat on-I (PIV- ) c edent als.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng use  dent f cat on and authent cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  PIV-I ve f cat on eco ds  ev dence of PIV-I c edent als  PIV-I c edent al autho zat ons  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s  o gan zat onal pe sonnel w th 
account management espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dent f cat on and authent cat on capab l ty  
automated mechan sms that accept and ve fy PIV I c edent als].

Th s cont ol enhancement  ( ) appl es to log cal and phys cal acce s cont ol systems  and ( ) add esses Non-Fede al Issue s (NFI ) of dent ty 
ca ds that des e to nte ope ate w th Un ted States Gove nment Pe sonal Ident ty Ve f cat on (PIV) nfo mat on systems and that can be 
t usted by fede al gove nment- ely ng pa t es. The X.509 ce t f cate pol cy fo  the Fede al B dge Ce t f cat on Autho ty (FBCA) add esses PIV-
I equ ements. The PIV-I ca d s su table fo  Assu ance Level 4 as def ned n OMB Memo andum 04-04 and NIST Spec al Publ cat on 800 63, 
and mult facto  authent cat on as def ned n N ST Spec al Publ cat on 800-116. PIV-I c edent als a e those c edent als ssued by a PIV-I 
p ov de  whose PIV-I ce t f cate pol cy maps to the Fede al B dge PIV-I Ce t f cate Pol cy. A PIV I p ov de  s c oss-ce t f ed (d ectly o  
th ough anothe  PKI b dge) w th the FBCA w th pol c es that have been mapped and app oved as meet ng the equ ements of the PIV-I 
pol c es def ned n the FBCA ce t f cate pol cy. Related cont ol  AU-2.

IA 9
Se v ce Ident f cat on and 
Authent cat on

The o gan zat on dent f es and 
authent cates [A s gnment  o gan zat on-
def ned nfo mat on system se v ces] 
us ng [Ass gnment  o gan zat on-def ned 
secu ty safegua ds]. 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on system se v ces to be dent f ed and authent cated us ng secu ty safegua ds
( ) def nes secu ty safegua ds to be used to dent fy and authent cate o gan zat on-def ned nfo mat on sy tem se v ces  and
( ) dent f es and authent cates o gan zat on-def ned nfo mat on sy tem se v ces us ng o gan zat on-def ned secu ty safegua ds.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng se v ce dent f cat on and authent cat on  
secu ty plan  nfo mat on system des gn documentat on  secu ty safegua ds used to dent fy and authent cate nfo mat on 
system se v ces  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s  o gan zat onal pe sonnel w th 
dent f cat on and authent cat on espons b l t es].

Test  SELECT FROM  Secu ty safegua ds mplement ng se v ce dent f cat on and authent cat on capab l ty].

Th s cont ol suppo ts se v ce-o ented a ch tectu es and othe  d st buted a ch tectu al app oaches equ ng the dent f cat on and 
authent cat on of nfo mat on system se v ces. In such a ch tectu es, exte nal se v ces often appea  dynam ca ly. The efo e, nfo mat on 
systems should be able to dete m ne n a dynam c manne , f exte nal p ov de s and assoc ated se v ces a e authent c. Safegua ds 
mplemented by o gan zat onal nfo mat on ystems to val date p ov de  and se v ce authent c ty nclude, fo  example, nfo mat on o  code 

s gn ng, p ovenance g aphs, and/o  elect on c s gnatu es nd cat ng o  nclud ng the sou ces of se v ces. IA 9(1), IA-9(2) None

IA-
9 1)

Se v ce Ident f cat on 
And Authent cat on - 
Info mat on Exchange

The o gan zat on ensu es that se v ce 
p ov de s ece ve, val date, and t ansm t 
dent f cat on and authent cat on 
nfo mat on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ensu es that se v ce p ov de s
( ) ece ve dent f cat on and authent cat on nfo mat on
( ) val date dent f cat on and authent cat on nfo mat on  and
( ) t ansm t dent f cat on and authent cat on nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng se v ce dent f cat on and authent cat on  
secu ty plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th dent f cat on and authent cat on espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  se v ce p ov de s].
Test  SELECT FROM  Automated mechan sms mplement ng se v ce dent f cat on and authent cat on capab l t e ].

IA-
9 2)

Se v ce Ident f cat on 
And Authent cat on - 
T ansm ss on Of 
Dec s ons

The o gan zat on ensu es that 
dent f cat on and authent cat on 

dec s ons a e t ansm tted between 
[Ass gnment  o gan zat on-def ned 
se v ces] cons stent w th o gan zat onal 
pol c es.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes se v ces fo  wh ch dent f cat on and authent cat on dec s ons t ansm tted between such se v ces a e to be cons stent 
w th o gan zat onal pol c es  and
( ) ensu es that dent f cat on and authent cat on dec s ons a e t ansm tted between o gan zat on-def ned se v ces cons stent w th 
o gan zat onal pol c es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng se v ce dent f cat on and authent cat on  
secu ty plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system aud t eco ds  t ansm ss on eco ds  t ansm ss on ve f cat on eco ds  ules fo  dent f cat on 
and authent cat on t ansm ss on dec s ons between o gan zat onal se v ces  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th dent f cat on and authent cat on espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  Automated mechan sms mplement ng se v ce dent f cat on and authent cat on capab l t e ].

Fo  d st buted a ch tectu es (e g , se v ce-o ented a ch tectu es), the dec s ons ega d ng the val dat on of dent f cat on and authent cat on 
cla ms may be made by se v ces epa ate f om the se v ces act ng on those dec s ons. In such s tuat ons, t s necessa y to p ov de the 
dent f cat on and authent cat on dec s ons (as opposed to the actual dent f e s and authent cato s) to the se v ces that need to act on those 

dec s ons. Related cont ol  SC-8.



IA 10
Adapt ve Ident f cat on 
and Authent cat on

The o gan zat on equ es that 
nd v duals access ng the nfo mat on 

system employ [Ass gnment  
o gan zat on-def ned supplemental 
authent cat on techn ques o  
mechan sms] unde  spec f c 
[Ass gnment  o gan zat on-def ned 
c cumstances o  s tuat ons]. 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes spec f c c cumstances o  s tuat ons that equ e nd v duals access ng the nfo mat on system to employ supplemental 
authent cat on techn ques o  mechan sms
( ) def nes supplemental authent cat on techn ques o  mechan sms to be employed when access ng the nfo mat on system unde  
spec f c o gan zat on-def ned c cumstances o  s tuat ons  and
( ) equ es that nd v duals access ng the nfo mat on system employ o gan zat on-def ned supplemental authent cat on 
techn ques o  mechan sms unde  spec f c o gan zat on-def ned c cumstances o  s tuat ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng adapt ve/ supplemental dent f cat on 
and authent cat on techn ques o  mechan sms  secu ty plan  nfo mat on system des gn documentat on  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  supplemental dent f cat on and authent cat on techn ques o  mechan sms  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es   o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s  o gan zat onal pe sonnel w th 
dent f cat on and authent cat on espons b l t es].

Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dent f cat on and authent cat on capab l ty].

Adve sa es may comp om se nd v dual authent cat on mechan sms and subsequently attempt to mpe sonate leg t mate use s. Th s 
s tuat on can potent a ly occu  w th any authent cat on mechan sms employed by o gan zat ons. To add ess th s th eat, o gan zat ons may 
employ spec f c techn ques/mechan sms and establ sh p otocols to assess susp c ous behav o  (e.g., nd v duals access ng nfo mat on that 
they do not typ cally access as pa t of the  no mal dut es, oles, o  espons b l t es, access ng g eate  quant t es of nfo mat on than the 
nd v duals would out nely access, o  attempt ng to access nfo mat on f om susp c ous netwo k add esses). In these s tuat ons when ce ta n 

p eestabl shed cond t ons o  t gge s occu , o gan zat ons can equ e selected nd v duals to p ov de add t onal authent cat on nfo mat on. 
Anothe  potent al use fo  adapt ve dent f cat on and authent cat on s to nc ease the st ength of mechan m based on the numbe  and/o  
types of eco ds be ng accessed. Related cont ols  AU 6, SI-4. None None

IA 11 Re-Authent cat on

The o gan zat on equ es use s and 
dev ces to e-authent cate when 
[Ass gnment  o gan zat on-def ned 
c cumstances o  s tuat ons equ ng e-
authent cat on]. 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes c cumstances o  s tuat ons equ ng e-authent cat on
( ) equ es use s to e-authent cate when o gan zat on-def ned c cumstances o  s tuat ons equ e e-authent cat on  and
( ) equ es dev ces to e-authent cate when o gan zat on-def ned c cumstances o  s tuat ons equ e e-authent cat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ident f cat on and authent cat on pol cy  p ocedu es add ess ng use  and dev ce e-authent cat on  
secu ty plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  l st of c cumstances o  s tuat ons equ ng e-authent cat on  nfo mat on ystem aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ope at ons espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s  o gan zat onal pe sonnel w th 
dent f cat on and authent cat on espons b l t es].

Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng dent f cat on and authent cat on capab l ty].

In add t on to the e-authent cat on equ ements assoc ated w th sess on locks, o gan zat ons may equ e e-authent cat on of nd v duals 
and/o  dev ces n othe  s tuat ons nclud ng, fo  example  ( ) when authent cato s change  ( ), when oles change  ( ) when secu ty 
catego es of nfo mat on systems change  ( v), when the execut on of p v leged funct ons occu s  (v) a te  a f xed pe od of t me  o  (v ) 
pe od ca ly. Related cont ol  AC-11. None None

IR-1
Inc dent Response Pol cy 
and P ocedu es 

The o gan zat on
a. Develop , documents, and 
d ssem nates to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles]
1. An nc dent esponse pol cy that 
add esses pu po e, scope, oles, 
espons b l t es, management 

comm tment, coo d nat on among 
o gan zat onal ent t es, and compl ance  
and
2. P ocedu es to fac l tate the 
mplementat on of the nc dent esponse 

pol cy and assoc ated nc dent esponse 
cont ols  and
b. Rev ews and updates the cu ent
1. Inc dent esponse pol cy [Ass gnment  
o gan zat on-def ned f equency]  and
2. Inc dent esponse p ocedu es 
[Ass gnment  o gan zat on-def ned 
f ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops and documents an nc dent esponse pol cy that add esses
    -pu pose  
    -scope  
    - oles 
   - espons b l t es  
    -management comm tment  
    -coo d nat on among o gan zat onal ent t es   
    -compl ance  
( ) def nes pe sonnel o  oles to whom the nc dent esponse pol cy s to be d ssem nated
( )d ssem nates the nc dent esponse pol cy to o gan zat on-def ned pe sonnel o  oles
( v) develops and documents p ocedu es to fac l tate the mplementat on of the nc dent esponse pol cy and assoc ated nc dent 
esponse cont ols

(v) def nes pe sonnel o  oles to whom the p ocedu es a e to be d ssem nated
(v ) d ssem nates the p ocedu es to o gan zat on-def ned pe sonnel o  oles
(v ) def nes the f equency to ev ew and update the cu ent nc dent esponse pol cy
(v ) ev ews and updates the cu ent nc dent esponse pol cy w th the o gan zat on-def ned f equency
( x) def nes the f equency to ev ew and update the cu ent nc dent esponse p ocedu es  and
(x) ev ews and updates the cu ent nc dent esponse p ocedu es w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy and p ocedu es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent esponse espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Th s cont ol add esses the establ shment of pol cy and p ocedu es fo  the effect ve mplementat on of selected secu ty cont ols and cont ol 
enhancements n the IR fam ly. Pol cy and p ocedu es e lect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c es, 
standa ds, and gu dance. Secu ty p og am pol c es and p ocedu es at the o gan zat on level may make the need fo  system-spec f c pol c es 
and p ocedu es unnecessa y. The pol cy can be ncluded as pa t of the gene al nfo mat on secu ty pol cy fo  o gan zat ons o  conve sely, 
can be ep esented by mult ple pol c es eflect ng the complex natu e of ce ta n o gan zat ons. The p ocedu es can be establ shed fo  the 
secu ty p og am n gene al and fo  pa t cula  nfo mat on systems, f needed. The o gan zat onal sk management st ategy s a key facto  n 

t l h  l    R l t  t l  PM-9 N
NIST Spec al Publ cat ons 800 12, 800-61, 800 83, 800-
100

IR-2
Inc dent Response 
T a n ng 

The o gan zat on p ov des nc dent 
esponse t a n ng to nfo mat on system 

use s cons stent w th ass gned oles and 
espons b l t es

a. W th n [Ass gnment  o gan zat on-
def ned t me pe od] of assum ng an 
nc dent esponse ole o  espons b l ty

b. When equ ed by nfo mat on system 
changes  and
c. [Ass gnment  o gan at on-def ned 
f equency] the eafte .

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes a t me pe od w th n wh ch nc dent esponse t a n ng s to be p ov ded to nfo mat on system use s assum ng an 
nc dent esponse ole o  espons b l ty

( ) p ov des nc dent esponse t a n ng to nfo mat on system use s cons stent w th ass gned oles and espons b l t es w th n the 
o gan zat on-def ned t me pe od of assum ng an nc dent esponse ole o  espons b l ty
( ) p ov des nc dent esponse t a n ng to nfo mat on system use s cons stent w th ass gned oles and espons b l t es when 
equ ed by nfo mat on system changes

( v) def nes the f equency to p ov de ef eshe  nc dent esponse t a n ng to nfo mat on system use s cons stent w th ass gned 
oles o  espons b l t es  and

(v) afte  the n t al nc dent esponse t a n ng, p ov des ef eshe  nc dent espon e t a n ng to nfo mat on system use s cons stent 
w th a s gned oles and espons b l t es n acco dance w th the o gan zat on-def ned f equency to p ov de ef eshe  t a n ng.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent esponse t a n ng  nc dent esponse t a n ng 
cu culum  nc dent esponse t a n ng mate als  secu ty plan  nc dent esponse plan  secu ty plan  nc dent e ponse t a n ng 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent esponse t a n ng and ope at onal espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].

Inc dent esponse t a n ng p ov ded by o gan zat ons s l nked to the ass gned oles and espons b l t es of o gan zat onal pe sonnel to ensu e 
the app op ate content and level of deta l s ncluded n such t a n ng. Fo  example, egula  use s may only need to know who to ca l o  how 
to ecogn ze an nc dent on the nfo mat on system  system adm n st ato s may equ e add t onal t a n ng on how to handle/ emed ate 
nc dents  and nc dent esponde s may ece ve mo e spec f c t a n ng on fo ens cs, epo t ng, system ecove y, and esto at on. Inc dent 
esponse t a n ng ncludes use  t a n ng n the dent f cat on and epo t ng of susp c ous act v t es, both f om exte nal and nte nal sou ces. 

Related cont ols  AT-3, CP 3, IR-8. R 2 1), R 2 2) NIST Spec al Publ cat ons 800 16, 800-50.

IR-
2 1)

Inc dent Response 
T a n ng - S mulated 
Events

The o gan zat on nco po ates s mulated 
events nto nc dent esponse t a n ng to 
fac l tate e fect ve espon e by pe sonnel 

  t t   

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on nco po ates s mulated events nto nc dent esponse t a n ng to fac l tate effect ve esponse by 
pe onnel n c s s s tuat ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent esponse t a n ng  nc dent esponse t a n ng 
cu culum  nc dent esponse t a n ng mate als  nc dent esponse plan  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent esponse t a n ng and ope at onal espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms that suppo t and/o  mplement s mulated events fo  nc dent esponse t a n ng].

IR-
2 2)

Inc dent Response 
T a n ng - Automated 
T a n ng Env onments

The o gan zat on employs automated 
mechan sms to p ov de a mo e tho ough 
and eal st c nc dent esponse t a n ng 
env onment.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs automated mechan sms to p ov de a mo e tho ough and eal st c nc dent esponse t a n ng 
env onment.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent esponse t a n ng  nc dent esponse t a n ng 
cu culum  nc dent esponse t a n ng mate als  automated mechan sms suppo t ng nc dent esponse t a n ng  nc dent esponse 
plan  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent esponse t a n ng and ope at onal espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms that p ov de a tho ough and eal st c nc dent esponse t a n ng env onmen ].

IR-3 Inc dent Response Test ng

The o gan zat on te ts the nc dent 
esponse capab l ty fo  the nfo mat on 

system [Ass gnment  o gan zat on-
def ned f equency] us ng [Ass gnment  
o gan zat on-def ned tests] to dete m ne 
the nc dent esponse e fect veness and 
documents the esults.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nc dent esponse tests to te t the nc dent esponse capab l ty fo  the nfo mat on system  
( ) def nes the f equency to test the nc dent esponse capab l ty fo  the nfo mat on system  and
( ) tests the nc dent esponse capab l ty fo  the nfo mat on system w th the o gan zat on-def ned f equency, us ng o gan zat on-
def ned tests to dete m ne the nc dent esponse e fect veness and documents the esu ts.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  cont ngency plann ng pol cy  p ocedu es add ess ng nc dent esponse te t ng  
p ocedu es add ess ng cont ngency plan test ng  nc dent esponse test ng mate al  nc dent esponse test esults  nc dent 
esponse test plan  nc dent esponse plan  cont ngency plan  secu ty plan  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent esponse test ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

O gan zat ons test nc dent esponse capab l t es to dete m ne the ove a l e fect veness of the capab l t es and to dent fy potent al 
weaknesses o  def c enc es. Inc dent esponse test ng ncludes, fo  example, the use of checkl sts, walk-th ough o  tabletop exe c ses, 
s mulat ons (pa allel/full nte upt), and comp ehens ve exe c ses. Inc dent e ponse test ng can also nclude a dete m nat on of the e fects on 
o gan zat onal ope at ons (e g , educt on n m ss on capab l t es), o gan zat onal as et , and nd v duals due to nc dent esponse. Related 
cont ols  CP-4, R 8. R 3 1), R 3 2) NIST Spec al Publ cat ons 800 84, 800-115.



IR-
3 1)

Inc dent Response 
Test ng - Automated 
Test ng

The o gan zat on employs automated 
mechan sms to mo e tho oughly and 
effect vely test the nc dent esponse 
capab l ty.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on employs automated mechan sms to mo e tho oughly and effect vely test/exe c se the nc dent 
esponse capab l ty fo  the nfo mat on system. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  cont ngency plann ng pol cy  p ocedu es add ess ng nc dent esponse te t ng  
p ocedu es add ess ng cont ngency plan test ng  nc dent esponse test ng documentat on  nc dent esponse test esu ts  nc dent 
esponse test plan  nc dent esponse plan  cont ngency plan  secu ty plan  automated mechan sms suppo t ng nc dent esponse 

tests  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent esponse test ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms that mo e tho oughly and e fect vely te t the nc dent esponse capab l ty].

O gan zat ons use automated mechan sms to mo e tho oughly and effect vely test nc dent esponse capab l t es, fo  example  ( ) by 
p ov d ng mo e complete cove age of nc dent esponse ssues  ( ) by select ng mo e eal st c test scena os and test env onments  and ( ) 
by st ess ng the esponse capab l ty. Related cont ol  AT-2.

IR-
3 2)

Inc dent Response 
Test ng - Coo d nat on 
W th Related Plans

The o gan zat on coo d nates nc dent 
esponse test ng w th o gan zat onal 

elements espons ble fo  elated plans.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on coo d nates nc dent esponse test ng w th o gan zat onal elements espons ble fo  elated plans.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  cont ngency plann ng pol cy  p ocedu es add ess ng nc dent esponse te t ng  
nc dent esponse test ng documentat on  nc dent esponse plan  bus ness cont nu ty plans  cont ngency plans  d saste  ecove y 

plans  cont nu ty of ope at ons plans  c s s commun cat ons plans  c t cal nf ast uctu e plans  occupant eme gency plans  
secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent esponse test ng espons b l t es  o gan zat onal pe sonnel w th 
espons b l t es fo  te t ng o gan at onal plans elated to nc dent esponse test ng  o gan zat onal pe sonnel w th nfo mat on 

secu ty espons b l t es].

O gan zat onal plans elated to nc dent esponse test ng nclude, fo  example, Bus ness Cont nu ty Plans, Cont ngency Plans, D saste  
Recove y Plans, Cont nu ty of Ope at ons Plans, C s s Commun cat ons Plans, C t cal Inf ast uctu e Plans, and Occupant Eme gency Plans.

IR-4 Inc dent Handl ng The o gan zat on
a. Implements an nc dent handl ng 
capab l ty fo  secu ty nc dents that 
ncludes p epa at on, detect on and 

analys s, conta nment, e ad cat on, and 
ecove y

b. Coo d nates nc dent handl ng 
act v t es w th cont ngency plann ng 
act v t es  and
c. Inco po ates lessons lea ned f om 
ongo ng nc dent handl ng act v t es nto 
nc dent esponse p ocedu es, t a n ng, 

and test ng/exe c ses, and mplements 
th  lt  h  l

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) mplements an nc dent handl ng capab l ty fo  secu ty nc dents that ncludes
    -p epa at on  
    -detect on and analys s  
    -conta nment  
    -e ad cat on   
    - ecove y  
( ) coo d nates nc dent handl ng act v t es w th cont ngency plann ng act v t es
( ) nco po ates lessons lea ned f om ongo ng nc dent handl ng act v t es nto
    - nc dent esponse p ocedu es  
    t a n ng   
    test ng/exe c ses   
( v) mplements the esu t ng changes acco d ngly to
    - nc dent esponse p ocedu es  
    t a n ng   
    test ng/exe c ses   

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  cont ngency plann ng pol cy  p ocedu es add ess ng nc dent handl ng  nc dent 
esponse plan  cont ngency plan  secu ty plan  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent handl ng espons b l t es  o gan zat onal pe sonnel w th 
cont ngency plann ng espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Inc dent handl ng capab l ty fo  the o gan zat on].

O gan zat ons ecogn ze that nc dent esponse capab l ty s dependent on the capab l t es of o gan zat onal nfo mat on systems and the 
m ss on/bus ness p ocesses be ng suppo ted by those sy tems. The efo e, o gan zat ons cons de  nc dent esponse as pa t of the def n t on, 
des gn, and development of m ss on/bus ness p ocesses and nfo mat on systems. Inc dent- elated nfo mat on can be obta ned f om a 
va ety of sou ces nclud ng, fo  example, aud t mon to ng, netwo k mon to ng, phys cal access mon to ng, use /adm n st ato  epo ts, and 
epo ted supply cha n events. Effect ve nc dent handl ng capab l ty ncludes coo d nat on among many o gan zat onal ent t es nclud ng, fo  

example, m ss on/bus ness owne s, nfo mat on system owne s, autho z ng off c als, human esou ces off ces, phys cal and pe sonnel 
secu ty off ces, legal depa tments, ope at ons pe sonnel, p ocu ement off ces, and the sk execut ve funct on). Related cont ols  AU 6, CM-
6  CP-2  CP-  R-2  R 3  R-8  PE 6  SC-5  SC-7  S -3  S -  S -7

R-4 1), R-4 2), R-4 3), R-4(4), IR-4(5), IR-4(6), IR-4(7), IR-4(8), IR-4(9), 
R- 10) E t  O  13587  N ST S l P l t  800-61

IR-
4 1)

Inc dent Handl ng - 
Automated Inc dent 
Handl ng P ocesses

The o gan zat on employs automated 
mechan sms to suppo t the nc dent 
handl ng p ocess.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs automated mechan sms to suppo t the nc dent handl ng p oces . 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent handl ng  automated mechan sms suppo t ng 
nc dent handl ng  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 

documentat on  nfo mat on system aud t eco ds  nc dent esponse plan  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent handl ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms that suppo t and/o  mplement the nc dent handl ng p ocess].

Automated mechan sms suppo t ng nc dent handl ng p ocesses nclude, fo  example, onl ne nc dent management systems.

IR-
4 2)

Inc dent Handl ng - 
Dynam c Reconf gu at on

The o gan zat on ncludes dynam c 
econf gu at on of [Ass gnment  

o gan zat on-def ned nfo mat on system 
components] as pa t of the nc dent 
esponse capab l ty.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on system components to be dynam cally econf gu ed as pa t of the nc dent esponse capab l ty  and
( ) ncludes dynam c econf gu at on of o gan zat on-def ned nfo mat on system components as pa t of the nc dent esponse 
capab l ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent handl ng  automated mechan sms suppo t ng 
nc dent handl ng  l st of system components to be dynam cally econf gu ed as pa t of nc dent esponse capab l ty  nfo mat on 

system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  nc dent esponse plan  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent handl ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms that suppo t and/o  mplement dynam c econf gu at on of components as pa t of 
nc dent esponse].

Dynam c econf gu at on ncludes, fo  example, changes to oute  ules, access cont ol l sts, nt us on detect on/p event on system 
pa amete s, and f te  ules fo  f ewalls and gateways. O gan zat ons pe fo m dynam c econf gu at on of nfo mat on systems, fo  example, 
to stop attacks, to m sd ect a tacke s, and to solate components of systems, thus l m t ng the extent of the damage f om b eaches o  
comp om ses. O gan zat ons nclude t me f ames fo  ach ev ng the econf gu at on of nfo mat on systems n the def n t on of the 
econf gu at on capab l ty, cons de ng the potent al need fo  ap d esponse n o de  to effect vely add ess soph st cated cybe  th eats. 

Related cont ols  AC-2, AC-4, AC-16, CM-2, CM 3, CM-4.

IR-
4 3)

Inc dent Handl ng - 
Cont nu ty Of Ope at ons

The o gan zat on dent f es [Ass gnment  
o gan zat on-def ned classes of nc dents] 
and [Ass gnment  o gan zat on-def ned 
act ons to take n esponse to classes of 
nc dents] to ensu e cont nuat on of 

o gan zat onal m ss ons and bus ness 
funct ons.  

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes classes of nc dents equ ng an o gan zat on-def ned act on to be taken
( ) def nes act ons to be taken n esponse to o gan zat on-def ned classes of nc dents  and
( ) dent f es o gan zat on-def ned clas es of nc dents and o gan zat on-def ned act ons to take n esponse to classes of nc dents 
to ensu e cont nuat on of o gan zat onal m ss ons and bus ness funct ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent handl ng  nc dent esponse plan  secu ty plan  
l st of classes of nc dents  l st of app op ate nc dent esponse act ons  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent handl ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms that suppo t and/o  mplement cont nu ty of ope at ons].

Classes of nc dents nclude, fo  example, ma funct ons due to des gn/ mplementat on e o s and om ss ons, ta geted mal c ous attacks, and 
unta geted mal c ous attacks. App op ate nc dent esponse act ons nclude, fo  example, g aceful deg adat on, nfo mat on sy tem 
shutdown, fa l back to manual mode/a te nat ve technology whe eby the system ope ates d ffe ently, employ ng decept ve measu es, 
alte nate nfo mat on flows, o  ope at ng n a mode that s ese ved solely fo  when systems a e unde  attack.

IR-
4 4)

Inc dent Handl ng - 
Info mat on Co elat on

The o gan zat on co elates nc dent 
nfo mat on and nd v dual nc dent 
esponses to ach eve an o gan zat on-

w de pe spect ve on nc dent awa eness 
and esponse.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on co elates nc dent nfo mat on and nd v dual nc dent esponses to ach eve an o gan zat on-w de 
pe pect ve on nc dent awa eness and esponse.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent handl ng  nc dent esponse plan  secu ty plan  
automated mechan sms suppo t ng nc dent and event co elat on  nfo mat on system des gn documentat on  nfo mat on ystem 
conf gu at on se t ngs and assoc ated documentat on  nc dent management co elat on logs  event management co elat on logs  
secu ty nfo mat on and event management logs  nc dent management co elat on epo ts  event management co elat on 
epo ts  secu ty nfo mat on and event management epo ts  aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent handl ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th whom nc dent nfo mat on and nd v dual nc dent esponses 

a e to be co elated].
Test  SELECT FROM  O gan zat onal p ocesses fo  co elat ng nc dent nfo mat on and nd v dual nc dent esponses  automated 
mechan sms that suppo t and o  mplement co elat on of nc dent esponse nfo mat on w th nd v dual nc dent esponses].

Somet mes the natu e of a th eat event, fo  example, a host le cybe  attack, s such that t can only be obse ved by b ng ng togethe  
nfo mat on f om d ffe ent sou ces nclud ng va ous epo ts and epo t ng p ocedu es establ shed by o gan zat ons.



IR-
4 5)

Inc dent Handl ng - 
Automat c D sabl ng Of 
Info mat on System

The o gan zat on mplements a 
conf gu able capab l ty to automat cally 
d sable the nfo mat on system f 
[Ass gnment  o gan zat on-def ned 
secu ty v olat ons] a e detected.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes secu ty v olat ons that, f detected, n t ate a conf gu able capab l ty to automat cally d sable the nfo mat on system  
and
( ) mplements a conf gu able capab l ty to automat cally d sable the nfo mat on system f any of the o gan zat on-def ned 
secu ty v olat ons a e detected.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent handl ng  automated mechan sms suppo t ng 
nc dent handl ng  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 

documentat on  nc dent esponse plan  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent handl ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system develope s].

Test  SELECT FROM  Inc dent handl ng capab l ty fo  the o gan zat on  automated mechan sms suppo t ng and/o  mplement ng 
automat c d sabl ng of the nfo mat on system].

IR-
4 6)

Inc dent Handl ng - 
Ins de  Th eats - Spec f c 
Capab l t es

The o gan zat on mplements nc dent 
handl ng capab l ty fo  ns de  th eats.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on mplements nc dent handl ng capab l ty fo  ns de  th eats.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent handl ng  automated mechan sms suppo t ng 
nc dent handl ng  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 

documentat on  nc dent esponse plan  secu ty plan  aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent handl ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Inc dent handl ng capab l ty fo  the o gan zat on].

Wh le many o gan zat ons add ess ns de  th eat nc dents as an nhe ent pa t of the  o gan zat onal nc dent esponse capab l ty, th s 
cont ol enhancement p ov des add t onal emphas s on th s type of th eat and the need fo  spec f c nc dent handl ng capab l t es (as def ned 
w th n o gan zat ons) to p ov de app op ate and t mely esponses.

IR-
4 7)

Inc dent Handl ng - 
Ins de  Th eats - Int a-
O gan zat on 
Coo d nat on

The o gan zat on coo d nates nc dent 
handl ng capab l ty fo  ns de  th eats 
ac oss [Ass gnment  o gan zat on-
def ned components o  elements of the 

t ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes components o  elements of the o gan zat on w th whom the nc dent handl ng capab l ty fo  ns de  th eats s to be 
coo d nated  and
( ) coo d nates nc dent handl ng capab l ty fo  ns de  th eats ac oss o gan zat on-def ned components o  elements of the 
o gan zat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent handl ng  nc dent esponse plan  secu ty plan  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent handl ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel/elements w th whom nc dent handl ng capab l ty s to be 

coo d nated].
Test  SELECT FROM  O gan zat onal p ocesses fo  coo d nat ng nc dent handl ng].

Inc dent handl ng fo  ns de  th eat nc dents ( nclud ng p epa at on, detect on and analys s, conta nment, e ad cat on, and ecove y) equ es 
close coo d nat on among a va ety of o gan zat onal components o  elements to be e fect ve. These components o  elements nclude, fo  
example, m ss on/bus ness owne s, nfo mat on system owne s, human esou ces off ces, p ocu ement off ces, pe sonnel/phys cal secu ty 
o f ces, ope at ons pe sonnel, and sk execut ve funct on). In add t on, o gan zat ons may equ e exte nal suppo t f om fede al, state, and 
l l l  f t 

IR-
4 8)

Inc dent Handl ng - 
Co elat on W th 
Exte nal O gan zat ons

The o gan zat on coo d nates w th 
[Ass gnment  o gan zat on-def ned 
exte nal o gan zat ons] to co elate and 
sha e [Ass gnment  o gan zat on-def ned 
nc dent nfo mat on] to ach eve a c oss-

o gan zat on pe pect ve on nc dent 
awa eness and mo e e fect ve nc dent 
esponses.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes exte nal o gan zat ons w th whom o gan zat onal nc dent nfo mat on s to be coo d nated
( ) def nes nc dent nfo mat on to be co elated and sha ed w th o gan zat on-def ned exte nal o gan zat ons  and
( ) the o gan zat on coo d nates w th o gan at on-def ned exte nal o gan zat ons to co elate and sha e o gan zat on-def ned 
nfo mat on to ach eve a c oss-o gan zat on pe spect ve on nc dent awa eness and mo e effect ve nc dent esponses.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent handl ng  l st of exte nal o gan zat ons  eco ds 
of nc dent handl ng coo d nat on w th exte nal o gan zat ons  nc dent esponse plan  secu ty plan  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent handl ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  pe sonnel f om exte nal o gan zat ons w th whom nc dent espon e nfo mat on s to be 

coo d nated sha ed/co elated].
Test  SELECT FROM  O gan zat onal p ocesses fo  coo d nat ng nc dent handl ng nfo mat on w th exte nal o gan zat ons].

The coo d nat on of nc dent nfo mat on w th exte nal o gan zat ons nclud ng, fo  example, m ss on bus ness pa tne s, m l ta y/coal t on 
pa tne s, custome s, and mu t t e ed develope s, can p ov de s gn f cant benef ts. C oss-o gan zat onal coo d nat on w th espect to nc dent 
handl ng can se ve as an mpo tant sk management capab l ty. Th s capab l ty a lows o gan zat ons to leve age c t cal nfo mat on f om a 
va ety of sou ces to e fect vely espond to nfo mat on secu ty- elated nc dents potent ally affect ng the o gan zat on s ope at ons, assets, 
and nd v duals.

IR-
4 9)

Inc dent Handl ng - 
Dynam c Response 
Capab l ty

The o gan zat on employs [Ass gnment  
o gan zat on-def ned dynam c esponse 
capab l t es] to e fect vely e pond to 
secu ty nc dents.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes dynam c esponse capab l t es to be employed to e fect vely espond to secu ty nc dents  and
( ) employs o gan zat on-def ned dynam c esponse capab l t es to e fect vely espond to secu ty nc dents.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent handl ng  automated mechan sms suppo t ng 
dynam c esponse capab l t es  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nc dent esponse plan  secu ty plan  aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent handl ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  dynam c esponse capab l ty  automated mechan sms suppo t ng and/o  
mplement ng the dynam c esponse capab l ty fo  the o gan zat on].

Th s cont ol enhancement add esses the deployment of eplacement o  new capab l t es n a t mely manne  n esponse to secu ty nc dents 
(e.g., adve sa y act ons du ng host le cybe  attacks). Th s ncludes capab l t es mplemented at the m ss on/bus ness p ocess level (e.g., 
act vat ng alte nat ve m ss on/bus ness p ocesses) and at the nfo mat on system level. Related cont ol  CP 10.

IR-
4 10)

Inc dent Handl ng - 
Supply Cha n 
Coo d nat on

The o gan zat on coo d nates nc dent 
handl ng act v t es nvolv ng supply cha n 
events w th othe  o gan zat ons nvolved 
n the supply cha n.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on coo d nates nc dent handl ng act v t es nvolv ng supply cha n events w th othe  o gan zat ons 
nvolved n the supply cha n.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng supply cha n coo d nat on  acqu s t on cont acts  se v ce-
level ag eements  nc dent esponse plan  secu ty plan  nc dent esponse plans of othe  o gan zat on nvolved n supply cha n 
act v t es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent handl ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th supply cha n e pons b l t es].

O gan zat ons nvolved n supply cha n act v t es nclude, fo  example, system/p oduct develope s, nteg ato s, manufactu e s, package s, 
assemble s, d st buto s, vendo s, and ese le s. Supply cha n nc dents nclude, fo  example, comp om ses/b eaches nvolv ng nfo mat on 
system components, nfo mat on technology p oducts, development p ocesses o  pe onnel, and d st but on p ocesses o  wa ehous ng 
fac l t es.

IR-5 Inc dent Mon to ng 

The o gan zat on t acks and documents 
nfo mat on system secu ty nc dents.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) t acks nfo mat on system secu ty nc dents  and
( ) documents nfo mat on system secu ty nc dents.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent mon to ng  nc dent esponse eco ds and 
documentat on  nc dent esponse plan  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent mon to ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Inc dent mon to ng capab l ty fo  the o gan zat on  automated mechan sms suppo t ng and/o  mplement ng 
t ack ng and document ng of system secu ty nc dents].

Document ng nfo mat on system secu ty nc dents ncludes, fo  example, ma nta n ng eco ds about each nc dent, the status of the 
nc dent, and othe  pe t nent nfo mat on necessa y fo  fo ens cs, evaluat ng nc dent deta ls, t ends, and handl ng. Inc dent nfo mat on can 

be obta ned f om a va ety of sou ces nclud ng, fo  example, nc dent epo ts, nc dent esponse teams, aud t mon to ng, netwo k 
mon to ng, phys cal access mon to ng, and use /adm n st ato  epo ts. Related cont ols  AU-6, IR-8, PE-6, SC 5, SC 7, SI 3, SI-4, SI 7. R 5 1) NIST Spec al Publ cat on 800 61.



IR-
5 1)

Inc dent Mon to ng - 
Automated T ack ng / 
Data Collect on / 
Analys s

The o gan zat on employs automated 
mechan sms to ass st n the t ack ng of 
secu ty nc dents and n the co lect on 
and analys s of nc dent nfo mat on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs automated mechan sms to ass st n the
( ) t ack ng of secu ty nc dents
( ) co lect on of nc dent nfo mat on  and
( ) analys s of nc dent nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent mon to ng  automated mechan sms suppo t ng 
nc dent mon to ng  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 

documentat on  nc dent esponse plan  secu ty plan  aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent mon to ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms a s st ng n t ack ng of secu ty nc dents and n the collect on and analys s of 
nc dent nfo mat on].

Automated mechan sms fo  t ack ng secu ty nc dents and collect ng/analyz ng nc dent nfo mat on nclude, fo  example, the E nste n 
netwo k mon to ng dev ce and mon to ng onl ne Compute  Inc dent Response Cente s (CIRCs) o  othe  elect on c databases of nc dents.  
Related cont ols  AU-7, IR-4.

IR-6 Inc dent Repo t ng 

The o gan zat on
a. Requ es pe sonnel to epo t 
suspected secu ty nc dents to the 
o gan zat onal nc dent esponse 
capab l ty w th n [Ass gnment  
o gan zat on-def ned t me pe od]  and
b. Repo ts secu ty nc dent nfo mat on 
to [Ass gnment  o gan zat on-def ned 
autho t es].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the t me pe od w th n wh ch pe sonnel epo t suspected secu ty nc dents to the o gan zat onal nc dent esponse 
capab l ty
( ) equ es pe sonnel to epo t suspected secu ty nc dents to the o gan zat onal nc dent esponse capab l ty w th n the 
o gan zat on-def ned t me pe od
( ) def nes autho t es to whom secu ty nc dent nfo mat on s to be epo ted  and
( v) epo ts secu ty nc dent nfo mat on to o gan zat on-def ned autho t es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent epo t ng  nc dent epo t ng eco ds and 
documentat on  nc dent esponse plan  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent epo t ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  pe sonnel who have/should have epo ted nc dents  pe sonnel (autho t es) to whom 
nc dent nfo mat on s to be epo ted].

Test  SELECT FROM  O gan zat onal p ocesses fo  nc dent epo t ng  automated mechan sms suppo t ng and/o  mplement ng 
nc dent epo t ng].

The ntent of th s cont ol s to add ess both spec f c nc dent epo t ng equ ements w th n an o gan zat on and the fo mal nc dent epo t ng 
equ ements fo  fede al agenc es and the  subo d nate o gan zat ons. Suspected secu ty nc dents nclude, fo  example, the ece pt of 

susp c ous ema l commun cat ons that can potent a ly conta n mal c ous code. The types of secu ty nc dents epo ted, the content and 
t mel ness of the epo ts, and the des gnated epo t ng autho t es eflect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, 
pol c es, standa ds, and gu dance. Cu ent fede al pol cy equ es that a l fede al agenc es (unless spec f cally exempted f om such 
equ ements) epo t secu ty nc dents to the Un ted States Compute  Eme gency Read ness Team (US-CERT) w th n spec f ed t me f ames 

des gnated n the US-CERT Concept of Ope at ons fo  Fede al Cybe  Secu ty Inc dent Handl ng. Related cont ols  IR-4, IR-5, R-8. R 6 1), R 6 2), R-6 3)
NIST Spec al Publ cat on 800 61  Web  http / www us-
ce t gov. 

IR-
6 1)

Inc dent Repo t ng - 
Automated Repo t ng

The o gan zat on employs automated 
mechan sms to ass st n the epo t ng of 
secu ty nc dents.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs automated mechan sms to ass st n the epo t ng of secu ty nc dents.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent epo t ng  automated mechan sms suppo t ng 
nc dent epo t ng  nfo mat on system des gn documentat on  nfo mat on system conf gu at on se t ngs and as oc ated 

documentat on  nc dent esponse plan  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent epo t ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  nc dent epo t ng  automated mechan sms suppo t ng and/o  mplement ng 
epo t ng of secu ty nc dents].

Related cont ol  IR-7.

IR-
6 2)

Inc dent Repo t ng - 
Vulne ab l t es Related 
To Inc dents

The o gan zat on epo ts nfo mat on 
system vulne ab l t es assoc ated w th 
epo ted secu ty nc dents to 

[Ass gnment  o gan zat on-def ned 
pe sonnel o  oles].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes pe sonnel o  oles to whom nfo mat on system vulne ab l t es assoc ated w th epo ted secu ty nc dents a e to be 
epo ted  and

( ) epo ts nfo mat on system vulne ab l t es assoc ated w th epo ted secu ty nc dents to o gan zat on-def ned pe sonnel o  
oles.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent epo t ng  nc dent esponse plan  secu ty plan  
secu ty nc dent epo ts and assoc ated nfo mat on system vulne ab l t es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent epo t ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  pe sonnel to whom vulne ab l t es assoc ated w th secu ty 
nc dents a e to be epo ted].

Test  SELECT FROM  O gan zat onal p ocesses fo  nc dent epo t ng  automated mechan sms suppo t ng and/o  mplement ng 
epo t ng of vulne ab l t es assoc ated w th secu ty nc dents].

IR-
6 3)

Inc dent Repo t ng - 
Coo d nat on W th 
Supply Cha n

The o gan zat on p ov des secu ty 
nc dent nfo mat on to othe  

o gan zat ons nvolved n the supply 
cha n fo  nfo mat on systems o  
nfo mat on system components elated 

to the nc dent.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p ov des secu ty nc dent nfo mat on to othe  o gan zat ons nvolved n the supply cha n fo  
nfo mat on systems o  nfo mat on system components elated to the nc dent.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng supply cha n coo d nat on  acqu s t on cont acts  se v ce-
level ag eements  nc dent esponse plan  secu ty plan  plans of othe  o gan zat on nvolved n supply cha n act v t es  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent epo t ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th supply cha n e pons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  nc dent epo t ng  automated mechan sms suppo t ng and/o  mplement ng 
epo t ng of nc dent nfo mat on nvolved n the supply cha n].

O gan zat ons nvolved n supply cha n act v t es nclude, fo  example, system/p oduct develope s, nteg ato s, manufactu e s, package s, 
assemble s, d st buto s, vendo s, and ese le s. Supply cha n nc dents nclude, fo  example, comp om ses/b eaches nvolv ng nfo mat on 
system components, nfo mat on technology p oducts, development p ocesses o  pe onnel, and d st but on p ocesses o  wa ehous ng 
fac l t es. O gan zat ons dete m ne the app op ate nfo mat on to sha e cons de ng the value ga ned f om suppo t by exte nal o gan zat ons 
w th the potent al fo  ha m due to sens t ve nfo mat on be ng eleased to outs de o gan zat ons of pe haps quest onable t ustwo th ness.

IR-7 
Inc dent Response 
Ass stance 

The o gan zat on p ov des an nc dent 
esponse suppo t esou ce, nteg al to 

the o gan zat onal nc dent esponse 
capab l ty that o fe s adv ce and 
ass stance to use s of the nfo mat on 
system fo  the handl ng and epo t ng of 

t  t  

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p ov des an nc dent esponse suppo t esou ce that
( ) s nteg al to the o gan zat onal nc dent esponse capab l ty  and 
( ) o fe s adv ce and ass stance to use s of the nfo mat on system fo  the handl ng and epo t ng of secu ty nc dents.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent esponse ass stance  nc dent esponse plan  
secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent esponse ass stance and suppo t espons b l t es  o gan zat onal 
pe onnel w th access to nc dent esponse suppo t and ass stance capab l ty  o gan zat onal pe sonnel w th nfo mat on secu ty 
espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  nc dent esponse ass stance  automated mechan sms suppo t ng and/o  
mplement ng nc dent esponse ass stance].

Inc dent esponse suppo t esou ces p ov ded by o gan zat ons nclude, fo  example, help desks, ass stance g oups, and access to fo ens cs 
 h   R l t  t l  T-2  IR-  IR-6  R-8  S -9 R 7 1)  R 7 2) N

IR-
7 1)

Inc dent Response 
Ass stance - Automat on 
Suppo t Fo  Ava lab l ty 
Of Info mat on / Suppo t

The o gan zat on employs automated 
mechan sms to nc ease the ava lab l ty 
of nc dent esponse- elated nfo mat on 
and suppo t.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on employs automated mechan sms to nc ease the ava lab l ty of nc dent esponse- elated nfo mat on 
and suppo t. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent esponse ass stance  automated mechan sms 
suppo t ng nc dent esponse suppo t and ass stance  nfo mat on system des gn documentat on  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  nc dent esponse plan  secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent esponse suppo t and ass stance espons b l t es  o gan zat onal 
pe onnel w th access to nc dent esponse suppo t and ass stance capab l ty  o gan zat onal pe sonnel w th nfo mat on secu ty 
espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  nc dent esponse ass stance  automated mechan sms suppo t ng and/o  
mplement ng an nc ease n the ava lab l ty of nc dent esponse nfo mat on and suppo t].

Automated mechan sms can p ov de a push and/o  pu l capab l ty fo  use s to obta n nc dent esponse ass stance. Fo  example, nd v duals 
m ght have access to a webs te to que y the ass stance capab l ty, o  conve sely, the ass stance capab l ty may have the ab l ty to p oact vely 
send nfo mat on to use s (gene al d st but on o  ta geted) as pa t of nc eas ng unde stand ng of cu ent esponse capab l t es and suppo t.

IR-
7 2)

Inc dent Response 
Ass stance - Coo d nat on 
W th Exte nal P ov de s

The o gan zat on
(a) Establ shes a d ect, coope at ve 
elat onsh p between ts nc dent 
esponse capab l ty and exte nal 

p ov de s of nfo mat on system 
p otect on capab l ty  and
(b) Ident f es o gan zat onal nc dent 
esponse team membe s to the exte nal 

p ov de s.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) establ shes a d ect, coope at ve elat onsh p between ts nc dent esponse capab l ty and exte nal p ov de s of nfo mat on 
system p otect on capab l ty  and
( ) dent f es o gan zat onal nc dent esponse team membe s to the exte nal p ov de s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent esponse ass stance  nc dent esponse plan  
secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent esponse suppo t and ass stance espons b l t es  exte nal 
p ov de s of nfo mat on system p otect on capab l ty  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

Exte nal p ov de s of nfo mat on system p otect on capab l ty nclude, fo  example, the Compute  Netwo k Defense p og am w th n the U.S. 
Depa tment of Defense. Exte nal p ov de s help to p otect, mon to , analyze, detect, and espond to unautho zed act v ty w th n 
o gan zat onal nfo mat on systems and netwo ks.



IR-8 Inc dent Response Plan

 
a. Develops an nc dent esponse plan 
that
1. P ov des the o gan zat on w th a 
oadmap fo  mplement ng ts nc dent 
esponse capab l ty

2. Desc bes the st uctu e and 
o gan zat on of the nc dent esponse 
capab l ty
3. P ov des a h gh-level app oach fo  
how the nc dent esponse capab l ty f ts 
nto the ove all o gan zat on

4. Meets the un que equ ements of the 
o gan zat on, wh ch elate to m ss on, 
s ze, st uctu e, and funct ons
5. Def nes epo table nc dents
6. P ov des met cs fo  measu ng the 
nc dent esponse capab l ty w th n the 

o gan zat on
7. Def nes the e ou ces and 
management suppo t needed to 
effect vely ma nta n and matu e an 
nc dent esponse capab l ty  and

8. Is ev ewed and app oved by 
[Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]
b. D t butes cop es of the nc dent 
esponse plan to [A s gnment  

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops an nc dent esponse plan that
    -p ov des the o gan zat on w th a oadmap fo  mplement ng ts nc dent esponse capab l ty
    -desc bes the st uctu e and o gan zat on of the nc dent esponse capab l ty  
    -p ov des a h gh level app oach fo  how the nc dent esponse capab l ty f ts nto the ove a l o gan zat on  
    -meets the un que equ ements of the o gan zat on, wh ch elate to
        (a) m ss on
        (b) s ze
        (c) st uctu e
        (d) funct ons
    -def nes epo table nc dents
    -p ov des met cs fo  measu ng the nc dent esponse capab l ty w th n the o gan zat on
    -def nes the esou ces and management suppo t needed to e fect vely ma nta n and matu e an nc dent esponse capab l ty
    -def nes pe sonnel o  oles to ev ew and app ove the nc dent esponse plan
    - s ev ewed and app oved by o gan at on-def ned pe sonnel o  oles
( ) def nes nc dent esponse pe sonnel ( dent f ed by name and/o  by ole) to whom cop es of the nc dent e ponse plan a e to be 
d st buted
( ) def nes o gan zat onal elements to whom cop es of the nc dent esponse plan a e to be d st buted
( v) d st butes cop es of the nc dent esponse plan to o gan zat on-def ned nc dent esponse pe sonnel ( dent f ed by name and/o  
by ole) and o gan zat onal elements
(v) def nes the f equency to ev ew the nc dent esponse plan
(v ) ev ews the nc dent esponse plan w th the o gan zat on-def ned f equency
(v ) updates the nc dent esponse plan to add ess system/o gan zat onal changes o  p oblems encounte ed du ng plan
    - mplementat on
    -execut on  o
    test ng

                    

It s mpo tant that o gan zat ons develop and mplement a coo d nated app oach to nc dent esponse. O gan zat onal m ss on , bus ness 
funct ons, st ateg es, goals, and ob ect ves fo  nc dent esponse help to dete m ne the st uctu e of nc dent esponse capab l t es. As pa t of a 
comp ehens ve nc dent esponse capab l ty, o gan zat ons cons de  the coo d nat on and sha ng of nfo mat on w th exte nal o gan zat ons, 
nclud ng, fo  example, exte nal se v ce p ov de s and o gan zat ons nvolved n the supply cha n fo  o gan zat onal nfo mat on systems. 

Related cont ols  MP 2, MP-4, MP-5. None NIST Spec al Publ cat on 800 61.

IR-9
Info mat on Sp lage 
Response

The o gan zat on e ponds to 
nfo mat on sp lls by

a. Ident fy ng the spec f c nfo mat on 
nvolved n the nfo mat on system 

contam nat on
b. Ale t ng [Ass gnment  o gan zat on-
def ned pe sonnel o  ole ] of the 
nfo mat on sp ll us ng a method of 

commun cat on not assoc ated w th the 
sp l
c. Isolat ng the contam nated 
nfo mat on system o  system 

component
d. E ad cat ng the nfo mat on f om the 
contam nated nfo mat on system o  
component
e. Ident fy ng othe  nfo mat on systems 
o  system components that may have 
been subsequently contam nated  and
f. Pe fo m ng othe  [Ass gnment  
o gan zat on-def ned act ons].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) esponds to nfo mat on sp lls by dent fy ng the spec f c nfo mat on caus ng the nfo mat on system contam nat on
( ) def nes pe sonnel to be ale ted of the nfo mat on sp lage
( ) dent f es a method of commun cat on not assoc ated w th the nfo mat on sp l to use to ale t o gan zat on-def ned pe sonnel 
of the sp l
( v) esponds to nfo mat on sp lls by ale t ng o gan zat on-def ned pe sonnel of the nfo mat on sp ll us ng a method of 
commun cat on not assoc ated w th the sp ll
(v) esponds to nfo mat on sp lls by solat ng the contam nated nfo mat on system
(v ) esponds to nfo mat on sp lls by e ad cat ng the nfo mat on f om the contam nated nfo mat on system
(v ) e ponds to nfo mat on sp ls by dent fy ng othe  nfo mat on systems that may have been subsequently contam nated
(v ) def nes othe  act ons to be pe fo med n esponse to nfo mat on sp lls  and
( x) esponds to nfo mat on sp lls by pe fo m ng othe  o gan zat on-def ned act ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nfo mat on sp llage  nc dent e ponse plan  eco ds of 
nfo mat on sp lage ale ts/not f cat on , l st of pe sonnel who should ece ve ale ts of nfo mat on sp llage  l st of act ons to be 

pe fo med ega d ng nfo mat on sp llage  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent esponse espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  nfo mat on sp lage esponse  automated mechan sms suppo t ng and/o  
mplement ng nfo mat on sp lage esponse act ons and elated commun cat ons].

Info mat on sp lage efe s to nstances whe e e the  class f ed o  sens t ve nfo mat on s nadve tently placed on nfo mat on systems that 
a e not autho zed to p ocess such nfo mat on. Such nfo mat on sp lls o ten occu  when nfo mat on that s n t a ly thought to be of lowe  
sens t v ty s t ansm tted to an nfo mat on system and then s subsequently dete m ned to be of h ghe  sens t v ty. At that po nt, co ect ve 
act on s equ ed. The natu e of the o gan zat onal esponse s gene ally based upon the deg ee of sens t v ty of the sp lled nfo mat on (e.g., 
secu ty catego y o  class f cat on level), the secu ty capab l t es of the nfo mat on system, the spec f c natu e of contam nated sto age 
med a, and the access autho zat ons (e.g., secu ty clea ances) of nd v duals w th autho zed access to the contam nated system. The 
methods used to commun cate nfo mat on about the sp l afte  the fact do not nvolve methods d ectly assoc ated w th the actual sp l to 
m n m ze the sk of fu the  sp ead ng the contam nat on befo e such contam nat on s solated and e ad cated. R 9 1), R 9 2), R-9 3), IR-9(4) None

IR-
9 1)

Info mat on Sp lage 
Response - Respons ble 
Pe sonnel

The o gan zat on ass gns [Ass gnment  
o gan zat on-def ned pe sonnel o  oles] 
w th espons b l ty fo  espond ng to 
nfo mat on sp lls.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes pe sonnel w th espons b l ty fo  espond ng to nfo mat on sp ls  and
( ) ass gns o gan zat on-def ned pe sonnel w th espons b l ty fo  espond ng to nfo mat on sp ls.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nfo mat on sp llage  nc dent e ponse plan  l st of 
pe onnel espons ble fo  espond ng to nfo mat on sp llage  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent esponse espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

IR-
9 2)

Info mat on Sp lage 
Response - T a n ng

The o gan zat on p ov des nfo mat on 
sp lage esponse t a n ng [A s gnment  
o gan zat on-def ned f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the f equency to p ov de nfo mat on sp llage esponse t a n ng  and
( ) p ov des nfo mat on sp llage esponse t a n ng w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nfo mat on sp llage esponse t a n ng  nfo mat on 
sp llage esponse t a n ng cu culum  nfo mat on sp lage esponse t a n ng mate als  nc dent esponse plan  nfo mat on sp llage 
esponse t a n ng eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent esponse t a n ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

IR-
9 3)

Info mat on Sp lage 
Response - Post-Sp l 
Ope at ons

The o gan zat on mplements 
[Ass gnment  o gan zat on-def ned 
p ocedu es] to ensu e that 
o gan zat onal pe sonnel mpacted by 
nfo mat on sp lls can cont nue to ca y 

out ass gned tasks wh le contam nated 
systems a e unde go ng co ect ve 
act ons.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes p ocedu es that ensu e o gan zat onal pe sonnel mpacted by nfo mat on sp ls can cont nue to ca y out ass gned tasks 
wh le contam nated systems a e unde go ng co ect ve act ons  and
( ) mplements o gan zat on-def ned p ocedu es to ensu e that o gan zat onal pe sonnel mpacted by nfo mat on sp ls can 
cont nue to ca y out ass gned tasks wh le contam nated systems a e unde go ng co ect ve act ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent handl ng  p ocedu es add ess ng nfo mat on 
sp llage  nc dent esponse plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent esponse espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  post-sp ll ope at ons].

  Co ect on act ons fo  nfo mat on systems contam nated due to nfo mat on sp llages may be ve y t me-consum ng. Du ng those pe od , 
pe sonnel may not have access to the contam nated systems, wh ch may potent ally affect the  ab l ty to conduct o gan zat onal bus ness.

IR-
9 4)

Info mat on Sp lage 
Response - Exposu e To 
Unautho zed Pe sonnel

The o gan zat on employs [Ass gnment  
o gan zat on-def ned secu ty 
safegua ds] fo  pe sonnel exposed to 
nfo mat on not w th n ass gned access 

autho zat on .

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes secu ty safegua ds to be employed fo  pe sonnel exposed to nfo mat on not w th n ass gned access autho zat ons  and
( ) employs o gan zat on-def ned secu ty safegua ds fo  pe sonnel exposed to nfo mat on not w th n a s gned access 
autho zat ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent handl ng  p ocedu es add ess ng nfo mat on 
sp llage  nc dent esponse plan  ecu ty safegua ds ega d ng nfo mat on sp lage/exposu e to unautho zed pe sonnel  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent esponse espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  deal ng w th nfo mat on exposed to unautho zed pe sonnel  automated 
mechan sms suppo t ng and/o  mplement ng safegua ds fo  pe sonnel exposed to nfo mat on not w th n ass gned access 
autho zat ons].

Secu ty safegua ds nclude, fo  example, mak ng pe sonnel exposed to sp lled nfo mat on awa e of the fede al laws, d ect ves, pol c es, 
and/o  egulat ons ega d ng the nfo mat on and the est ct ons mpo ed based on exposu e to such nfo mat on.

IR-10
Integ ated Info mat on 
Secu ty Analys s Team

The o gan zat on establ shes an 
nteg ated team of fo ens c/mal c ous 

code analysts, tool develope s, and eal-
t  t  l

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on establ shes an nteg ated team of fo ens c/mal c ous code analyst, tool develope s, and eal-t me 
ope at ons pe sonnel.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Inc dent esponse pol cy  p ocedu es add ess ng nc dent esponse plann ng and secu ty analys s team 
nteg at on  nc dent esponse plan  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nc dent esponse and nfo mat on secu ty analys s espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  o gan at onal pe onnel pa t c pat ng on nteg ated secu ty 
analys s teams].

Hav ng an nteg ated team fo  nc dent esponse fac l tates nfo mat on sha ng. Such capab l ty allows o gan at onal pe onnel, nclud ng 
develope s, mplemente s, and ope ato s, to leve age the team knowledge of the th eat n o de  to mplement defens ve measu es that w ll 
enable o gan zat ons to dete  nt us ons mo e e fect vely. Mo eove , t p omotes the ap d detect on of nt us ons, development of 
app op ate m t gat ons, and the deployment of effect ve defens ve measu es. Fo  example, when an nt us on s detected, the nteg ated 
secu ty analys s team can ap dly develop an app op ate esponse fo  ope ato s to mplement, co elate the new nc dent w th nfo mat on 
on past nt us ons, and augment ongo ng nte l gence development. Th s enables the team to dent fy adve sa y TTPs that a e l nked to the 
ope at ons tempo o  to spec f c m ss ons/bus ness funct ons, and to def ne espons ve act ons n a way that does not d s upt the 
m ss on/bus ness ope at ons. Idea ly, nfo mat on secu ty analys s teams a e d st buted w th n o gan zat ons to make the capab l ty mo e 

l t N N

MA-1 
System Ma ntenance 
Pol cy and P ocedu es 

The o gan zat on
a. Develop , documents, and 
d ssem nates to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles]
1. A system ma ntenance pol cy that 
add esses pu po e, scope, oles, 
espons b l t es, management 

comm tment, coo d nat on among 
o gan zat onal ent t es, and compl ance  
and
2. P ocedu es to fac l tate the 
mplementat on of the system 

ma ntenance pol cy and assoc ated 
system ma ntenance cont ols  and
b. Rev ews and updates the cu ent
1. System ma ntenance pol cy 
[Ass gnment  o gan zat on-def ned 
f equency]  and
2. System ma ntenance p ocedu es 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops and documents a ma ntenance pol cy that add esses
    -pu pose  
    -scope  
    - oles 
    - espons b l t es  
    -management comm tment  
    -coo d nat on among o gan zat onal ent t es   
    -compl ance  
( ) def nes pe sonnel o  oles to whom the ma ntenance pol cy s to be d ssem nated
( ) d ssem nates the ma ntenance pol cy to o gan zat on-def ned pe sonnel o  oles
( v) develops and documents p ocedu es to fac l tate the mplementat on of the ma ntenance pol cy and assoc ated assessment 
and autho zat on cont ols
(v) def nes pe sonnel o  oles to whom the p ocedu es a e to be d ssem nated
(v ) d ssem nates the p ocedu es to o gan zat on-def ned pe sonnel o  oles
(v) def nes the f equency to ev ew and update the cu ent ma ntenance pol cy
(v ) ev ews and updates the cu ent ma ntenance pol cy w th the o gan zat on-def ned f equency
(v ) def nes the f equency to ev ew and update the cu ent ma ntenance p ocedu es  and
(v ) ev ews and updates the cu ent ma ntenance p ocedu es w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Ma ntenance pol cy and p ocedu es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th ma ntenance espons b l t es  o gan zat onal pe sonnel w th nfo mat on 
secu ty espons b l t es].

Th s cont ol add esses the establ shment of pol cy and p ocedu es fo  the effect ve mplementat on of selected secu ty cont ols and cont ol 
enhancements n the MA fam ly. Pol cy and p ocedu es eflect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c es, 
standa ds, and gu dance. Secu ty p og am pol c es and p ocedu es at the o gan zat on level may make the need fo  system-spec f c pol c es 
and p ocedu es unnecessa y. The pol cy can be ncluded as pa t of the gene al nfo mat on secu ty pol cy fo  o gan zat ons o  conve sely, 
can be ep esented by mult ple pol c es eflect ng the complex natu e of ce ta n o gan zat ons. The p ocedu es can be establ shed fo  the 
secu ty p og am n gene al and fo  pa t cula  nfo mat on systems, f needed. The o gan zat onal sk management st ategy s a key facto  n 
establ sh ng pol cy and p ocedu es. Related cont ol  PM-9. None NIST Spec al Publ cat ons 800 12, 800-100.



MA-2 Cont o led Ma ntenance 

 
a. Schedules, pe fo ms, document , and 
ev ews eco ds of ma ntenance and 
epa s on nfo mat on sy tem 

components n acco dance w th 
manufactu e  o  vendo  spec f cat ons 
and/o  o gan zat onal equ ements
b. App oves and mon to s all 
ma ntenance act v t es, whethe  
pe fo med on s te o  emotely and 
whethe  the equ pment s se v ced on 
s te o  emoved to anothe  locat on
c. Requ es that [Ass gnment  
o gan zat on-def ned pe sonnel o  oles] 
expl c tly app ove the emoval of the 
nfo mat on system o  system 

components f om o gan zat onal 
fac l t es fo  o f-s te ma ntenance o  
epa s

d. San t zes equ pment to emove a l 
nfo mat on f om assoc ated med a p o  

to emoval f om o gan zat onal fac l t es 
fo  o f-s te ma ntenance o  epa s
e. Checks all potent a ly mpacted 
secu ty cont ols to ve fy that the 
cont ols a e st ll funct on ng p ope ly 
fo low ng ma ntenance o  epa  act ons  
and

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
(  ) n acco dance w th
    -manufactu e  o  vendo  spec f cat ons  and/o
    -o gan zat onal equ ements
( ) schedules ma ntenance and epa s on nfo mat on system components
( ) pe fo ms ma ntenance and epa s on nfo mat on system components  
( v) documents ma ntenance and epa s on nfo mat on system components
(v) ev ews eco ds of ma ntenance and epa s on nfo mat on system components
(v ) app oves all ma ntenance act v t es, whethe  pe fo med on s te o  emotely and whethe  the equ pment s se v ced on s te o  
emoved to anothe  locat on

(v ) mon to s a l ma ntenance act v t es, whethe  pe fo med on s te o  emotely and whethe  the equ pment s se v ced on s te o  
emoved to anothe  locat on

(v ) def nes pe sonnel o  oles equ ed to expl c tly app ove the emoval of the nfo mat on system o  system components f om 
o gan zat onal fac l t es fo  off-s te ma ntenance o  epa s
( x) equ es that o gan zat on-def ned pe sonnel o  oles expl c tly app ove the emoval of the nfo mat on system o  system 
components f om o gan zat onal fac l t es fo  off-s te ma ntenance o  epa s
(x) san t zes equ pment to emove a l nfo mat on f om assoc ated med a p o  to emoval f om o gan zat onal fac l t es fo  off-s te 
ma ntenance o  epa s
(x ) checks a l potent ally mpacted secu ty cont ols to ve fy that the cont ols a e st l funct on ng p ope ly fo low ng ma ntenance 
o  epa  act ons
(x ) def nes ma ntenance- elated nfo mat on to be ncluded n o gan zat onal ma ntenance eco ds  and
(x ) ncludes o gan zat on-def ned ma ntenance- elated nfo mat on n o gan zat onal ma ntenance eco d .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng cont olled nfo mat on system 
ma ntenance  ma ntenance eco ds  manufactu e vendo  ma ntenance spec f cat ons  equ pment san t zat on eco ds  med a 

      

Th s cont ol add esses the nfo mat on secu ty aspects of the nfo mat on system ma ntenance p og am and appl es to a l types of 
ma ntenance to any system component ( nclud ng appl cat on ) conducted by any local o  nonlocal ent ty (e g., n-cont act, wa anty, n-
house, softwa e ma ntenance ag eement). System ma ntenance also ncludes those components not d ectly assoc ated w th nfo mat on 
p ocess ng and o  data/ nfo mat on etent on such as scanne , cop e s, and p nte s. Info mat on necessa y fo  c eat ng e fect ve 
ma ntenance eco ds ncludes, fo  example  ( ) date and t me of ma ntenance  ( ) name of nd v duals o  g oup pe fo m ng the ma ntenance  
( ) name of esco t, f necessa y  ( v) a desc pt on of the ma ntenance pe fo med  and (v) nfo mat on system components/equ pment 
emoved o  eplaced ( nclud ng dent f cat on numbe s, f appl cable). The level of deta l ncluded n ma ntenance eco ds can be nfo med by 

the secu ty catego es of o gan zat onal nfo mat on systems. O gan zat ons cons de  supply cha n ssues assoc ated w th eplacement 
components fo  nfo mat on systems. Related cont ols  CM 3, CM-4, MA-4, MP-6, PE 16, SA 12, SI-2. MA-2(2) None

MA-
2 1)

Cont o led Ma ntenance 
[W thd awn] - 
Inco po ated Into MA-2

[W thd awn  Inco po ated nto MA-2]. 

[W thd awn  Inco po ated nto MA-2].

MA-
2 2)

Cont o led Ma ntenance - 
Automated Ma ntenance 
Act v t es

The o gan zat on
(a) Employs automated mechan sms to 
schedule, conduct, and document 
ma ntenance and epa s  and
(b) P oduces up-to date, accu ate, and 
complete eco ds of all ma ntenance and 
epa  act ons equested, scheduled, n 

p ocess, and completed.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) employs automated mechan sms to
    -schedule ma ntenance and epa s
    -conduct ma ntenance and epa s
    -document ma ntenance and epa s
( ) p oduces up-to-date, accu ate, and complete eco ds of all ma ntenance and epa  act ons
    - equested
    -scheduled
    - n p ocess  and
    -completed.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng cont olled nfo mat on system 
ma ntenance  automated mechan sms suppo t ng nfo mat on sy tem ma ntenance act v t es  nfo mat on system conf gu at on 
sett ngs and assoc ated documentat on  ma ntenance eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng cont olled ma ntenance  automated mechan sms 
suppo t ng and/o  mplement ng p oduct on of eco ds of ma ntenance and epa  act ons].

Related cont ols  CA-7, MA 3.

MA-3 Ma ntenance Tools 

The o gan zat on app oves, cont ols, and 
mon to s nfo mat on system 

t  t l

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) app oves nfo mat on sy tem ma ntenance tools
( ) cont ols nfo mat on system ma ntenance tools  and
( ) mon to s nfo mat on system ma ntenance tools.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng nfo mat on system ma ntenance tools  
nfo mat on system ma ntenance tools and assoc ated documentat on  ma ntenance eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  app ov ng, cont oll ng, and mon to ng ma ntenance tools  automated 
mechan sms suppo t ng and/o  mplement ng app oval, cont ol, and/o  mon to ng of ma ntenance tools].

Th s cont ol add esses secu ty- elated ssues assoc ated w th ma ntenance tools used spec f ca ly fo  d agnost c and epa  act ons on 
o gan zat onal nfo mat on systems. Ma ntenance tools can nclude ha dwa e, so twa e, and f mwa e tems. Ma ntenance tools a e potent a  
veh cles fo  t anspo t ng mal c ous code, e the  ntent onally o  un ntent onally, nto a fac l ty and subsequently nto o gan zat onal 
nfo mat on systems. Ma ntenance tools can nclude, fo  example, ha dwa e/softwa e d agnost c test equ pment and ha dwa e/softwa e 

packet sn fe s. Th s cont ol does not cove  ha dwa e/softwa e components that may suppo t nfo mat on system ma ntenance, yet a e a 
pa t of the system, fo  example, the so twa e mplement ng “p ng,” “ls,” “ pconf g,” o  the ha dwa e and so twa e mplement ng the 

t  t f  Eth t t h  R l t  t l  M 2  M -5  MP-6 M -3(1)  M -3(2)  M 3 3)  M -3( ) NIST S l P l t  800 88

MA-
3 1)

Ma ntenance Tools - 
Inspect Tools

The o gan zat on nspects the 
ma ntenance tools ca ed nto a fac l ty 
by ma ntenance pe sonnel fo  mp ope  
o  unautho zed mod f cat ons.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on nspects the ma ntenance tools ca ed nto a fac l ty by ma ntenance pe sonnel fo  mp ope  o  
unautho zed mod f cat ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng nfo mat on system ma ntenance tools  
nfo mat on system ma ntenance tools and assoc ated documentat on  ma ntenance tool n pect on eco ds  ma ntenance eco ds  

othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  nspect ng ma ntenance tools  automated mechan sms suppo t ng and/o  
mplement ng nspect on of ma ntenance tools].

If, upon nspect on of ma ntenance tools, o gan zat ons dete m ne that the tools have been mod f ed n an mp ope /unautho zed manne  o  
conta n mal c ous code, the nc dent s handled cons stent w th o gan zat onal pol c es and p ocedu es fo  nc dent handl ng. Related cont ol  
SI-7.

MA-
3 2)

Ma ntenance Tools - 
Inspect Med a

The o gan zat on checks med a 
conta n ng d agnost c and test p og ams 
fo  mal c ous code befo e the med a a e 
used n the nfo mat on system.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on checks med a conta n ng d agno t c and test p og ams fo  mal c ous code befo e the med a a e used 
n the nfo mat on sy tem.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng nfo mat on system ma ntenance tools  
nfo mat on system ma ntenance tools and assoc ated documentat on  ma ntenance eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocess fo  nspect ng med a fo  mal c ous code  automated mechan sms suppo t ng and/o  
mplement ng nspect on of med a used fo  ma ntenance].

If, upon nspect on of med a conta n ng ma ntenance d agnost c and test p og ams, o gan zat ons dete m ne that the med a conta n 
mal c ous code, the nc dent s handled cons stent w th o gan zat onal nc dent handl ng pol c es and p ocedu es. Related cont ol  SI-3.

MA-
3 3)

Ma ntenance Tools - 
P event Unautho zed 
Removal

The o gan zat on p events the 
unautho zed emoval of ma ntenance 
equ pment conta n ng o gan zat onal 
nfo mat on by

(a) Ve fy ng that the e s no 
o gan zat onal nfo mat on conta ned on 
the equ pment
(b) San t z ng o  dest oy ng the 
equ pment
(c) Reta n ng the equ pment w th n the 
fac l ty  o
(d) Obta n ng an exempt on f om 
[Ass gnment  o gan zat on-def ned 
pe sonnel o  oles] expl c tly autho z ng 
emoval of the equ pment f om the 

fac l ty.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p events the unautho zed emoval of ma ntenance equ pment conta n ng o gan zat onal 
nfo mat on by

( ) ve fy ng that the e s no o gan zat onal nfo mat on conta ned on the equ pment
( ) san t z ng o  dest oy ng the equ pment
( ) eta n ng the equ pment w th n the fac l ty  o
( v) def n ng pe sonnel o  oles that can g ant an exempt on f om expl c tly autho z ng emoval of the equ pment f om the fac l ty  
and
(v) obta n ng an exempt on f om o gan zat on-def ned pe sonnel o  oles expl c tly autho z ng emoval of the equ pment f om the 
fac l ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng nfo mat on system ma ntenance tools  
nfo mat on system ma ntenance tools and assoc ated documentat on  ma ntenance eco ds  equ pment san t zat on eco ds  

med a san t zat on eco ds  exempt ons fo  equ pment emoval  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel espons ble fo  med a san t zat on].
Test  SELECT FROM  O gan zat onal p ocess fo  p event ng unautho zed emoval of nfo mat on  automated mechan sms 
suppo t ng med a san t zat on o  dest uct on of equ pment  automated mechan sms suppo t ng ve f cat on of med a san t zat on].

O gan zat onal nfo mat on ncludes a l nfo mat on spec f cally owned by o gan zat ons and nfo mat on p ov ded to o gan zat ons n wh ch 
o gan zat ons se ve as nfo mat on stewa ds.

MA-
3 4)

Ma ntenance Tools - 
Rest cted Tool Use

The nfo mat on system est cts the use 
of ma ntenance tools to autho zed 
pe sonnel only.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on est cts the use of ma ntenance tools to autho zed pe sonnel only.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng nfo mat on system ma ntenance tools  
nfo mat on system ma ntenance tools and assoc ated documentat on  l st of pe sonnel autho zed to u e ma ntenance tools  

ma ntenance tool usage eco ds  ma ntenance eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocess fo  est ct ng use of ma ntenance tools  automated mechan sms suppo t ng and/o  
mplement ng est cted use of ma ntenance tools].

Th s cont ol enhancement appl es to nfo mat on systems that a e u ed to ca y out ma ntenance funct ons. Related cont ols  AC-2, AC-3, AC-
5, AC 6.



MA-4 Non-Local Ma ntenance

The o gan zat on
a. App oves and mon to s nonlocal 
ma ntenance and d agnost c act v t es
b. A lows the use of nonlocal 
ma ntenance and d agnost c tools only 
as cons stent w th o gan zat onal pol cy 
and documented n the secu ty plan fo  
the nfo mat on ystem
c. Employs st ong authent cato s n the 
establ shment of nonlocal ma ntenance 
and d agnost c sess ons
d. Ma nta ns eco ds fo  nonlocal 
ma ntenance and d agnost c act v t es  
and
e. Te m nates sess on and netwo k 
connect ons when nonlocal ma ntenance 
s completed.    

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) app oves nonlocal ma ntenance and d agnost c act v t es
( ) mon to s nonlocal ma ntenance and d agnost c act v t es
( ) allows the use of nonlocal ma ntenance and d agnost c tools only
( v) as cons stent w th o gan zat onal pol cy
(v) as documented n the secu ty plan fo  the nfo mat on system
(v ) employs st ong authent cato s n the establ shment of nonlocal ma ntenance and d agnost c sess ons
(v ) ma nta ns eco ds fo  nonlocal ma ntenance and d agnost c act v t es
(v ) te m nates sess ons when nonlocal ma ntenance o  d agnost cs s completed  and
( x) te m nates netwo k connect ons when nonlocal ma ntenance o  d agnost cs s completed.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng nonlocal nfo mat on system 
ma ntenance  secu ty plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  ma ntenance eco ds  d agnost c eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng nonlocal ma ntenance  automated mechan sms mplement ng, 
suppo t ng, and/o  manag ng nonlocal ma ntenance  automated mechan sms fo  st ong authent cat on of nonlocal ma ntenance 
d agnost c sess ons  automated mechan sms fo  te m nat ng nonlocal ma ntenance se s ons and netwo k connect ons].

Nonlocal ma ntenance and d agnost c act v t es a e those act v t es conducted by nd v duals commun cat ng th ough a netwo k, e the  an 
exte nal netwo k (e.g., the Inte net) o  an nte nal netwo k. Local ma ntenance and d agnost c act v t es a e those act v t es ca ed out by 
nd v duals phys cally p esent at the nfo mat on system o  nfo mat on sy tem component and not commun cat ng ac oss a netwo k 

connect on. Authent cat on techn ques used n the establ shment of nonlocal ma ntenance and d agnost c sess ons e lect the netwo k access 
equ ements n IA-2. Typ cally, st ong authent cat on equ es authent cato s that a e es stant to eplay a tacks and employ mult facto  

authent cat on. St ong authent cato s nclude, fo  example, PKI whe e ce t f cates a e sto ed on a token p otected by a passwo d, 
passph ase, o  b omet c. Enfo c ng equ ements n MA-4 s accompl shed n pa t by othe  cont ols. Related cont ols  AC-2, AC-3, AC-6, AC-
17, AU-2, AU-3, IA 2, IA-4, IA-5, IA-8, MA-2, MA-5, MP-6, PL 2, SC-7, SC-10, SC-17. MA-4(1), MA-4(2), MA-4 3), MA-4(4), MA-4 5), MA-4(6), MA-4(7)

F PS Publ cat ons 140 2, 197, 201  N ST Spec al 
Publ cat ons 800 63, 800-88  CNSS Pol cy 15.

MA-
4 1)

Nonlocal Ma ntenance - 
Aud t ng And Rev ew

The o gan zat on
(a) Aud ts nonlocal ma ntenance and 
d agnost c sess ons [Ass gnment  
o gan zat on-def ned aud t events]  and
(b) Rev ews the eco ds of the 
ma ntenance and d agnost c sess ons.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes aud t events to aud t nonlocal ma ntenance and d agnost c sess ons
( ) aud ts o gan zat on-def ned aud t events fo  non-local ma ntenance and d agnost c sess ons  and
( ) ev ews eco ds of the ma ntenance and d agnost c sess ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng nonlocal nfo mat on system 
ma ntenance  l st of aud t events  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  ma ntenance eco ds  
d agnost c eco ds  aud t eco ds  ev ews of ma ntenance and d agnost c sess on eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th aud t and ev ew espons b l t es  
system/netwo k adm n t ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  aud t and ev ew of nonlocal ma ntenance  automated mechan sms suppo t ng 
and/o  mplement ng aud t and ev ew of nonlocal ma ntenance].

Related cont ols  AU-2, AU-6, AU 12.

MA-
4 2)

Nonlocal Ma ntenance - 
Document Nonlocal 
Ma ntenance

The o gan zat on documents n the 
secu ty plan fo  the nfo mat on system, 
the pol c es and p ocedu es fo  the 
establ shment and use of nonlocal 
ma ntenance and d agnost c 

t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on documents n the secu ty plan fo  the nfo mat on system, the
( ) pol c es fo  the establ shment and use of nonlocal ma ntenance and d agnost c connect ons  and
( ) p ocedu es fo  the establ shment and use of nonlocal ma ntenance and d agnost c connect ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng non local nfo mat on ystem 
ma ntenance  secu ty plan  ma ntenance eco ds  d agnost c eco ds  aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].

MA-
4 3)

Nonlocal Ma ntenance - 
Compa able Secu ty / 
San t zat on

The o gan zat on
(a) Requ es that nonlocal ma ntenance 
and d agnost c se v ces be pe fo med 
f om an nfo mat on system that 
mplements a secu ty capab l ty 

compa able to the capab l ty 
mplemented on the system be ng 

se v ced  o
(b) Removes the component to be 
se v ced f om the nfo mat on system 
and p o  to nonlocal ma ntenance o  
d agnost c se v ces, san t es the 
component (w th ega d to 
o gan zat onal nfo mat on) befo e 
emoval f om o gan zat onal fac l t es, 

and afte  the se v ce s pe fo med, 
nspects and san t zes the component 

(w th ega d to potent ally mal c ous 
softwa e) befo e econnect ng the 
component to the nfo mat on system.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) equ es that nonlocal ma ntenance and d agnost c se v ces be pe fo med f om an nfo mat on system that mplements a 
secu ty capab l ty compa able to the capab l ty mplemented on the system be ng se v ced  o
( ) emoves the component to be se v ced f om the nfo mat on system
( )san t zes the component (w th ega d to o gan zat onal nfo mat on) p o  to nonlocal ma ntenance o  d agnost c se v ces 
and/o  befo e emoval f om o gan zat onal fac l t es  and
( v) nspects and san t zes the component (w th ega d to potent ally mal c ous softwa e) afte  se v ce s pe fo med on the 
component and befo e econnect ng the component to the nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng nonlocal nfo mat on system 
ma ntenance  se v ce p ov de  cont acts and/o  se v ce-level ag eements  ma ntenance eco ds  nspect on eco ds  aud t eco ds  
equ pment san t zat on eco ds  med a san t zat on eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  nfo mat on system 
ma ntenance p ov de  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel espons ble fo  
med a san t zat on  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  compa able secu ty and san t zat on fo  nonlocal ma ntenance  o gan zat onal 
p ocesses fo  emoval, san t zat on, and nspect on of components se v ced v a nonlocal ma ntenance  automated mechan sms 
suppo t ng and/o  mplement ng component san t zat on and nspect on].

Compa able secu ty capab l ty on nfo mat on systems, d agnost c tools, and equ pment p ov d ng ma ntenance se v ces mpl es that the 
mplemented secu ty cont ols on those systems, tools, and equ pment a e at least as comp ehens ve as the cont ols on the nfo mat on 

system be ng se v ced. Related cont ols  MA-3, SA-12, SI 3, SI 7.

MA-
4 4)

Nonlocal Ma ntenance - 
Authent cat on / 
Sepa at on Of 
Ma ntenance Sess ons The o gan zat on p otects nonlocal 

ma ntenance sess ons by
(a) Employ ng [Ass gnment  o gan zat on-
def ned authent cato s that a e eplay 
es stant]  and

(b) Sepa at ng the ma ntenance sess ons 
f om othe  netwo k sess ons w th the 
nfo mat on system by e the

(1) Phys ca ly sepa ated commun cat ons 
paths  o
(2) Log ca ly sepa ated commun cat ons 
paths based upon enc ypt on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p otects nonlocal ma ntenance sess ons by
( ) def n ng eplay es stant authent cato s to be employed to p otect nonlocal ma ntenance sess ons
( ) employ ng o gan zat on-def ned authent cato s that a e eplay es stant
( ) sepa at ng the ma ntenance sess ons f om othe  netwo k sess ons w th the nfo mat on ystem by e the
    -phys cally sepa ated commun cat ons paths  o
    log cally sepa ated commun cat ons paths based upon enc ypt on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng nonlocal nfo mat on system 
ma ntenance  nfo mat on ystem des gn documentat on  nfo mat on system conf gu at on se t ngs and a soc ated 
documentat on  ma ntenance eco ds  aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  netwo k eng nee s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  p otect ng nonlocal ma ntenance sess ons  automated mechan sms 
mplement ng eplay es stant authent cato s  automated mechan sms mplement ng log ca ly sepa ated/enc ypted 

commun cat ons paths].

Related cont ol  SC 13.

MA-
4 5)

Nonlocal Ma ntenance - 
App ovals And 
Not f cat ons

The o gan zat on
(a) Requ es the app oval of each 
nonlocal ma ntenance sess on by 
[Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]  and
(b) Not f es [Ass gnment  o gan zat on-
def ned pe sonnel o  ole ] of the date 
and t me of planned nonlocal 
ma ntenance.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes pe sonnel o  oles equ ed to app ove each nonlocal ma ntenance sess on
( ) equ es the app oval of each nonlocal ma ntenance sess on by o gan zat on-def ned pe sonnel o  oles
( ) def nes pe sonnel o  oles to be not f ed of the date and t me of planned nonlocal ma ntenance  and
( v) not f es o gan at on-def ned pe sonnel oles of the date and t me of planned nonlocal ma ntenance.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng non local nfo mat on ystem 
ma ntenance  secu ty plan  not f cat ons uppo t ng nonlocal ma ntenance sess ons  ma ntenance eco ds  aud t eco ds  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th not f cat on espons b l t es  o gan zat onal pe sonnel w th app oval espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  app ov ng and not fy ng pe sonnel ega d ng nonlocal ma ntenance  automated 
mechan sms suppo t ng not f cat on and app oval of nonlocal ma ntenance].

Not f cat on may be pe fo med by ma ntenance pe sonnel. App oval of nonlocal ma ntenance ess ons s accompl shed by o gan zat onal 
pe sonnel w th suff c ent nfo mat on secu ty and nfo mat on system knowledge to dete m ne the app op ateness of the p oposed 
ma ntenance.

MA-
4 6)

Nonlocal Ma ntenance - 
C yptog aph c P otect on

The nfo mat on system mplements 
c yptog aph c mechan sms to p otect 
the nteg ty and conf dent al ty of 
nonlocal ma ntenance and d agno t c 
commun cat ons.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system mplements c yptog aph c mechan sms to p otect the nteg ty and conf dent al ty of 
nonlocal ma ntenance and d agnost c commun cat ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng non local nfo mat on ystem 
ma ntenance  nfo mat on ystem des gn documentat on  nfo mat on system conf gu at on se t ngs and a soc ated 
documentat on  c yptog aph c mechan sms p otect ng nonlocal ma ntenance act v t es  ma ntenance eco ds  d agnost c eco ds  
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  netwo k eng nee s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  C yptog aph c mechan sms p otect ng nonlocal ma ntenance and d agnost c commun cat ons].

Related cont ols  SC 8, SC-13.



MA-
4 7)

Nonlocal Ma ntenance - 
Remote D sconnect 
Ve f cat on

The nfo mat on system mplements 
emote d sconnect ve f cat on at the 

te m nat on of nonlocal ma ntenance 
and d agnost c sess ons.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system mplements emote d sconnect ve f cat on at the te m nat on of nonlocal ma ntenance and 
d agnost c sess on .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng non local nfo mat on ystem 
ma ntenance  nfo mat on ystem des gn documentat on  nfo mat on system conf gu at on se t ngs and a soc ated 
documentat on  c yptog aph c mechan sms p otect ng nonlocal ma ntenance act v t es  ma ntenance eco ds  d agnost c eco ds  
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  netwo k eng nee s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  Automated mechan sms mplement ng emote d sconnect ve f cat ons of te m nated nonlocal ma ntenance 
and d agnost c sess ons].

Remote d sconnect ve f cat on ensu es that emote connect ons f om nonlocal ma ntenance sess ons have been te m nated and a e no 
longe  ava lable fo  use. Related cont ol  SC 13.

MA-5 Ma ntenance Pe sonnel 
The o gan zat on
a. Establ shes a p ocess fo  ma ntenance 
pe sonnel autho zat on and ma nta ns a 
l st of autho ed ma ntenance 
o gan zat ons o  pe sonnel
b. Ensu es that non-esco ted pe sonnel 
pe fo m ng ma ntenance on the 
nfo mat on system have equ ed access 

autho zat ons  and
c. Des gnates o gan zat onal pe sonnel 
w th equ ed access autho zat ons and 
techn cal competence to supe v se the 
ma ntenance act v t es of pe sonnel who 
do not possess the equ ed access 
autho zat on . 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) establ shes a p ocess fo  ma ntenance pe sonnel autho zat on
( ) ma nta ns a l st of autho zed ma ntenance o gan zat ons o  pe sonnel
( ) en u es that non-esco ted pe sonnel pe fo m ng ma ntenance on the nfo mat on system have equ ed access autho zat ons  
and
( v) des gnates o gan zat onal pe sonnel w th equ ed access autho zat ons and techn cal competence to supe v se the 
ma ntenance act v t es of pe sonnel who do not possess the equ ed access autho zat ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng ma ntenance pe sonnel  se v ce p ov de  
cont acts  se v ce-level ag eements  l st of autho zed pe sonnel  ma ntenance eco ds  access cont ol eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  autho z ng and manag ng ma ntenance pe sonnel  automated mechan sms 
suppo t ng and/o  mplement ng autho zat on of ma ntenance pe sonne ].

Th s cont ol appl es to nd v duals pe fo m ng ha dwa e o  softwa e ma ntenance on o gan zat onal nfo mat on ystems, wh le PE 2 
add esses phys cal access fo  nd v duals whose ma ntenance dut es place them w th n the phys cal p otect on pe mete  of the systems (e.g , 
custod al staff, phys cal plant ma ntenance pe sonnel). Techn cal competence of supe v s ng nd v duals elates to the ma ntenance 
pe fo med on the nfo mat on systems wh le hav ng equ ed access autho zat ons efe s to ma ntenance on and nea  the systems. 
Ind v duals not p ev ously dent f ed as autho zed ma ntenance pe sonnel, such as nfo mat on technology manufactu e s, vendo s, systems 
nteg ato s, and consultants, may equ e p v leged access to o gan zat onal nfo mat on systems, fo  example, when equ ed to conduct 

ma ntenance act v t es w th l ttle o  no not ce. Based on o gan zat onal assessments of sk, o gan zat ons may ssue tempo a y c edent als to 
these nd v duals. Tempo a y c edent als may be fo  one t me use o  fo  ve y l m ted t me pe ods. Related cont ols  AC-2, IA 8, MP-2, PE-2, 
PE-3, PE-4, RA 3. MA-5(1), MA-5(2), MA 5 3), MA-5(4), MA 5(5), None

MA-
5 1)

Ma ntenance Pe onnel - 
Ind v duals W thout 
App op ate Access

 g
(a) Implements p ocedu es fo  the use of 
ma ntenance pe sonnel that lack 
app op ate secu ty clea ances o  a e 
not U.S. c t zens, that nclude the 
fo low ng equ ements
(1) Ma ntenance pe sonnel who do not 
have needed access autho zat ons, 
clea ances, o  fo mal access app ovals 
a e esco ted and supe v sed du ng the 
pe fo mance of ma ntenance and 
d agnost c act v t es on the nfo mat on 
system by app oved o gan zat onal 
pe sonnel who a e fully clea ed, have 
app op ate access autho zat ons, and 
a e techn cally qual f ed
(2) P o  to n t at ng ma ntenance o  
d agnost c act v t es by pe sonnel who 
do not have needed access 
autho zat on , clea ances o  fo mal 
access app ovals, all volat le nfo mat on 
sto age components w th n the 
nfo mat on system a e san t zed and all 

nonvolat le sto age med a a e emoved 
o  phys cally d sconnected f om the 
system and secu ed  and
(b) Develops and mplements alte nate 
secu ty safegua ds n the event an 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) mplements p ocedu es fo  the use of ma ntenance pe sonnel that lack app op ate secu ty clea ances o  a e not U S. c t zens, 
that nclude the follow ng equ ements
    -ma ntenance pe sonnel who do not have needed access autho zat ons, clea ances, o  fo mal access app ovals a e esco ted and 
supe v sed du ng the pe fo mance of ma ntenance and d agnost c act v t es on the nfo mat on system by app oved o gan zat onal 
pe onnel who
          (a) a e fully clea ed
          (b) have app op ate access autho zat ons
          (c) a e techn ca ly qual f ed
    -p o  to n t at ng ma ntenance o  d agnost c act v t es by pe sonnel who do not have needed access autho zat ons, clea ances, 
o  fo mal access app ovals
          (a) a l volat le nfo mat on sto age components w th n the nfo mat on system a e san t zed  and
          (b) a l nonvolat le to age med a a e emoved  o
          (c) all nonvolat le sto age med a a e phys cally d sconnected f om the system and secu ed  and
( ) develops and mplements alte nat ve secu ty safegua ds n the event an nfo mat on system component cannot be san t zed, 
emoved, o  d sconnected f om the system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng ma ntenance pe sonnel  nfo mat on 
system med a p otect on pol cy  phys cal and env onmental p otect on pol cy  secu ty plan  l st of ma ntenance pe sonnel 
equ ng esco t/supe v s on  ma ntenance eco ds  access cont ol eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th pe sonnel secu ty espons b l t es  o gan zat onal pe sonnel w th phys cal access cont ol espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  o gan at onal pe onnel espons ble fo  med a an t zat on  
system/netwo k adm n t ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng ma ntenance pe sonnel w thout app op ate access  automated 

           

Th s cont ol enhancement den es nd v duals who lack app op ate secu ty clea ances ( e , nd v duals who do not possess secu ty 
clea ances o  possess secu ty clea ances at a lowe  level than equ ed) o  who a e not U.S. c t zens, v sual and elect on c access to any 
class f ed nfo mat on, Cont olled Unclass f ed Info mat on (CU ), o  any othe  sens t ve nfo mat on conta ned on o gan zat onal nfo mat on 
systems. P ocedu es fo  the use of ma ntenance pe sonnel can be documented n secu ty plans fo  the nfo mat on systems. Related 
cont ols  MP-6, PL-2.

MA-
5 2)

Ma ntenance Pe onnel - 
Secu ty Clea ances Fo  
Class f ed Systems

The o gan zat on ensu es that pe sonnel 
pe fo m ng ma ntenance and d agnost c 
act v t es on an nfo mat on ystem 
p ocess ng, sto ng, o  t ansm tt ng 
class f ed nfo mat on possess secu ty 
clea ances and fo mal access app ovals 
fo  at least the h ghest class f cat on level 
and fo  all compa tments of nfo mat on 
on the system.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ensu es that pe sonnel pe fo m ng ma ntenance and d agnost c act v t es on an nfo mat on system 
p ocess ng, sto ng, o  t ansm tt ng class f ed nfo mat on possess
    -secu ty clea ances fo  at least the h ghest class f cat on level on the system
    -secu ty clea ances fo  a l compa tments of nfo mat on on the system
    fo mal access app ovals fo  at least the h ghest cla s f cat on level on the system  and
    fo mal access app ovals fo  a l compa tments of nfo mat on on the system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS  
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng ma ntenance pe sonnel  ma ntenance 
eco ds  access cont ol eco ds  access autho zat ons  acce s c edent als  othe  elevant documents o  eco ds]. 

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th pe sonnel secu ty espons b l t es].

Related cont ol  PS 3.

MA-
5 3)

Ma ntenance Pe onnel - 
C t zensh p Requ ements 
Fo  Class f ed Systems

The o gan zat on ensu es that pe sonnel 
pe fo m ng ma ntenance and d agnost c 
act v t es on an nfo mat on ystem 
p ocess ng, sto ng, o  t ansm tt ng 
class f ed nfo mat on a e U S. c t zens.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ensu es that pe sonnel pe fo m ng ma ntenance and d agnost c act v t es on an nfo mat on system 
p ocess ng, sto ng, o  t ansm tt ng class f ed nfo mat on a e U.S. c t zens.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng ma ntenance pe sonnel  pe sonnel 
eco ds  ma ntenance eco ds  access cont ol eco ds  access c edent als  access autho zat ons  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th pe sonnel secu ty espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

Related cont ol  PS 3.

MA-
5 4)

Ma ntenance Pe onnel - 
Fo e gn Nat onals

The o gan zat on ensu es that
(a) Clea ed fo e gn nat onals ( .e., fo e gn 
nat onals w th app op ate secu ty 
clea ances), a e used to conduct 
ma ntenance and d agnost c act v t es on 
class f ed nfo mat on systems only 
when the systems a e o ntly owned and 
ope ated by the Un ted States and 
fo e gn a l ed gove nments, o  owned 
and ope ated solely by fo e gn a l ed 
gove nments  and
(b) App ovals, consent , and deta led 
ope at onal cond t ons ega d ng the use 
of fo e gn nat onals to conduct 
ma ntenance and d agnost c act v t es on 
class f ed nfo mat on systems a e fully 
documented w th n Memo anda of 
Ag eements.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ensu es that
( ) clea ed fo e gn nat onals ( .e , fo e gn nat onals w th app op ate secu ty clea ances) a e used to conduct ma ntenance and 
d agnost c act v t es on class f ed nfo mat on systems only when the systems a e
    -jo ntly owned and ope ated by the Un ted States and fo e gn all ed gove nments  o
    -owned and ope ated solely by fo e gn a l ed gove nments  and
( ) app ovals, consents, and deta led ope at onal cond t ons ega d ng the use of fo e gn nat onals to conduct ma ntenance and 
d agnost c act v t es on class f ed nfo mat on systems a e fully documented w th n Memo anda of Ag eements.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng ma ntenance pe sonnel  nfo mat on 
system med a p otect on pol cy  access cont ol pol cy and p ocedu es  phys cal and env onmental p otect on pol cy and 
p ocedu es  memo andum of ag eement  ma ntenance eco ds  access cont ol eco ds  access c edent als  access autho zat ons  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es, o gan zat onal 
pe onnel w th pe sonnel secu ty espons b l t es  o gan zat onal pe sonnel manag ng memo anda of ag eements  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng fo e gn nat onal ma ntenance pe sonnel].

Related cont ol  PS 3.

MA-
5 5)

Ma ntenance Pe onnel - 
Non-System-Related 
Ma ntenance

The o gan zat on ensu es that non-
esco ted pe sonnel pe fo m ng 
ma ntenance act v t es not d ectly 
assoc ated w th the nfo mat on system 
but n the phys cal p ox m ty of the 
system, have equ ed access 
autho zat on .

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ensu es that non-esco ted pe sonnel pe fo m ng ma ntenance act v t es not d ectly assoc ated w th 
the nfo mat on system but n the phys cal p ox m ty of the system, have equ ed access autho zat ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng ma ntenance pe sonnel  nfo mat on 
system med a p otect on pol cy  access cont ol pol cy and p ocedu es  phys cal and env onmental p otect on pol cy and 
p ocedu es  ma ntenance eco ds  access cont ol eco ds  access autho zat ons  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th pe sonnel secu ty espons b l t es  o gan zat onal pe sonnel w th phys cal access cont ol espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].

Pe sonnel pe fo m ng ma ntenance act v t es n othe  capac t es not d ectly elated to the nfo mat on system nclude, fo  example, phys cal 
plant pe onnel and jan to al pe sonnel.



MA-6 T mely Ma ntenance

The o gan zat on obta ns ma ntenance 
suppo t and/o  spa e pa ts fo  
[Ass gnment  o gan zat on-def ned 
nfo mat on system components] w th n 

[Ass gnment  o gan zat on-def ned t me 
pe od] of fa lu e.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on system components fo  wh ch ma ntenance suppo t and/o  spa e pa ts a e to be obta ned
( ) def nes the t me pe od w th n wh ch ma ntenance suppo t and/o  spa e pa ts a e to be obta ned afte  a fa lu e
( ) obta ns ma ntenance suppo t fo  o gan zat on-def ned nfo mat on ystem components w th n the o gan zat on-def ned t me 
pe od of fa lu e  and/o
( v) obta ns spa e pa ts fo  o gan zat on-def ned nfo mat on system components w th n the o gan zat on-def ned t me pe od of 
fa lu e. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng nfo mat on system ma ntenance  se v ce 
p ov de  cont acts  se v ce-level ag eements  nvento y and ava lab l ty of spa e pa ts  secu ty plan  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th acqu s t on espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  system/netwo k 
adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  ensu ng t mely ma ntenance].

O gan zat ons spec fy the nfo mat on system components that esu t n nc eased sk to o gan zat onal ope at ons and assets, nd v duals, 
othe  o gan zat ons, o  the Nat on when the funct onal ty p ov ded by tho e components s not ope at onal. O gan zat onal act ons to obta n 
ma ntenance suppo t typ cally nclude hav ng app op ate cont acts n place. Related cont ols  CM-8, CP-2, CP-7, SA-14, SA-15. MA-6(10  MA-6(2), MA 6 3) None

MA-
6 1)

T mely Ma ntenance - 
P event ve Ma ntenance

The o gan zat on pe fo ms p event ve 
ma ntenance on [Ass gnment  
o gan zat on-def ned nfo mat on system 
components] at [Ass gnment  
o gan zat on-def ned t me nte val ].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on system components on wh ch p event ve ma ntenance s to be pe fo med
( ) def nes t me nte vals w th n wh ch p event ve ma ntenance s to be pe fo med on o gan zat on-def ned nfo mat on system 
components  and
( ) pe fo ms p event ve ma ntenance on o gan zat on-def ned nfo mat on system components at o gan zat on-def ned t me 
nte vals.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng nfo mat on system ma ntenance  se v ce 
p ov de  cont acts  se v ce-level ag eements  secu ty plan  ma ntenance eco ds  l st of system components equ ng p event ve 
ma ntenance  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  p event ve ma ntenance  automated mechan sms suppo t ng and/o  
mplement ng p event ve ma ntenance].

P event ve ma ntenance ncludes p oact ve ca e and se v c ng of o gan at onal nfo mat on systems components fo  the pu po e of 
ma nta n ng equ pment and fac l t es n sat sfacto y ope at ng cond t on. Such ma ntenance p ov des fo  the systemat c nspect on, tests, 
measu ements, adjustments, pa ts eplacement, detect on, and co ect on of nc p ent fa lu es e the  befo e they occu  o  befo e they 
develop nto ma o  defects. The p ma y goal of p event ve ma ntenance s to avo d/m t gate the consequences of equ pment fa lu es. 
P event ve ma ntenance s des gned to p ese ve and esto e equ pment el ab l ty by eplac ng wo n components befo e they actua ly fa l. 
Methods of dete m n ng what p event ve (o  othe ) fa lu e management pol c es to apply nclude, fo  example, o g nal equ pment 
manufactu e  (OEM) ecommendat on , stat st cal fa lu e eco ds, equ ements of codes, leg slat on, o  egulat ons w th n a ju sd ct on, 
expe t op n on, ma ntenance that has al eady been conducted on s m la  equ pment, o  measu ed values and pe fo mance nd cat ons.

MA-
6 2)

T mely Ma ntenance - 
P ed ct ve Ma ntenance

The o gan zat on pe fo ms p ed ct ve 
ma ntenance on [Ass gnment  
o gan zat on-def ned nfo mat on system 
components] at [Ass gnment  

t - f  t  t l ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on system components on wh ch p ed ct ve ma ntenance s to be pe fo med
( ) def nes t me nte vals w th n wh ch p ed ct ve ma ntenance s to be pe fo med on o gan zat on-def ned nfo mat on sy tem 
components  and
( ) pe fo ms p ed ct ve ma ntenance on o gan zat on-def ned nfo mat on system components at o gan zat on-def ned t me 
nte vals.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng nfo mat on system ma ntenance  se v ce 
p ov de  cont acts  se v ce-level ag eements  secu ty plan  ma ntenance eco ds  l st of system components equ ng p ed ct ve 
ma ntenance  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  p ed ct ve ma ntenance  automated mechan sms suppo t ng and/o  
mplement ng p ed ct ve ma ntenance].

P ed ct ve ma ntenance, o  cond t on-based ma ntenance, attempts to evaluate the cond t on of equ pment by pe fo m ng pe od c o  
cont nuous (onl ne) equ pment cond t on mon to ng. The goal of p ed ct ve ma ntenance s to pe fo m ma ntenance at a scheduled po nt n 
t me when the ma ntenance act v ty s most cost-e fect ve and befo e the equ pment loses pe fo mance w th n a th eshold. The p ed ct ve 
component of p ed ct ve ma ntenance stems f om the goal of p ed ct ng the futu e t end of the equ pment's cond t on. Th s app oach uses 
p nc ples of stat st cal p ocess cont ol to dete m ne at what po nt n the futu e ma ntenance act v t es w ll be app op ate. Most p ed ct ve 
ma ntenance nspect ons a e pe fo med wh le equ pment s n se v ce, the eby m n m z ng d s upt on of no mal system ope at ons. P ed ct ve 
ma ntenance can esu t n substant al cost sav ngs and h ghe  system el ab l ty. P ed ct ve ma ntenance tends to nclude measu ement of the 
tem. To evaluate equ pment cond t on, p ed ct ve ma ntenance ut l zes nondest uct ve test ng technolog es such as nf a ed, acoust c (pa t al 

d scha ge and a bo ne u t ason c), co ona detect on, v b at on analys s, sound level measu ements, o l analys s, and othe  spec f c onl ne 
t t

MA-
6 3)

T mely Ma ntenance - 
Automated Suppo t Fo  
P ed ct ve Ma ntenance

The o gan zat on employs automated 
mechan sms to t ansfe  p ed ct ve 
ma ntenance data to a compute zed 
ma ntenance management system.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs automated mechan sms to t ansfe  p ed ct ve ma ntenance data to a compute zed 
ma ntenance management system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system ma ntenance pol cy  p ocedu es add ess ng nfo mat on system ma ntenance  se v ce 
p ov de  cont acts  se v ce-level ag eements  secu ty plan  ma ntenance eco ds  l st of system components equ ng p ed ct ve 
ma ntenance  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system ma ntenance espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  Automated mechan sms mplement ng the t ansfe  of p ed ct ve ma ntenance data to a compute zed 
ma ntenance management system  ope at ons of the compute  ma ntenance management ystem].

A compute zed ma ntenance management system ma nta ns a compute  database of nfo mat on about the ma ntenance ope at ons of 
o gan zat ons and automates p ocess ng equ pment cond t on data n o de  to t gge  ma ntenance plann ng, execut on, and epo t ng.

MP 1 
Med a P otect on Pol cy 
and P ocedu es 

The o gan zat on
a. Develop , documents, and 
d ssem nates to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles]
1. A med a p otect on pol cy that 
add esses pu po e, scope, oles, 
espons b l t es, management 

comm tment, coo d nat on among 
o gan zat onal ent t es, and compl ance  
and
2. P ocedu es to fac l tate the 
mplementat on of the med a p otect on 

pol cy and assoc ated med a p otect on 
cont ols  and
b. Rev ews and updates the cu ent
1. Med a p otect on pol cy [Ass gnment  
o gan zat on-def ned f equency]  and
2. Med a p otect on p ocedu es 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops and documents a med a p otect on pol cy that add esses
    - pu pose  
    -scope  
    - oles  
    - espons b l t es  
    -management comm tment  
    -coo d nat on among o gan zat onal ent t es   
    -compl ance  
( ) def nes pe sonnel o  oles to whom the med a p otect on pol cy s to be d ssem nated
( ) d ssem nates the med a p otect on pol cy to o gan zat on-def ned pe sonnel o  oles
( v) develops and documents p ocedu es to fac l tate the mplementat on of the med a p otect on pol cy and assoc ated 
assessment and autho zat on cont ols
(v) def nes pe sonnel o  oles to whom the p ocedu es a e to be d ssem nated
(v ) d ssem nates the p ocedu es to o gan zat on-def ned pe sonnel o  oles
(v ) def nes the f equency to ev ew and update the cu ent med a p otect on pol cy
(v ) ev ews and updates the cu ent med a p otect on pol cy w th the o gan zat on-def ned f equency
( x) def nes the f equency to ev ew and update the cu ent med a p otect on p ocedu es  and
(x) ev ews and updates the cu ent med a p otect on p ocedu es w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Med a p otect on pol cy and p ocedu es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th med a p otect on espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Th s cont ol add esses the establ shment of pol cy and p ocedu es fo  the effect ve mplementat on of selected secu ty cont ols and cont ol 
enhancements n the MP fam ly. Pol cy and p ocedu es eflect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c es, 
standa ds, and gu dance. Secu ty p og am pol c es and p ocedu es at the o gan zat on level may make the need fo  system-spec f c pol c es 
and p ocedu es unnecessa y. The pol cy can be ncluded as pa t of the gene al nfo mat on secu ty pol cy fo  o gan zat ons o  conve sely, 
can be ep esented by mult ple pol c es eflect ng the complex natu e of ce ta n o gan zat ons. The p ocedu es can be establ shed fo  the 
secu ty p og am n gene al and fo  pa t cula  nfo mat on systems, f needed. The o gan zat onal sk management st ategy s a key facto  n 
establ sh ng pol cy and p ocedu es. Related cont ol  PM-9. None NIST Spec al Publ cat ons 800 12, 800-100.

MP 2 Med a Access 

The o gan zat on e t cts access to 
[Ass gnment  o gan zat on-def ned types 
of d g tal and/o  non-d g tal med a] to 
[Ass gnment  o gan zat on-def ned 
pe sonnel o  oles].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes types of d g tal and/o  non-d g tal med a equ ng est cted access
( ) def nes pe sonnel o  oles autho zed to access o gan zat on-def ned types of d g tal and/o  non-d g tal med a  and
( ) est cts access to o gan zat on-def ned types of d g tal and/o  non-d g tal med a to o gan zat on-def ned pe sonnel o  oles.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  p ocedu es add ess ng med a access est ct ons  access 
cont ol pol cy and p ocedu es  phys cal and env onmental p otect on pol cy and p ocedu es  med a sto age fac l t es  access 
cont ol eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a p otect on espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  est ct ng nfo mat on med a  automated mechan sms suppo t ng and/o  
mplement ng med a access est ct on ].

   Info mat on ystem med a ncludes both d g tal and non-d g tal med a. D g tal med a ncludes, fo  example, d ske te , magnet c tapes, 
exte nal/ emovable ha d d sk d ves, flash d ve , compact d sks, and d g tal v deo d sks. Non-d g tal med a ncludes, fo  example, pape  and 
m c of lm. Rest ct ng non-d g tal med a access ncludes, fo  example, deny ng access to pat ent med cal eco ds n a commun ty hosp tal 
unless the nd v duals seek ng access to such eco ds a e autho zed healthca e p ov de s. Rest ct ng access to d g tal med a ncludes, fo  
example, l m t ng access to des gn spec f cat ons sto ed on compact d sks n the med a l b a y to the p oject leade  and the nd v duals on the 
development team. Related cont ols  AC-3, IA 2, MP-4, PE-2, PE-3, PL 2. None F PS Publ cat on 199  N ST Spec al Publ cat on 800-111.

MP-
2 1)

Med a Access 
[W thd awn] - 
Inco po ated Into MP-4 
(2) [W thd awn  Inco po ated nto MP-4 

(2)].

[W thd awn  Inco po ated nto MP-4 2 ].

MP-
2 2)

Med a Access 
[W thd awn] - 
Inco po ated Into SC-28 
(1) [W thd awn  Inco po ated nto SC-28 

(1)].

[W thd awn  Inco po ated nto SC 28(1)].

MP 3 Med a Ma k ng

The o gan zat on
a. Ma ks nfo mat on system med a 
nd cat ng the d st but on l m tat ons, 

handl ng caveats, and appl cable secu ty 
ma k ngs ( f any) of the nfo mat on  and
b. Exempts [Ass gnment  o gan zat on-
def ned types of nfo mat on system 
med a] f om ma k ng as long as the 
med a ema n w th n [Ass gnment  
o gan zat on-def ned cont olled a eas].  

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) ma ks nfo mat on sy tem med a nd cat ng the
    -d st but on l m tat ons of the nfo mat on
    handl ng caveats of the nfo mat on
    -appl cable secu ty ma k ngs ( f any) of the nfo mat on
( ) def nes types of nfo mat on system med a to be exempted f om ma k ng as long as the med a ema n n des gnated cont olled 
a eas
( ) def nes cont o led a eas whe e o gan zat on-def ned types of nfo mat on system med a exempt f om ma k ng a e to be 
eta ned  and

( v) exempts o gan zat on-def ned types of nfo mat on system med a f om ma k ng as long as the med a ema n w th n 
o gan zat on-def ned cont o led a eas.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  p ocedu es add ess ng med a ma k ng  phys cal and 
env onmental p otect on pol cy and p ocedu es  secu ty plan  l st of nfo mat on system med a ma k ng secu ty att butes  
des gnated cont o led a eas  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a p otect on and ma k ng espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  ma k ng nfo mat on med a  automated mechan sms suppo t ng and/o  
mplement ng med a ma k ng].

The te m secu ty ma k ng efe s to the appl cat on/u e of human- eadable secu ty att butes. The te m secu ty label ng efe s to the 
appl cat on/use of secu ty att butes w th ega d to nte nal data st uctu es w th n nfo mat on systems (see AC-16). Info mat on system 
med a ncludes both d g tal and non-d g tal med a. D g tal med a ncludes, fo  example, d ske tes, magnet c tapes, exte nal/ emovable ha d 
d sk d ves, flash d ves, compact d sks, and d g tal v deo d sks. Non-d g tal med a ncludes, fo  example, pape  and m c of lm. Secu ty 
ma k ng s gene ally not equ ed fo  med a conta n ng nfo mat on dete m ned by o gan zat ons to be n the publ c doma n o  to be publ cly 
eleasable. Howeve , some o gan zat ons may equ e ma k ngs fo  publ c nfo mat on nd cat ng that the nfo mat on s publ cly eleasable. 

Ma k ng of nfo mat on system med a e lects appl cable fede al laws, Execut ve O de s, d ect ves, pol c es, egulat on , standa ds, and 
gu dance. Related cont ols  AC-16, PL-2, RA-3.  None F PS Publ cat on 199.



MP 4 Med a Sto age 

The o gan zat on
a. Phys cally cont ols and secu ely sto es 
[Ass gnment  o gan zat on-def ned types 
of d g tal and/o  non-d g tal med a] 
w th n [Ass gnment  o gan zat on-
def ned cont o led a eas]  and
b. P otects nfo mat on system med a 
unt l the med a a e dest oyed o  
san t zed us ng app oved equ pment, 
techn ques, and p ocedu es.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes types of d g tal and/o  non-d g tal med a to be phys cally cont o led and secu ely sto ed w th n des gnated cont olled 
a eas
( ) def nes cont olled a eas des gnated to phys ca ly cont ol and secu ely sto e o gan zat on-def ned types of d g tal and/o  non-
d g tal med a
( ) phys ca ly cont ols o gan zat on-def ned types of d g tal and/o  non-d g tal med a w th n o gan zat on-def ned cont o led a eas
( v) secu ely sto es o gan zat on-def ned types of d g tal and/o  non-d g tal med a w th n o gan zat on-def ned cont o led a eas  and
(v) p otects nfo mat on system med a unt l the med a a e dest oyed o  san t zed us ng app oved equ pment, techn ques, and 
p ocedu es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  p ocedu es add ess ng med a sto age  phys cal and 
env onmental p otect on pol cy and p ocedu es  access cont ol pol cy and p ocedu es  secu ty plan  nfo mat on system med a  
des gnated cont o led a eas  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a p otect on and sto age espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  sto ng nfo mat on med a  automated mechan sms suppo t ng and/o  
mplement ng secu e med a sto age/med a p otect on].

Info mat on system med a ncludes both d g tal and non-d g tal med a. D g tal med a ncludes, fo  example, d skettes, magnet c tapes, 
exte nal/ emovable ha d d sk d ves, flash d ve , compact d sks, and d g tal v deo d sks. Non-d g tal med a ncludes, fo  example, pape  and 
m c of lm. Phys cally cont o l ng nfo mat on sy tem med a ncludes, fo  example, conduct ng nvento es, ensu ng p ocedu es a e n place 
to allow nd v duals to check out and etu n med a to the med a l b a y, and ma nta n ng accountab l ty fo  all sto ed med a. Secu e sto age 
ncludes, fo  example, a locked d awe , desk, o  cab net, o  a cont olled med a l b a y. The type of med a sto age s commensu ate w th the 

secu ty catego y and/o  class f cat on of the nfo mat on es d ng on the med a. Cont olled a eas a e a eas fo  wh ch o gan zat ons p ov de 
su f c ent phys cal and p ocedu al safegua ds to meet the equ ements establ shed fo  p otect ng nfo mat on and/o  nfo mat on sy tems. 
Fo  med a conta n ng nfo mat on dete m ned by o gan zat ons to be n the publ c doma n, to be publ cly eleasable, o  to have l m ted o  no 
adve se mpact on o gan zat ons o  nd v duals f accessed by othe  than autho zed pe sonnel, fewe  safegua ds may be needed. In these 
s tuat ons, phys cal access cont ols p ov de adequate p otect on. Related cont ols  CP-6, CP-9, MP 2, MP-7, PE-3. MP-4(2)

F PS Publ cat on 199  N ST Spec al Publ cat ons 800-56, 
800 57, 800-111.

MP-
4 1)

Med a Sto age 
[W thd awn] - 
Inco po ated Into SC-28 
(1) [W thd awn  Inco po ated nto SC-28 

(1)].

[W thd awn  Inco po ated nto SC 28(1)].

MP-
4 2)

Med a Sto age  - 
Automated Rest cted 
Access

The o gan zat on employs automated 
mechan sms to est ct access to med a 
sto age a eas and to aud t access 
attempts and access g anted.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs automated mechan sms to
    - est ct access to med a sto age a eas
    -aud t access attempts  and
    -aud t access g anted.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  p ocedu es add ess ng med a sto age  access cont ol pol cy 
and p ocedu es  phys cal and env onmental p otect on pol cy and p ocedu es  nfo mat on system des gn documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  med a sto age fac l t es  access cont ol dev ces  access 

cont ol eco ds  aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a p otect on and sto age espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  Automated mechan sms est ct ng access to med a sto age a eas  automated mechan sms aud t ng access 
attempts and access g anted to med a sto age a eas].

Automated mechan sms can nclude, fo  example, keypads on the exte nal ent es to med a sto age a eas. Related cont ols  AU-2, AU-9, AU-
6, AU-12.

MP 5 Med a T an po t 

The o gan zat on
a. P otects and cont ols [Ass gnment  
o gan zat on-def ned types of 
nfo mat on system med a] du ng 

t anspo t outs de of cont olled a eas 
us ng [Ass gnment  o gan zat on-def ned 
secu ty safegua ds]
b. Ma nta ns accountab l ty fo  
nfo mat on system med a du ng 

t anspo t outs de of cont olled a eas
c. Documents act v t es assoc ated w th 
the t anspo t of nfo mat on system 
med a  and
d. Rest cts the act v t es assoc ated w th 
the t anspo t of nfo mat on system 
med a to autho zed pe sonnel.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes types of nfo mat on system med a to be p otected and cont o led du ng t anspo t outs de of cont o led a eas
( ) def nes secu ty safegua ds to p otect and cont ol o gan zat on-def ned nfo mat on system med a du ng t anspo t outs de of 
cont o led a eas
( ) p otects and cont ols o gan zat on-def ned nfo mat on system med a du ng t anspo t outs de of cont olled a eas us ng 
o gan zat on-def ned secu ty afegua ds
( v) ma nta ns accountab l ty fo  nfo mat on system med a du ng t anspo t outs de of cont olled a eas
(v) documents act v t es assoc ated w th the t anspo t of nfo mat on system med a  and
(v ) est cts the act v t es assoc ated w th t anspo t of nfo mat on system med a to autho zed pe sonnel.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  p ocedu es add ess ng med a sto age  phys cal and 
env onmental p otect on pol cy and p ocedu es  access cont ol pol cy and p ocedu es  secu ty plan  nfo mat on system med a  
des gnated cont o led a eas  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a p otect on and sto age espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  sto ng nfo mat on med a  automated mechan sms suppo t ng and/o  
mplement ng med a sto age/med a p otect on].

Info mat on system med a ncludes both d g tal and non-d g tal med a. D g tal med a ncludes, fo  example, d skettes, magnet c tapes, 
exte nal/ emovable ha d d sk d ves, flash d ve , compact d sks, and d g tal v deo d sks. Non-d g tal med a ncludes, fo  example, pape  and 
m c of lm. Th s cont ol also appl es to mob le dev ces w th nfo mat on sto age capab l ty (e.g., sma t phones, tablets, E- eade s), that a e 
t anspo ted outs de of cont olled a eas. Cont olled a eas a e a eas o  spaces fo  wh ch o gan zat ons p ov de su f c ent phys cal and/o  
p ocedu al safegua ds to meet the equ ements e tabl shed fo  p otect ng nfo mat on and/o  nfo mat on systems.  
Phys cal and techn cal safegua ds fo  med a a e commensu ate w th the secu ty catego y o  class f cat on of the nfo mat on es d ng on the 
med a. Safegua ds to p otect med a du ng t anspo t nclude, fo  example, locked conta ne s and c yptog aphy. C yptog aph c mechan sms 
can p ov de conf dent al ty and nteg ty p otect ons depend ng upon the mechan sms used. Act v t es assoc ated w th t anspo t nclude the 
actual t anspo t as well as those act v t es such as eleas ng med a fo  t anspo t and ensu ng that med a ente s the app op ate t anspo t 
p ocesses. Fo  the actual t anspo t, autho zed t anspo t and cou e  pe sonnel may nclude nd v duals f om outs de the o gan zat on (e g , 
U S. Postal Se v ce o  a comme c al t anspo t o  del ve y se v ce). Ma nta n ng accountab l ty of med a du ng t anspo t ncludes, fo  example  
est ct ng t anspo t act v t es to autho zed pe onnel, and t ack ng and/o  obta n ng expl c t eco ds of t anspo t act v t es as the med a 

moves th ough the t anspo tat on system to p event and detect loss, dest uct on, o  tampe ng. O gan zat ons establ sh documentat on 
equ ements fo  act v t es assoc ated w th the t anspo t of nfo mat on system med a n acco dance w th o gan zat onal assessments of sk 

to nclude the flex b l ty to def ne d fe ent eco d-keep ng methods fo  the d ffe ent types of med a t anspo t as pa t of an ove all system of 
t anspo t- elated eco ds. Related cont ols  AC 19, CP-9, MP 3, MP-4, RA-3, SC-8, SC-13, SC-28.

MP-5(3), MP 5(4) F PS Publ cat on 199  N ST Spec al Publ cat on 800-60.

MP-
5 1)

Med a T anspo t 
[W thd awn] - 
Inco po ated Into MP-5

[W thd awn  Inco po ated nto MP-5].

[W thd awn  Inco po ated nto MP 5].

MP-
5 2)

Med a T anspo t 
[W thd awn] - 
Inco po ated Into MP-5

[W thd awn  Inco po ated nto MP-5].

[W thd awn  Inco po ated nto MP 5].

MP-
5 3)

Med a T anspo t - 
Cu tod ans

The o gan zat on employs an dent f ed 
custod an du ng t anspo t of 
nfo mat on system med a outs de of 

t l  

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs an dent f ed custod an du ng t anspo t of nfo mat on system med a outs de of cont olled 
a eas.

POTENTIAL ASSESSMENT METHODS AND OBJECTS  
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  p ocedu es add ess ng med a t anspo t  phys cal and 
env onmental p otect on pol cy and p ocedu es  nfo mat on ystem med a t anspo t eco ds  aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a t anspo t espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].

  Ident f ed custod ans p ov de o gan zat ons w th spec f c po nts of contact du ng the med a t anspo t p ocess and fac l tate nd v dual 
accountab l ty. Custod al espons b l t es can be t ansfe ed f om one nd v dual to anothe  as long as an unamb guous custod an s dent f ed 

t ll t

MP-
5 4)

Med a T anspo t - 
C yptog aph c P otect on

The nfo mat on system mplements 
c yptog aph c mechan sms to p otect 
the conf dent al ty and nteg ty of 
nfo mat on sto ed on d g tal med a 

du ng t anspo t outs de of cont o led 
a eas.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs c yptog aph c mechan ms to p otect the conf dent al ty and nteg ty of nfo mat on sto ed 
on d g tal med a du ng t anspo t outs de of cont olled a eas.

POTENTIAL ASSESSMENT METHODS AND OBJECTS  
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  p ocedu es add ess ng med a t anspo t  nfo mat on ystem 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system med a 
t anspo t eco ds  aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a t anspo t espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  C yptog aph c mechan sms p otect ng nfo mat on on d g tal med a du ng t anspo tat on outs de cont o led 
a eas].

Th s cont ol enhancement appl es to both po table sto age dev ces (e g , USB memo y st cks, compact d sks, d g tal v deo d sks, 
exte nal/ emovable ha d d sk d ves) and mob le dev ces w th to age capab l ty (e.g., sma t phones, tablets, E- eade s). Related cont ol  MP-
2.

MP 6 
Med a San t zat on and 
D sposal

The o gan zat on
a. San t zes [Ass gnment  o gan zat on-
def ned nfo mat on system med a] p o  
to d posal, elease out of o gan zat onal 
cont ol, o  elease fo  euse us ng 
[Ass gnment  o gan zat on-def ned 
san t zat on techn ques and p ocedu es] 
n acco dance w th appl cable fede al 

and o gan zat onal standa ds and 
pol c es  and
b. Employs san t zat on mechan sms 
w th the st ength and nteg ty 
commensu ate w th the secu ty 
catego y o  class f cat on of the 
nfo mat on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on system med a to be san t zed p o  to
    -d sposal  
    - elease out of o gan zat onal cont ol  o  
    - elease fo  euse   
( ) def nes san t zat on techn ques o  p ocedu es to be used fo  san t z ng o gan zat on-def ned nfo mat on system med a p o  to
    -d sposal  
    - elease out of o gan zat onal cont ol  o  
    - elease fo  euse   
( ) san t es o gan zat on-def ned nfo mat on system med a p o  to d sposal, elease out of o gan zat onal cont ol, o  elease fo  
eu e us ng o gan zat on-def ned san t at on techn ques o  p ocedu es n acco dance w th appl cable fede al and o gan zat onal 

standa ds and pol c es  and
( v) employs san t zat on mechan sms w th st ength and nteg ty commensu ate w th the secu ty catego y o  class f cat on of the 
nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  p ocedu es add ess ng med a san t at on and d sposal  
appl cable fede al standa ds and pol c es add ess ng med a san t zat on  med a san t zat on eco ds  aud t eco ds  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th med a san t zat on espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  O gan zat onal p ocesses fo  med a san t zat on  automated mechan sms uppo t ng and/o  mplement ng 
med a san t zat on].

Th s cont ol appl es to a l nfo mat on system med a, both d g tal and non-d g tal, subject to d sposal o  euse, whethe  o  not the med a s 
cons de ed emovable. Examples nclude med a found n scanne s, cop e s, p nte s, notebook compute s, wo kstat ons, netwo k 
components, and mob le dev ces. The san t zat on p ocess emoves nfo mat on f om the med a such that the nfo mat on cannot be 
et eved o  econ t ucted. San t zat on techn ques, nclud ng clea ng, pu g ng, c yptog aph c e ase, and dest uct on, p event the d sclosu e 

of nfo mat on to unautho zed nd v duals when such med a s eused o  eleased fo  d sposal. O gan zat ons dete m ne the app op ate 
san t zat on methods ecogn z ng that dest uct on s somet mes necessa y when othe  methods cannot be appl ed to med a equ ng 
san t zat on. O gan zat ons use d sc et on on the employment of app oved san t zat on techn ques and p ocedu es fo  med a conta n ng 
nfo mat on deemed to be n the publ c doma n o  publ cly eleasable, o  deemed to have no adve se mpact on o gan zat ons o  nd v duals 
f eleased fo  euse o  d sposal. San t zat on of non-d g tal med a ncludes, fo  example, emov ng a class f ed append x f om an othe w se 

unclass f ed document, o  edact ng selected sect ons o  wo ds f om a document by obscu ng the edacted sect ons/wo ds n a manne  
equ valent n effect veness to emov ng them f om the document. NSA standa ds and pol c es cont ol the san t zat on p ocess fo  med a 
conta n ng class f ed nfo mat on. Related cont ols  MA-2, MA-4, RA-3, SC-4. MP-6(1), MP 6 2), MP-6(3), MP 6 7), MP-6(8)

F PS Publ cat on 199  N ST Spec al Publ cat ons 800-60, 
800 88  Web  
http //www.nsa.gov/ a/m t gat on_gu dance/med a_dest
uct on gu dance/ ndex.shtml.

MP-
6 1)

Med a San t zat on - 
Rev ew / App ove / T ack 
/ Document / Ve fy

The o gan zat on ev ews, app oves, 
t acks, documents, and ve f es med a 
san t zat on and d sposal act ons.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) ev ews med a san t zat on and d sposal act ons
( ) app oves med a san t zat on and d spo al act ons
( ) t acks med a san t zat on and d sposal act ons
( v) documents med a san t zat on and d sposal act ons  and
(v) ve f es med a san t zat on and d sposal act ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  p ocedu es add ess ng med a san t at on and d sposal  
med a san t zat on and d sposal eco ds  ev ew eco ds fo  med a san t zat on and d sposal act ons  app ovals fo  med a 
san t zat on and d sposal act ons  t ack ng eco ds  ve f cat on eco ds  aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a san t zat on and d sposal espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  med a san t zat on  automated mechan sms uppo t ng and/o  mplement ng 
med a san t zat on].

O gan zat ons ev ew and app ove med a to be san t zed to ensu e compl ance w th eco ds- etent on pol c es. T ack ng/document ng act ons 
nclude, fo  example, l st ng pe sonnel who ev ewed and app oved san t zat on and d sposal act ons, types of med a san t zed, spec f c f les 

sto ed on the med a, san t zat on methods used, date and t me of the san t zat on act ons, pe sonnel who pe fo med the an t zat on, 
ve f cat on act ons taken, pe onnel who pe fo med the ve f cat on, and d sposal act on taken. O gan zat ons ve fy that the san t zat on of 
the med a was effect ve p o  to d sposal. Related cont ol  SI-12.



MP-
6 2)

Med a San t zat on - 
Equ pment Test ng

The o gan zat on te ts san t zat on 
equ pment and p ocedu es [Ass gnment  
o gan zat on-def ned f equency] to ve fy 
that the ntended san t zat on s be ng 
ach eved.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the f equency fo  test ng an t zat on equ pment and p ocedu es to ve fy that the ntended san t zat on s be ng 
ach eved  and
( ) tests san t zat on equ pment and p ocedu es w th the o gan zat on-def ned f equency to ve fy that the ntended san t zat on s 
be ng ach eved.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  p ocedu es add ess ng med a san t at on and d sposal  
p ocedu es add ess ng test ng of med a san t zat on equ pment  esults of med a san t zat on equ pment and p ocedu es test ng  
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a san t zat on espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  med a san t zat on  automated mechan sms uppo t ng and/o  mplement ng 
med a san t zat on].

Test ng of san t zat on equ pment and p ocedu es may be conducted by qual f ed and autho zed exte nal ent t es (e.g., othe  fede al 
agenc es o  exte nal se v ce p ov de s).

MP-
6 3)

Med a San t zat on - 
Nondest uct ve 
Techn ques

The o gan zat on appl es nondest uct ve 
san t zat on techn ques to po table 
sto age dev ces p o  to connect ng such 
dev ces to the nfo mat on system unde  
the fo low ng c cumstances  
[Ass gnment  o gan zat on-def ned 
c cumstances equ ng san t zat on of 
po table sto age dev ces].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes c cumstances equ ng san t zat on of po table sto age dev ces  and
( ) appl es nondest uct ve san t zat on techn ques to po table sto age dev ces p o  to connect ng uch dev ces to the nfo mat on 
system unde  o gan zat on-def ned c cumstances equ ng san t zat on of po table sto age dev ces.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  p ocedu es add ess ng med a san t at on and d sposal  l st 
of c cumstances equ ng san t zat on of po table sto age dev ces  med a san t zat on eco ds  aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a san t zat on espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  med a san t zat on of po table sto age dev ces  automated mechan sms 
suppo t ng and/o  mplement ng med a san t zat on].

Th s cont ol enhancement appl es to d g tal med a conta n ng class f ed nfo mat on and Cont olled Unclass f ed Info mat on (CU ). Po table 
sto age dev ces can be the sou ce of mal c ous code nse t ons nto o gan zat onal nfo mat on systems. Many of these dev ces a e obta ned 
f om unknown and potent ally unt ustwo thy sou ces and may conta n mal c ous code that can be ead ly t ansfe ed to nfo mat on 
systems th ough USB po ts o  othe  ent y po tals. Wh le scann ng such sto age dev ces s always ecommended, san t at on p ov des 
add t onal assu ance that the dev ces a e f ee of mal c ous code to nclude code capable of n t at ng ze o-day attacks. O gan zat ons cons de  
nondest uct ve san t zat on of po table sto age dev ces when such dev ces a e f st pu chased f om the manufactu e  o  vendo  p o  to n t a  
use o  when o gan zat ons lose a pos t ve cha n of custody fo  the dev ces. Related cont ol  SI-3.

MP-
6 4)

Med a San t zat on 
[W thd awn] - 
Inco po ated Into MP-6

[W thd awn  Inco po ated nto MP-6].

[W thd awn  Inco po ated nto MP 6].

MP-
6 5)

Med a San t zat on 
[W thd awn] - 
Inco po ated Into MP-6

[W thd awn  Inco po ated nto MP-6].

[W thd awn  Inco po ated nto MP 6].

MP-
6 6)

Med a San t zat on 
[W thd awn] - 
Inco po ated Into MP-6

[W thd awn  Inco po ated nto MP-6].

[W thd awn  Inco po ated nto MP 6].

MP-
6 7)

Med a San t zat on - 
Dual Autho zat on

The o gan zat on enfo ces dual 
autho zat on fo  the san t zat on of 
[Ass gnment  o gan zat on-def ned 
nfo mat on system med a].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on system med a equ ng dual autho at on to be enfo ced fo  san t zat on of such med a  and
( ) enfo ces dual autho zat on fo  the san t zat on of o gan zat on-def ned nfo mat on system med a.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  p ocedu es add ess ng med a san t at on and d sposal  l st 
of nfo mat on ystem med a equ ng dual autho zat on fo  san t zat on  autho zat on eco ds  med a san t zat on eco ds  aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a san t zat on espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses equ ng dual autho zat on fo  med a san t zat on  automated mechan sms 
suppo t ng and/o  mplement ng med a san t zat on  automated mechan sms suppo t ng and/o  mplement ng dual autho zat on].

O gan zat ons employ dual autho zat on to ensu e that nfo mat on system med a san t at on cannot occu  unless two techn cally qual f ed 
nd v duals conduct the task. Ind v duals san t z ng nfo mat on system med a possess uff c ent sk lls/expe t se to dete m ne f the p oposed 

san t zat on e lects appl cable fede al/o gan zat onal standa ds, pol c es, and p ocedu es. Dual autho zat on also helps to ensu e that 
san t zat on occu s as ntended, both p otect ng aga nst e o s and false cla ms of hav ng pe fo med the san t zat on act ons. Dual 
autho zat on may also be known as two-pe son cont ol. Related cont ols  AC-3, MP-2.

MP-
6 8)

Med a San t zat on - 
Remote Pu g ng / 
W p ng Of Info mat on

The o gan zat on p ov des the capab l ty 
to pu ge/w pe nfo mat on f om 
[Ass gnment  o gan zat on-def ned 
nfo mat on systems, system 

components, o  dev ces] e the  emotely 
o  unde  the follow ng cond t ons  
[Ass gnment  o gan zat on-def ned 

t ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on systems, system components, o  dev ces to pu ge/w pe e the  emotely o  unde  spec f c o gan zat onal 
cond t ons
( ) def nes cond t ons unde  wh ch nfo mat on s to be pu ged/w ped f om o gan zat on-def ned nfo mat on systems, system 
components, o  dev ces  and
( ) p ov des the capab l ty to pu ge/w pe nfo mat on f om o gan zat on-def ned nfo mat on systems, system components, o  
dev ces e the
    - emotely  o
    -unde  o gan zat on-def ned cond t ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  p ocedu es add ess ng med a san t at on and d sposal  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  med a 

san t zat on eco ds  aud t eco ds  othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a san t zat on espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  pu g ng/w p ng med a  automated mechan sms suppo t ng and/o  mplement ng 
pu ge/w pe capab l t es].

Th s cont ol enhancement p otects data/ nfo mat on on o gan zat onal nfo mat on systems, system components, o  dev ces (e g., mob le 
dev ces) f such systems, components, o  dev ces a e obta ned by unautho zed nd v duals. Remote pu ge/w pe commands equ e st ong 
authent cat on to m t gate the sk of unautho zed nd v duals pu g ng/w p ng the system/component/dev ce. The pu ge/w pe funct on can 
be mplemented n a va ety of ways nclud ng, fo  example, by ove w t ng data/ nfo mat on mu t ple t mes o  by dest oy ng the key 

 t  t t  t

MP 7 Med a U e

The o gan zat on [Select on  est cts  
p oh b ts] the use of [Ass gnment  
o gan zat on-def ned types of 
nfo mat on system med a] on 

[Ass gnment  o gan zat on-def ned 
nfo mat on systems o  system 

components] us ng [Ass gnment  
o gan zat on-def ned secu ty 
safegua ds].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes types of nfo mat on system med a to be  
    - est cted on nfo mat on systems o  system components  o
    -p oh b ted f om use on nfo mat on systems o  system components
( ) def nes nfo mat on systems o  system components on wh ch the use of o gan zat on-def ned types of nfo mat on ystem 
med a s to be one of the follow ng
    - est cted  o
    -p oh b ted
( ) def nes secu ty safegua ds to be employed to est ct o  p oh b t the use of o gan zat on-def ned types of nfo mat on system 
med a on o gan zat on-def ned nfo mat on systems o  system components  and
( v) est cts o  p oh b ts the use of o gan zat on-def ned nfo mat on system med a on o gan zat on-def ned nfo mat on systems o  
system components us ng o gan zat on-def ned secu ty safegua ds.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  ystem use pol cy  p ocedu es add ess ng med a usage 
est ct ons  secu ty plan  ules of behav o  nfo mat on sy tem des gn documentat on  nfo mat on system conf gu at on sett ngs 

and assoc ated documentat on  aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a use espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  med a use  automated mechan sms est ct ng o  p oh b t ng use of nfo mat on 
system med a on nfo mat on systems o  system components].

Info mat on system med a ncludes both d g tal and non-d g tal med a. D g tal med a ncludes, fo  example, d skettes, magnet c tapes, 
exte nal/ emovable ha d d sk d ves, flash d ve , compact d sks, and d g tal v deo d sks. Non-d g tal med a ncludes, fo  example, pape  and 
m c of lm. Th s cont ol also appl es to mob le dev ces w th nfo mat on sto age capab l ty (e.g., sma t phones, tablets, E- eade s). In cont ast 
to MP 2, wh ch e t cts use  access to med a, th s cont ol est cts the use of ce ta n types of med a on nfo mat on systems, fo  example, 
est ct ng/p oh b t ng the use of flash d ves o  exte nal ha d d sk d ves. O gan zat ons can employ techn cal and nontechn cal safegua ds 

(e.g., pol c e , p ocedu es, ules of behav o ) to est ct the use of nfo mat on system med a. O gan zat ons may est ct the use of po table 
sto age dev ces, fo  example, by us ng phys cal cages on wo kstat ons to p oh b t access to ce ta n exte nal po ts, o  d sabl ng/ emov ng the 
ab l ty to nse t, ead o  w te to uch dev ces. O gan zat ons may also l m t the use of po table sto age dev ces to only app oved dev ces 
nclud ng, fo  example, dev ces p ov ded by the o gan zat on, dev ces p ov ded by othe  app oved o gan zat ons, and dev ces that a e not 

pe sonally owned. F nally, o gan zat ons may est ct the use of po table sto age dev ces based on the type of dev ce, fo  example, 
p oh b t ng the use of w teable, po table sto age dev ce , and mplement ng th s est ct on by d sabl ng o  emov ng the capab l ty to w te 
to such dev ces. Related cont ols  AC 19, PL-4. MP-7(1), MP 7 2) F PS Publ cat on 199  N ST Spec al Publ cat on 800-111.

MP-
7 1)

Med a Use - P oh b t Use 
W thout Owne

The o gan zat on p oh b ts the use of 
po table sto age dev ces n 
o gan zat onal nfo mat on systems 
when such dev ces have no dent f able 
owne .

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p oh b ts the use of sto age dev ces n o gan zat onal nfo mat on systems when such dev ces have 
no dent f able owne .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  ystem use pol cy  p ocedu es add ess ng med a usage 
est ct ons  secu ty plan  ules of behav o  nfo mat on sy tem des gn documentat on  nfo mat on system conf gu at on sett ngs 

and assoc ated documentat on  aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a use espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  med a use  automated mechan sms p oh b t ng use of med a on nfo mat on 
systems o  system components].

Requ ng dent f able owne s (e g., nd v duals, o gan zat ons, o  p o ects) fo  po table sto age dev ces educes the sk of us ng such 
technolog es by allow ng o gan zat ons to ass gn espons b l ty and accountab l ty fo  add ess ng known vulne ab l t es n the dev ces (e g , 
mal c ous code nse t on). Related cont ol  PL-4.



MP-
7 2)

Med a Use - P oh b t Use 
Of San t zat on-Res stant 
Med a

The o gan zat on p oh b ts the use of 
san t zat on- es stant med a n 
o gan zat onal nfo mat on systems.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p oh b ts the use of san t zat on- es stant med a n o gan zat onal nfo mat on system .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy, system u e pol cy  p ocedu es add ess ng med a u age 
est ct ons  ules of behav o  aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a use espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  med a use  automated mechan sms p oh b t ng use of med a on nfo mat on 
systems o  system components].

San tat on- es stance appl es to the capab l ty to pu ge nfo mat on f om med a. Ce ta n types of med a do not suppo t san t ze commands, 
o  f suppo ted, the nte faces a e not suppo ted n a standa d zed way ac oss these dev ces. San tat on- es stant med a nclude, fo  example, 
compact lash, embedded flash on boa ds and dev ces, sol d state d ves, and USB emovable med a. Related cont ol  MP-6.

MP 8 Med a Downg ad ng

The o gan zat on
a. Establ shes [Ass gnment  o gan zat on-
def ned nfo mat on system med a 
downg ad ng p ocess] that ncludes 
employ ng downg ad ng mechan sms 
w th [Ass gnment  o gan zat on-def ned 
st ength and nteg ty]
b. Ensu es that the nfo mat on system 
med a downg ad ng p ocess s 
commensu ate w th the secu ty 
catego y and/o  class f cat on level of 
the nfo mat on to be emoved and the 
access autho zat ons of the potent al 
ec p ents of the downg aded 
nfo mat on

c. Ident f es [Ass gnment  o gan zat on-
def ned nfo mat on system med a 
equ ng downg ad ng]  and

d. Downg ades the dent f ed 
nfo mat on system med a us ng the 

establ shed p ocess.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( )  def nes the nfo mat on system med a downg ad ng p ocess
( ) def nes the st ength and nteg ty w th wh ch med a downg ad ng mechan sms a e to be employed
( ) establ shes an o gan zat on-def ned nfo mat on system med a downg ad ng p ocess that ncludes employ ng downg ad ng 
mechan sms w th o gan zat on-def ned st ength and nteg ty
( v) ensu es that the nfo mat on system med a downg ad ng p ocess s commensu ate w th the
    -secu ty catego y and/o  class f cat on level of the nfo mat on to be emoved
    -access autho zat ons of the potent al ec p ents of the downg aded nfo mat on
(v) dent f es/def nes nfo mat on system med a equ ng downg ad ng  and
(v ) downg ades the dent f ed nfo mat on system med a us ng the establ shed p oces .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  p ocedu es add ess ng med a downg ad ng  system 
catego zat on documentat on  l t of med a equ ng downg ad ng  eco ds of med a downg ad ng  aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a downg ad ng espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  med a downg ad ng  automated mechan sms suppo t ng and/o  mplement ng 
med a downg ad ng].

Th s cont ol appl es to a l nfo mat on system med a, d g tal and non-d g tal, sub ect to elease outs de of the o gan zat on, whethe  o  not 
the med a s cons de ed emovable. The downg ad ng p ocess, when appl ed to ystem med a, emoves nfo mat on f om the med a, 
typ ca ly by secu ty catego y o  class f cat on level, such that the nfo mat on cannot be et eved o  econst ucted. Downg ad ng of med a 
ncludes edact ng nfo mat on to enable w de  elease and d st but on. Downg ad ng of med a also ensu es that empty space on the med a 

(e.g., slack space w th n f les) s devo d of nfo mat on. MP-8(1), MP 8 2), MP-8(3), MP 8(4)

MP-
8 1)

Med a Downg ad ng  - 
Documentat on Of 
P ocess

The o gan zat on documents nfo mat on 
t    t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on documents nfo mat on system med a downg ad ng act ons. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  p ocedu es add ess ng med a downg ad ng  l st of med a 
equ ng downg ad ng  eco ds of med a downg ad ng  aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a downg ad ng espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  med a downg ad ng  automated mechan sms suppo t ng and/o  mplement ng 
med a downg ad ng].

O gan zat ons can document the med a downg ad ng p ocess by p ov d ng nfo mat on such as the downg ad ng techn que employed, the 
dent f cat on numbe  of the downg aded med a, and the dent ty of the nd v dual that autho zed and/o  pe fo med the downg ad ng 

t

MP-
8 2)

Med a Downg ad ng  - 
Equ pment Test ng

The o gan zat on employs [Ass gnment  
o gan zat on-def ned tests] of 
downg ad ng equ pment and p ocedu es 
to ve fy co ect pe fo mance 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes tests to be employed fo  downg ad ng equ pment
( ) def nes p ocedu es to ve fy co ect pe fo mance
( ) def nes the f equency fo  employ ng tests of downg ad ng equ pment and p ocedu es to ve fy co ect pe fo mance  and
( v) employs o gan zat on-def ned tests of downg ad ng equ pment and p ocedu es to ve fy co ect pe fo mance w th the 
o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  p ocedu es add ess ng med a downg ad ng  p ocedu es 
add ess ng test ng of med a downg ad ng equ pment  esu ts of downg ad ng equ pment and p ocedu es test ng  aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a downg ad ng espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  med a downg ad ng  automated mechan sms suppo t ng and/o  mplement ng 
med a downg ad ng  automated mechan ms suppo t ng and/o  mplement ng tests fo  downg ad ng equ pment].

MP-
8 3)

Med a Downg ad ng  - 
Cont o led Unclass f ed 
Info mat on

The o gan zat on downg ades 
nfo mat on system med a conta n ng 

[Ass gnment  o gan zat on-def ned 
Cont o led Unclass f ed Info mat on 
(CUI)] p o  to publ c elease n 
acco dance w th appl cable fede al and 
o gan zat onal standa ds and pol c es.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes Cont o led Unclass f ed Info mat on (CUI) conta ned on nfo mat on system med a that equ es downg ad ng p o  to 
publ c elease  and
( ) downg ades nfo mat on system med a conta n ng o gan zat on-def ned CUI p o  to publ c elease n acco dance w th 
appl cable fede al and o gan zat onal standa ds and pol c es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  access autho zat on pol cy  p ocedu es add ess ng 
downg ad ng of med a conta n ng CUI  appl cable fede al and o gan zat onal standa ds and pol c es ega d ng p otect on of CUI  
med a downg ad ng eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a downg ad ng espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  med a downg ad ng  automated mechan sms suppo t ng and/o  mplement ng 
med a downg ad ng].

MP-
8 4)

Med a Downg ad ng  - 
Class f ed Info mat on

The o gan zat on downg ades 
nfo mat on system med a conta n ng 

class f ed nfo mat on p o  to elease to 
nd v duals w thout equ ed access 

autho zat ons n acco dance w th NSA 
standa ds and pol c es.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on downg ades nfo mat on system med a conta n ng class f ed nfo mat on p o  to elease to 
nd v duals w thout equ ed access autho zat ons n acco dance w th NSA standa ds and pol c es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on system med a p otect on pol cy  access autho zat on pol cy  p ocedu es add ess ng 
downg ad ng of med a conta n ng class f ed nfo mat on  p ocedu es add ess ng handl ng of class f ed nfo mat on  NSA standa ds 
and pol c es ega d ng p otect on of class f ed nfo mat on  med a downg ad ng eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system med a downg ad ng espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  med a downg ad ng  automated mechan sms suppo t ng and/o  mplement ng 
med a downg ad ng].

Downg ad ng of class f ed nfo mat on uses app oved san t at on tools, techn ques, and p ocedu es to t ansfe  nfo mat on conf med to be 
unclass f ed f om class f ed nfo mat on systems to unclass f ed med a.

PE-1 
Phys cal and 
Env onmental P otect on 
Pol cy and P ocedu es 

The o gan zat on
a. Develop , documents, and 
d ssem nates to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles]
1. A phys cal and env onmental 
p otect on pol cy that add e ses 
pu pose, scope, oles, espons b l t es, 
management comm tment, coo d nat on 
among o gan zat onal ent t es, and 
compl ance  and
2. P ocedu es to fac l tate the 
mplementat on of the phys cal and 

env onmental p otect on pol cy and 
assoc ated phys cal and env onmental 
p otect on cont ols  and
b. Rev ews and updates the cu ent
1. Phys cal and env onmental 
p otect on  pol cy [Ass gnment  
o gan zat on-def ned f equency]  and
2. Phys cal and env onmental 
p otect on p ocedu es [Ass gnment  
o gan zat on-def ned f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) the o gan zat on develops and fo mally documents phys cal and env onmental p otect on pol cy  
    - pu pose  
    -scope  
     - oles  
    - espons b l t es  
     -management comm tment  
     -coo d nat on among o gan zat onal ent t es    
     -compl ance  
( ) def nes pe sonnel o  oles to whom the phys cal and env onmental p otect on pol cy s to be d ssem nated
( ) d ssem nates the phys cal and env onmental p otect on pol cy to o gan zat on-def ned pe sonnel o  oles
( v) develops and documents p ocedu es to fac l tate the mplementat on of the phys cal and env onmental p otect on pol cy and 
assoc ated assessment and autho zat on cont ols
(v) def nes pe sonnel o  oles to whom the p ocedu es a e to be d ssem nated
(v ) d ssem nates the p ocedu es to o gan zat on-def ned pe sonnel o  oles
(v ) def nes the f equency to ev ew and update the cu ent phys cal and env onmental p otect on pol cy
(v ) ev ews and updates the cu ent phys cal and env onmental p otect on pol cy w th the o gan zat on-def ned f equency
( x) def nes the f equency to ev ew and update the cu ent phys cal and env onmental p otect on p ocedu es  and
(x) ev ews and updates the cu ent phys cal and env onmental p otect on p ocedu es w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy and p ocedu es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal and env onmental p otect on espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].

Th s cont ol add esses the establ shment of pol cy and p ocedu es fo  the effect ve mplementat on of selected secu ty cont ols and cont ol 
enhancements n the PE fam ly. Pol cy and p ocedu es eflect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c es, 
standa ds, and gu dance. Secu ty p og am pol c es and p ocedu es at the o gan zat on level may make the need fo  system-spec f c pol c es 
and p ocedu es unnecessa y. The pol cy can be ncluded as pa t of the gene al nfo mat on secu ty pol cy fo  o gan zat ons o  conve sely, 
can be ep esented by mult ple pol c es eflect ng the complex natu e of ce ta n o gan zat ons. The p ocedu es can be establ shed fo  the 
secu ty p og am n gene al and fo  pa t cula  nfo mat on systems, f needed. The o gan zat onal sk management st ategy s a key facto  n 
establ sh ng pol cy and p ocedu es. Related cont ol  PM-9. None NIST Spec al Publ cat ons 800 12, 800-100.



PE-2 
Phys cal Access 
Autho zat ons The o gan zat on

a. Develop , app oves, and ma nta ns a 
l st of nd v duals w th autho zed access 
to the fac l ty whe e the nfo mat on 
system es des
b. Issues autho zat on c edent als fo  
fac l ty access
c. Rev ews the access l st deta l ng 
autho zed fac l ty access by nd v duals 
[Ass gnment  o gan zat on-def ned 
f equency]  and
d. Removes nd v duals f om the fac l ty 
access l st when access s no longe  
equ ed.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops a l st of nd v duals w th autho zed access to the fac l ty whe e the nfo mat on ystem es des
( ) app oves a l st of nd v duals w th autho zed access to the fac l ty whe e the nfo mat on sy tem es des
( ) ma nta ns a l st of nd v duals w th autho zed access to the fac l ty whe e the nfo mat on system es des
( v) ssues autho zat on c edent als fo  fac l ty access
(v) def nes the f equency to ev ew the access l st deta l ng autho zed fac l ty access by nd v duals
(v ) ev ews the access l st deta l ng autho zed fac l ty access by nd v duals w th the o gan zat on-def ned f equency  and
(v ) emoves nd v duals f om the fac l ty access l st when access s no longe  equ ed.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng phys cal access autho zat ons  
secu ty plan  autho zed pe sonnel access l st  autho zat on c edent als  phys cal access l st ev ews  phys cal access te m nat on 
eco ds and assoc ated documentat on  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access autho zat on espons b l t es  o gan zat onal pe sonnel 
w th phys cal access to nfo mat on system fac l ty  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  phys cal access autho zat ons  automated mechan sms suppo t ng and/o  
mplement ng phys cal access autho zat ons].

Th s cont ol appl es to o gan zat onal employees and v s to s. Ind v duals (e.g., employees, cont acto s, and othe s) w th pe manent phys cal 
access autho zat on c edent als a e not cons de ed v s to s. Autho zat on c edent als nclude, fo  example, badges, dent f cat on ca ds, and 
sma t ca ds. O gan zat ons dete m ne the st ength of autho zat on c edent als needed ( nclud ng level of fo ge-p oof badges, sma t ca ds, o  
dent f cat on ca ds) cons stent w th fede al standa ds, pol c es, and p ocedu es. Th s cont ol only appl es to a eas w th n fac l t es that have 

not been des gnated as publ cly access ble. Related cont ols  PE-3, PE-4, PS-3. PE-2(1), PE 2(2), PE-2(3) None

PE-
2 1)

Phys cal Access 
Autho zat ons - Access 
By Pos t on / Role

The o gan zat on autho zes phys cal 
access to the fac l ty whe e the 
nfo mat on system es des based on 

pos t on o  ole.

AASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on autho zes phys cal access to the fac l ty whe e the nfo mat on system es des based on pos t on o  
ole.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng phys cal access autho zat ons  
phys cal access cont ol logs o  eco ds  l st of pos t ons/ oles and co espond ng phys cal access autho zat ons  nfo mat on system 
ent y and ex t po nts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access autho zat on espons b l t es  o gan zat onal pe sonnel 
w th phys cal access to nfo mat on system fac l ty  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  phys cal access autho zat ons  automated mechan sms suppo t ng and/o  
mplement ng phys cal access autho zat ons].

Related cont ols  AC-2, AC-3, AC-6.

PE-
2 2)

Phys cal Access 
Autho zat ons - Two 
Fo ms Of Ident f cat on

The o gan zat on equ es two fo ms of 
dent f cat on f om [Ass gnment  

o gan zat on-def ned l st of acceptable 
fo ms of dent f cat on] fo  v s to  access 
to the fac l ty whe e the nfo mat on 
system es des.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes a l st of acceptable fo ms of dent f cat on fo  v s to  access to the fac l ty whe e the nfo mat on system es des  and
( ) equ es two fo ms of dent f cat on f om the o gan zat on-def ned l t of acceptable fo ms of dent f cat on fo  v s to  access to 
the fac l ty whe e the nfo mat on system es des.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng phys cal access autho zat ons  l st 
of acceptable fo ms of dent f cat on fo  v s to  access to the fac l ty whe e nfo mat on system es des  access autho zat on fo ms  
access c edent als  phys cal access cont ol logs o  eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access autho zat on espons b l t es  o gan zat onal pe sonnel 
w th phys cal access to nfo mat on system fac l ty  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  phys cal access autho zat ons  automated mechan sms suppo t ng and/o  
mplement ng phys cal access autho zat ons].

Acceptable fo ms of gove nment photo dent f cat on nclude, fo  example, passpo ts, Pe sonal Ident ty Ve f cat on (PIV) ca ds, and d ve s  
l censes. In the case of ga n ng access to fac l t es us ng automated mechan sms, o gan zat ons may use PIV ca ds, key ca ds, PINs, and 
b omet cs. Related cont ols  IA-2, IA-4, IA 5.

PE-
2 3)

Phys cal Access 
Autho zat ons - Rest ct 
Unesco ted Access

The o gan zat on e t cts unesco ted 
access to the fac l ty whe e the 
nfo mat on system es des to pe sonnel 

w th [Select on (one o  mo e)  secu ty 
clea ances fo  a l nfo mat on conta ned 
w th n the system  fo mal access 
autho zat ons fo  a l nfo mat on 
conta ned w th n the system  need fo  
access to a l nfo mat on conta ned 
w th n the system  [Ass gnment  
o gan zat on-def ned c edent als ]. 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes c edent als to be employed to est ct unesco ted access to the fac l ty whe e the nfo mat on system es des to 
autho zed pe sonnel
( ) est cts unesco ted access to the fac l ty whe e the nfo mat on system es des to pe sonnel w th one o  mo e of the follow ng
    -secu ty clea ances fo  a l nfo mat on conta ned w th n the system
    fo mal access autho zat ons fo  a l nfo mat on conta ned w th n the system
    -need fo  access to all nfo mat on conta ned w th n the system  and/o
    -o gan zat on-def ned c edent als.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng phys cal access autho zat ons  
autho zed pe sonnel access l st  secu ty clea ances  access autho zat ons  access c edent als  phys cal access cont ol logs o  
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access autho zat on espons b l t es  o gan zat onal pe sonnel 
w th phys cal access to nfo mat on system fac l ty  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  phys cal access autho zat ons  automated mechan sms suppo t ng and/o  
mplement ng phys cal access autho zat ons].

Due to the h ghly ens t ve natu e of class f ed nfo mat on sto ed w th n ce ta n fac l t es, t s mpo tant that nd v duals lack ng suff c ent 
secu ty clea ances, access app ovals, o  need to know, be esco ted by nd v duals w th app op ate c edent als to ensu e that such 
nfo mat on s not exposed o  othe w se comp om sed. Related cont ols  PS-2, PS-6.

PE-3 Phys cal Access Cont ol 

 
a. Enfo ces phys cal access 
autho zat ons at [Ass gnment  
o gan zat on-def ned ent y/ex t po nts to 
the fac l ty whe e the nfo mat on 
system es des] by
1. Ve fy ng nd v dual access 
autho zat ons befo e g ant ng access to 
the fac l ty  and
2. Cont oll ng ng ess/eg ess to the 
fac l ty us ng [Select on (one o  mo e)  
[Ass gnment  o gan zat on-def ned 
phys cal access cont ol systems/dev ces]  
gua ds]
b. Ma nta ns phys cal access aud t logs 
fo  [Ass gnment  o gan zat on-def ned 
ent y/ex t po nts]
c. P ov des [A s gnment  o gan zat on-
def ned secu ty safegua ds] to cont ol 
access to a eas w th n the fac l ty 
off c ally des gnated as publ cly 
access ble
d. Esco ts v s to s and mon to s v s to  
act v ty [Ass gnment  o gan zat on-
def ned c cumstances equ ng v s to  
esco ts and mon to ng]
e. Secu es keys, comb nat ons, and othe  
phys cal access dev ces

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes ent y/ex t po nts to the fac l ty whe e the nfo mat on system es des
( ) enfo ces phys cal access autho zat ons at o gan zat on-def ned ent y/ex t po nts to the fac l ty whe e the nfo mat on system 
es des by

    -ve fy ng nd v dual access autho zat ons befo e g ant ng access to the fac l ty
    -def n ng phys cal access cont ol systems/dev ces to be employed to cont ol ng ess/eg ess to the fac l ty whe e the nfo mat on 
system es des
    -us ng one o  mo e of the follow ng ways to cont ol ng ess/eg ess to the fac l ty
        (a) o gan zat on-def ned phys cal access cont ol systems/dev ces  and o
        (b) gua ds
( ) def nes ent y/ex t po nts fo  wh ch phys cal access aud t logs a e to be ma nta ned
( v) ma nta ns phys cal access aud t logs fo  o gan zat on-def ned ent y/ex t po nts
(v) def nes secu ty safegua ds to be employed to cont ol access to a eas w th n the fac l ty off c ally des gnated as publ cly 
access ble
(v ) p ov des o gan zat on-def ned secu ty safegua ds to cont ol access to a eas w th n the fac l ty off c ally des gnated as publ cly 
access ble
(v ) def nes c cumstances equ ng v s to
    -esco ts
    -mon to ng
(v ) n acco dance w th o gan zat on-def ned c cumstances equ ng v s to  esco ts and mon to ng
    -esco ts v s to s
    -mon to s v s to  act v t es
( x) secu es keys
(x) secu es comb nat ons
(x ) secu es othe  phys cal access dev ces
(x ) def nes phys cal access dev ces to be nvento ed

         

Th s cont ol appl es to o gan zat onal employees and v s to s. Ind v duals (e.g., employees, cont acto s, and othe s) w th pe manent phys cal 
access autho zat on c edent als a e not cons de ed v s to s. O gan zat ons dete m ne the types of fac l ty gua ds needed nclud ng, fo  
example, p ofe s onal phys cal secu ty sta f o  othe  pe sonnel such as adm n st at ve staff o  nfo mat on system use s. Phys cal access 
dev ces nclude, fo  example, keys, locks, comb nat ons, and ca d eade s. Safegua ds fo  publ cly access ble a eas w th n o gan zat onal 
fac l t es nclude, fo  example, came as, mon to ng by gua ds, and solat ng selected nfo mat on ystems and/o  system components n 
secu ed a eas. Phys cal access cont ol systems comply w th appl cable fede al laws, Execut ve O de s, d ect ves, pol c es, egulat ons, 
standa ds, and gu dance. The Fede al Ident ty, C edent al, and Access Management P og am p ov des mplementat on gu dance fo  dent ty, 
c edent al, and access management capab l t es fo  phys cal access cont ol systems. O gan zat ons have flex b l ty n the types of aud t logs 
employed. Aud t logs can be p ocedu al (e.g., a w tten log of nd v duals access ng the fac l ty and when such access occu ed), automated 
(e.g., captu ng ID p ov ded by a PIV ca d), o  some comb nat on the eof. Phys cal access po nts can nclude fac l ty access po nts, nte o  
access po nts to nfo mat on systems and/o  components equ ng supplemental access cont ols, o  both. Components of o gan zat onal 
nfo mat on systems (e g., wo kstat on , te m nals) may be located n a eas des gnated as publ cly access ble w th o gan zat ons safegua d ng 

access to such dev ces. Related cont ols  AU-2, AU-6, MP-2, MP-4, PE-2, PE-4, PE-5, PS 3, RA 3. PE-3(1), PE 3(2), PE-331), PE-3(4), PE-3(5), PE-3 6)

F PS Publ cat on 201  N ST Spec al Publ cat ons 800-73, 
800 76, 800-78, 800 116  CD 704, 705  DoD Inst uct on 
5200 39  Pe sonal Ident ty Ve f cat on PIV) n Ente p se 
Phys cal Access Cont ol System (E-PACS)  Web  
http // dmanagement.gov, http //f ps201ep.c o.gov. 

PE-
3 1)

Phys cal Access Cont ol - 
Info mat on System 
Access

The o gan zat on enfo ces phys cal 
access autho zat ons to the nfo mat on 
system n add t on to the phys cal access 
cont ols fo  the fac l ty at [Ass gnment  
o gan zat on-def ned phys cal spaces 
conta n ng one o  mo e components of 
the nfo mat on ystem].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes phys cal spaces conta n ng one o  mo e components of the nfo mat on system  and
( ) enfo ces phys cal access autho zat ons to the nfo mat on system n add t on to the phys cal access cont ols fo  the fac l ty at 
o gan zat on-def ned phys cal spaces conta n ng one o  mo e components of the nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng phys cal access cont ol  phys cal 
access cont ol logs o  eco ds  phys cal access cont ol dev ces  access autho zat ons  access c edent als  nfo mat on system ent y 
and ex t po nts  l st of a eas w th n the fac l ty conta n ng concent at ons of nfo mat on system components o  nfo mat on ystem 
components equ ng add t onal phys cal p otect on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access autho zat on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  phys cal access cont ol to the nfo mat on system/components  automated 
mechan sms suppo t ng and/o  mplement ng phys cal access cont ol fo  fac l ty a eas conta n ng nfo mat on system 
components].

Th s cont ol enhancement p ov des add t onal phys cal secu ty fo  those a eas w th n fac l t es whe e the e s a concent at on of nfo mat on 
system components (e.g., se ve  ooms, med a sto age a eas, data and commun cat ons cente s). Related cont ol  PS-2.

PE-
3 2)

Phys cal Access Cont ol - 
Fac l ty / Info mat on 
System Bounda es

The o gan zat on pe fo ms secu ty 
checks [Ass gnment  o gan zat on-
def ned f equency] at the phys cal 
bounda y of the fac l ty o  nfo mat on 
system fo  unautho zed exf t at on of 
nfo mat on o  emoval of nfo mat on 

system components.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on  
( ) def nes the f equency to pe fo m secu ty checks at the phys cal bounda y of the fac l ty o  nfo mat on system fo
    -unautho zed exf lt at on of nfo mat on  o
    - emoval of nfo mat on ystem components  and
( ) pe fo ms secu ty checks w th the o gan zat on-def ned f equency at the phys cal bounda y of the fac l ty o  nfo mat on system 
fo
    -unautho zed exf lt at on of nfo mat on  o
    - emoval of nfo mat on ystem components.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng phys cal access cont ol  phys cal 
access cont ol logs o  eco ds  eco ds of secu ty checks  secu ty aud t epo ts  secu ty nspect on epo ts  fac l ty layout 
documentat on  nfo mat on system ent y and ex t po nts  othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access cont ol espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  phys cal access cont ol to the fac l ty and/o  nfo mat on system  automated 
mechan sms suppo t ng and/o  mplement ng phys cal access cont ol fo  the fac l ty o  nfo mat on system  automated 
mechan sms suppo t ng and/o  mplement ng secu ty checks fo  unautho zed exf t at on of nfo mat on].

O gan zat ons dete m ne the extent, f equency, and/o  andomness of secu ty checks to adequately m t gate sk assoc ated w th 
exf t at on. Related cont ols  AC-4, SC-7.



PE-
3 3)

Phys cal Access Cont ol - 
Cont nuous Gua ds / 
Ala ms / Mon to ng

The o gan zat on employs gua ds and/o  
ala ms to mon to  eve y phys cal access 
po nt to the fac l ty whe e the 
nfo mat on system es des 24 hou s pe  

day, 7 days pe  week.

SSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs one o  mo e of the fo low ng to mon to  eve y phys cal access po nt to the fac l ty whe e 
the nfo mat on system es des 24 hou s pe  day, 7 days pe  week
    -gua ds  and/o
    -

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng phys cal access cont ol  phys cal 
access cont ol logs o  eco ds  phys cal access cont ol dev ces  fac l ty su ve lance eco ds  fac l ty layout documentat on  
nfo mat on system ent y and ex t po nts  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access cont ol espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  phys cal access cont ol to the fac l ty whe e the nfo mat on system es des  
automated mechan sms suppo t ng and/o  mplement ng phys cal access cont ol fo  the fac l ty whe e the nfo mat on system 
es des].

Related cont ols  CP-6, CP 7.

PE-
3 4)

Phys cal Access Cont ol - 
Lockable Cas ngs

The o gan zat on uses lockable phys cal 
cas ngs to p otect [Ass gnment  
o gan zat on-def ned nfo mat on system 
components] f om unautho zed 
phys cal access.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on system components to be p otected f om unautho zed phys cal access us ng lockable phys cal cas ngs  and
( ) uses lockable phys cal cas ngs to p otect o gan zat on-def ned nfo mat on system components f om unautho zed phys cal 
access.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng phys cal access cont ol  secu ty 
plan  l st of nfo mat on system components equ ng p otect on th ough lockable phys cal cas ngs  lockable phys cal cas ngs  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access cont ol espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Lockable phys cal cas ngs].

PE-
3 5)

Phys cal Access Cont ol - 
Tampe  P otect on

The o gan zat on employs [Ass gnment  
o gan zat on-def ned secu ty 
safegua ds] to [Select on (one o  mo e)  
detect  p even ] phys cal tampe ng o  
alte at on of [Ass gnment  o gan zat on-
def ned ha dwa e components] w th n 
the nfo mat on ystem.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes secu ty safegua ds to be employed to detect and/o  p event phys cal tampe ng o  alte at on of o gan zat on-def ned 
ha dwa e components w th n the nfo mat on system
( ) def nes ha dwa e components w th n the nfo mat on system fo  wh ch secu ty safegua ds a e to be employed to detect 
and/o  p event phys cal tampe ng o  alte at on of such components
( ) employs o gan zat on-def ned secu ty safegua ds to do one o  mo e of the follow ng
    -detect phys cal tampe ng o  alte at on of o gan zat on-def ned ha dwa e components w th n the nfo mat on system  and/o  
    -p event phys cal tampe ng o  a te at on of o gan zat on-def ned ha dwa e components w th n the nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng phys cal access cont ol  l st of 
secu ty safegua ds to detect/p event phys cal tampe ng o  alte at on of nfo mat on system ha dwa e components  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access cont ol espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses to detect/p event phys cal tampe ng o  alte at on of nfo mat on system ha dwa e 
components  automated mechan sms/secu ty safegua ds suppo t ng and/o  mplement ng detect on/p event on of phys cal 
tampe ng/a te nat on of nfo mat on system ha dwa e components].

O gan zat ons may mplement tampe  detect on/p event on at selected ha dwa e components o  tampe  detect on at some components 
and tampe  p event on at othe  components. Tampe  detect on/p event on act v t es can employ many types of ant -tampe  technolog es 
nclud ng, fo  example, tampe -detect on seals and ant tampe  coat ngs. Ant -tampe  p og ams help to detect ha dwa e a te at ons th ough 

counte fe t ng and othe  supply cha n- elated sks. Related cont ol  SA 12.

PE-
3 6)

Phys cal Access Cont ol - 
Fac l ty Penet at on 
Test ng

The o gan zat on employs a penet at on 
test ng p ocess that ncludes 
[Ass gnment  o gan zat on-def ned 
f equency], unannounced attempts to 
bypass o  c cumvent secu ty cont ols 
assoc ated w th phys cal access po nts to 
the fac l ty.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the f equency of unannounced attempts to be ncluded n a penet at on test ng p ocess to bypass o  c cumvent secu ty 
cont ols assoc ated w th phys cal access po nts to the fac l ty  and 
( ) employs a penet at on test ng p ocess w th the o gan zat on-def ned f equency that ncludes unannounced attempts to bypass 
o  c cumvent secu ty cont ols assoc ated w th phys cal access po nts to the fac l ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng phys cal access cont ol  p ocedu es 
add ess ng penet at on test ng  ules of engagement and assoc ated documentat on  penet at on test esults  secu ty plan  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access cont ol espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  fac l ty penet at on test ng  automated mechan sms suppo t ng and/o  
mplement ng fac l ty penet at on test ng].

Related cont ols  CA-2, CA-7.

PE-4 
Access Cont ol fo  
T ansm ss on Med um 

The o gan zat on cont ols phys cal access 
to [Ass gnment  o gan zat on-def ned 
nfo mat on system d st but on and 

t ansm ss on l nes] w th n o gan zat onal 
fac l t es us ng [Ass gnment  o gan zat on-

f  t  f ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on system d st but on and t ansm ss on l nes equ ng phys cal access cont ols
( ) def nes secu ty safegua ds to be employed to cont ol phys cal access to o gan zat on-def ned nfo mat on system d st but on 
and t ansm ss on l nes w th n o gan zat onal fac l t es  and
( ) cont ols phys cal access to o gan zat on-def ned nfo mat on system d st but on and t ansm ss on l nes w th n o gan zat onal 
fac l t es us ng o gan zat on-def ned secu ty afegua ds.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng access cont ol fo  t ansm ss on 
med um  nfo mat on system des gn documentat on  fac l ty commun cat ons and w ng d ag ams  l st of phys cal secu ty 
safegua ds appl ed to nfo mat on system d st but on and t ansm ss on l nes  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access cont ol espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  access cont ol to d st but on and t ansm ss on l nes  automated 
mechan sms/secu ty safegua ds suppo t ng and/o  mplement ng access cont ol to d st but on and t ansm ss on l nes].

Phys cal secu ty safegua ds appl ed to nfo mat on system d st but on and t ansm ss on l nes help to p event acc dental damage, d s upt on  
and phys cal tampe ng. In add t on, phys cal safegua ds may be necessa y to help p event eavesd opp ng o  n t ans t mod f cat on of 
unenc ypted t ansm ss ons. Secu ty safegua ds to cont ol phys cal access to system d st but on and t ansm ss on l nes nclude, fo  example  
( ) locked w ng closets  ( ) d sconnected o  locked spa e jacks  and/o  ( ) p otect on of cabl ng by condu t o  cable t ays. Related cont ols  
MP 2  MP-  PE-2  PE-3  PE 5  SC 7  SC-8 N NST SSI N  7003

PE-5 
Access Cont ol fo  Output 
Dev ces

The o gan zat on cont ols phys cal access 
to nfo mat on system output dev ces to 
p event unautho zed nd v duals f om 
obta n ng the output.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on cont ols phys cal access to nfo mat on system output dev ces to p event unautho zed nd v duals 
f om obta n ng the output.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng access cont ol fo  d splay med um  
fac l ty layout of nfo mat on system components  actual d splays f om nfo mat on system components  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access cont ol espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  access cont ol to output dev ces  automated mechan sms suppo t ng and/o  
mplement ng access cont ol to output dev ces].

Cont oll ng phys cal access to output dev ces ncludes, fo  example, plac ng output dev ces n locked ooms o  othe  secu ed a eas and 
allow ng access to autho zed nd v duals only, and plac ng output dev ces n locat ons that can be mon to ed by o gan zat onal pe sonnel. 
Mon to s, p nte s, cop e s, scanne s, facs m le mach nes, and aud o dev ces a e examples of nfo mat on system output dev ces. Related 
cont ols  PE-2, PE-3, PE-4, PE 18. PE-5(1), PE 5(2), PE-5(3)

PE-
5 1)

Access Cont ol Fo  
Output Dev ces  - Access 
To Output By Autho zed 
Ind v duals

The o gan zat on
(a) Cont ols phys cal access to output 
f om [A s gnment  o gan zat on-def ned 
output dev ces]  and
(b) Ensu es that only autho zed 
nd v duals ece ve output f om the 

dev ce.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes output dev ces whose output equ es phys cal access cont ols
( ) cont ols phys cal access to output f om o gan zat on-def ned output dev ces  and
( ) en u es that only autho zed nd v duals ece ve output f om the dev ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng phys cal access cont ol  l st of 
output dev ces and assoc ated outputs equ ng phys cal access cont ols  phys cal access cont ol logs o  eco ds fo  a eas 
conta n ng output dev ces and elated outputs  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access cont ol espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  access cont ol to output dev ces  automated mechan sms suppo t ng and/o  
mplement ng access cont ol to output dev ces].

Cont oll ng phys cal access to selected output dev ces ncludes, fo  example, plac ng p nte s, cop e s, and facs m le mach nes n cont o led 
a eas w th keypad access cont ols o  l m t ng access to nd v duals w th ce ta n types of badges.



PE-
5 2)

Access Cont ol Fo  
Output Dev ces  - Access 
To Output By Ind v dual 
Ident ty

The nfo mat on system
(a) Cont ols phys cal access to output 
f om [A s gnment  o gan zat on-def ned 
output dev ces]  and
(b) L nks nd v dual dent ty to ece pt of 
the output f om the dev ce.

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes output dev ces whose output equ es phys cal access cont ols
( ) the nfo mat on system cont ols phys cal access to output f om o gan zat on-def ned output dev ces  and
( ) the nfo mat on system l nks nd v dual dent ty to ece pt of the output f om the dev ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng phys cal access cont ol  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of 

output dev ces and assoc ated outputs equ ng phys cal access cont ols  phys cal access cont ol logs o  eco ds fo  a eas 
conta n ng output dev ces and elated outputs  nfo mat on sy tem aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access cont ol espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope s].

Test  SELECT FROM  O gan zat onal p ocesses fo  access cont ol to output dev ces  automated mechan sms suppo t ng and/o  
mplement ng access cont ol to output dev ces].

Cont oll ng phys cal access to selected output dev ces ncludes, fo  example, nstall ng secu ty funct onal ty on p nte s, cop e s, and 
facs m le mach nes that allows o gan zat ons to mplement authent cat on (e.g., us ng a PIN o  ha dwa e token) on output dev ces p o  to 
the elease of output to nd v duals.

PE-
5 3)

Access Cont ol Fo  
Output Dev ces  - 
Ma k ng Output Dev ces

The o gan zat on ma ks [Ass gnment  
o gan zat on-def ned nfo mat on system 
output dev ces] nd cat ng the 
app op ate secu ty ma k ng of the 
nfo mat on pe m ted to be output f om 

the dev ce.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on system output dev ces to be ma ked w th app op ate secu ty ma k ng of the nfo mat on pe m tted to be 
output f om such dev ces  and
( ) ma ks o gan zat on-def ned nfo mat on system output dev ces nd cat ng the app op ate secu ty ma k ng of the nfo mat on 
pe m tted to be output f om the dev ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng phys cal access cont ol  secu ty 
ma k ngs fo  nfo mat on types pe m tted as output f om nfo mat on system output dev ces  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access cont ol espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  ma k ng output dev ces].

Outputs dev ces nclude, fo  example, p nte s, mon to s, facs m le mach nes, scanne s, cop e s, and aud o dev ces. Th s cont ol enhancement 
s gene ally appl cable to nfo mat on system output dev ces othe  than mob les dev ces.

PE-6 
Mon to ng Phys cal 
Access The o gan zat on

a. Mon to s phys cal access to the fac l ty 
whe e the nfo mat on system es des to 
detect and espond to phys cal secu ty 
nc dents

b. Rev ews phys cal access logs 
[Ass gnment  o gan zat on-def ned 
f equency] and upon occu ence of 
[Ass gnment  o gan zat on-def ned 
events o  potent al nd cat ons of 
events]  and
c. Coo d nates esults of ev ews and 
nvest gat ons w th the o gan zat onal 

t  l t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) mon to s phys cal access to the fac l ty whe e the nfo mat on system es des to detect and espond to phys cal secu ty 
nc dents

( ) def nes the f equency to ev ew phys cal access logs
( ) def nes events o  potent al nd cat on of events equ ng phys cal access logs to be ev ewed  
( v) ev ews phys cal access logs w th the o gan zat on-def ned f equency and upon occu ence of o gan zat on-def ned events o  
potent al nd cat ons of events  and
(v) coo d nates esults of ev ews and nvest gat ons w th the o gan zat onal nc dent esponse capab l ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng phys cal access mon to ng  
secu ty plan  phys cal access logs o  eco ds  phys cal access mon to ng eco ds  phys cal access log ev ews  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access mon to ng espons b l t es  o gan zat onal pe sonnel w th 
nc dent esponse espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng phys cal access  automated mechan sms suppo t ng and/o  
mplement ng phys cal access mon to ng  automated mechan sms suppo t ng and/o  mplement ng ev ew ng of phys cal acce s 

logs].

O gan zat onal nc dent esponse capab l t es nclude nvest gat ons of and esponses to detected phys cal secu ty nc dents. Secu ty 
nc dents nclude, fo  example, appa ent secu ty v olat ons o  susp c ous phys cal access act v t es. Susp c ous phys cal access act v t es 
nclude, fo  example  ( ) acces es outs de of no mal wo k hou s  ( ) epeated accesses to a eas not no ma ly accessed  ( ) accesses fo  

l l th  f t   ( ) t- f-   R l t  t l  C -7  R-  R 8 PE-6(1)  PE 6(2)  PE-6(3)  PE-6( ) N

PE-
6 1)

Mon to ng Phys cal 
Access - Int us on Ala ms 
/ Su ve lance Equ pment

The o gan zat on mon to s phys cal 
nt us on ala ms and su ve llance 

equ pment.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on mon to s phys cal nt us on ala ms and su ve llance equ pment.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng phys cal access mon to ng  
secu ty plan  phys cal access logs o  eco ds  phys cal access mon to ng eco ds  phys cal access log ev ews  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access mon to ng espons b l t es  o gan zat onal pe sonnel w th 
nc dent esponse espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng phys cal nt us on ala ms and su ve lance equ pment  automated 
mechan sms suppo t ng and/o  mplement ng phys cal access mon to ng  automated mechan sms suppo t ng and/o  
mplement ng phys cal nt us on ala ms and u ve lance equ pment].

PE-
6 2)

Mon to ng Phys cal 
Access - Automated 
Int us on Recogn t on / 
Responses

The o gan zat on employs automated 
mechan sms to ecogn ze [Ass gnment  
o gan zat on-def ned classes types of 
nt us ons] and n t ate [Ass gnment  

o gan zat on-def ned espon e act ons].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes classes/types of nt us ons to be ecogn ed by automated mechan sms
( ) def nes esponse act ons to be n t ated by automated mechan sms when o gan zat on-def ned classes/types of nt us ons a e 
ecogn zed  and

( ) employs automated mechan sms to ecogn ze o gan zat on-def ned classes/types of nt us ons and n t ate o gan zat on-
def ned esponse act on .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng phys cal access mon to ng  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  l st of esponse act ons to be n t ated when spec f c classes/types of nt us ons a e ecogn zed  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access mon to ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng phys cal access  automated mechan sms suppo t ng and/o  
mplement ng phys cal access mon to ng  automated mechan sms suppo t ng and/o  mplement ng ecogn t on of classes/types 

of nt us ons and n t at on of a esponse].

Related cont ol  SI-4.

PE-
6 3)

Mon to ng Phys cal 
Access - V deo 
Su ve llance

The o gan zat on employs v deo 
su ve lance of [Ass gnment  o gan zat on
def ned ope at onal a eas] and eta ns 
v deo eco d ngs fo  [Ass gnment  
o gan zat on-def ned t me pe od].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes ope at onal a eas whe e v deo su ve llance s to be employed
( ) def nes a t me pe od to eta n v deo eco d ngs of o gan zat on-def ned ope at onal a eas
( ) employs v deo su ve llance of o gan zat on-def ned ope at onal a eas  and
( v) eta ns v deo eco d ngs fo  the o gan zat on-def ned t me pe od.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng phys cal access mon to ng  v deo 
su ve llance equ pment used to mon to  ope at onal a eas  v deo eco d ngs of ope at onal a eas whe e v deo su ve llance s 
employed  v deo su ve lance equ pment logs o  eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access mon to ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng phys cal access  automated mechan sms suppo t ng and/o  
mplement ng phys cal access mon to ng  automated mechan sms suppo t ng and/o  mplement ng v deo su ve llance].

Th s cont ol enhancement focuses on eco d ng su ve llance v deo fo  pu poses of sub equent ev ew, f c cumstances so wa ant (e g., a 
b eak- n detected by othe  means). t does not equ e mon to ng su ve llance v deo although o gan zat ons may choose to do so. Note that 
the e may be legal cons de at ons when pe fo m ng and eta n ng v deo su ve lance, espec a ly f uch su ve lance s n a publ c locat on.

PE-
6 4)

Mon to ng Phys cal 
Access - Mon to ng 
Phys cal Access To 
Info mat on Systems

The o gan zat on mon to s phys cal 
access to the nfo mat on sy tem n 
add t on to the phys cal access 
mon to ng of the fac l ty as 
[Ass gnment  o gan zat on-def ned 
phys cal spaces conta n ng one o  mo e 

t  f th  f t  t ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes phys cal spaces conta n ng one o  mo e components of the nfo mat on system  and
( ) mon to s phys cal access to the nfo mat on system n add t on to the phys cal access mon to ng of the fac l ty at o gan zat on-
def ned phys cal spaces conta n ng one o  mo e components of the nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng phys cal access mon to ng  
phys cal access cont ol logs o  eco ds  phys cal access cont ol dev ces  access autho at ons  access c edent als  l st of a eas 
w th n the fac l ty conta n ng concent at ons of nfo mat on system components o  nfo mat on system components equ ng 
add t onal phys cal acce s mon to ng  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th phys cal access mon to ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng phys cal access to the nfo mat on system  automated mechan sms 
suppo t ng and/o  mplement ng phys cal access mon to ng fo  fac l ty a eas conta n ng nfo mat on system components].

Th s cont ol enhancement p ov des add t onal mon to ng fo  those a eas w th n fac l t es whe e the e s a concent at on of nfo mat on 
t  t  (     t   t  t )  R l t  t l  PS-2  PS-3

PE-7 

V s to  Cont ol 
[W thd awn] - 
Inco po ated Into PE-2 
And PE-3

[W thd awn  Inco po ated nto PE-2 and 
PE-3].

[W thd awn  Inco po ated nto PE 2 and PE-3].



PE-8 V s to  Access Reco ds 

The o gan zat on
a. Ma nta ns v s to  access eco ds to the 
fac l ty whe e the nfo mat on system 
es des fo  [Ass gnment  o gan zat on-

def ned t me pe od]  and
b. Rev ews v s to  acce s eco ds 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the t me pe od to ma nta n v s to  eco ds to the fac l ty whe e the nfo mat on system es des
( ) ma nta ns v s to  access eco ds to the fac l ty whe e the nfo mat on system es des fo  the o gan zat on-def ned t me pe od
( ) def nes the f equency to ev ew v s to  access eco ds  and
( v) ev ews v s to  access eco ds w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng v s to  access eco ds  secu ty 
plan  v s to  access cont ol logs o  eco ds  v s to  access eco d o  log ev ews  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th v s to  access eco ds espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  ma nta n ng and ev ew ng v s to  access eco ds  automated mechan sms 
suppo t ng and/o  mplement ng ma ntenance and ev ew of v s to  access eco ds].

V s to  access eco ds nclude, fo  example, names and o gan zat ons of pe sons v s t ng, v s to  s gnatu es, fo ms of dent f cat on, dates of 
access, ent y and depa tu e t mes, pu poses of v s ts, and names and o gan zat ons of pe sons v s ted. V s to  access eco ds a e not equ ed 
fo  publ cly access ble a eas. PE-8(1) None

PE-
8 1)

V s to  Access Reco ds - 
Automated Reco ds 
Ma ntenance / Rev ew

The o gan zat on employs automated 
mechan sms to fac l tate the 
ma ntenance and ev ew of v s to  access 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs automated mechan sms to fac l tate the ma ntenance and ev ew of v s to  access eco ds.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng v s to  access eco ds  automated 
mechan sms suppo t ng management of v s to  access eco ds  v s to  access cont ol logs o  eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th v s to  access eco ds espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  ma nta n ng and ev ew ng v s to  access eco ds  automated mechan sms 
suppo t ng and/o  mplement ng ma ntenance and ev ew of v s to  access eco ds].

PE-
8 2)

Access Reco ds 
[W thd awn] - 
Inco po ated Into PE-2

[W th  I t  t  PE-2]

[W thd awn  Inco po ated nto PE 2].

PE-9(1)  PE 9(2) N

PE-9 
Powe  Equ pment And 
Cabl ng

The o gan zat on p otects powe  
equ pment and powe  cabl ng fo  the 
nfo mat on system f om damage and 

dest uct on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p otects powe  equ pment and powe  cabl ng fo  the nfo mat on system f om damage and 
dest uct on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng powe  equ pment/cabl ng 
p otect on  fac l t es hous ng powe  equ pment/cabl ng  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  p otect ng powe  equ pment/cabl ng  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng p otect on of powe  equ pment/cabl ng].

O gan zat ons dete m ne the types of p otect on necessa y fo  powe  equ pment and cabl ng employed at d fe ent locat ons both nte nal 
and exte nal to o gan zat onal fac l t es and env onments of ope at on. Th s ncludes, fo  example, gene ato s and powe  cabl ng outs de of 
bu ld ngs, nte nal cabl ng and un nte uptable powe  sou ces w th n an off ce o  data cente , and powe  sou ces fo  self-conta ned ent t es 
such as veh cles and sate l tes. Related cont ol  PE-4.

PE-
9 1)

Powe  Equ pment And 
Cabl ng - Redundant 
Cabl ng

The o gan zat on employs edundant 
powe  cabl ng paths that a e phys cally 
sepa ated by [Ass gnment  o gan zat on-
def ned d stance].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the d stance by wh ch edundant powe  cabl ng paths a e to be phys ca ly sepa ated  and
( ) employs edundant powe  cabl ng paths that a e phys cally sepa ated by o gan zat on-def ned d stance.

POTENTIAL ASSESSMENT METHODS AND OBJECTS  
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng fac l ty access eco ds  fac l ty 
access cont ol logs o  eco ds  othe  elevant documents o  eco ds].

Phys cally sepa ate, edundant powe  cables help to ensu e that powe  cont nues to low n the event one of the cables s cut o  othe w se 
damaged.

PE-
9 2)

Powe  Equ pment And 
Cabl ng - Automat c 
Vo tage Cont ols

The o gan zat on employs automat c 
voltage cont ols fo  [Ass gnment  
o gan zat on-def ned c t cal nfo mat on 
system components].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes c t cal nfo mat on system components that equ e automat c voltage cont ols  and
( ) employs automat c voltage cont ols fo  o gan zat on-def ned c t cal nfo mat on system component .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng vo tage cont ol  secu ty plan  l st 
of c t cal nfo mat on system components equ ng automat c voltage cont ols  automat c voltage cont ol mechan sms and 
assoc ated conf gu at ons  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  env onmental p otect on of nfo mat on sy tem 
components  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng automat c vo tage cont ols].

PE-10 Eme gency Shuto f 

The o gan zat on
a. P ov des the capab l ty of shutt ng off 
powe  to the nfo mat on sy tem o  
nd v dual system components n 

eme gency s tuat ons
b. Places eme gency shutoff sw tches o  
dev ces n [Ass gnment  o gan zat on-
def ned locat on by nfo mat on system 
o  system component] to fac l tate safe 
and easy access fo  pe sonnel  and
c. P otects eme gency powe  shutoff 
capab l ty f om unautho zed act vat on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) p ov des the capab l ty of shutt ng o f powe  to the nfo mat on system o  nd v dual system components n eme gency 
s tuat ons
( ) def nes the locat on of eme gency shutoff sw tches o  dev ces by nfo mat on system o  system component
( ) places eme gency shuto f sw tches o  dev ces n the o gan zat on-def ned locat on by nfo mat on system o  system component 
to fac l tate safe and easy access fo  pe sonnel  and
( v) p otects eme gency powe  shuto f capab l ty f om unautho zed act vat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng powe  sou ce eme gency shutoff  
secu ty plan  eme gency shutoff cont ols o  sw tches  locat ons hous ng eme gency shutoff sw tches and dev ces  secu ty 
safegua ds p otect ng eme gency powe  shuto f capab l ty f om unautho zed act vat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  eme gency powe  shutoff capab l ty (both 
mplement ng and us ng the capab l ty)  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng eme gency powe  shutoff].

Th s cont ol appl es p ma ly to fac l t es conta n ng concent at ons of nfo mat on system esou ces nclud ng, fo  example, data cente , 
se ve  oom , and ma nf ame compute  ooms. Related cont ol  PE 15. None None

PE-
10(1)

Eme gency Shuto f  
[W thd awn] - 
Inco po ated Into PE-10

[W thd awn  Inco po ated nto PE-10].

[W thd awn  Inco po ated nto PE 10].

PE-11 Eme gency Powe  

The o gan zat on p ov des a sho t-te m 
un nte upt ble powe  supply to 
fac l tate [Select on (one o  mo e)  an 
o de ly shutdown of the nfo mat on 
system  t ans t on of the nfo mat on 
system to long-te m alte nate powe ] n 
the event of a p ma y powe  sou ce 
loss.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p ov des a sho t-te m un nte upt ble powe  supply to fac l tate one o  mo e of the fo low ng n the 
event of a p ma y powe  sou ce loss
( ) an o de ly shutdown of the nfo mat on system  and/o
( ) t ans t on of the nfo mat on system to long-te m a te nate powe .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng eme gency powe  un nte upt ble 
powe  supply  un nte upt ble powe  supply documentat on  un nte upt ble powe  supply test eco ds  othe  elevant documents 
o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  eme gency powe  and/o  plann ng  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng un nte upt ble powe  supply  the un nte uptable 
powe  supply].

Related cont ols  AT-3, CP 2, CP 7. PE-11 1), PE-11(2) None



PE-
11(1)

Eme gency Powe   - Long
Te m Alte nate Powe  
Supply - M n mal 
Ope at onal Capab l ty

The o gan zat on p ov des a long-te m 
alte nate powe  supply fo  the 
nfo mat on system that s capable of 

ma nta n ng m n mally equ ed 
ope at onal capab l ty n the event of an 
extended loss of the p ma y powe  
sou ce.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p ov des a long-te m a te nate powe  supply fo  the nfo mat on system that s capable of 
ma nta n ng m n ma ly equ ed ope at onal capab l ty n the event of an extended loss of the p ma y powe  sou ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng eme gency powe  alte nate powe  
supply  alte nate powe  supply documentat on  a te nate powe  supply test eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  eme gency powe  and/o  plann ng  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng a te nate powe  supply  the a te nate powe  
supply].

Th s cont ol enhancement can be sat sf ed, fo  example, by the use of a seconda y comme c al powe  supply o  othe  exte nal powe  supply. 
Long-te m a te nate powe  suppl es fo  the nfo mat on system can be e the  manually o  automat ca ly act vated.

PE-
11(2)

Eme gency Powe   - Long
Te m Alte nate Powe  
Supply - Self-Conta ned

The o gan zat on p ov des a long-te m 
alte nate powe  supply fo  the 
nfo mat on system that s

(a) Self-conta ned
(b) Not el ant on exte nal powe  
gene at on  and
(c) Capable of ma nta n ng [Select on  
m n ma ly equ ed ope at onal 
capab l ty  full ope at onal capab l ty] n 
the event of an extended loss of the 
p ma y powe  sou ce.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p ov des a long-te m a te nate powe  supply fo  the nfo mat on system that s
( ) self-conta ned
( ) not el ant on exte nal powe  gene at on
( ) capable of ma nta n ng one of the follow ng n the event of an extended loss of the p ma y powe  sou ce
    -m n mally equ ed ope at onal capab l ty  o
    full ope at onal capab l ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng eme gency powe  alte nate powe  
supply  alte nate powe  supply documentat on  a te nate powe  supply test eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  eme gency powe  and/o  plann ng  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng a te nate powe  supply  the a te nate powe  
supply].
Test  SELECT FROM  Un nte upt ble powe  supply].

Th s cont ol enhancement can be sat sf ed, fo  example, by the use of one o  mo e gene ato s w th su f c ent capac ty to meet the needs of 
the o gan zat on. Long-te m a te nate powe  suppl es fo  o gan zat onal nfo mat on systems a e e the  manua ly o  automat cally act vated.

PE-12 Eme gency L ght ng 

The o gan zat on employs and ma nta ns 
automat c eme gency l ght ng fo  the 
nfo mat on system that act vates n the 

event of a powe  outage o  d s upt on 
and that cove s eme gency ex ts and 

t  t  th  th  f l t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs and ma nta ns automat c eme gency l ght ng fo  the nfo mat on system that
( ) act vates n the event of a powe  outage o  d s upt on  and
( ) cove s eme gency ex ts and evacuat on outes w th n the fac l ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng eme gency l ght ng  eme gency 
l ght ng documentat on  eme gency l ght ng test eco ds  eme gency ex ts and evacuat on outes  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  eme gency l ght ng and/o  plann ng  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng eme gency l ght ng capab l ty].

Th s cont ol appl es p ma ly to fac l t es conta n ng concent at ons of nfo mat on system esou ces nclud ng, fo  example, data cente , 
   f  t   R l t  t l  CP 2  CP 7 PE-12 1) N

PE-
12(1)

Eme gency L ght ng  - 
Essent al M ss ons / 
Bus ness Funct ons

The o gan zat on p ov des eme gency 
l ght ng fo  a l a eas w th n the fac l ty 
suppo t ng essent al m ss ons and 
bus ness funct ons.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p ov des eme gency l ght ng fo  a l a eas w th n the fac l ty suppo t ng essent al m ss ons and 
bus ness funct ons . 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng eme gency l ght ng  eme gency 
l ght ng documentat on  eme gency l ght ng test eco ds  eme gency ex ts and evacuat on outes  a eas locat ons w th n fac l ty 
suppo t ng essent al m ss ons and bus ness funct ons  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  eme gency l ght ng and/o  plann ng  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng eme gency l ght ng capab l ty].

PE-13 F e P otect on 

The o gan zat on employs and ma nta ns 
f e supp ess on and detect on 
dev ces/systems fo  the nfo mat on 
system that a e suppo ted by an 
ndependent ene gy sou ce.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) employs f e supp ess on and detect on dev ces/systems fo  the nfo mat on system that a e suppo ted by an ndependent 
ene gy sou ce  and
( ) ma nta ns f e supp ess on and detect on dev ces/systems fo  the nfo mat on system that a e suppo ted by an ndependent 
ene gy sou ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng f e p otect on  f e supp ess on and 
detect on dev ces/systems  f e supp ess on and detect on dev ces/systems documentat on  test eco ds of f e supp ess on and 
detect on dev ces/systems  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  f e detect on and upp ess on dev ces/systems  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng f e supp ess on/detect on dev ces/systems].

Th s cont ol appl es p ma ly to fac l t es conta n ng concent at ons of nfo mat on system esou ces nclud ng, fo  example, data cente , 
se ve  oom , and ma nf ame compute  ooms. F e supp e s on and detect on dev ce /systems nclude, fo  example, sp nkle  systems, 
handheld f e ext ngu she s, f xed f e hoses, and smoke detecto s. PE-13 1), PE-13(2), PE-13(3), PE-13(4) None

PE-
13(1)

F e P otect on - 
Detect on Dev ces / 
Systems

The o gan zat on employs f e detect on 
dev ces/systems fo  the nfo mat on 
system that act vate automat ca ly and 
not fy [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles] and [Ass gnment  
o gan zat on-def ned eme gency 
esponde s] n the event of a f e.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes pe sonnel o  oles to be not f ed n the event of a f e
( ) def nes eme gency esponde s to be not f ed n the event of a f e
( ) employs f e detect on dev ces/systems fo  the nfo mat on system that, n the event of a f e
    -act vate automat ca ly
    -not fy o gan zat on-def ned pe sonnel o  oles  and
    -not fy o gan zat on-def ned eme gency e ponde s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng f e p otect on  fac l ty hous ng the 
nfo mat on system  ala m se v ce-level ag eements  test eco ds of f e supp ess on and detect on dev ces/systems  f e 

supp ess on and detect on dev ces/systems documentat on  ale t /not f cat ons of f e events  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  f e detect on and upp ess on dev ces/systems  
o gan zat onal pe sonnel w th espons b l t es fo  not fy ng app op ate pe sonnel, oles, and eme gency e ponde s of f es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng f e detect on dev ces/systems  act vat on of f e 
detect on dev ces/systems (s mulated)  automated not f cat ons].

O gan zat ons can dent fy pec f c pe sonnel, oles, and eme gency esponde s n the event that nd v duals on the not f cat on l st must have 
app op ate access autho zat ons and/o  clea ances, fo  example, to obta n access to fac l t es whe e class f ed ope at ons a e tak ng place o  
whe e the e a e nfo mat on systems conta n ng class f ed nfo mat on.

PE-
13(2)

F e P otect on - 
Supp ess on Dev ces / 
Systems

The o gan zat on employs f e 
supp ess on dev ces/systems fo  the 
nfo mat on system that p ov de 

automat c not f cat on of any act vat on 
to Ass gnment  o gan zat on-def ned 
pe sonnel o  oles] and [Ass gnment  
o gan zat on-def ned eme gency 
esponde s].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes pe sonnel o  oles to be p ov ded automat c not f cat on of any act vat on of f e supp ess on dev ces/systems fo  the 
nfo mat on system

( ) def nes eme gency esponde s to be p ov ded automat c not f cat on of any act vat on of f e supp ess on dev ces/systems fo  
the nfo mat on system
( ) employs f e supp ess on dev ces/systems fo  the nfo mat on system that p ov de automat c not f cat on of any act vat on to
    -o gan zat on-def ned pe sonnel o  oles  and
    -o gan zat on-def ned eme gency esponde s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng f e p otect on  f e supp ess on and 
detect on dev ces/systems documentat on  fac l ty hous ng the nfo mat on system  ala m se v ce-level ag eements  test eco ds of 
f e supp ess on and detect on dev ces/systems  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  f e detect on and upp ess on dev ces/systems  
o gan zat onal pe sonnel w th espons b l t es fo  p ov d ng automat c not f cat ons of any act vat on of f e supp ess on 
dev ces/systems to app op ate pe sonnel, oles, and eme gency esponde s  o gan zat onal pe sonnel w th nfo mat on secu ty 
espons b l t es].

Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng f e supp ess on dev ces systems  act vat on of f e 
supp ess on dev ces/systems (s mulated)  automated not f cat on ].

O gan zat ons can dent fy pec f c pe sonnel, oles, and eme gency esponde s n the event that nd v duals on the not f cat on l st must have 
app op ate access autho zat ons and/o  clea ances, fo  example, to obta n access to fac l t es whe e class f ed ope at ons a e tak ng place o  
whe e the e a e nfo mat on systems conta n ng class f ed nfo mat on.



PE-
13(3)

F e P otect on - 
Automat c F e 
Supp ess on

The o gan zat on employs an automat c 
f e supp ess on capab l ty fo  the 
nfo mat on system when the fac l ty s 

not staffed on a cont nuous bas s.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs an automat c f e supp ess on capab l ty fo  the nfo mat on system when the fac l ty s not 
staffed on a cont nuous bas s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng f e p otect on  f e supp ess on and 
detect on dev ces/systems documentat on  fac l ty hous ng the nfo mat on system  ala m se v ce-level ag eements  test eco ds of 
f e supp ess on and detect on dev ces/systems  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  f e detect on and upp ess on dev ces/systems  
o gan zat onal pe sonnel w th espons b l t es fo  p ov d ng automat c not f cat ons of any act vat on of f e supp ess on 
dev ces/systems to app op ate pe sonnel, oles, and eme gency esponde s  o gan zat onal pe sonnel w th nfo mat on secu ty 
espons b l t es].

Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng f e supp ess on dev ces systems  act vat on of f e 
supp ess on dev ces/systems (s mulated)].

PE-
13(4)

F e P otect on - 
Inspect ons

The o gan zat on ensu es that the fac l ty 
unde goes [Ass gnment  o gan at on-
def ned f equency] nspect ons by 
autho zed and qual f ed nspecto s and 
esolves dent f ed def c enc es w th n 

[Ass gnment  o gan zat on-def ned t me 
]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the f equency of nspect ons to be conducted on the fac l ty by autho zed and qual f ed nspecto s
( ) ensu es that the fac l ty unde goes nspect ons by autho zed and qual f ed nspecto s w th the o gan zat on-def ned f equency
( ) def nes a t me pe od to esolve def c enc es dent f ed when the fac l ty unde goes such nspect ons  and
( v) esolves dent f ed def c enc es w th n the o gan zat on-def ned t me pe od.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng f e p otect on  secu ty plan  
fac l ty hous ng the nfo mat on system  nspect on plans  nspect on e u ts  nspect epo ts  test eco ds of f e supp ess on and 
detect on dev ces/systems  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  plann ng, app ov ng, and execut ng f e nspect ons  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].

PE-14 
Tempe atu e and 
Hum d ty Cont ols 

The o gan zat on
a. Ma nta ns tempe atu e and hum d ty 
levels w th n the fac l ty whe e the 
nfo mat on system es des at 

[Ass gnment  o gan zat on-def ned 
acceptable levels]  and
b. Mon to s tempe atu e and hum d ty 
levels [Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes acceptable tempe atu e levels to be ma nta ned w th n the fac l ty whe e the nfo mat on system es des
( ) def nes acceptable hum d ty levels to be ma nta ned w th n the fac l ty whe e the nfo mat on system es des
( ) ma nta ns tempe atu e levels w th n the fac l ty whe e the nfo mat on system es des at the o gan zat on-def ned levels
( v) ma nta ns hum d ty levels w th n the fac l ty whe e the nfo mat on system es des at the o gan zat on-def ned levels
(v) def nes the f equency to mon to  tempe atu e levels
(v ) def nes the f equency to mon to  hum d ty levels
(v ) mon to s tempe atu e levels w th the o gan zat on-def ned f equency  and
(v ) mon to s hum d ty levels w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng tempe atu e and hum d ty cont ol  
secu ty plan  tempe atu e and hum d ty cont ols  fac l ty hous ng the nfo mat on system  tempe atu e and hum d ty cont ols 
documentat on  tempe atu e and hum d ty eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  nfo mat on ystem env onmental cont ols  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng ma ntenance and mon to ng of tempe atu e and 
hum d ty levels].

Th s cont ol appl es p ma ly to fac l t es conta n ng concent at ons of nfo mat on system esou ces, fo  example, data cente s, se ve  
ooms, and ma nf ame compute  ooms. Related cont ol  AT-3. PE-14 1), PE-14(2) None

PE-
14(1)

Tempe atu e And 
Hum d ty Cont ols - 
Automat c Cont ols

The o gan zat on employs automat c 
tempe atu e and hum d ty cont ols n 
the fac l ty to p event fluctuat ons 
potent ally ha mful to the nfo mat on 
system.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) employs automat c tempe atu e cont ols n the fac l ty to p event fluctuat ons potent a ly ha mful to the nfo mat on system  
and
( ) employs automat c hum d ty cont ols n the fac l ty to p event fluctuat ons potent a ly ha mful to the nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng tempe atu e and hum d ty 
cont ols  fac l ty hous ng the nfo mat on ystem  automated mechan sms fo  tempe atu e and hum d ty  tempe atu e and 
hum d ty cont ols  tempe atu e and hum d ty documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  nfo mat on ystem env onmental cont ols  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng tempe atu e and hum d ty levels].

PE-
14(2)

Tempe atu e And 
Hum d ty Cont ols - 
Mon to ng W th Ala ms 
/ Not f cat ons

The o gan zat on employs tempe atu e 
and hum d ty mon to ng that p ov des 
an ala m o  not f cat on of changes 
potent ally ha mful to pe sonnel o  
equ pment.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) employs tempe atu e mon to ng that p ov des an ala m of changes potent ally ha mful to pe sonnel o  equ pment  and/o
( ) employs tempe atu e mon to ng that p ov des not f cat on of changes potent a ly ha mful to pe sonnel o  equ pment
( ) employs hum d ty mon to ng that p ov des an ala m of changes potent a ly ha mful to pe sonnel o  equ pment  and/o
( v) employs hum d ty mon to ng that p ov des not f cat on of changes potent a ly ha mful to pe sonnel o  equ pment.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng tempe atu e and hum d ty 
mon to ng  fac l ty hous ng the nfo mat on system  logs o  eco ds of tempe atu e and hum d ty mon to ng  eco ds of changes 
to tempe atu e and hum d ty levels that gene ate ala ms o  not f cat ons  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  nfo mat on ystem env onmental cont ols  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng tempe atu e and hum d ty mon to ng].

PE-15 
Wate  Damage 
P otect on 

The o gan zat on p otects the 
nfo mat on system f om damage 
esult ng f om wate  leakage by 

p ov d ng maste  shutoff o  solat on 
valves that a e access ble, wo k ng 
p ope ly, and known to key pe sonnel.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p otects the nfo mat on system f om damage esu t ng f om wate  leakage by p ov d ng maste  
shutoff o  solat on valves that a e
    -access ble
    -wo k ng p ope ly  and
    -known to key pe sonnel.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng wate  damage p otect on  fac l ty 
hous ng the nfo mat on system  maste  shutoff valves  l st of key pe sonnel w th knowledge of locat on and act vat on p ocedu es 
fo  maste  shutoff valves fo  the plumb ng system  maste  shuto f valve documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  nfo mat on ystem env onmental cont ols  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Maste  wate -shutoff valves  o gan zat onal p ocess fo  act vat ng maste  wate -shutof ].

Th s cont ol appl es p ma ly to fac l t es conta n ng concent at ons of nfo mat on system esou ces nclud ng, fo  example, data cente , 
se ve  oom , and ma nf ame compute  ooms. Isolat on valves can be employed n add t on to o  n l eu of maste  shutoff valves to shut off 
wate  suppl es n spec f c a eas of conce n, w thout affect ng ent e o gan at ons. Related cont ol  AT-3. PE-15 1) None

PE-
15(1)

Wate  Damage 
P otect on - Automat on 
Suppo t

The o gan zat on employs automated 
mechan sms to detect the p esence of 
wate  n the v c n ty of the nfo mat on 
system and ale ts [Ass gnment  

t - f  l  l ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes pe sonnel o  oles to be ale ted when the p esence of wate  s detected n the v c n ty of the nfo mat on system
( ) employs automated mechan sms to detect the p esence of wate  n the v c n ty of the nfo mat on system  and
( ) ale ts o gan zat on-def ned pe sonnel o  oles when the p esence of wate  s detected n the v c n ty of the nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng wate  damage p otect on  fac l ty 
hous ng the nfo mat on system  automated mechan sms fo  wate  shutoff valves  automated mechan sms detect ng p esence of 
wate  n v c n ty of nfo mat on system  ale ts/not f cat ons of wate  detect on n nfo mat on system fac l ty  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  nfo mat on ystem env onmental cont ols  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng wate  detect on capab l ty and ale ts fo  the 
nfo mat on system].

t t  h   l  f  l  t  t t   l   t f t  t



PE-16 Del ve y and Removal 

The o gan zat on autho zes, mon to , 
and cont ols [Ass gnment  o gan zat on-
def ned types of nfo mat on system 
components] ente ng and ex t ng the 
fac l ty and ma nta ns eco ds of those 
tem .

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes types of nfo mat on system components to be autho zed, mon to ed, and cont olled as such components a e ente ng 
and ex t ng the fac l ty  
( ) autho zes o gan zat on-def ned nfo mat on system components ente ng the fac l ty
( ) mon to s o gan zat on-def ned nfo mat on system components ente ng the fac l ty
( v) cont ols o gan zat on-def ned nfo mat on system components ente ng the fac l ty
(v) autho zes o gan zat on-def ned nfo mat on system components ex t ng the fac l ty
(v ) mon to s o gan zat on-def ned nfo mat on system components ex t ng the fac l ty
(v ) cont ols o gan zat on-def ned nfo mat on system components ex t ng the fac l ty
(v ) ma nta ns eco ds of nfo mat on system components ente ng the fac l ty  and
( x) ma nta ns eco ds of nfo mat on system components ex t ng the fac l ty. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng del ve y and emoval of 
nfo mat on system components f om the fac l ty  secu ty plan  fac l ty hous ng the nfo mat on system  eco ds of tems ente ng 

and ex t ng the fac l ty  othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  cont o l ng nfo mat on system components ente ng 
and ex t ng the fac l ty  o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocess fo  autho z ng, mon to ng, and cont o l ng nfo mat on system- elated tems ente ng 
and ex t ng the fac l ty  automated mechan sms suppo t ng and/o  mplement ng autho z ng, mon to ng, and cont oll ng 
nfo mat on system- elated tems ente ng and ex t ng the fac l ty].

Effect vely enfo c ng autho zat ons fo  ent y and ex t of nfo mat on sy tem components may equ e est ct ng access to del ve y a eas and 
poss bly solat ng the a eas f om the nfo mat on system and med a l b a es. Related cont ols  CM-3, MA-2, MA-3, MP-5, SA 12. None None

PE-17 Alte nate Wo k S te

The o gan zat on
a. Employs [Ass gnment  o gan zat on-
def ned secu ty cont ols] at alte nate 
wo k s tes
b. Assesses as feas ble, the e fect veness 
of secu ty cont ols at a te nate wo k 
s tes  and
c. P ov des a means fo  employees to 
commun cate w th nfo mat on secu ty 
pe sonnel n case of secu ty nc dents o  
p oblems.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes secu ty cont ols to be employed at a te nate wo k s tes
( ) employs o gan zat on-def ned secu ty cont ols at a te nate wo k s tes
( ) assesses, as feas ble, the e fect veness of secu ty cont ols at alte nate wo k s tes  and
( v) p ov des a means fo  employees to commun cate w th nfo mat on secu ty pe sonnel n case of secu ty nc dents o  p oblems.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng a te nate wo k s tes fo  
o gan zat onal pe sonnel  secu ty plan  l st of secu ty cont ols equ ed fo  a te nate wo k s tes  assessments of secu ty cont ols 
at alte nate wo k s tes  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel app ov ng use of alte nate wo k s tes  o gan zat onal pe sonnel us ng alte nate 
wo k s tes  o gan zat onal pe sonnel assess ng cont ols at alte nate wo k s tes  o gan zat onal pe sonnel w th nfo mat on secu ty 
espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  secu ty at a te nate wo k s tes  automated mechan sms suppo t ng alte nate 
wo k s tes  secu ty cont ols employed at alte nate wo k s tes  means of commun cat ons between pe sonnel at a te nate wo k 
s tes and secu ty pe sonne ].

A te nate wo k s tes may nclude, fo  example, gove nment fac l t es o  p vate es dences of employees. Wh le commonly d st nct f om 
alte nat ve p ocess ng s tes, alte nate wo k s tes may p ov de ead ly ava lable alte nate locat ons as pa t of cont ngency ope at ons. 
O gan zat ons may def ne d ffe ent sets of secu ty cont ols fo  spec f c a te nate wo k s tes o  types of s tes depend ng on the wo k- elated 
act v t es conducted at those s tes. Th s cont ol uppo ts the cont ngency plann ng act v t es of o gan zat ons and the fede al telewo k 
n t at ve. Related cont ols  AC-17, CP-7. None NIST Spec al Publ cat on 800-46.

PE-18 
Locat on of Info mat on 
System Components 

The o gan zat on pos t ons nfo mat on 
system components w th n the fac l ty to 
m n m ze potent al damage f om 
[Ass gnment  o gan zat on-def ned 
phys cal and env onmental haza ds] and 
to m n m ze the oppo tun ty fo  

th  

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes phys cal haza ds that could esult n potent al damage to nfo mat on system components w th n the fac l ty
( ) def nes env onmental haza ds that could esu t n potent al damage to nfo mat on system components w th n the fac l ty
( ) pos t ons nfo mat on system components w th n the fac l ty to m n m ze potent al damage f om o gan zat on-def ned phys cal 
and env onmental haza ds  and
( v) pos t ons nfo mat on system components w th n the fac l ty to m n m ze the oppo tun ty fo  unautho zed access.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng pos t on ng of nfo mat on system 
components  documentat on p ov d ng the locat on and pos t on of nfo mat on system components w th n the fac l ty  locat ons 
hous ng nfo mat on ystem components w th n the fac l ty  l st of phys cal and env onmental haza ds w th potent al to damage 
nfo mat on system components w th n the fac l ty  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  pos t on ng nfo mat on ystem components  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  pos t on ng nfo mat on system components].

Phys cal and env onmental haza ds nclude, fo  example, flood ng, f e, to nados, ea thquakes, hu canes, acts of te o sm, vandal sm, 
elect omagnet c pulse, elect cal nte fe ence, and othe  fo ms of ncom ng elect omagnet c ad at on. In add t on, o gan at ons cons de  the 
locat on of phys cal ent y po nts whe e unautho zed nd v duals, wh le not be ng g anted access, m ght nonetheless be n close p ox m ty to 
nfo mat on systems and the efo e nc ea e the potent al fo  unautho zed access to o gan zat onal commun cat ons (e.g., th ough the use of 

l  ff   h )  R l t  t l  CP-2  PE-19  R 3 PE-18 1) N

PE-
18(1)

Locat on Of Info mat on 
System Components - 
Fac l ty S te

The o gan zat on plans the locat on o  
s te of the fac l ty whe e the nfo mat on 
system es des w th ega d to phys cal 
and env onmental haza ds and fo  
ex st ng fac l t es, cons de s the phys cal 
and env onmental haza ds n ts sk 
m t gat on st ategy.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) plans the locat on o  s te of the fac l ty whe e the nfo mat on system es des w th ega d to phys cal haza ds
( ) plans the locat on o  s te of the fac l ty whe e the nfo mat on system es des w th ega d to env onmental haza ds
( ) tfo  ex st ng fac l t es, cons de s the phys cal haza ds n ts sk m t gat on st ategy  and
( v) fo  ex st ng fac l t es, cons de s the env onmental ha a ds n ts sk m t gat on st ategy.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  phys cal s te plann ng documents  o gan zat onal 
assessment of sk, cont ngency plan  sk m t gat on st ategy documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th s te select on espons b l t es fo  the fac l ty hous ng the nfo mat on 
system  o gan zat onal pe sonnel w th sk m t gat on espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty 
espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  s te plann ng].

Related cont ol  PM 8.

PE-19 Info mat on Leakage 

The o gan zat on p otects the 
nfo mat on system f om nfo mat on 

leakage due to elect omagnet c s gnals 
emanat ons.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p otects the nfo mat on system f om nfo mat on leakage due to elect omagnet c s gnals 
emanat ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng nfo mat on leakage due to 
elect omagnet c s gnals emanat ons  mechan sms p otect ng the nfo mat on system aga nst elect on c s gnals emanat on  fac l ty 
hous ng the nfo mat on system  eco ds f om elect omagnet c s gnals emanat on tests  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  nfo mat on ystem env onmental cont ols  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng p otect on f om nfo mat on leakage due to 
elect omagnet c s gnals emanat ons].

Info mat on leakage s the ntent onal o  un ntent onal elease of nfo mat on to an unt usted env onment f om elect omagnet c s gnals 
emanat ons. Secu ty catego es o  class f cat ons of nfo mat on systems (w th espect to conf dent al ty) and o gan zat onal secu ty pol c es 
gu de the select on of secu ty cont ols employed to p otect systems aga nst nfo mat on leakage due to elect omagnet c s gnals emanat ons PE-19 1) F PS Publ cat on 199.

PE-
19(1)

Info mat on Leakage - 
Nat onal Em ss ons / 
Tempest Pol c es And 
P ocedu es

The o gan zat on ensu es that 
nfo mat on system components, 

assoc ated data commun cat ons, and 
netwo ks a e p otected n acco dance 
w th nat onal em ss ons and TEMPEST 
pol c es and p ocedu es based on the 
secu ty catego y o  class f cat on of the 
nfo mat on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ensu es that the follow ng a e p otected n acco dance w th nat onal em ss ons and TEMPEST 
pol c es and p ocedu es based on the secu ty catego y o  class f cat on of the nfo mat on
    - nfo mat on system components
    -assoc ated data commun cat ons  and
    -netwo ks.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng nfo mat on leakage that comply 
w th nat onal em ss ons and TEMPEST pol c es and p ocedu es  nfo mat on system component des gn documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l t es fo  nfo mat on ystem env onmental cont ols  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Info mat on system components fo  compl ance w th nat onal em ss ons and TEMPEST pol c es and 
p ocedu es].

PE-20
Asset Mon to ng And 
T ack ng

The o gan zat on
a. Employs [Ass gnment  o gan zat on-
def ned asset locat on technolog es] to 
t ack and mon to  the locat on and 
movement of [Ass gnment  o gan at on-
def ned assets] w th n [Ass gnment  
o gan zat on-def ned cont olled a eas]  
and
b. Ensu es that asset locat on 
technolog es a e employed n 
acco dance w th appl cable fede al laws, 
Execut ve O de s, d ect ves, egulat ons, 
pol c es, standa ds, and gu dance.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes assets whose locat on and movement a e to be t acked and mon to ed
( ) def nes a set locat on technolog es to be employed to t ack and mon to  the locat on and movement of o gan zat on-def ned 
assets
( ) def nes cont o led a eas w th n wh ch to t ack and mon to  o gan zat on-def ned a sets
( v) employs o gan zat on-def ned asset locat on technolog es to t ack and mon to  the locat on and movement of o gan zat on-
def ned assets w th n o gan zat on-def ned cont o led a eas  and
(v) ensu es that asset locat on technolog es a e employed n acco dance w th appl cable fede al laws, Execut ve O de s, d ect ves, 
egulat ons, pol c es, standa ds and gu dance.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Phys cal and env onmental p otect on pol cy  p ocedu es add ess ng as et mon to ng and t ack ng  
asset locat on technolog es and assoc ated conf gu at on documentat on  l st of o gan zat onal assets equ ng t ack ng and 
mon to ng  asset mon to ng and t ack ng eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th asset mon to ng and t ack ng espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  t ack ng and mon to ng assets  automated mechan sms suppo t ng and/o  
mplement ng t ack ng and mon to ng of assets].

Asset locat on technolog es can help o gan zat ons ensu e that c t cal assets such as veh cles o  essent al nfo mat on system components 
ema n n autho zed locat ons. O gan zat ons consult w th the Off ce of the Gene al Counsel and the Sen o  Agency Off c al fo  P vacy 

(SAOP)/Ch ef P vacy O f ce  (CPO) ega d ng the deployment and use of asset locat on technolog es to add ess potent al p vacy conce ns. 
Related cont ol  CM 8. None None



PL 1 
Secu ty Plann ng Pol cy 
and P ocedu es 

The o gan zat on
a. Develop , documents, and 
d ssem nates to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles]
1. A secu ty plann ng pol cy that 
add esses pu po e, scope, oles, 
espons b l t es, management 

comm tment, coo d nat on among 
o gan zat onal ent t es, and compl ance  
and
2. P ocedu es to fac l tate the 
mplementat on of the secu ty plann ng 

pol cy and assoc ated secu ty plann ng 
cont ols  and
b. Rev ews and updates the cu ent
1. Secu ty plann ng pol cy [Ass gnment  
o gan zat on-def ned f equency]  and
2. Secu ty plann ng p ocedu es 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops and documents a plann ng pol cy that add e ses
    -pu pose
    -scope
     - oles
    - espons b l t es
    -management comm tment
    -coo d nat on among o gan zat onal ent t es
    -compl ance
( ) def nes pe sonnel o  oles to whom the plann ng pol cy s to be d ssem nated
( ) d ssem nates the plann ng pol cy to o gan zat on-def ned pe sonnel o  oles
( v) develops and documents p ocedu es to fac l tate the mplementat on of the plann ng pol cy and assoc ated assessment and 
autho zat on cont ols
(v) def nes pe sonnel o  oles to whom the p ocedu es a e to be d ssem nated
(v ) d ssem nates the p ocedu es to o gan zat on-def ned pe sonnel o  oles
(v ) def nes the f equency to ev ew and update the cu ent plann ng pol cy
(v ) ev ews and updates the cu ent plann ng pol cy w th the o gan zat on-def ned f equency
( x) def nes the f equency to ev ew and update the cu ent plann ng p ocedu es  and
(x) ev ews and updates the cu ent plann ng p ocedu es w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Plann ng pol cy and p ocedu es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th plann ng espons b l t es  o gan zat onal pe sonnel w th nfo mat on 
secu ty espons b l t es].

Th s cont ol add esses the establ shment of pol cy and p ocedu es fo  the effect ve mplementat on of selected secu ty cont ols and cont ol 
enhancements n the PL fam ly. Pol cy and p ocedu es eflect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c es, 
standa ds, and gu dance. Secu ty p og am pol c es and p ocedu es at the o gan zat on level may make the need fo  system-spec f c pol c es 
and p ocedu es unnecessa y. The pol cy can be ncluded as pa t of the gene al nfo mat on secu ty pol cy fo  o gan zat ons o  conve sely, 
can be ep esented by mult ple pol c es eflect ng the complex natu e of ce ta n o gan zat ons. The p ocedu es can be establ shed fo  the 
secu ty p og am n gene al and fo  pa t cula  nfo mat on systems, f needed. The o gan zat onal sk management st ategy s a key facto  n 
establ sh ng pol cy and p ocedu es. Related cont ol  PM-9. None NIST Spec al Publ cat ons 800 12, 800-18, 800 100.

PL 2 System Secu ty Plan 

 
a. Develops a secu ty plan fo  the 
nfo mat on system that

1. Is cons stent w th the o gan zat on s 
ente p se a ch tectu e
2. Expl c tly def nes the autho zat on 
bounda y fo  the system
3. Desc bes the ope at onal context of 
the nfo mat on ystem n te ms of 
m ss ons and bus ness p ocesses
4. P ov des the secu ty catego zat on of 
the nfo mat on ystem nclud ng 
suppo t ng at onale
5. Desc bes the ope at onal 
env onment fo  the nfo mat on system 
and elat onsh ps w th o  connect ons to 
othe  nfo mat on systems
6. P ov des an ove v ew of the secu ty 
equ ements fo  the system

7. Ident f es any elevant ove lays, f 
appl cable
8. Desc bes the secu ty cont ols n 
place o  planned fo  meet ng those 
equ ements nclud ng a at onale fo  

the ta lo ng dec s ons  and
9. Is ev ewed and app oved by the 
autho z ng off c al o  des gnated 
ep esentat ve p o  to plan 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops a secu ty plan fo  the nfo mat on system that
    - s cons stent w th the o gan zat on s ente p se a ch tectu e
    -expl c tly def nes the autho zat on bounda y fo  the system
     -desc bes the ope at onal context of the nfo mat on system n te ms of m ss ons and bus ness p ocesses
    -p ov des the secu ty catego zat on of the nfo mat on system nclud ng suppo t ng at onale
    -desc bes the ope at onal env onment fo  the nfo mat on ystem and elat onsh ps w th o  connect ons to othe  nfo mat on 
systems
    -p ov des an ove v ew of the secu ty equ ements fo  the system
    - dent f es any elevant ove lays, f appl cable
    -desc bes the secu ty cont ols n place o  planned fo  meet ng those equ ements nclud ng a at onale fo  the ta lo ng and 
supplemental dec s ons
    - s ev ewed and app oved by the autho z ng off c al o  des gnated ep esentat ve p o  to plan mplementat on
( ) def nes pe sonnel o  oles to whom cop es of the secu ty plan a e to be d st buted and subsequent changes to the plan a e to 
be commun cated
( ) d st butes cop es of the secu ty plan and commun cates subsequent changes to the plan to o gan zat on-def ned pe sonnel o  
oles

( v) def nes the f equency to ev ew the secu ty plan fo  the nfo mat on system
(v) ev ews the ecu ty plan fo  the nfo mat on sy tem w th the o gan zat on-def ned f equency
(v ) updates the plan to add ess
    -changes to the nfo mat on system/env onment of ope at on
    -p oblems dent f ed du ng plan mplementat on
    -p oblems dent f ed du ng secu ty cont ol assessments
(v ) p otects the secu ty plan f om unautho zed
    -d sclosu e  and
    -mod f cat on.

Secu ty plans elate secu ty equ ements to a set of secu ty cont ols and cont ol enhancements. Secu ty plans also de c be, at a h gh 
level, how the secu ty cont ols and cont ol enhancements meet those secu ty equ ements, but do not p ov de deta led, techn cal 
desc pt ons of the spec f c des gn o  mplementat on of the cont ols/enhancements. Secu ty plans conta n suff c ent nfo mat on ( nclud ng 
the spec f cat on of pa amete  values fo  ass gnment and select on statements e the  expl c ly o  by efe ence) to enable a des gn and 
mplementat on that s unamb guously compl ant w th the ntent of the plans and subsequent dete m nat ons of sk to o gan zat onal 

ope at ons and assets, nd v dual , othe  o gan zat on , and the Nat on f the plan s mplemented as ntended. O gan zat ons can also apply 
ta lo ng gu dance to the secu ty cont ol basel nes n Append x D and CNSS Inst uct on 1253 to develop ove lays fo  commun ty-w de u e o  
to add ess spec al zed equ ements, technolog es, o  m s ons/env onments of ope at on (e.g., DoD-tact cal, Fede al Publ c Key 
Inf ast uctu e, o  Fede al Ident ty, C edent al, and Access Management, space ope at ons). Append x I p ov des gu dance on develop ng 
ove lays.
Secu ty plans need not be s ngle documents  the plans can be a co lect on of va ous documents nclud ng documents that al eady ex st. 
Effect ve ecu ty plans make extens ve use of efe ences to pol c es, p ocedu es, and add t onal documents (e g , des gn and mplementat on 
spec f cat ons) whe e mo e deta led nfo mat on can be obta ned. Th s educes the documentat on equ ements as oc ated w th secu ty 
p og ams and ma nta ns secu ty- elated nfo mat on n othe  establ shed management/ope at onal a eas elated to ente p se a ch tectu e, 
system development l fe cycle, systems eng nee ng, and acqu s t on. Fo  example, secu ty plans do not conta n deta led cont ngency plan o  
nc dent esponse plan nfo mat on but nstead p ov de expl c ly o  by efe ence, su f c ent nfo mat on to def ne what needs to be 

accompl shed by tho e plans. Related cont ols  AC 2, AC 6, AC 14, AC-17, AC-20, CA-2, CA-3, CA-7, CM-9, CP-2, IR-8, MA-4, MA-5, MP 2, MP-
4, MP-5, PL-7, PM 1, PM-7, PM-8, PM-9, PM 11, SA 5, SA 17. PL-2(3) NIST Spec al Publ cat on 800 18.

PL-
2 1)

System Secu ty Plan 
[W thd awn] - 
Inco po ated Into PL-7

[W thd awn  Inco po ated nto PL-7].

[W thd awn  Inco po ated nto PL 7].

PL-
2 2)

System Secu ty Plan 
[W thd awn] - 
Inco po ated Into PL-8

[W thd awn  Inco po ated nto PL-8].

[W thd awn  Inco po ated nto PL 8].

PL-
2 3)

System Secu ty Plan - 
Plan / Coo d nate W th 
Othe  O gan zat onal 
Ent t es

The o gan zat on plans and coo d nates 
secu ty- elated act v t es affect ng the 
nfo mat on system w th [Ass gnment  

o gan zat on-def ned nd v duals o  
g oups] befo e conduct ng such act v t es 
n o de  to educe the mpact on othe  

o gan zat onal ent t es.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nd v duals o  g oups w th whom secu ty- elated act v t es affect ng the nfo mat on system a e to be planned and 
coo d nated befo e conduct ng such act v t es n o de  to educe the mpact on othe  o gan zat onal ent t es  and
( ) plans and coo d nates secu ty- elated act v t es affect ng the nfo mat on system w th o gan zat on-def ned nd v duals o  
g oups befo e conduct ng such act v t es n o de  to educe the mpact on othe  o gan zat onal ent t es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty plann ng pol cy  access cont ol pol cy  cont ngency plann ng pol cy  p ocedu es add ess ng 
secu ty- elated act v ty plann ng fo  the nfo mat on system  secu ty plan fo  the nfo mat on system  cont ngency plan fo  the 
nfo mat on system  nfo mat on system des gn documentat on  othe  elevant documents o  eco d ].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty plann ng and plan mplementat on espons b l t es  
o gan zat onal nd v duals o  g oups w th whom secu ty- elated act v t es a e to be planned and coo d nated  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].

Secu ty- elated act v t es nclude, fo  example, secu ty assessments, aud ts, ha dwa e and so twa e ma ntenance, patch management, and 
cont ngency plan test ng. Advance plann ng and coo d nat on ncludes eme gency and noneme gency ( e , planned o  nonu gent unplanned) 
s tuat ons. The p oce s def ned by o gan zat ons to plan and coo d nate secu ty- elated act v t es can be ncluded n secu ty plans fo  
nfo mat on systems o  othe  documents, as app op ate. Related cont ols  CP-4, IR-4. 

PL 3 
System Secu ty Plan 
Update [W thd awn] - 
Inco po ated Into PL 2

[W thd awn  Inco po ated nto PL-2].

[W thd awn  Inco po ated nto PL 2].

PL 4 Rules of Behav o  

The o gan zat on
a. Establ shes and makes ead ly 
ava lable to nd v duals equ ng access 
to the nfo mat on system, the ules that 
desc be the  espons b l t es and 
expected behav o  w th ega d to 
nfo mat on and nfo mat on system 

usage
b. Rece ves a s gned acknowledgment 
f om such nd v duals, nd cat ng that 
they have ead, unde stand, and ag ee 
to ab de by the ules of behav o , befo e 
autho z ng acce s to nfo mat on and 
the nfo mat on ystem
c. Rev ews and updates the ules of 
behav o  [Ass gnment  o gan zat on-
def ned f equency]  and
d. Requ es nd v duals who have s gned 
a p ev ous ve s on of the ules of 
behav o  to ead and es gn when the 
ules of behav o  a e ev sed updated.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) establ shes, fo  nd v duals equ ng access to the nfo mat on ystem, the ules that desc be the  espons b l t es and expected 
behav o  w th ega d to nfo mat on and nfo mat on system usage
( ) makes ead ly ava lable to nd v duals equ ng access to the nfo mat on system, the ules that desc be the  espons b l t es 
and expected behav o  w th ega d to nfo mat on and nfo mat on system usage
( ) ece ves a s gned acknowledgement f om such nd v duals, nd cat ng that they have ead, unde stand, and ag ee to ab de by 
the ules of behav o , befo e autho z ng access to nfo mat on and the nfo mat on sy tem  
( v) def nes the f equency to ev ew and update the ules of behav o
(v) ev ews and updates the ules of behav o  w th the o gan zat on-def ned f equency  and
(v ) equ es nd v duals who have s gned a p ev ous ve s on of the ules of behav o  to ead and es gn when the ules of behav o  
a e ev sed/updated.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty plann ng pol cy  p ocedu es add ess ng ules of behav o  fo  nfo mat on system use s  ules of 
behav o  s gned acknowledgements  eco ds fo  ules of behav o  ev ews and updates  othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  establ sh ng, ev ew ng, and updat ng ules of behav o  
o gan zat onal pe sonnel who a e autho zed use s of the nfo mat on system and have s gned and es gned ules of behav o  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  establ sh ng, ev ew ng, d s em nat ng, and updat ng ules of behav o  
automated mechan sms suppo t ng and/o  mplement ng the establ shment, ev ew, d ssem nat on, and update of ules of 
behav o ].

Th s cont ol enhancement appl es to o gan zat onal u e . O gan at ons cons de  ules of behav o  based on nd v dual use  oles and 
espons b l t es, d fe ent at ng, fo  example, between ules that apply to p v leged use s and ules that apply to gene al use s. Establ sh ng 
ules of behav o  fo  some types of non-o gan zat onal use s nclud ng, fo  example, nd v duals who s mply ece ve data/ nfo mat on f om 

fede al nfo mat on systems, s o ten not feas ble g ven the la ge numbe  of such use s and the l m ted natu e of the  nte act ons w th the 
systems. Rules of behav o  fo  both o gan zat onal and non-o gan zat onal use s can also be establ shed n AC-8, System Use Not f cat on. PL-
4 b. the s gned acknowledgment po t on of th s cont o ) may be sat sf ed by the secu ty awa eness t a n ng and ole-based secu ty t a n ng 
p og ams conducted by o gan zat ons f such t a n ng ncludes ules of behav o . O gan zat ons can u e elect on c s gnatu es fo  
acknowledg ng ules of behav o . Related cont ols  AC-2, AC-6, AC-8, AC-9, AC-17, AC-18, AC 19, AC-20, AT-2, AT-3, CM-11, IA 2, IA-4, IA-5, 
MP 7, PS 6, PS-8, SA-5. PL-4(1) NIST Spec al Publ cat on 800 18.

PL-
4 1)

Rules Of Behav o  - Soc al 
Med a And Netwo k ng 
Rest ct ons

The o gan zat on ncludes n the ules of 
behav o , expl c t est ct ons on the use 
of soc al med a/netwo k ng s tes and 
post ng o gan zat onal nfo mat on on 
publ c webs tes.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ncludes the fo low ng n the ules of behav o
( ) expl c t est ct ons on the use of soc al med a/netwo k ng s tes  and
( ) post ng o gan zat onal nfo mat on on publ c webs tes.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty plann ng pol cy  p ocedu es add ess ng ules of behav o  fo  nfo mat on system use s  ules of 
behav o  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  establ sh ng, ev ew ng, and updat ng ules of behav o  
o gan zat onal pe sonnel who a e autho zed use s of the nfo mat on system and have s gned ules of behav o  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  establ sh ng ules of behav o  automated mechan sms suppo t ng and/o  
mplement ng the establ shment of ules of behav o ].

Th s cont ol enhancement add esses ules of behav o  elated to the use of soc al med a/netwo k ng s tes  ( ) when o gan zat onal pe sonnel 
a e us ng such s tes fo  off c al dut es o  n the conduct of off c al bus ness  ( ) when o gan zat onal nfo mat on s nvolved n soc al 
med a/netwo k ng t ansact ons  and ( ) when pe onnel a e access ng soc al med a/netwo k ng s tes f om o gan zat onal nfo mat on 
systems. O gan zat ons also add ess spec f c ules that p event unautho zed ent t es f om obta n ng and/o  nfe ng non-publ c 
o gan zat onal nfo mat on (e.g , system account nfo mat on, pe sona ly dent f able nfo mat on) f om soc al med a/netwo k ng s tes.

PL 5 

P vacy Impact 
Assessment [W thd awn]  
Inco po ated Into 
Append x J, AR-2

[W thd awn  Inco po ated nto Append x 
J, AR 2]. 

[W thd awn  Inco po ated nto Append x J, AR-2].

PL 6 
Secu ty-Related Act v ty 
Plann ng [W thd awn] - 
Inco po ated Into PL 2

[W thd awn  Inco po ated nto PL-2].

[W thd awn  Inco po ated nto PL 2].

PL 7
Secu ty Concept of 
Ope at ons

The o gan zat on
a. Develops a secu ty Concept of 
Ope at ons CONOPS) fo  the 
nfo mat on system conta n ng at a 

m n mum, how the o gan zat on ntends 
to ope ate the system f om the 
pe spect ve of nfo mat on secu ty  and
b. Rev ews and updates the CONOPS 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops a secu ty Concept of Ope at ons (CONOPS) fo  the nfo mat on system conta n ng at a m n mum, how the 
o gan zat on ntends to ope ate the system f om the pe pect ve of nfo mat on secu ty
( ) def nes the f equency to ev ew and update the secu ty CONOPS  and
( ) ev ews and updates the secu ty CONOPS w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty plann ng pol cy  p ocedu es add ess ng secu ty CONOPS development  p ocedu es add ess ng 
secu ty CONOPS ev ews and updates  secu ty CONOPS fo  the nfo mat on system  secu ty plan fo  the nfo mat on system  
eco ds of secu ty CONOPS ev ews and updates  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty plann ng and plan mplementat on espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  develop ng, ev ew ng, and updat ng the secu ty CONOPS  automated 
mechan sms suppo t ng and/o  mplement ng the development, ev ew, and update of the secu ty CONOPS].

The secu ty CONOPS may be ncluded n the secu ty plan fo  the nfo mat on system o  n othe  system development l fe cycle- elated 
documents, as app op ate. Changes to the CONOPS a e eflected n ongo ng updates to the secu ty plan, the nfo mat on secu ty 
a ch tectu e, and othe  app op ate o gan zat onal documents (e.g , secu ty spec f cat ons fo  p ocu ements/acqu s t ons, system 
development l fe cycle documents, and systems/secu ty eng nee ng documents). Related cont ol  PL-2. None None



PL 8
Info mat on Secu ty 
A ch tectu e

 
a. Develops an nfo mat on secu ty 
a ch tectu e fo  the nfo mat on system 
that
1. Desc bes the ove all ph losophy, 
equ ements, and app oach to be taken 

w th ega d to p otect ng the 
conf dent al ty, nteg ty, and ava lab l ty 
of o gan zat onal nfo mat on
2. Desc bes how the nfo mat on 
secu ty a ch tectu e s nteg ated nto 
and suppo ts the ente p se a ch tectu e  
and
3. Desc bes any nfo mat on secu ty 
assumpt ons about, and dependenc es 
on, exte nal se v ces
b. Rev ews and updates the nfo mat on 
secu ty a ch tectu e [Ass gnment  
o gan zat on-def ned f equency] to 
eflect updates n the ente p se 

a ch tectu e  and
c. Ensu es that planned nfo mat on 
secu ty a ch tectu e changes a e 
eflected n the secu ty plan, the 

secu ty Concept of Ope at ons 
(CONOPS), and o gan zat onal 
p ocu ements/acqu s t ons.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops an nfo mat on secu ty a ch tectu e fo  the nfo mat on system that desc bes
    the ove a l ph losophy, equ ements, and app oach to be taken w th ega d to p otect ng the conf dent al ty, nteg ty, and 
ava lab l ty of o gan zat onal nfo mat on
    how the nfo mat on secu ty a ch tectu e s nteg ated nto and suppo ts the ente p se a ch tectu e
    -any nfo mat on secu ty assumpt ons about, and dependenc es on, exte nal se v ces
( ) def nes the f equency to ev ew and update the nfo mat on secu ty a ch tectu e
( ) ev ews and updates the nfo mat on secu ty a ch tectu e w th the o gan zat on-def ned f equency to eflect updates n the 
ente p se a ch tectu e
( v) ensu es that planned nfo mat on secu ty a ch tectu e changes a e eflected n the
    -secu ty plan
    -secu ty Concept of Ope at ons (CONOPS)  and
    -o gan zat onal p ocu ements/acqu s t ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty plann ng pol cy  p ocedu es add ess ng nfo mat on secu ty a ch tectu e development  
p ocedu es add ess ng nfo mat on secu ty a ch tectu e ev ews and updates  ente p se a ch tectu e documentat on  nfo mat on 
secu ty a ch tectu e documentat on secu ty plan fo  the nfo mat on system  secu ty CONOPS fo  the nfo mat on system  
eco ds of nfo mat on secu ty a ch tectu e ev ews and updates  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty plann ng and plan mplementat on espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty a ch tectu e development e pons b l t es  o gan at onal pe onnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  develop ng, ev ew ng, and updat ng the nfo mat on ecu ty a ch tectu e  
automated mechan sms suppo t ng and/o  mplement ng the development, ev ew, and update of the nfo mat on ecu ty 
a ch tectu e].

Th s cont ol add esses act ons taken by o gan zat ons n the des gn and development of nfo mat on systems. The nfo mat on secu ty 
a ch tectu e at the nd v dual nfo mat on system level s cons stent w th and complements the mo e global, o gan zat on-w de nfo mat on 
secu ty a ch tectu e desc bed n PM-7 that s nteg al to and developed as pa t of the ente p se a ch tectu e. The nfo mat on secu ty 
a ch tectu e ncludes an a ch tectu al desc pt on, the placement/allocat on of secu ty funct onal ty ( nclud ng secu ty cont ols), secu ty-
elated nfo mat on fo  exte nal nte faces, nfo mat on be ng exchanged ac oss the nte faces, and the p otect on mechan sms assoc ated 

w th each nte face. In add t on, the secu ty a ch tectu e can nclude othe  mpo tant secu ty- elated nfo mat on, fo  example, use  oles 
and access p v leges ass gned to each ole, un que secu ty equ ements, the types of nfo mat on p ocessed, sto ed, and t ansm ted by the 
nfo mat on system, esto at on p o t es of nfo mat on and nfo mat on ystem se v ces, and any othe  spec f c p otect on needs.

In today s mode n a ch tectu e, t s becom ng less common fo  o gan zat ons to cont ol a l nfo mat on esou ces. The e a e go ng to be key 
dependenc es on exte nal nfo mat on se v ces and se v ce p ov de s. Desc b ng such dependenc es n the nfo mat on secu ty a ch tectu e 
s mpo tant to develop ng a comp ehens ve m ss on/bus ness p otect on st ategy. Establ sh ng, develop ng, document ng, and ma nta n ng 

unde  conf gu at on cont ol, a basel ne conf gu at on fo  o gan zat onal nfo mat on systems s c t cal to mplement ng and ma nta n ng an 
effect ve nfo mat on secu ty a ch tectu e. The development of the nfo mat on secu ty a ch tectu e s coo d nated w th the Sen o  Agency 
Off c al fo  P vacy (SAOP)/Ch ef P vacy Off ce  CPO) to ensu e that secu ty cont ols needed to suppo t p vacy equ ements a e dent f ed 
and effect vely mplemented. PL-8 s p ma ly d ected at o gan zat ons ( .e , nte na ly focused) to help ensu e that o gan zat ons develop an 
nfo mat on secu ty a ch tectu e fo  the nfo mat on system, and that the secu ty a ch tectu e s nteg ated w th o  t ghtly coupled to the 

ente p se a ch tectu e th ough the o gan zat on-w de nfo mat on secu ty a ch tectu e. In cont ast, SA 17 s p ma ly d ected at exte nal 
nfo mat on technology p oduct/system develope s and nteg ato s (a though SA 17 could be used nte na ly w th n o gan zat ons fo  n-

house system development). SA-17, wh ch s complementa y to PL-8, s selected when o gan zat ons outsou ce the development of 
nfo mat on systems o  nfo mat on system components to exte nal ent t es, and the e s a need to demonst ate/show cons stency w th the 

o gan zat on s ente p se a ch tectu e and nfo mat on secu ty a ch tectu e. Related cont ols  CM 2, CM-6, PL-2, PM-7, SA 5, SA 17, 
Append x J.

PL-8(1), PL 8 2) None

PL-
8 1)

Info mat on Secu ty 
A ch tectu e - Defense In-
Depth

The o gan zat on des gns ts secu ty 
a ch tectu e us ng a defense- n-depth 
app oach that
(a) A locates [Ass gnment  o gan zat on-
def ned secu ty safegua ds] to 
[Ass gnment  o gan zat on-def ned 
locat ons and a ch tectu al laye s]  and
(b) Ensu es that the a located secu ty 
safegua ds ope ate n a coo d nated and 
mutua ly e nfo c ng manne .

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes secu ty safegua ds to be allocated to locat ons and a ch tectu al laye s w th n the des gn of ts secu ty a ch tectu e
( ) def nes locat ons and a ch tectu al laye s of ts secu ty a ch tectu e n wh ch o gan zat on-def ned secu ty safegua ds a e to be 
allocated
( ) des gns ts secu ty a ch tectu e us ng a defense- n-depth app oach that a locates o gan at on-def ned secu ty safegua ds to 
o gan zat on-def ned locat ons and a ch tectu al laye s  and
( v) des gns ts secu ty a ch tectu e us ng a defense- n-depth app oach that ensu es the a located o gan zat on-def ned secu ty 
safegua ds ope ate n a coo d nated and mutua ly e nfo c ng manne .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty plann ng pol cy  p ocedu es add ess ng nfo mat on secu ty a ch tectu e development  
ente p se a ch tectu e documentat on  nfo mat on secu ty a ch tectu e documentat on secu ty plan fo  the nfo mat on 
system  secu ty CONOPS fo  the nfo mat on system  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty plann ng and plan mplementat on espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty a ch tectu e development e pons b l t es  o gan at onal pe onnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  des gn ng the nfo mat on secu ty a ch tectu e  automated mechan sms 
suppo t ng and/o  mplement ng the des gn of the nfo mat on secu ty a ch tectu e].

O gan zat ons st ateg ca ly allocate ecu ty safegua ds (p ocedu al, techn cal, o  both) n the secu ty a ch tectu e so that adve sa es have to 
ove come mult ple safegua ds to ach eve the  ob ect ve. Requ ng adve sa es to defeat mult ple mechan ms makes t mo e d ff cu t to 
successfu ly attack c t cal nfo mat on esou ces ( e., nc eases adve sa y wo k facto ) and also nc eases the l kel hood of detect on. The 
coo d nat on of a located safegua ds s essent al to ensu e that an attack that nvolves one safegua d does not c eate adve se un ntended 
consequences (e.g , lockout, cascad ng ala ms) by nte fe ng w th anothe  safegua d. Placement of secu ty safegua ds s a key act v ty. 
G eate  asset c t cal ty o  nfo mat on value me ts add t onal laye ng. Thus, an o gan zat on may choose to place ant -v us so twa e at 
o gan zat onal bounda y laye s, ema l/web se ve s, notebook compute s, and wo kstat ons to max m ze the numbe  of elated safegua ds 
adve sa es must penet ate befo e comp om s ng the nfo mat on and nfo mat on systems. Related cont ols  SC 29, SC 36.

PL-
8 2)

Info mat on Secu ty 
A ch tectu e - Suppl e  
D ve s ty

The o gan zat on equ es that 
[Ass gnment  o gan zat on-def ned 
secu ty safegua ds] allocated to 
[Ass gnment  o gan zat on-def ned 
locat ons and a ch tectu al laye s] a e 

t  f  ff t l

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes secu ty safegua ds to be allocated to locat ons and a ch tectu al laye s w th n the des gn of ts secu ty a ch tectu e
( ) def nes locat ons and a ch tectu al laye s of ts secu ty a ch tectu e n wh ch o gan zat on-def ned secu ty safegua ds a e to be 
allocated  and
( ) equ es that o gan zat on-def ned secu ty safegua ds a located to o gan zat on-def ned locat ons and a ch tectu al laye s a e 
obta ned f om d ffe ent suppl e s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty plann ng pol cy  p ocedu es add ess ng nfo mat on secu ty a ch tectu e development  
ente p se a ch tectu e documentat on  nfo mat on secu ty a ch tectu e documentat on secu ty plan fo  the nfo mat on 
system  secu ty CONOPS fo  the nfo mat on system  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty plann ng and plan mplementat on espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty a ch tectu e development e pons b l t es  o gan at onal pe onnel w th 
acqu s t on espons b l t es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  obta n ng nfo mat on secu ty safegua ds f om d ffe ent suppl e ].

D ffe ent nfo mat on technology p oducts have d fe ent st engths and weaknesse . P ov d ng a b oad spect um of p oducts complements 
the nd v dual offe ngs. Fo  example, vendo s o fe ng mal c ous code p otect on typ cally update the  p oducts at d fe ent t mes, often 
develop ng solut ons fo  known v uses, T ojans, o  wo ms acco d ng to the  p o t es and development schedules. By hav ng d ffe ent 
p oducts at d ffe ent locat ons (e g., se ve , bounda y, desktop) the e s an nc eased l kel hood that at least one w ll detect the mal c ous 
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PL 9 Cent al Management

The o gan zat on cent ally manages 
[Ass gnment  o gan zat on-def ned 
secu ty cont ols and elated p ocesses].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes secu ty cont ols and elated p ocesses to be cent ally managed  and
( ) cent a ly manages o gan zat on-def ned secu ty cont ols and elated p ocesses.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Secu ty plann ng pol cy  p ocedu es add ess ng secu ty plan development and mplementat on  secu ty 
plan fo  the nfo mat on sy tem  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty plann ng and plan mplementat on espons b l t es  
o gan zat onal pe sonnel w th espons b l t es fo  plann ng/ mplement ng cent al management of secu ty cont ols and elated 
p ocesses  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  cent al management of secu ty cont ols and elated p ocesses  automated 
mechan sms suppo t ng and/o  mplement ng cent al management of secu ty cont ols and elated p oces es].

Cent al management efe s to the o gan zat on-w de management and mplementat on of selected secu ty cont ols and elated p ocesses. 
Cent al management ncludes plann ng, mplement ng, assess ng, autho z ng, and mon to ng the o gan zat on-def ned, cent ally managed 
secu ty cont ols and p ocesses. As cent al management of secu ty cont ols s gene ally assoc ated w th common cont ols, such 
management p omotes and fac l tates standa d zat on of secu ty cont ol mplementat ons and management and jud c ous use of 
o gan zat onal esou ces.  Cent a ly-managed secu ty cont ols and p oces es may also meet ndependence equ ements fo  assessments n 
suppo t of n t al and ongo ng autho zat ons to ope ate as pa t of o gan zat onal cont nuous mon to ng. As pa t of the secu ty cont ol 
select on p ocess, o gan zat ons dete m ne wh ch cont ols may be su table fo  cent al management based on o gan zat onal esou ces and 
capab l t es. O gan zat ons cons de  that t may not always be poss ble to cent a ly manage eve y aspect of a secu ty cont ol. In such cases, 
the secu ty cont ol s t eated as a hyb d cont ol w th the cont ol managed and mplemented e the  cent a ly o  at the nfo mat on system 
level. Cont ols and cont ol enhancements that a e cand dates fo  full o  pa t al cent al management nclude, but a e not l m ted to  AC-2 (1) 
(2) 3) (4)  AC-17 (1) (2) 3) (9)  AC 18 1) (3) (4) (5)  AC 19 (4)  AC-22  AC-23  AT-2 (1) (2)  AT-3 1) (2) (3)  AT-4  AU-6 (1) (3) 5) (6) (9)  AU 7 
(1) 2)  AU 11, AU-13, AU-16, CA-2 (1) (2) 3)  CA-3 (1) (2) 3)  CA 7 (1)  CA-9  CM-2 1) (2)  CM-3 (1) (4)  CM-4  CM-6 1)  CM-7 (4) (5)  CM 8 
(al )  CM-9 1)  CM-10  CM-11  CP 7 (al )  CP-8 (a l)  SC-43  SI-2  SI-3  SI-7  and SI 8. None NIST Spec al Publ cat on 800 37.

PS-1 
Pe sonnel Secu ty Pol cy 
and P ocedu es 

The o gan zat on
a. Develop , documents, and 
d ssem nates to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles]
1. A pe sonnel secu ty pol cy that 
add esses pu po e, scope, oles, 
espons b l t es, management 

comm tment, coo d nat on among 
o gan zat onal ent t es, and compl ance  
and
2. P ocedu es to fac l tate the 
mplementat on of the pe sonnel 

secu ty pol cy and assoc ated pe sonnel 
secu ty cont ols  and
b. Rev ews and updates the cu ent
1. Pe sonnel secu ty pol cy [Ass gnment  
o gan zat on-def ned f equency]  and
2. Pe sonnel secu ty p ocedu es 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops and documents an pe sonnel secu ty pol cy that add esses
    -pu pose
    -scope
    - oles
    - espons b l t es
    -management comm tment
    -coo d nat on among o gan zat onal ent t es
    -compl ance
( ) def nes pe sonnel o  oles to whom the pe sonnel secu ty pol cy s to be d ssem nated
( ) d ssem nates the pe sonnel secu ty pol cy to o gan zat on-def ned pe sonnel o  oles
( v) develops and documents p ocedu es to fac l tate the mplementat on of the pe sonnel secu ty pol cy and assoc ated pe sonnel 
secu ty cont ols
(v) def nes pe sonnel o  oles to whom the p ocedu es a e to be d ssem nated
(v ) d ssem nates the p ocedu es to o gan zat on-def ned pe sonnel o  oles
(v ) def nes the f equency to ev ew and update the cu ent pe sonnel secu ty pol cy
(v ) ev ews and updates the cu ent pe sonnel secu ty pol cy w th the o gan zat on-def ned f equency
( x) def nes the f equency to ev ew and update the cu ent pe sonnel secu ty p ocedu es  and
(x) ev ews and updates the cu ent pe sonnel secu ty p ocedu es w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Pe sonnel secu ty pol cy and p ocedu es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th access cont ol e pons b l t es  o gan at onal pe onnel w th nfo mat on 
secu ty espons b l t es].

Th s cont ol add esses the establ shment of pol cy and p ocedu es fo  the effect ve mplementat on of selected secu ty cont ols and cont ol 
enhancements n the PS fam ly. Pol cy and p ocedu es eflect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c es, 
standa ds, and gu dance. Secu ty p og am pol c es and p ocedu es at the o gan zat on level may make the need fo  system-spec f c pol c es 
and p ocedu es unnecessa y. The pol cy can be ncluded as pa t of the gene al nfo mat on secu ty pol cy fo  o gan zat ons o  conve sely, 
can be ep esented by mult ple pol c es eflect ng the complex natu e of ce ta n o gan zat ons. The p ocedu es can be establ shed fo  the 
secu ty p og am n gene al and fo  pa t cula  nfo mat on systems, f needed. The o gan zat onal sk management st ategy s a key facto  n 
establ sh ng pol cy and p ocedu es. Related cont ol  PM-9. None NIST Spec al Publ cat ons 800 12, 800-100.

PS-2 Pos t on Catego zat on 

The o gan zat on
a. Ass gns a k des gnat on to a l 
o gan zat onal pos t ons
b. Establ shes sc een ng c te a fo  
nd v duals f l ng those pos t ons  and

c. Rev ews and updates pos t on sk 
des gnat ons [Ass gnment  o gan zat on-
def ned f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) ass gns a sk des gnat on to all o gan zat onal pos t ons
( ) establ shes sc een ng c te a fo  nd v duals f l ng those pos t ons
( ) def nes the f equency to ev ew and update pos t on sk des gnat ons  and
( v) ev ews and updates pos t on sk des gnat ons w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Pe sonnel secu ty pol cy  p ocedu es add ess ng pos t on catego zat on  app op ate codes of fede al 
egulat ons  l st of sk des gnat ons fo  o gan zat onal pos t ons  secu ty plan  eco ds of pos t on sk des gnat on ev ews and 

updates  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th pe sonnel secu ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  ass gn ng, ev ew ng, and updat ng pos t on sk des gnat ons  o gan zat onal 
p ocesses fo  establ sh ng sc een ng c te a].

Pos t on sk des gnat ons eflect O f ce of Pe sonnel Management pol cy and gu dance. R sk des gnat ons can gu de and nfo m the types of 
autho zat ons nd v duals ece ve when access ng o gan zat onal nfo mat on and nfo mat on systems. Pos t on c een ng c te a nclude 
expl c t nfo mat on secu ty ole appo ntment equ ements (e.g., t a n ng, secu ty clea ances). Related cont ols  AT 3, PL-2, PS-3. None 5 C F R. 731 106.

PS-3 Pe sonnel Sc een ng 

The o gan zat on
a. Sc eens nd v duals p o  to 
autho z ng acce s to the nfo mat on 
system  and
b. Resc eens nd v duals acco d ng to 
[Ass gnment  o gan zat on-def ned 
cond t ons equ ng esc een ng and, 
whe e esc een ng s so nd cated, the 
f equency of such esc een ng].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) sc eens nd v duals p o  to autho z ng access to the nfo mat on system
( ) def nes cond t ons equ ng e-sc een ng
( ) def nes the f equency of e-sc een ng whe e t s so nd cated  and
( v) e-sc eens nd v duals n acco dance w th o gan zat on-def ned cond t ons equ ng e-sc een ng and, whe e e-sc een ng s so 
nd cated, w th the o gan zat on-def ned f equency of such e-sc een ng.

POTENTIAL ASSESSMENT METHODS AND OBJECTS  
Exam ne  [SELECT FROM  Pe sonnel secu ty pol cy and p ocedu es  othe  elevant documents o  eco ds]. 
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th pe sonnel secu ty espons b l t es].

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Pe sonnel secu ty pol cy  p ocedu es add ess ng pe sonnel sc een ng  eco ds of sc eened pe sonnel  
secu ty plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th pe sonnel secu ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  pe sonnel sc een ng].

Pe sonnel sc een ng and esc een ng act v t es e lect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c es, standa ds, 
gu dance, and spec f c c te a establ shed fo  the sk des gnat ons of ass gned pos t ons. O gan zat ons may def ne d ffe ent esc een ng 
cond t ons and f equenc es fo  pe sonnel access ng nfo mat on systems based on types of nfo mat on p ocessed, sto ed, o  t ansm tted by 
the systems. Related cont ols  AC-2, IA-4, PE-2, PS-2. PS-3(1), PS 3(2), PS-3(3)

5 C F R. 731 106  F PS Publ cat ons 199, 201  N ST Spec al 
Publ cat ons 800 60, 800-73, 800 76, 800-78  CD 704.



PS-
3 1)

Pe sonnel Sc een ng - 
Class f ed Info mat on

The o gan zat on ensu es that nd v duals 
access ng an nfo mat on system 
p ocess ng, sto ng, o  t ansm tt ng 
class f ed nfo mat on a e clea ed and 
ndoct nated to the h ghest 

class f cat on level of the nfo mat on to 
wh ch they have access on the system.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) ensu es that nd v duals access ng an nfo mat on system p ocess ng, sto ng, o  t ansm tt ng class f ed nfo mat on a e clea ed 
to the h ghe t class f cat on level of the nfo mat on to wh ch they have access on the ystem  and
( ) ensu es that nd v duals access ng an nfo mat on system p ocess ng, sto ng, o  t ansm tt ng class f ed nfo mat on a e 
ndoct nated to the h ghest class f cat on level of the nfo mat on to wh ch they have access on the system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Pe sonnel secu ty pol cy  p ocedu es add ess ng pe sonnel sc een ng  eco ds of sc eened pe sonnel  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th pe sonnel secu ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  clea ng and ndoct nat ng pe sonnel fo  access to class f ed nfo mat on].

Related cont ols  AC-3, AC-4.

PS-
3 2)

Pe sonnel Sc een ng - 
Fo mal Indoct nat on

The o gan zat on ensu es that nd v duals 
access ng an nfo mat on system 
p ocess ng, sto ng, o  t ansm tt ng types 
of class f ed nfo mat on wh ch equ e 
fo mal ndoct nat on, a e fo ma ly 
ndoct nated fo  all of the elevant types 

of nfo mat on to wh ch they have access 
on the system.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ensu es that nd v duals access ng an nfo mat on ystem p ocess ng, sto ng, o  t ansm tt ng types of 
class f ed nfo mat on wh ch equ e fo mal ndoct nat on, a e fo mally ndoct nated fo  all of the elevant types of nfo mat on to 
wh ch they have access on the system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Pe sonnel secu ty pol cy  p ocedu es add ess ng pe sonnel sc een ng  eco ds of sc eened pe sonnel  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th pe sonnel secu ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  fo mal ndoct nat on fo  all elevant types of nfo mat on to wh ch pe sonnel 
have access].

Types of class f ed nfo mat on equ ng fo mal ndoct nat on nclude, fo  example, Spec al Access P og am SAP), Rest cted Data (RD), and 
Sens t ve Compa tment Info mat on (SC ). Related cont ols  AC-3, AC-4.

PS-
3 3)

Pe sonnel Sc een ng - 
Info mat on W th Spec al 
P otect on Measu es

The o gan zat on ensu es that nd v duals 
access ng an nfo mat on system 
p ocess ng, sto ng, o  t ansm tt ng 
nfo mat on equ ng spec al p otect on

(a) Have val d access autho zat ons that 
a e demonst ated by ass gned off c al 
gove nment dut es  and
(b) Sat sfy [Ass gnment  o gan zat on-
def ned add t onal pe sonnel sc een ng 

t ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) ensu es that nd v duals access ng an nfo mat on system p ocess ng, sto ng, o  t ansm tt ng nfo mat on equ ng spec al 
p otect on have val d access autho zat ons that a e demonst ated by a s gned off c al gove nment dut es
( ) def nes add t onal pe sonnel sc een ng c te a to be sat f ed fo  nd v duals access ng an nfo mat on system p oce s ng, 
sto ng, o  t ansm tt ng nfo mat on equ ng spec al p otect on  and
( ) en u es that nd v duals access ng an nfo mat on system p ocess ng, sto ng, o  t ansm tt ng nfo mat on equ ng spec al 
p otect on sat sfy o gan zat on-def ned add t onal pe onnel sc een ng c te a. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Pe sonnel secu ty pol cy  access cont ol pol cy, p ocedu es add ess ng pe sonnel sc een ng  eco ds of 
sc eened pe sonnel  sc een ng c te a  eco ds of access autho zat ons  othe  elevant documents o  eco ds].
Inte v ew  [SELECT ON FROM  O gan zat onal pe sonnel w th pe sonnel secu ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  ensu ng val d access autho zat ons fo  nfo mat on equ ng spec al p otect on  
o gan zat onal p ocess fo  add t onal pe sonnel sc een ng fo  nfo mat on equ ng spec al p otect on].

O gan zat onal nfo mat on equ ng spec al p otect on ncludes, fo  example, Cont olled Unclass f ed Info mat on (CUI) and Sou ces and 
M h  I f t  S MI)   P l t  t  l  f  l  t  t t    t

PS-4 Pe sonnel Te m nat on 

The o gan zat on, upon te m nat on of 
nd v dual employment

a. D sables nfo mat on system access 
w th n [Ass gnment  o gan zat on-
def ned t me pe od]
b. Te m nates/ evokes any 
authent cato s/c edent als assoc ated 
w th the nd v dual
c. Conducts ex t nte v ews that nclude a 
d scuss on of [Ass gnment  o gan zat on-
def ned nfo mat on secu ty top cs]
d. Ret eves all secu ty- elated 
o gan zat onal nfo mat on system-
elated p ope ty

e. Reta ns access to o gan zat onal 
nfo mat on and nfo mat on systems 

fo me ly cont olled by te m nated 
nd v dual  and

f. Not f es [Ass gnment  o gan zat on-
def ned pe sonnel o  ole ] w th n 
[Ass gnment  o gan zat on-def ned t me 
pe od].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on, upon te m nat on of nd v dual employment
( ) def nes a t me pe od w th n wh ch to d sable nfo mat on system access
( ) d sables nfo mat on system access w th n the o gan zat on-def ned t me pe od
( ) te m nates/ evokes any authent cato s/c edent als a soc ated w th the nd v dual
( v) def nes nfo mat on ecu ty top cs to be d scussed when conduct ng ex t nte v ews
(v) conducts ex t nte v ews that nclude a d scuss on of o gan zat on-def ned nfo mat on secu ty top cs
(v ) et eves all secu ty- elated o gan zat onal nfo mat on system- elated p ope ty
(v ) eta ns access to o gan zat onal nfo mat on and nfo mat on systems fo me ly cont o led by the te m nated nd v dual
(v ) def nes pe sonnel o  oles to be not f ed of the te m nat on
( x) def nes the t me pe od w th n wh ch to not fy o gan zat on-def ned pe sonnel o  oles  and
(x) not f es o gan zat on-def ned pe onnel o  oles w th n the o gan zat on-def ned t me pe od.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Pe sonnel secu ty pol cy  p ocedu es add ess ng pe sonnel te m nat on  eco ds of pe sonnel 
te m nat on act ons  l st of nfo mat on system accounts  eco ds of te m nated o  evoked authent cato s/c edent als  eco ds of 
ex t nte v ews  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th pe sonnel secu ty espons b l t es  o gan zat onal pe sonnel w th account 
management espons b l t es  system/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  pe sonnel te m nat on  automated mechan sms suppo t ng and/o  
mplement ng pe sonnel te m nat on not f cat ons  automated mechan sms fo  d sabl ng nfo mat on system access/ evok ng 

authent cato s].

Info mat on system- elated p ope ty ncludes, fo  example, ha dwa e authent cat on tokens, system adm n st at on techn cal manuals, keys, 
dent f cat on ca ds, and bu ld ng passes. Ex t nte v ews ensu e that te m nated nd v duals unde stand the secu ty const a nts mposed by 

be ng fo me  employees and that p ope  accountab l ty s ach eved fo  nfo mat on system- elated p ope ty. Secu ty top cs of nte e t at ex t 
nte v ews can nclude, fo  example, em nd ng te m nated nd v duals of nond sclo u e ag eements and potent al l m tat ons on futu e 

employment. Ex t nte v ews may not be poss ble fo  ome te m nated nd v duals, fo  example, n cases elated to job abandonment, 
lnesses, and nonava lab l ty of supe v so s. Ex t nte v ews a e mpo tant fo  nd v duals w th secu ty clea ances. T mely execut on of 

te m nat on act ons s essent al fo  nd v duals te m nated fo  cause. In ce ta n s tuat ons, o gan zat ons cons de  d sabl ng the nfo mat on 
system accounts of nd v duals that a e be ng te m nated p o  to the nd v duals be ng not f ed. Related cont ols  AC 2, IA-4, PE 2, PS-5, PS-6. PS-4(1), PS-4(2) None

PS-
4 1)

Pe sonnel Te m nat on - 
Po t-Employment 
Requ ements

The o gan zat on
(a) Not f es te m nated nd v duals of 
appl cable, lega ly b nd ng post-
employment equ ements fo  the 
p otect on of o gan zat onal nfo mat on  
and
(b) Requ es te m nated nd v duals to 
s gn an acknowledgment of post-
employment equ ements as pa t of the 
o gan zat onal te m nat on p ocess.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) not f es te m nated nd v duals of appl cable, legally b nd ng, post-employment equ ements fo  the p otect on of o gan zat onal 
nfo mat on  and

( ) equ es te m nated nd v duals to s gn an acknowledgement of post-employment equ ements as pa t of the o gan zat onal 
te m nat on p ocess.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Pe sonnel secu ty pol cy  p ocedu es add ess ng pe sonnel te m nat on  s gned post-employment 
acknowledgement fo ms  l st of appl cable, lega ly b nd ng post-employment equ ements  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th pe sonnel secu ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  post-employment equ ements].

O gan zat ons consult w th the O f ce of the Gene al Counsel ega d ng matte s of post-employment equ ements on te m nated nd v duals.

PS-
4 2)

Pe sonnel Te m nat on - 
Automated Not f cat on

The o gan zat on employs automated 
mechan sms to not fy [Ass gnment  
o gan zat on-def ned pe sonnel o  oles] 
upon te m nat on of an nd v dual.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes pe sonnel o  oles to be not f ed upon te m nat on of an nd v dual  and
( ) employs automated mechan sms to not fy o gan zat on-def ned pe sonnel o  oles upon te m nat on of an nd v dual.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Pe sonnel secu ty pol cy  p ocedu es add ess ng pe sonnel te m nat on  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  eco ds of pe sonnel te m nat on 
act ons  automated not f cat ons of employee te m nat ons  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th pe sonnel secu ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  pe sonnel te m nat on  automated mechan sms suppo t ng and/o  
mplement ng pe sonnel te m nat on not f cat ons].

In o gan zat ons w th a la ge numbe  of employees, not all pe sonnel who need to know about te m nat on act ons ece ve the app op ate 
not f cat ons—o , f such not f cat ons a e ece ved, they may not occu  n a t mely manne . Automated mechan sms can be used to send 
automat c ale ts o  not f cat ons to spec f c o gan zat onal pe sonnel o  oles (e g., management pe sonnel, supe v so s, pe sonnel secu ty 
o f ce s, nfo mat on secu ty o f ce s, systems adm n st ato s, o  nfo mat on technology adm n st ato s) when nd v duals a e te m nated. 
Such automat c ale ts o  not f cat ons can be conveyed n a va ety of way , nclud ng, fo  example, telephon ca ly, v a elect on c ma l, v a 
text message, o  v a webs tes.

PS-5 Pe sonnel T ansfe  

The o gan zat on  
a. Rev ews and conf ms ongo ng 
ope at onal need fo  cu ent log cal and 
phys cal access autho zat ons to 
nfo mat on systems/fac l t es when 
nd v duals a e eass gned o  t ansfe ed 

to othe  pos t ons w th n the 
o gan zat on
b. In t ates [Ass gnment  o gan at on-
def ned t ansfe  o  eass gnment act ons] 
w th n [Ass gnment  o gan zat on-
def ned t me pe od fo low ng the fo mal 
t ansfe  act on]
c. Mod f es access autho zat on as 
needed to co espond w th any changes 
n ope at onal need due to eass gnment 

o  t ansfe  and
d. Not f es [Ass gnment  o gan zat on-
def ned pe sonnel o  ole ] w th n 
[Ass gnment  o gan zat on-def ned t me 
pe od].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) when nd v duals a e eass gned o  t ansfe ed to othe  pos t ons w th n the o gan zat on, ev ews and conf ms ongo ng 
ope at onal need fo  cu ent
    log cal access autho zat ons to nfo mat on systems
    -phys cal access autho zat ons to nfo mat on systems and fac l t es
    -def nes t ansfe  o  eass gnment act ons to be n t ated fo low ng t ansfe  o  eass gnment
    -def nes the t me pe od w th n wh ch t ansfe  o  eass gnment act ons must occu  follow ng t ansfe  o  ea s gnment
    - n t ates o gan at on-def ned t ansfe  o  eass gnment act ons w th n the o gan zat on-def ned t me pe od fo low ng t ansfe  o  
eass gnment

( ) mod f es access autho zat on as needed to co espond w th any changes n ope at onal need due to eass gnment o  t ansfe
( ) def nes pe sonnel o  oles to be not f ed when nd v duals a e eass gned o  t ansfe ed to othe  pos t ons w th n the 
o gan zat on
( v) def nes the t me pe od w th n wh ch to not fy o gan zat on-def ned pe sonnel o  oles when nd v duals a e eass gned o  
t ansfe ed to othe  pos t ons w th n the o gan zat on  and
(v) not f es o gan zat on-def ned pe onnel o  oles w th n the o gan zat on-def ned t me pe od when nd v duals a e eass gned o  
t ansfe ed to othe  pos t ons w th n the o gan zat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Pe sonnel secu ty pol cy  p ocedu es add ess ng pe sonnel t ansfe  ecu ty plan  eco ds of pe sonnel 
t ansfe  act ons  l t of nfo mat on system and fac l ty acce s autho zat ons  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th pe sonnel secu ty espons b l t es o gan zat onal pe sonnel w th account 
management espons b l t es  system/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  pe sonnel t ansfe  automated mechan sms suppo t ng and/o  mplement ng 
pe onnel t ansfe  not f cat ons  automated mechan sms fo  d sabl ng nfo mat on ystem access/ evok ng authent cato s].

Th s cont ol appl es when eass gnments o  t ansfe s of nd v duals a e pe manent o  of such extended du at ons as to make the act ons 
wa anted. O gan zat ons def ne act ons app op ate fo  the types of eass gnments o  t ansfe s, whethe  pe manent o  extended. Act ons 
that may be equ ed fo  pe sonnel t ansfe s o  eass gnments to othe  pos t ons w th n o gan zat ons nclude, fo  example  ( ) etu n ng old 
and ssu ng new keys, dent f cat on ca ds, and bu ld ng pas es  ( ) clos ng nfo mat on system accounts and establ sh ng new accounts  ( ) 
chang ng nfo mat on system access autho zat ons ( .e., p v lege )  and ( v) p ov d ng fo  access to o f c al eco ds to wh ch nd v duals had 
access at p ev ous wo k locat ons and n p ev ous nfo mat on system accounts. Related cont ols  AC 2, IA-4, PE 2, PS-4. None None



PS-6 Access Ag eements 

The o gan zat on
a. Develops and documents access 
ag eements fo  o gan zat onal 
nfo mat on systems

b. Rev ews and updates the access 
ag eements [Ass gnment  o gan zat on-
def ned f equency]  and
c. Ensu es that nd v duals equ ng 
access to o gan zat onal nfo mat on and 
nfo mat on systems  

1. S gn app op ate access ag eements 
p o  to be ng g anted access  and
2. Re-s gn access ag eements to 
ma nta n access to o gan zat onal 
nfo mat on systems when access 

ag eements have been updated o  
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops and documents access ag eements fo  o gan zat onal nfo mat on systems
( ) def nes the f equency to ev ew and update the access ag eements
( ) ev ews and updates the access ag eements w th the o gan zat on-def ned f equency
( v) ensu es that nd v duals equ ng access to o gan zat onal nfo mat on and nfo mat on systems s gn app op ate access 
ag eements p o  to be ng g anted access
(v) def nes the f equency to e-s gn access ag eements to ma nta n access to o gan zat onal nfo mat on systems when access 
ag eements have been updated
(v ) ensu es that nd v duals equ ng access to o gan zat onal nfo mat on and nfo mat on systems e-s gn access ag eements to 
ma nta n access to o gan zat onal nfo mat on systems when access ag eements have been updated o  w th the o gan zat on-
def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Pe sonnel secu ty pol cy  p ocedu es add ess ng access ag eements fo  o gan zat onal nfo mat on and 
nfo mat on systems  secu ty plan  access ag eements  eco ds of acce s ag eement ev ews and updates  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th pe sonnel secu ty espons b l t es  o gan zat onal pe sonnel who have 
s gned/ es gned acce s ag eements  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  access ag eements  automated mechan sms suppo t ng access ag eements].

Access ag eements nclude, fo  example, nond sclosu e ag eements, acceptable use ag eements, ules of behav o , and confl ct-of- nte est 
ag eements. S gned access ag eements nclude an acknowledgement that nd v duals have ead, unde stand, and ag ee to ab de by the 
const a nts assoc ated w th o gan zat onal nfo mat on systems to wh ch access s autho zed. O gan zat ons can use elect on c s gnatu es to 
acknowledge access ag eements unless spec f ca ly p oh b ted by o gan zat onal pol cy. Related cont ol  PL-4, PS 2, PS-3, PS-4, PS-8. PS-6(2), PS 6(3) None

PS-
6 1)

Access Ag eements 
[W thd awn] - 
Inco po ated Into PS-3

[W thd awn  Inco po ated nto PS-3].

[W thd awn  Inco po ated nto PS 3].

PS-
6 2)

Access Ag eements - 
Class f ed Info mat on 
Requ ng Spec al 
P otect on

The o gan zat on ensu es that access to 
class f ed nfo mat on equ ng spec al 
p otect on s g anted only to nd v duals 
who
(a) Have a val d access autho zat on that 
s demonst ated by ass gned off c al 

gove nment dut es
(b) Sat sfy assoc ated pe sonnel secu ty 
c te a  and
(c) Have ead, unde stood, and s gned a 
nond sclosu e ag eement.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ensu es that acce s to class f ed nfo mat on equ ng spec al p otect on s g anted only to 
nd v duals who

( ) have a val d access autho zat on that s demonst ated by ass gned o f c al gove nment dut es
( ) sat sfy assoc ated pe sonnel secu ty c te a  and
( ) have ead, unde stood, and s gned a nond sclosu e ag eement.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Pe sonnel secu ty pol cy  p ocedu es add ess ng access ag eements fo  o gan zat onal nfo mat on and 
nfo mat on systems  access ag eements  access autho zat ons  pe sonnel secu ty c te a  s gned nond sclosu e ag eements  

othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th pe sonnel secu ty espons b l t es  o gan zat onal pe sonnel who have 
s gned nond sclosu e ag eements  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  access to class f ed nfo mat on equ ng pec al p otect on].

Class f ed nfo mat on equ ng spec al p otect on ncludes, fo  example, collate al nfo mat on, Spec al Access P og am SAP) nfo mat on, 
and Sens t ve Compa tmented Info mat on (SC ). Pe sonnel secu ty c te a eflect appl cable fede al laws, Execut ve O de s, d ect ves, 
egulat ons, pol c es, standa ds, and gu dance.

PS-
6 3)

Access Ag eements - Post
Employment 
Requ ements

The o gan zat on
(a) Not f es nd v duals of appl cable, 
legally b nd ng post-employment 
equ ements fo  p otect on of 

o gan zat onal nfo mat on  and
(b) Requ es nd v duals to s gn an 
acknowledgment of these equ ements, 
f appl cable, as pa t of g ant ng n t al 

 t   f t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) not f es nd v duals of appl cable, legally b nd ng post-employment equ ements fo  p otect on of o gan zat onal nfo mat on  
and
( ) equ es nd v duals to s gn an acknowledgement of these equ ements, f appl cable, as pa t of g ant ng n t al access to 
cove ed nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Pe sonnel secu ty pol cy  p ocedu es add ess ng access ag eements fo  o gan zat onal nfo mat on and 
nfo mat on systems  s gned post-employment acknowledgement fo ms  access ag eements  l st of appl cable, lega ly b nd ng post-

employment equ ements  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th pe sonnel secu ty espons b l t es  o gan zat onal pe sonnel who have 
s gned access ag eements that nclude po t-employment equ ements  o gan zat onal pe sonnel w th nfo mat on secu ty 
espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  post-employment equ ements  automated mechan sms suppo t ng 
not f cat ons and nd v dual acknowledgements of post-employment equ ements].

O t  lt th th  O f  f th  G l C l  tt  f - l t t   t t  l

PS-7 
Th d-Pa ty Pe sonnel 
Secu ty 

The o gan zat on
a. Establ shes pe sonnel secu ty 
equ ements nclud ng secu ty oles 

and espons b l t es fo  th d-pa ty 
p ov de s
b. Requ es th d-pa ty p ov de s to 
comply w th pe onnel secu ty pol c es 
and p ocedu es establ shed by the 
o gan zat on
c. Documents pe sonnel secu ty 
equ ements

d. Requ es th d-pa ty p ov de s to 
not fy [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles] of any pe sonnel 
t ansfe s o  te m nat ons of th d-pa ty 
pe sonnel who possess o gan zat onal 
c edent als and/o  badges, o  who have 
nfo mat on system p v leges w th n 

[Ass gnment  o gan zat on-def ned t me 
pe od]  and
e. Mon to s p ov de  compl ance.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) establ shes pe sonnel secu ty equ ements, nclud ng secu ty oles and espons b l t es, fo  th d-pa ty p ov de s
( ) equ es th d-pa ty p ov de s to comply w th pe sonnel secu ty pol c es and p ocedu es establ shed by the o gan zat on
( ) documents pe sonnel secu ty equ ements
( v) def nes pe sonnel o  oles to be not f ed of any pe sonnel t ansfe s o  te m nat ons of th d-pa ty pe sonnel who possess 
o gan zat onal c edent als and/o  badges, o  who have nfo mat on system p v leges
(v) def nes the t me pe od w th n wh ch th d-pa ty p ov de s a e equ ed to not fy o gan zat on-def ned pe sonnel o  oles of any 
pe onnel t ansfe s o  te m nat ons of th d-pa ty pe sonnel who posse s o gan at onal c edent als and/o  badges, o  who have 
nfo mat on system p v leges

(v ) equ es th d-pa ty p ov de s to not fy o gan zat on-def ned pe sonnel o  oles w th n the o gan zat on-def ned t me pe od of 
any pe sonnel t ansfe s o  te m nat ons of th d-pa ty pe sonnel who possess o gan zat onal c edent als and/o  badges, o  who 
have nfo mat on system p v leges  and
(v ) mon to s p ov de  compl ance.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Pe sonnel secu ty pol cy  p ocedu es add ess ng th d-pa ty pe sonnel secu ty  l st of pe sonnel secu ty 
equ ements  acqu s t on documents  se v ce level ag eements  compl ance mon to ng p ocess  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th pe sonnel secu ty espons b l t es  th d-pa ty p ov de s  system/netwo k 
adm n st ato s  o gan zat onal pe sonnel w th account management espons b l t es  o gan zat onal pe sonnel w th nfo mat on 
secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng and mon to ng th d-pa ty pe sonnel secu ty  automated 
mechan sms suppo t ng and/o  mplement ng mon to ng of p ov de  compl ance].

Th d-pa ty p ov de s nclude, fo  example, se v ce bu eaus, cont acto s, and othe  o gan zat ons p ov d ng nfo mat on system development, 
nfo mat on technology se v ces, outsou ced appl cat ons, and netwo k and secu ty management. O gan zat ons expl c tly nclude pe sonnel 

secu ty equ ements n acqu s t on- elated documents. Th d-pa ty p ov de s may have pe sonnel wo k ng at o gan zat onal fac l t es w th 
c edent als, badges, o  nfo mat on ystem p v leges ssued by o gan zat ons. Not f cat ons of th d-pa ty pe sonnel changes en u e 
app op ate te m nat on of p v leges and c edent als. O gan zat ons def ne the t ansfe s and te m nat ons deemed epo table by secu ty-
elated cha acte st cs that nclude, fo  example, funct ons, oles, and natu e of c edent als/p v leges assoc ated w th nd v duals t ansfe ed 

o  te m nated. Related cont ols  PS-2, PS-3, PS-4, PS-5, PS-6, SA-9, SA-21. None NIST Spec al Publ cat on 800 35.

PS-8 Pe sonnel Sanct ons 

The o gan zat on
a. Employs a fo mal sanct ons p ocess 
fo  nd v duals fa l ng to comply w th 
establ shed nfo mat on secu ty pol c es 
and p ocedu es  and
b. Not f es [Ass gnment  o gan zat on-
def ned pe sonnel o  ole ] w th n 
[Ass gnment  o gan zat on-def ned t me 
pe od] when a fo mal employee 
sanct ons p ocess s n t ated, dent fy ng 
the nd v dual sanct oned and the eason 
fo  the sanct on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) employs a fo mal sanct ons p ocess fo  nd v duals fa l ng to comply w th establ shed nfo mat on secu ty pol c es and 
p ocedu es
( ) def nes pe sonnel o  oles to be not f ed when a fo mal employee sanct ons p ocess s n t ated
( ) def nes the t me pe od w th n wh ch o gan zat on-def ned pe sonnel o  oles must be not f ed when a fo mal employee 
sanct ons p ocess s n t ated  and
( v) not f es o gan at on-def ned pe sonnel o  oles w th n the o gan zat on-def ned t me pe od when a fo mal employee sanct ons 
p ocess s n t ated, dent fy ng the nd v dual sanct oned and the eason fo  the sanct on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Pe sonnel secu ty pol cy  p ocedu es add ess ng pe sonnel sanct ons  ules of behav o  eco ds of 
fo mal sanct ons  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th pe sonnel secu ty espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng pe sonnel sanct ons  automated mechan sms suppo t ng and/o  
mplement ng not f cat ons].

O gan zat onal sanct ons p ocesses eflect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c es, standa ds, and gu dance. 
Sanct ons p ocesses a e de c bed n acce s ag eements and can be ncluded as pa t of gene al pe sonnel pol c es and p ocedu es fo  
o gan zat ons. O gan zat ons con u t w th the O f ce of the Gene al Counsel ega d ng matte s of employee sanct ons. Related cont ols  PL-4, 
PS-6. None None

RA-1 
R sk Assessment Pol cy 
and P ocedu es 

The o gan zat on
a. Develop , documents, and 
d ssem nates to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles]
1. A sk assessment pol cy that 
add esses pu po e, scope, oles, 
espons b l t es, management 

comm tment, coo d nat on among 
o gan zat onal ent t es, and compl ance  
and
2. P ocedu es to fac l tate the 
mplementat on of the sk assessment 

pol cy and assoc ated sk assessment 
cont ols  and
b. Rev ews and updates the cu ent
1. R sk assessment pol cy [Ass gnment  
o gan zat on-def ned f equency]  and
2. R sk assessment p ocedu es 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops and documents a sk assessment pol cy that add esses
    -pu pose
    -scope
    - oles
    - espons b l t es
    -management comm tment
    -coo d nat on among o gan zat onal ent t es
    -compl ance
( ) def nes pe sonnel o  oles to whom the k assessment pol cy s to be d ssem nated
( ) d ssem nates the sk assessment pol cy to o gan zat on-def ned pe sonnel o  oles
( v) develops and documents p ocedu es to fac l tate the mplementat on of the sk assessment pol cy and as oc ated assessment 
and autho zat on cont ols
(v) def nes pe sonnel o  oles to whom the p ocedu es a e to be d ssem nated
(v ) d ssem nates the p ocedu es to o gan zat on-def ned pe sonnel o  oles
(v ) def nes the f equency to ev ew and update the cu ent sk assessment pol cy
(v ) ev ews and updates the cu ent sk assessment pol cy w th the o gan zat on-def ned f equency
( x) def nes the f equency to ev ew and update the cu ent sk assessment p ocedu es  and
(x) ev ews and updates the cu ent sk assessment p ocedu es w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  sk assessment pol cy and p ocedu es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th sk assessment espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Th s cont ol add esses the establ shment of pol cy and p ocedu es fo  the effect ve mplementat on of selected secu ty cont ols and cont ol 
enhancements n the RA fam ly. Pol cy and p ocedu es eflect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c es, 
standa ds, and gu dance. Secu ty p og am pol c es and p ocedu es at the o gan zat on level may make the need fo  system-spec f c pol c es 
and p ocedu es unnecessa y. The pol cy can be ncluded as pa t of the gene al nfo mat on secu ty pol cy fo  o gan zat ons o  conve sely, 
can be ep esented by mult ple pol c es eflect ng the complex natu e of ce ta n o gan zat ons. The p ocedu es can be establ shed fo  the 
secu ty p og am n gene al and fo  pa t cula  nfo mat on systems, f needed. The o gan zat onal sk management st ategy s a key facto  n 
establ sh ng pol cy and p ocedu es. Related cont ol  PM-9. None NIST Spec al Publ cat ons 800 12, 800-30, 800 100.

RA-2 Secu ty Catego zat on 
The o gan zat on
a. Catego zes nfo mat on and the 
nfo mat on system n acco dance w th 

appl cable fede al laws, Execut ve 
O de s, d ect ves, pol c e , egulat ons, 
standa ds, and gu dance
b. Documents the secu ty catego zat on 
esults ( nclud ng suppo t ng at onale) 
n the secu ty plan fo  the nfo mat on 

system  and
c. Ensu es that the secu ty 
catego zat on dec s on s ev ewed and 
app oved by the autho z ng o f c al o  
autho z ng off c al des gnated 
ep esentat ve.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) catego zes nfo mat on and the nfo mat on system n acco dance w th appl cable fede al laws, Execut ve O de s, d ect ves, 
pol c es, egulat ons, standa ds, and gu dance
( ) documents the secu ty catego zat on esults ( nclud ng suppo t ng at onale) n the secu ty plan fo  the nfo mat on ystem  
and
( ) en u es the autho z ng off c al o  autho z ng off c al des gnated ep esentat ve ev ews and app oves the secu ty 
catego zat on dec s on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  R sk assessment pol cy  secu ty plann ng pol cy and p ocedu es  p ocedu es add ess ng secu ty 
catego zat on of o gan zat onal nfo mat on and nfo mat on systems  secu ty plan  secu ty catego zat on documentat on  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty catego zat on and sk assessment espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  secu ty catego zat on].

Clea ly def ned autho zat on bounda es a e a p e equ s te fo  e fect ve secu ty catego at on dec s ons. Secu ty catego es desc be the 
potent al adve se mpacts to o gan zat onal ope at ons, o gan zat onal assets, and nd v duals f o gan zat onal nfo mat on and nfo mat on 
systems a e comp sed th ough a loss of conf dent al ty, nteg ty, o  ava lab l ty. O gan zat ons conduct the secu ty catego zat on p ocess as 
an o gan zat on-w de act v ty w th the nvolvement of ch ef nfo mat on off ce s, sen o  nfo mat on secu ty o f ce s, nfo mat on system 
owne s, m ss on/bus ness owne s, and nfo mat on owne s/stewa ds. O gan zat ons also cons de  the potent al adve se mpacts to othe  
o gan zat ons and, n acco dance w th the USA PATR OT Act of 2001 and Homeland Secu ty P es dent al D ect ves, potent al nat onal level 
adve se mpacts. Secu ty catego zat on p ocesses ca ed out by o gan zat ons fac l tate the development of nvento es of nfo mat on 
assets, and along w th CM-8, mapp ngs to spec f c nfo mat on sy tem components whe e nfo mat on s p ocessed, sto ed, o  t ansm tted. 
Related cont ols  CM 8, MP-4, RA-3, SC-7. None

F PS Publ cat on 199  N ST Spec al Publ cat ons 800-30, 
800 39, 800-60.



RA-3 R sk Assessment 

The o gan zat on
a. Conducts an assessment of sk, 
nclud ng the l kel hood and magn tude 

of ha m, f om the unautho zed access, 
use, d sclosu e, d s upt on, mod f cat on, 
o  dest uct on of the nfo mat on system 
and the nfo mat on t p ocesses, sto es, 
o  t ansm ts
b. Documents sk assessment esults n 
[Select on  secu ty plan  sk assessment 
epo t  [Ass gnment  o gan zat on-

def ned document ]
c. Rev ews sk assessment esu ts 
[Ass gnment  o gan zat on-def ned 
f equency]
d. D sem nates sk assessment esults 
to [Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]  and
e. Updates the sk assessment 
[Ass gnment  o gan zat on-def ned 
f equency] o  wheneve  the e a e 
s gn f cant changes to the nfo mat on 
system o  env onment of ope at on 
( nclud ng the dent f cat on of new 
th eats and vulne ab l t es), o  othe  
cond t ons that may mpact the secu ty 
state of the system.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) conducts an assessment of sk, nclud ng the l kel hood and magn tude of ha m, f om the unautho zed acces , use, d sclosu e, 
d s upt on, mod f cat on, o  dest uct on of the
    - nfo mat on system
    - nfo mat on the system p oce ses, sto es, o  t ansm ts
( ) def nes a document n wh ch sk assessment esults a e to be documented ( f not documented n the secu ty plan o  sk 
assessment epo t)
( ) documents sk asse sment esu ts n one of the follow ng
    the secu ty plan  
    - sk assessment epo t  o  
    the o gan zat on-def ned document
( v) def nes the f equency to ev ew sk assessment esults
(v) ev ews sk assessment esults w th the o gan zat on-def ned f equency
(v ) def nes pe sonnel o  oles to whom sk assessment esults a e to be d ssem nated
(v ) d ssem nates sk assessment esults to o gan zat on-def ned pe sonnel o  oles
(v ) def nes the f equency to update the sk assessment
( x) updates the sk assessment
    -w th the o gan zat on-def ned f equency
    -wheneve  the e a e s gn f cant changes to the nfo mat on system o  env onment of ope at on ( nclud ng the dent f cat on of 
new th eats and vulne ab l t es)  and
    -wheneve  the e a e othe  cond t ons that may mpact the secu ty state of the system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  R sk assessment pol cy  secu ty plann ng pol cy and p ocedu es  p ocedu es add ess ng o gan zat onal 
assessments of sk  secu ty plan  sk assessment  sk assessment esults  sk assessment ev ews  sk assessment updates  othe  
elevant documents o  eco ds].

            

Clea ly def ned autho zat on bounda es a e a p e equ s te fo  e fect ve sk assessments. R k assessments take nto account th eats, 
vulne ab l t es, l kel hood, and mpact to o gan zat onal ope at ons and assets, nd v duals, othe  o gan zat ons, and the Nat on based on the 
ope at on and use of nfo mat on systems. R sk assessments also take nto account sk f om exte nal pa t es (e.g., se v ce p ov de s, 
cont acto s ope at ng nfo mat on systems on beha f of the o gan zat on, nd v duals access ng o gan zat onal nfo mat on systems, 
outsou c ng ent t es). In acco dance w th OMB pol cy and elated E-authent cat on n t at ve , authent cat on of publ c use s access ng fede al 
nfo mat on systems may also be equ ed to p otect nonpubl c o  p vacy- elated nfo mat on. As such, o gan zat onal as essments of sk 

also add ess publ c access to fede al nfo mat on systems.
R sk assessments (e the  fo mal o  nfo ma ) can be conducted at all th ee t e s n the sk management h e a chy ( .e., o gan zat on level, 
m ss on/bus ness p ocess level, o  nfo mat on system leve ) and at any phase n the system development l fe cycle. R sk assessments can also 
be conducted at va ous steps n the R sk Management F amewo k, nclud ng catego zat on, secu ty cont ol select on, secu ty cont ol 
mplementat on, secu ty cont ol assessment, nfo mat on system autho zat on, and secu ty cont ol mon to ng. RA-3 s notewo thy n that 

the cont ol mu t be pa t ally mplemented p o  to the mplementat on of othe  cont ols n o de  to complete the f st two steps n the R sk 
Management F amewo k. R sk assessments can play an mpo tant ole n ecu ty cont ol select on p oces es, pa t cula ly du ng the 
appl cat on of ta lo ng gu dance, wh ch ncludes secu ty cont ol supplementat on. Related cont ols  RA-2, PM 9. None

OMB Memo andum 04-04  N ST Spec al Publ cat ons 800-
30, 800-39  Web  http // dmanagement gov.

RA-4 
R sk Assessment Update  
[W thd awn] - 
Inco po ated Into RA-3

[W thd awn  Inco po ated nto RA 3].

[W thd awn  Inco po ated nto RA-3].

RA-5 Vulne ab l ty Scann ng 

 
a. Scans fo  vulne ab l t es n the 
nfo mat on system and hosted 

appl cat ons [Ass gnment  o gan zat on-
def ned f equency and/o  andomly n 
acco dance w th o gan zat on-def ned 
p ocess] and when new vulne ab l t es 
potent ally a fect ng the 
system/appl cat ons a e dent f ed and 
epo ted

b. Employs vulne ab l ty scann ng tools 
and techn ques that fac l tate 
nte ope ab l ty among tools and 

automate pa ts of the vulne ab l ty 
management p ocess by us ng standa ds 
fo
1. Enume at ng platfo ms, softwa e 
flaws, and mp ope  conf gu at ons
2. Fo matt ng checkl sts and test 
p ocedu es  and
3. Measu ng vulne ab l ty mpact  
c. Analyzes vulne ab l ty scan epo ts 
and esu ts f om secu ty cont ol 
assessments
d. Remed ates leg t mate vulne ab l t es 
[Ass gnment  o gan zat on-def ned 
esponse t mes] n acco dance w th an 

o gan zat onal assessment of sk  and

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the f equency fo  conduct ng vulne ab l ty scans on the nfo mat on system and hosted appl cat ons  and/o
( ) def nes the p ocess fo  conduct ng andom vulne ab l ty scans on the nfo mat on system and hosted appl cat ons
( ) n acco dance w th the o gan zat on-def ned f equency and/o  o gan zat on-def ned p ocess fo  conduct ng andom scans, 
scans fo  vulne ab l t es n
    the nfo mat on system
    hosted appl cat ons
( v) when new vulne ab l t es potent a ly a fect ng the system/appl cat ons a e dent f ed and epo ted, scans fo  vulne ab l t es n
     -the nfo mat on system
    hosted appl cat ons
(v) employs vulne ab l ty scann ng tools and techn ques that fac l tate nte ope ab l ty among tools and automate pa ts of the 
vulne ab l ty management p ocess by us ng standa ds fo
    -enume at ng platfo ms
    -enume at ng softwa e flaws
    -enume at ng mp ope  conf gu at ons
    fo matt ng checkl sts
    fo matt ng test p ocedu es
(v ) measu ng vulne ab l ty mpact
(v )analyzes vulne ab l ty scan epo ts
(v ) analyzes esu ts f om secu ty cont ol assessments
( x) def nes esponse t mes to emed ate leg t mate vulne ab l t es n acco dance w th an o gan zat onal assessment of sk
(x) emed ates leg t mate vulne ab l t es w th n the o gan zat on-def ned esponse t mes n acco dance w th an o gan zat onal 
assessment of sk
(x ) def nes pe sonnel o  oles w th whom nfo mat on obta ned f om the vulne ab l ty scann ng p ocess and secu ty cont ol 
assessments s to be sha ed
(x ) sha es nfo mat on obta ned f om the vulne ab l ty scann ng p ocess w th o gan zat on-def ned pe sonnel o  oles to help 

            

Secu ty catego zat on of nfo mat on systems gu des the f equency and comp ehens veness of vulne ab l ty scans. O gan zat ons dete m ne 
the equ ed vulne ab l ty scann ng fo  all nfo mat on system components, ensu ng that potent al sou ces of vulne ab l t es such as 
netwo ked p nte s, scanne s, and cop e s a e not ove looked. Vulne ab l ty analyses fo  custom softwa e appl cat ons may equ e add t ona  
app oaches such as stat c analys s, dynam c analys s, b na y analys s, o  a hyb d of the th ee app oaches. O gan zat ons can employ these 
analys s app oaches n a va ety of tools (e.g., web-ba ed appl cat on scanne , stat c analys s tool , b na y analyze s) and n ou ce code 
ev ews. Vulne ab l ty scann ng ncludes, fo  example  ( ) scann ng fo  patch levels  ( ) scann ng fo  funct ons, po ts, p otocols, and se v ces 

that should not be access ble to use s o  dev ces  and ( ) scann ng fo  mp ope ly conf gu ed o  nco ectly ope at ng nfo mat on flow 
cont ol mechan sms. O gan zat ons cons de  us ng tools that exp ess vulne ab l t es n the Common Vulne ab l t es and Expo u es (CVE) 
nam ng convent on and that use the Open Vulne ab l ty Assessment Language (OVAL) to dete m ne/test fo  the p esence of vulne ab l t es. 
Suggested sou ces fo  vulne ab l ty nfo mat on nclude the Common Weakness Enume at on (CWE) l st ng and the Nat onal Vulne ab l ty 
Database (NVD). In add t on, secu ty cont ol assessments such as ed team exe c ses p ov de othe  sou ces of potent al vulne ab l t es fo  
wh ch to scan. O gan zat ons also cons de  us ng tools that exp ess vulne ab l ty mpact by the Common Vulne ab l ty Sco ng System CVSS). 
Related cont ols  CA-2, CA-7, CM-4, CM-6, RA-2, RA-3, SA-11, SI 2. RA-5 1), RA-5(2), RA-5(3), RA 5(4), RA 5 5), RA-5(6), RA-5(8), RA-5(10)

NIST Spec al Publ cat ons 800-40, 800-70, 800 115  Web  
http //cwe m t e o g, http //nvd n st gov. 

RA-
5 1)

Vulne ab l ty Scann ng - 
Update Tool Capab l ty

The o gan zat on employs vulne ab l ty 
scann ng tools that nclude the 
capab l ty to ead ly update the 
nfo mat on system vulne ab l t es to be 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs vulne ab l ty scann ng tools that nclude the capab l ty to ead ly update the nfo mat on 
system vulne ab l t es to be scanned.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  P ocedu es add ess ng vulne ab l ty scann ng  secu ty plan  secu ty assessment epo t  vulne ab l ty 
scann ng tools and assoc ated conf gu at on documentat on  vulne ab l ty scann ng esu ts  patch and vulne ab l ty management 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th vulne ab l ty scann ng espons b l t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  vulne ab l ty scann ng  automated mechan sms tools suppo t ng and/o  
mplement ng vulne ab l ty scann ng].

The vulne ab l t es to be scanned need to be ead ly updated as new vulne ab l t es a e d scove ed, announced, and scann ng methods 
developed. Th s updat ng p ocess helps to ensu e that potent al vulne ab l t es n the nfo mat on system a e dent f ed and add essed as 

l   l  R l t  t l  S -3  S -7

RA-
5 2)

Vulne ab l ty Scann ng - 
Update By F equency / 
P o  To New Scan / 
When Ident f ed

The o gan zat on updates the 
nfo mat on system vulne ab l t es 

scanned [Select on (one o  mo e)  
[Ass gnment  o gan zat on-def ned 
f equency]  p o  to a new scan  when 
new vulne ab l t es a e dent f ed and 
epo ted].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the f equency to update the nfo mat on system vulne ab l t es scanned
( ) updates the nfo mat on system vulne ab l t es canned one o  mo e of the follow ng
    -w th the o gan zat on-def ned f equency
    -p o  to a new scan  and/o
    -when new vulne ab l t es a e dent f ed and epo ted. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  P ocedu es add ess ng vulne ab l ty scann ng  secu ty plan  secu ty assessment epo t  vulne ab l ty 
scann ng tools and assoc ated conf gu at on documentat on  vulne ab l ty scann ng esu ts  patch and vulne ab l ty management 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th vulne ab l ty scann ng espons b l t es  o gan zat onal pe sonnel w th 
vulne ab l ty scan analys s espons b l t es  o gan zat onal pe sonnel w th nfo mat on ecu ty espons b l t es  system/netwo k 
adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  vulne ab l ty scann ng  automated mechan sms tools suppo t ng and/o  
mplement ng vulne ab l ty scann ng].

Related cont ols  SI-3, SI-5.

RA-
5 3)

Vulne ab l ty Scann ng - 
B eadth / Depth Of 
Cove age

The o gan zat on employs vulne ab l ty 
scann ng p ocedu es that can dent fy 
the b eadth and depth of cove age ( .e., 
nfo mat on system components 

scanned and vulne ab l t es checked).

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs vulne ab l ty scann ng p ocedu es that can dent fy
    the b eadth of cove age ( e., nfo mat on system components scanned)  and
    the depth of cove age ( e., vulne ab l t es checked).

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  P ocedu es add ess ng vulne ab l ty scann ng  secu ty plan  secu ty assessment epo t  vulne ab l ty 
scann ng tools and assoc ated conf gu at on documentat on  vulne ab l ty scann ng esu ts  patch and vulne ab l ty management 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th vulne ab l ty scann ng espons b l t es  o gan zat onal pe sonnel w th 
vulne ab l ty scan analys s espons b l t es  o gan zat onal pe sonnel w th nfo mat on ecu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  vulne ab l ty scann ng  automated mechan sms tools suppo t ng and/o  
mplement ng vulne ab l ty scann ng].

RA-
5 4)

Vulne ab l ty Scann ng - 
D scove able Info mat on

The o gan zat on dete m nes what 
nfo mat on about the nfo mat on 

system s d scove able by adve sa es 
and subsequently takes [Ass gnment  
o gan zat on-def ned co ect ve act ons].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes co ect ve act ons to be taken f nfo mat on about the nfo mat on system s d scove able by adve a es
( ) dete m nes what nfo mat on about the nfo mat on system s d scove able by adve sa es  and
( ) subsequently takes o gan zat on-def ned co ect ve act ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  P ocedu es add ess ng vulne ab l ty scann ng  secu ty assessment epo t  penet at on test esults  
vulne ab l ty scann ng esults  sk a sessment epo t  eco ds of co ect ve act ons taken  nc dent esponse eco ds  aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th vulne ab l ty scann ng and/o  penet at on test ng espons b l t es  
o gan zat onal pe sonnel w th vulne ab l ty scan analys s espons b l t es  o gan zat onal pe sonnel espons ble fo  sk esponse  
o gan zat onal pe sonnel espons ble fo  nc dent management and esponse  o gan zat onal pe sonnel w th nfo mat on secu ty 
espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  vulne ab l ty scann ng  o gan zat onal p ocesses fo  sk esponse  o gan zat onal 
p ocesses fo  nc dent management and espon e  automated mechan sms/tools suppo t ng and/o  mplement ng vulne ab l ty 
scann ng  automated mechan sms suppo t ng and/o  mplement ng sk esponse  automated mechan sms suppo t ng and/o  
mplement ng nc dent management and esponse].

D scove able nfo mat on ncludes nfo mat on that adve sa es could obta n w thout d ectly comp om s ng o  b each ng the nfo mat on 
system, fo  example, by co lect ng nfo mat on the system s expos ng o  by conduct ng extens ve sea ches of the web. Co ect ve act ons can 
nclude, fo  example, not fy ng app op ate o gan zat onal pe sonnel, emov ng des gnated nfo mat on, o  chang ng the nfo mat on ystem 

to make des gnated nfo mat on less elevant o  att act ve to adve sa es. Related cont ol  AU-13.

RA-
5 5)

Vulne ab l ty Scann ng - 
P v leged Access

The nfo mat on system mplements 
p v leged access autho zat on to 
[Ass gnment  o gan zat on- dent f ed 
nfo mat on system components] fo  

selected [Ass gnment  o gan zat on-
def ned vulne ab l ty scann ng act v t es].

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes nfo mat on system components to wh ch p v leged access s autho zed fo  selected vulne ab l ty 
scann ng act v t es
( ) the o gan zat on def nes vulne ab l ty scann ng act v t es selected fo  p v leged access autho zat on to o gan zat on-def ned 
nfo mat on system components  and

( ) the nfo mat on system mplements p v leged access autho zat on to o gan zat on-def ned nfo mat on system components 
fo  selected o gan zat on-def ned vulne ab l ty scann ng act v t es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  R sk assessment pol cy  p ocedu es add ess ng vulne ab l ty cann ng  secu ty plan  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of nfo mat on system 
components fo  vulne ab l ty scann ng  pe sonnel access autho zat on l st  autho zat on c edent als  access autho zat on eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th vulne ab l ty scann ng espons b l t es  system/netwo k adm n st ato s  
o gan zat onal pe sonnel espons ble fo  access cont ol to the nfo mat on system  o gan zat onal pe sonnel espons ble fo  
conf gu at on management of the nfo mat on system  system develope s  o gan zat onal pe sonnel w th nfo mat on secu ty 
espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  vulne ab l ty scann ng  o gan zat onal p ocesses fo  acce s cont ol  automated 
mechan sms suppo t ng and/o  mplement ng access cont ol  automated mechan sms/tools suppo t ng and/o  mplement ng 
vulne ab l ty scann ng].

In ce ta n s tuat ons, the natu e of the vulne ab l ty scann ng may be mo e nt us ve o  the nfo mat on system component that s the subject 
of the scann ng may conta n h ghly sens t ve nfo mat on. P v leged access autho zat on to selected system components fac l tates mo e 
tho ough vulne ab l ty scann ng and al o p otects the sens t ve natu e of such scann ng.



RA-
5 6)

Vulne ab l ty Scann ng - 
Automated T end 
Analyses

The o gan zat on employs automated 
mechan sms to compa e the e u ts of 
vulne ab l ty scans ove  t me to 
dete m ne t ends n nfo mat on system 

l l t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs automated mechan sms to compa e the esu ts of vulne ab l ty scans ove  t me to 
dete m ne t ends n nfo mat on system vulne ab l t es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  R sk assessment pol cy  p ocedu es add ess ng vulne ab l ty cann ng  nfo mat on system des gn 
documentat on  vulne ab l ty cann ng tools and techn ques documentat on  vulne ab l ty scann ng esults  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th vulne ab l ty scann ng espons b l t es  o gan zat onal pe sonnel w th 
vulne ab l ty scan analys s espons b l t es  o gan zat onal pe sonnel w th nfo mat on ecu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  vulne ab l ty scann ng  automated mechan sms tools suppo t ng and/o  
mplement ng vulne ab l ty scann ng  automated mechan sms suppo t ng and/o  mplement ng t end analys s of vulne ab l ty scan 
esults].

R l t  t l  IR-  IR-5  S -

RA-
5 7)

Vulne ab l ty Scann ng 
[W thd awn] - 
Inco po ated Into CM-8

[W th  I t  t  CM-8]

[W thd awn  Inco po ated nto CM 8].

RA-
5 8)

Vulne ab l ty Scann ng - 
Rev ew H sto c Aud t 
Logs

The o gan zat on ev ews h sto c aud t 
logs to dete m ne f a vulne ab l ty 
dent f ed n the nfo mat on sy tem has 

been p ev ously explo ted.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ev ews h sto c aud t logs to dete m ne f a vulne ab l ty dent f ed n the nfo mat on system has 
been p ev ously explo ted.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  R sk assessment pol cy  p ocedu es add ess ng vulne ab l ty cann ng  aud t logs  eco ds of aud t log 
ev ews  vulne ab l ty scann ng esults  patch and vulne ab l ty management eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th vulne ab l ty scann ng espons b l t es  o gan zat onal pe sonnel w th 
vulne ab l ty scan analys s espons b l t es   o gan zat onal pe sonnel w th aud t eco d ev ew espons b l t es  system/netwo k 
adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  vulne ab l ty scann ng  o gan zat onal p ocess fo  aud t eco d ev ew and 
esponse  automated mechan sms/tools suppo t ng and/o  mplement ng vulne ab l ty scann ng  automated mechan sms 

suppo t ng and/o  mplement ng aud t eco d ev ew].

Related cont ol  AU-6.

RA-
5 9)

Vulne ab l ty Scann ng 
[W thd awn] - 
Inco po ated Into CA-8

[W thd awn  Inco po ated nto CA 8].

[W thd awn  Inco po ated nto CA-8].

RA-
5 10)

Vulne ab l ty Scann ng - 
Co elate Scann ng 
Info mat on

The o gan zat on co elates the output 
f om vulne ab l ty scann ng tools to 
dete m ne the p esence of mu t -
vulne ab l ty/mu t -hop attack vecto .

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on co elates the output f om vulne ab l ty scann ng tools to dete m ne the p esence of mu t -
vulne ab l ty/mult -hop attack vecto s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  R sk assessment pol cy  p ocedu es add ess ng vulne ab l ty cann ng  sk assessment  secu ty plan  
vulne ab l ty scann ng tools and techn ques documentat on  vulne ab l ty scann ng esults  vulne ab l ty management eco ds  
aud t eco ds  event/vulne ab l ty co elat on logs  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th vulne ab l ty scann ng espons b l t es  o gan zat onal pe sonnel w th 
vulne ab l ty scan analys s espons b l t es  o gan zat onal pe sonnel w th nfo mat on ecu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  vulne ab l ty scann ng  automated mechan sms tools suppo t ng and/o  
mplement ng vulne ab l ty scann ng  automated mechan sms mplement ng co elat on of vulne ab l ty scan esults].

RA-6
Techn cal Su ve llance 
Counte measu es Su vey

The o gan zat on employs a techn cal 
su ve lance counte measu es su vey at 
[Ass gnment  o gan zat on-def ned 
locat ons] [Select on (one o  mo e)  
[Ass gnment  o gan zat on-def ned 
f equency]  [Ass gnment  o gan zat on-
def ned events o  nd cato s occu ]].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes locat ons to employ techn cal su ve llance counte measu e su veys
( ) def nes a f equency to employ techn cal su ve lance counte measu e su veys
( ) def nes events o  nd cato s wh ch, f they occu , t gge  a techn cal su ve lance counte measu es su vey
( v) employs a techn cal su ve lance counte measu es su vey at o gan zat on-def ned locat ons one o  mo e of the fo low ng
    -w th the o gan zat on-def ned f equency  and/o
    -when o gan zat on-def ned events o  nd cato s occu .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  R sk assessment pol cy  p ocedu es add ess ng techn cal su ve llance counte measu es su veys  secu ty 
plan  aud t eco ds/event logs  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th techn cal su ve llance counte measu es su veys espons b l t es  
system/netwo k adm n t ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  techn cal su ve llance counte measu es su veys  automated mechan sms/tools 
suppo t ng and/o  mplement ng techn cal su ve llance counte measu es su vey ].

Techn cal su ve llance counte measu es su veys a e pe fo med by qual f ed pe sonnel to detect the p esence of techn cal su ve llance 
dev ces/haza ds and to dent fy techn cal ecu ty weaknesses that could a d n the conduct of techn cal penet at ons of su veyed fac l t es. 
Such su veys p ov de evaluat ons of the techn cal secu ty postu es of o gan zat ons and fac l t es and typ cally nclude tho ough v sual, 
elect on c, and phys cal exam nat ons n and about su veyed fac l t es. The su veys also p ov de useful nput nto sk assessments and 
o gan zat onal exposu e to potent al adve sa es. None None

SA-1 
System and Se v ces 
Acqu s t on Pol cy and 
P ocedu es 

The o gan zat on
a. Develop , documents, and 
d ssem nates to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles]
1. A system and se v ces acqu s t on 
pol cy that add esses pu pose, scope, 
oles, espons b l t es, management 

comm tment, coo d nat on among 
o gan zat onal ent t es, and compl ance  
and
2. P ocedu es to fac l tate the 
mplementat on of the system and 

se v ces acqu s t on pol cy and 
assoc ated system and se v ces 
acqu s t on cont ols  and
b. Rev ews and updates the cu ent
1. System and se v ces acqu s t on pol cy 
[Ass gnment  o gan zat on-def ned 
f equency]  and
2.  System and se v ces acqu s t on 
p ocedu es [Ass gnment  o gan zat on-

f  f ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops and documents a system and se v ces acqu s t on pol cy that add es es
    -pu pose
    -scope
    - oles
    - espons b l t es
    -management comm tment
    -coo d nat on among o gan zat onal ent t es
    -compl ance
( ) def nes pe sonnel o  oles to whom the system and se v ces acqu s t on pol cy s to be d ssem nated
( ) d ssem nates the system and se v ces acqu s t on pol cy to o gan zat on-def ned pe sonnel o  oles
( v) develops and documents p ocedu es to fac l tate the mplementat on of the sk assessment pol cy and as oc ated assessment 
and autho zat on cont ols
(v) def nes pe sonnel o  oles to whom the p ocedu es a e to be d ssem nated
(v ) d ssem nates the p ocedu es to o gan zat on-def ned pe sonnel o  oles
(v )def nes the f equency to ev ew and update the cu ent system and se v ces acqu s t on pol cy
(v ) ev ews and updates the cu ent system and se v ces acqu s t on pol cy w th the o gan zat on-def ned f equency
( x) def nes the f equency to ev ew and update the cu ent system and se v ces acqu s t on p ocedu es  and
(x) ev ews and updates the cu ent system and se v ces acqu s t on p ocedu es w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy and p ocedu es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es].

Th s cont ol add esses the establ shment of pol cy and p ocedu es fo  the effect ve mplementat on of selected secu ty cont ols and cont ol 
enhancements n the SA fam ly. Pol cy and p ocedu es eflect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c es, 
standa ds, and gu dance. Secu ty p og am pol c es and p ocedu es at the o gan zat on level may make the need fo  system-spec f c pol c es 
and p ocedu es unnecessa y. The pol cy can be ncluded as pa t of the gene al nfo mat on secu ty pol cy fo  o gan zat ons o  conve sely, 
can be ep esented by mult ple pol c es eflect ng the complex natu e of ce ta n o gan zat ons. The p ocedu es can be establ shed fo  the 
secu ty p og am n gene al and fo  pa t cula  nfo mat on systems, f needed. The o gan zat onal sk management st ategy s a key facto  n 

t l h  l    R l t  t l  PM-9 N NIST S l P l t  800 12  800-100

SA-2 Allocat on of Resou ces 
The o gan zat on
a. Dete m nes nfo mat on secu ty 
equ ements fo  the nfo mat on system 

o  nfo mat on system se v ce n 
m ss on/bus ness p ocess plann ng
b. Dete m nes, documents, and a locates 
the esou ces equ ed to p otect the 
nfo mat on system o  nfo mat on 

system se v ce as pa t of ts cap tal 
plann ng and nvestment cont ol 
p ocess  and
c. Establ shes a d sc ete l ne tem fo  
nfo mat on secu ty n o gan zat onal 

p og amm ng and budget ng 
documentat on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) dete m nes nfo mat on secu ty equ ements fo  the nfo mat on system o  nfo mat on system se v ce n m s on/bus ness 
p ocess plann ng
( ) to p otect the nfo mat on system o  nfo mat on system se v ce as pa t of ts cap tal plann ng and nvestment cont ol p ocess
    -dete m nes the esou ces equ ed
    -documents the esou ces equ ed
    -allocates the esou ces equ ed  and
( ) establ shes a d sc ete l ne tem fo  nfo mat on secu ty n o gan zat onal p og amm ng and budget ng documentat on.

Resou ce allocat on fo  nfo mat on secu ty ncludes fund ng fo  the n t al nfo mat on system o  nfo mat on system se v ce acqu s t on and 
fund ng fo  the susta nment of the system/se v ce. Related cont ols  PM 3, PM-11. None NIST Spec al Publ cat on 800 65.

SA-3 
System Development L fe 
Cycle

The o gan zat on
a. Manages the nfo mat on system 
us ng [Ass gnment  o gan zat on-def ned 
system development l fe cycle] that 
nco po ates nfo mat on secu ty 

cons de at ons
b. Def nes and documents nfo mat on 
secu ty oles and espons b l t es 
th oughout the system development l fe 
cycle
c. Ident f es nd v duals hav ng 
nfo mat on secu ty oles and 
espons b l t es  and

d. Integ ates the o gan zat onal 
nfo mat on secu ty sk management 

p ocess nto system development l fe 
cycle act v t es.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes a ystem development l fe cycle that nco po ates nfo mat on secu ty cons de at ons to be used to manage the 
nfo mat on system

( ) manages the nfo mat on system us ng the o gan zat on-def ned system development l fe cycle
( ) def nes and documents nfo mat on secu ty oles and espons b l t es th oughout the system development l fe cycle
( v) dent f es nd v duals hav ng nfo mat on secu ty oles and espons b l t es  and
(v) nteg ates the o gan at onal nfo mat on secu ty sk management p ocess nto system development l fe cycle act v t es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng the nteg at on of nfo mat on secu ty 
nto the system development l fe cycle p ocess  nfo mat on system development l fe cycle documentat on  nfo mat on secu ty 
sk management t ategy/p og am documentat on  othe  elevant documents o  eco d ].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty and system l fe cycle development espons b l t es  
o gan zat onal pe sonnel w th nfo mat on secu ty sk management espons b l t es  o gan zat onal pe sonnel w th nfo mat on 
secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  def n ng and document ng the SDLC  o gan zat onal p ocesses fo  dent fy ng 
SDLC oles and espons b l t es  o gan zat onal p ocess fo  nteg at ng nfo mat on secu ty sk management nto the SDLC  
automated mechan sms suppo t ng and/o  mplement ng the SDLC].

A well-def ned ystem development l fe cycle p ov des the foundat on fo  the successful development, mplementat on, and ope at on of 
o gan zat onal nfo mat on systems. To apply the equ ed secu ty cont ols w th n the system development l fe cycle equ es a bas c 
unde stand ng of nfo mat on secu ty, th eats, vulne ab l t es, adve se mpacts, and sk to c t cal m ss ons/bus ness funct ons. The secu ty 
eng nee ng p nc ples n SA-8 cannot be p ope ly appl ed f nd v duals that des gn, code, and test nfo mat on systems and system 
components ( nclud ng nfo mat on technology p oducts) do not unde stand secu ty. The efo e, o gan zat ons nclude qual f ed pe sonnel, 
fo  example, ch ef nfo mat on secu ty off ce s, secu ty a ch tects, secu ty eng nee s, and nfo mat on system secu ty o f ce s n system 
development l fe cycle act v t es to ensu e that secu ty equ ements a e nco po ated nto o gan zat onal nfo mat on systems. t s equally 
mpo tant that develope s nclude nd v duals on the development team that possess the equ s te secu ty expe t se and sk ls to ensu e that 

needed secu ty capab l t es a e effect vely nteg ated nto the nfo mat on system. Secu ty awa eness and t a n ng p og ams can help 
ensu e that nd v duals hav ng key secu ty oles and espons b l t es have the app op ate expe ence, sk lls, and expe t se to conduct 
ass gned system development l fe cycle act v t es. The e fect ve nteg at on of secu ty equ ements nto ente p se a ch tectu e al o helps to 
ensu e that mpo tant secu ty cons de at ons a e add essed ea ly n the system development l fe cycle and that those cons de at ons a e 
d ectly elated to the o gan zat onal m ss on/bus ness p ocesses. Th s p ocess also fac l tates the nteg at on of the nfo mat on secu ty 
a ch tectu e nto the ente p se a ch tectu e, cons stent w th o gan zat onal sk management and nfo mat on secu ty st ateg es. Related 
cont ols  AT 3, PM-7, SA-8. None NIST Spec al Publ cat ons 800 37, 800-64.



SA-4 Acqu s t ons P ocess

The o gan zat on ncludes the follow ng 
equ ements, desc pt ons, and c te a, 

expl c tly o  by efe ence, n the 
acqu s t on cont act fo  the nfo mat on 
system, system component, o  
nfo mat on system se v ce n 

acco dance w th appl cable fede al laws, 
Execut ve O de s, d ect ves, pol c es, 
egulat ons, standa ds, gu del nes, and 

o gan zat onal m ss on/bus ness needs
a. Secu ty funct onal equ ements
b. Secu ty st ength equ ements
c. Secu ty assu ance equ ements
d. Secu ty- elated documentat on 
equ ements

e. Requ ements fo  p otect ng secu ty-
elated documentat on

f. De c pt on of the nfo mat on system 
development env onment and 
env onment n wh ch the system s 
ntended to ope ate  and

g. Acceptance c te a.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on ncludes the fo low ng equ ement , desc pt ons, and c te a, expl c ly o  by efe ence, n the 
acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce n acco dance w th appl cable 
fede al laws, Execut ve O de s, d ect ves, pol c es, egulat ons, standa ds, gu del nes, and o gan zat onal m ss on/bus ness needs
( ) secu ty funct onal equ ements
( ) secu ty st ength equ ements
( ) secu ty assu ance equ ements
( v) secu ty- elated documentat on equ ements
(v) equ ements fo  p otect ng secu ty- elated documentat on
(v ) desc pt on of the
    - nfo mat on system development env onment
    -env onment n wh ch the system s ntended to ope ate  and
(v ) acceptance c te a.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng the nteg at on of nfo mat on secu ty 
equ ements, desc pt ons, and c te a nto the acqu s t on p ocess  acqu s t on cont acts fo  the nfo mat on system, system 

component, o  nfo mat on system se v ce  nfo mat on system des gn documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th acqu s t on/cont act ng espons b l t es  o gan zat onal pe sonnel w th 
espons b l ty fo  dete m n ng nfo mat on system ecu ty funct onal, st ength, and assu ance equ ements  ystem/netwo k 

adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  dete m n ng nfo mat on system secu ty funct onal, st ength, and assu ance 
equ ements  o gan zat onal p ocesses fo  develop ng acqu s t on cont acts  automated mechan sms suppo t ng and/o  
mplement ng acqu s t ons and nclus on of secu ty equ ements n cont act ].

Info mat on system components a e d sc ete, dent f able nfo mat on technology assets (e g., ha dwa e, softwa e, o  f mwa e) that 
ep esent the bu ld ng blocks of an nfo mat on system. Info mat on system components nclude comme c al nfo mat on technology 

p oducts. Secu ty funct onal equ ements nclude secu ty capab l t es, secu ty funct ons, and secu ty mechan sms. Secu ty st ength 
equ ements assoc ated w th such capab l t es, funct on , and mechan sms nclude deg ee of co ectness, completeness, es stance to d ect 

attack, and es stance to tampe ng o  bypass. Secu ty assu ance equ ements nclude  ( ) development p ocesses, p ocedu es, p act ces, 
and methodolog es  and ( ) ev dence f om development and assessment act v t es p ov d ng g ounds fo  conf dence that the equ ed 
secu ty funct onal ty has been mplemented and the equ ed secu ty st ength has been ach eved. Secu ty documentat on equ ements 
add ess a l pha es of the system development l fe cycle.
Secu ty funct onal ty, a su ance, and documentat on equ ements a e exp essed n te ms of secu ty cont ols and cont ol enhancements 
that have been selected th ough the ta lo ng p ocess. The secu ty cont ol ta lo ng p ocess ncludes, fo  example, the spec f cat on of 
pa amete  values th ough the use of ass gnment and select on statements and the spec f cat on of platfo m dependenc es and 
mplementat on nfo mat on. Secu ty documentat on p ov des use  and adm n t ato  gu dance ega d ng the mplementat on and 

ope at on of secu ty cont ols. The level of deta l equ ed n secu ty documentat on s based on the secu ty catego y o  class f cat on level 
of the nfo mat on system and the deg ee to wh ch o gan zat ons depend on the stated secu ty capab l ty, funct ons, o  mechan sms to meet 
ove all sk esponse expectat ons (as def ned n the o gan zat onal sk management st ategy). Secu ty equ ements can also nclude 
o gan zat onally mandated conf gu at on ett ngs spec fy ng allowed funct ons, po ts, p otocols, and se v ces. Acceptance c te a fo  
nfo mat on systems, nfo mat on system components, and nfo mat on system se v ces a e def ned n the same manne  as such c te a fo  

any o gan zat onal acqu s t on o  p ocu ement. The Fede al Acqu s t on Regulat on FAR) Sect on 7.103 conta ns nfo mat on secu ty 
equ ements f om FISMA. Related cont ols  CM-6, PL-2, PS 7, SA 3, SA-5, SA-8, SA-11, SA-12.

SA-4(1), SA-4(2), SA-4 3), SA-4(5), SA-4(6), SA-4 7), SA-4(8), SA-4(9), 
SA-4(10)

HSPD-12  SO/IEC 15408  FIPS Publ cat ons 140-2, 201  
NIST Spec al Publ cat ons 800 23, 800-35, 800 36, 800-37  
800 64, 800-70, 800 137  Fede al Acqu s t on Regulat on  
Web  http //www.n ap-ccevs.o g, 
http //f ps201ep c o.gov, http //www.acqu s t on gov/fa . 

SA-
4 1)

Acqu s t on P ocess - 
Funct onal P ope t es Of 
Secu ty Cont ols

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to p ov de a desc pt on of the 
funct onal p ope t es of the secu ty 
cont ols to be employed.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to p ov de a de c pt on of the funct onal p ope t es of the secu ty cont ols to be employed.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng the nteg at on of nfo mat on secu ty 
equ ements, desc pt ons, and c te a nto the acqu s t on p ocess  sol c tat on documents  acqu s t on documentat on  

acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ces  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th acqu s t on/cont act ng espons b l t es  o gan zat onal pe sonnel w th 
espons b l ty fo  dete m n ng nfo mat on system ecu ty funct onal equ ements  nfo mat on system develope  o  se v ce 

p ov de  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  dete m n ng nfo mat on system secu ty funct onal, equ ements  
o gan zat onal p ocesses fo  develop ng acqu s t on cont acts  automated mechan sms suppo t ng and/o  mplement ng 
acqu s t ons and nclus on of secu ty equ ements n cont acts].

Funct onal p ope t es of secu ty cont ols desc be the funct onal ty ( e , secu ty capab l ty, funct ons, o  mechan sms) v s ble at the 
nte faces of the cont ols and spec f ca ly exclude funct onal ty and data st uctu es nte nal to the ope at on of the cont ols. Related cont ol  

SA-5.

SA-
4 2)

Acqu s t on P ocess - 
Des gn / Implementat on 
Info mat on Fo  Secu ty 
Cont ols

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to p ov de des gn and 
mplementat on nfo mat on fo  the 

secu ty cont ols to be employed that 
ncludes  Select on (one o  mo e)  

secu ty- elevant exte nal sy tem 
nte faces  h gh level des gn  low-level 

des gn  sou ce code o  ha dwa e 
schemat cs  [Ass gnment  o gan zat on-
def ned des gn/ mplementat on 
nfo mat on]] at [Ass gnment  

t - f  l l f t ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes level of deta l that the develope  s equ ed to p ov de n des gn and mplementat on nfo mat on fo  the secu ty 
cont ols to be employed n the nfo mat on system, system component, o  nfo mat on system se v ce
( ) def nes des gn/ mplementat on nfo mat on that the develope  s to p ov de fo  the secu ty cont ols to be employed ( f 
selected)
( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to p ov de des gn and 
mplementat on nfo mat on fo  the secu ty cont ols to be employed that ncludes, at the o gan zat on-def ned level of deta l, one 

o  mo e of the fo low ng
    -secu ty- elevant exte nal system nte faces
    h gh level des gn
    low-level des gn
    -sou ce code
    ha dwa e schemat cs  and/o
    -o gan zat on-def ned des gn/ mplementat on nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng the nteg at on of nfo mat on secu ty 
equ ements, desc pt ons, and c te a nto the acqu s t on p ocess  sol c tat on documents  acqu s t on documentat on  

acqu s t on cont acts fo  the nfo mat on system, system components, o  nfo mat on system se v ces  des gn and mplementat on 
nfo mat on fo  secu ty cont ols employed n the nfo mat on system, system component, o  nfo mat on ystem se v ce  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th acqu s t on/cont act ng espons b l t es  o gan zat onal pe sonnel w th 
espons b l ty fo  dete m n ng nfo mat on system ecu ty equ ements  nfo mat on system develope  o  se v ce p ov de  

o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  dete m n ng level of deta l fo  system des gn and secu ty cont ols  
o gan zat onal p ocesses fo  develop ng acqu s t on cont acts  automated mechan sms suppo t ng and/o  mplement ng 

    

O gan zat ons may equ e d ffe ent levels of deta l n des gn and mplementat on documentat on fo  secu ty cont ols employed n 
o gan zat onal nfo mat on systems, system components, o  nfo mat on system se v ces ba ed on m ss on/bus ness equ ements, 
equ ements fo  t ustwo th ness/ es l ency, and equ ements fo  analys s and test ng. Info mat on systems can be pa t t oned nto mult ple 

subsystems. Each subsystem w th n the system can conta n one o  mo e modules. The h gh-level des gn fo  the system s exp e sed n te ms 
of mult ple subsystems and the nte faces between subsystems p ov d ng secu ty- elevant funct onal ty. The low-level des gn fo  the system 
s exp essed n te ms of modules w th pa t cula  emphas s on softwa e and f mwa e (but not exclud ng ha dwa e) and the nte faces 

between modules p ov d ng secu ty- elevant funct onal ty. Sou ce code and ha dwa e schemat cs a e typ cally efe ed to as the 
l t t  t t  f h  f t  t  R l t  t l  S -5

SA-
4 3)

Acqu s t on P ocess - 
Development Methods / 
Techn ques / P act ces

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to demonst ate the use of a 
system development l fe cycle that 
ncludes [Ass gnment  o gan zat on-

def ned state-of-the-p act ce 
system/secu ty eng nee ng methods, 
softwa e development methods, 
test ng/evaluat on/val dat on 
techn ques, and qual ty cont ol 
p ocesses].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes state-of the-p act ce system/secu ty eng nee ng methods to be ncluded n the system development l fe cycle 
employed by the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce
( ) def nes so twa e development methods to be ncluded n the system development l fe cycle employed by the develope  of the 
nfo mat on system, system component, o  nfo mat on ystem se v ce

( ) def nes test ng/evaluat on val dat on techn ques to be ncluded n the system development l fe cycle employed by the 
develope  of the nfo mat on system, system component, o  nfo mat on system se v ce
( v) def nes qual ty cont ol p ocesses to be ncluded n the system development l fe cycle employed by the develope  of the 
nfo mat on system, system component, o  nfo mat on ystem se v ce

(v) equ es the develope  of the nfo mat on system, ystem component, o  nfo mat on system se v ce to demonst ate the use of 
a system development l fe cycle that ncludes
    -o gan zat on-def ned state-of-the-p act ce sy tem/ ecu ty eng nee ng methods
    -o gan zat on-def ned softwa e development methods
    -o gan zat on-def ned test ng/evaluat on/val dat on techn ques  and
    -o gan zat on-def ned qual ty cont ol p ocesses.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng the nteg at on of nfo mat on secu ty 
equ ements, desc pt ons, and c te a nto the acqu s t on p ocess  sol c tat on documents  acqu s t on documentat on  

acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  l st of system/secu ty 
eng nee ng methods to be ncluded n develope s sy tem development l fe cycle p ocess  l st of softwa e development methods 
to be ncluded n develope s system development l fe cycle p ocess  l st of test ng/evaluat on/val dat on techn ques to be ncluded 
n develope s system development l fe cycle p ocess  l st of qual ty cont ol p ocesses to be ncluded n develope s ystem 

development l fe cycle p ocess  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th acqu s t on/cont act ng espons b l t es  o gan zat onal pe sonnel w th 
espons b l ty fo  dete m n ng nfo mat on system ecu ty equ ements  o gan zat onal pe sonnel w th nfo mat on secu ty and 

         

Fo low ng a we l-def ned system development l fe cycle that ncludes state-of the-p act ce so twa e development methods, systems/secu ty 
eng nee ng methods, qual ty cont ol p ocesses, and test ng, evaluat on, and val dat on techn ques helps to educe the numbe  and seve ty 
of latent e o s w th n nfo mat on systems, system components, and nfo mat on system se v ces. Reduc ng the numbe /seve ty of such 
e o s educes the numbe  of vulne ab l t es n tho e systems, components, and se v ces. Related cont ol  SA 12.

SA-
4 4)

Acqu s t ons [W thd awn] 
- Inco po ated Into CM-8 
(9)

[W thd awn  Inco po ated nto CM-8 
(9)].

[W thd awn  Inco po ated nto CM 8 9 ].

SA-
4 5)

Acqu s t on P ocess - 
System / Component / 
Se v ce Conf gu at ons

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to
(a) Del ve  the system, component, o  
se v ce w th [Ass gnment  o gan zat on-
def ned secu ty conf gu at ons] 
mplemented  and

(b) Use the conf gu at ons as the default 
fo  any subsequent system, component, 
o  se v ce e nstallat on o  upg ade.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes secu ty conf gu at ons to be mplemented by the develope  of the nfo mat on system, system component, o  
nfo mat on system se v ce

( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to del ve  the system, 
component, o  se v ce w th o gan zat on-def ned secu ty conf gu at ons mplemented  and
( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to use the conf gu at ons 
as the defau t fo  any subsequent system, component, o  se v ce e nstallat on o  upg ade.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng the nteg at on of nfo mat on secu ty 
equ ements, desc pt ons, and c te a nto the acqu s t on p ocess  sol c tat on documents  acqu s t on documentat on  

acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  secu ty conf gu at ons to be 
mplemented by develope  of the nfo mat on system, system component, o  nfo mat on system se v ce  se v ce-level 

ag eements  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th acqu s t on/cont act ng espons b l t es  o gan zat onal pe sonnel w th 
espons b l ty fo  dete m n ng nfo mat on system ecu ty equ ements  nfo mat on system develope  o  se v ce p ov de  

o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Automated mechan sms used to ve fy that the conf gu at on of the nfo mat on system, component, o  
se v ce, as del ve ed, s as spec f ed].

Secu ty conf gu at ons nclude, fo  example, the U S. Gove nment Conf gu at on Basel ne USGCB) and any l m tat ons on funct ons, po ts, 
p otocols, and e v ces. Secu ty cha acte st cs nclude, fo  example, equ ng that a l default passwo ds have been changed. Related 
cont ol  CM-8.

SA-
4 6)

Acqu s t on P ocess - Use 
Of Info mat on 
Assu ance P oducts

The o gan zat on
(a) Employs only gove nment o f-the-
shelf (GOTS) o  comme c al o f-the-shelf 
(COTS) nfo mat on assu ance IA) and IA-
enabled nfo mat on technology 
p oducts that compose an NSA-
app oved solut on to p otect class f ed 
nfo mat on when the netwo ks used to 

t ansm t the nfo mat on a e at a lowe  
class f cat on level than the nfo mat on 
be ng t ansm tted  and
(b) Ensu es that these p oducts have 
been evaluated and/o  val dated by NSA 
o  n acco dance w th NSA-app oved 
p ocedu es.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) employs only gove nment off-the-shelf (GOTS) o  comme c al off-the-shelf (COTS) nfo mat on assu ance (IA) and IA-enabled 
nfo mat on technology p oducts that compose an NSA-app oved solut on to p otect class f ed nfo mat on when the netwo ks 

used to t an m t the nfo mat on a e at a lowe  class f cat on level than the nfo mat on be ng t ansm tted  and
( ) ensu es that these p oducts have been evaluated and/o  val dated by the NSA o  n acco dance w th NSA-app oved p ocedu es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng the nteg at on of nfo mat on secu ty 
equ ements, desc pt ons, and c te a nto the acqu s t on p ocess  sol c tat on documents  acqu s t on documentat on  

acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  secu ty conf gu at ons to be 
mplemented by develope  of the nfo mat on system, system component, o  nfo mat on system se v ce  se v ce-level 

ag eements  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th acqu s t on/cont act ng espons b l t es  o gan zat onal pe sonnel w th 
espons b l ty fo  dete m n ng nfo mat on system ecu ty equ ements  o gan zat onal pe sonnel espons ble fo  ensu ng 
nfo mat on assu ance p oducts a e NSA-app oved and a e evaluated and/o  val dated p oducts n acco dance w th NSA-app oved 

p ocedu es  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  select ng and employ ng evaluated and/o  val dated nfo mat on assu ance 
p oducts and se v ces that compose an NSA-app oved solut on to p otect class f ed nfo mat on].

COTS IA o  IA-enabled nfo mat on technology p oducts used to p otect class f ed nfo mat on by c yptog aph c means may be equ ed to 
use NSA-app oved key management. Related cont ols  SC-8, SC 12, SC-13.

SA-
4 7)

Acqu s t on P ocess - 
N ap-App oved 
P otect on P of les

The o gan zat on
(a) L m ts the use of comme c a ly 
p ov ded nfo mat on assu ance (IA) and 
IA-enabled nfo mat on technology 
p oducts to those p oducts that have 
been successfully evaluated aga nst a 
Nat onal Info mat on Assu ance 
pa tne sh p (NIAP)-app oved P otect on 
P of le fo  a spec f c technology type, f 
such a p of le ex sts  and
(b) Requ es, f no NIAP-app oved 
P otect on P of le ex sts fo  a spec f c 
technology type but a comme c ally 
p ov ded nfo mat on technology 
p oduct el es on c yptog aph c 
funct onal ty to enfo ce ts secu ty 
pol cy, that the c yptog aph c module s 
FIPS-val dated.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) l m ts the use of comme c ally-p ov ded nfo mat on assu ance (IA) and IA-enabled nfo mat on technology p oducts to those 
p oducts that have been successfully evaluated aga nst a Nat onal Info mat on Assu ance pa tne sh p (NIAP)-app oved P otect on 
P of le fo  a spec f c technology type, f such a p of le ex sts  and
( ) equ es, f no NIAP-app oved P otect on P of le ex sts fo  a spec f c technology type but a comme c a ly p ov ded nfo mat on 
technology p oduct el es on c yptog aph c funct onal ty to enfo ce ts secu ty pol cy, that the c yptog aph c module s F PS-
val dated.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng the nteg at on of nfo mat on secu ty 
equ ements, desc pt ons, and c te a nto the acqu s t on p ocess  sol c tat on documents  acqu s t on documentat on  

acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  NAIP-app oved p otect on 
p of les  FIPS-val dat on nfo mat on fo  c yptog aph c funct onal ty  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th acqu s t on/cont act ng espons b l t es  o gan zat onal pe sonnel w th 
espons b l ty fo  dete m n ng nfo mat on system ecu ty equ ements  o gan zat onal pe sonnel espons ble fo  ensu ng 
nfo mat on assu ance p oducts a e have been evaluated aga nst a NIAP-app oved p otect on p of le o  fo  en u ng p oducts 
ely ng on c yptog aph c funct onal ty a e FIPS-val dated  o gan zat onal pe sonnel w th nfo mat on ecu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  select ng and employ ng p oducts/se v ces evaluated aga nst a NIAP-app oved 
p otect on p of le o  F PS-val dated p oducts].

Related cont ols  SC 12, SC 13.



SA-
4 8)

Acqu s t on P ocess - 
Cont nuous Mon to ng 
Plan

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to p oduce a plan fo  the 
cont nuous mon to ng of secu ty 
cont ol effect veness that conta ns 
[Ass gnment  o gan zat on-def ned level 
of deta ].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the level of deta l the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce s equ ed 
to p ov de when p oduc ng a plan fo  the cont nuous mon to ng of secu ty cont ol effect veness  and
( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to p oduce a plan fo  the 
cont nuous mon to ng of secu ty cont ol e fect vene s that conta ns the o gan at on-def ned level of deta l.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng develope  cont nuous mon to ng plans  
p ocedu es add ess ng the nteg at on of nfo mat on secu ty equ ements, desc pt ons, and c te a nto the acqu s t on p ocess  
develope  cont nuous mon to ng plans  secu ty asse sment plans  acqu s t on cont acts fo  the nfo mat on system, system 
component, o  nfo mat on system se v ce  acqu s t on documentat on  sol c tat on documentat on  se v ce-level ag eements  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th acqu s t on/cont act ng espons b l t es  o gan zat onal pe sonnel w th 
espons b l ty fo  dete m n ng nfo mat on system ecu ty equ ements  nfo mat on system develope s  o gan at onal pe onnel 

w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Vendo  p ocesses fo  cont nuous mon to ng  automated mechan sms suppo t ng and/o  mplement ng 
develope  cont nuous mon to ng].

The object ve of cont nuous mon to ng plans s to dete m ne f the complete set of planned, equ ed, and deployed secu ty cont ols w th n 
the nfo mat on system, sy tem component, o  nfo mat on system se v ce cont nue to be e fect ve ove  t me ba ed on the nev table 
changes that occu . Develope  cont nuous mon to ng plans nclude a suff c ent level of deta l such that the nfo mat on can be nco po ated 
nto the cont nuous mon to ng st ateg es and p og ams mplemented by o gan zat ons. Related cont ol  CA-7.

SA-
4 9)

Acqu s t on P ocess - 
Funct ons / Po ts / 
P otocols / Se v ces In 
Use

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to dent fy ea ly n the system 
development l fe cycle, the funct ons, 
po ts, p otocols, and se v ces ntended 
fo  o gan zat onal use.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to dent fy ea ly n the system development l fe cycle, the
    funct ons ntended fo  o gan zat onal use
    -po ts ntended fo  o gan zat onal use
    -p otocols ntended fo  o gan zat onal use  and
    -se v ces ntended fo  o gan zat onal use.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng the nteg at on of nfo mat on secu ty 
equ ements, desc pt ons, and c te a nto the acqu s t on p ocess  nfo mat on system des gn documentat on  nfo mat on 

system documentat on nclud ng funct ons, po ts, p otocols, and se v ces ntended fo  o gan zat onal use  acqu s t on cont acts fo  
nfo mat on systems o  se v ces  acqu s t on documentat on  sol c tat on documentat on  se v ce-level ag eements  o gan zat onal 

secu ty equ ement , desc pt ons, and c te a fo  develope s of nfo mat on systems, system components, and nfo mat on 
system se v ces  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th acqu s t on/cont act ng espons b l t es  o gan zat onal pe sonnel w th 
espons b l ty fo  dete m n ng nfo mat on system ecu ty equ ements  system/netwo k adm n t ato s  o gan zat onal pe sonnel 

ope at ng, us ng, and/o  ma nta n ng the nfo mat on system  nfo mat on system develope s  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

The dent f cat on of funct ons, po ts, p otocols, and se v ces ea ly n the system development l fe cycle (e g., du ng the n t al equ ements 
def n t on and des gn phases) a lows o gan zat ons to n luence the des gn of the nfo mat on system, nfo mat on system component, o  
nfo mat on system se v ce. Th s ea ly nvolvement n the l fe cycle helps o gan zat ons to avo d o  m n m ze the use of funct on , po ts, 

p otocols, o  se v ces that pose unnecessa ly h gh sks and unde stand the t ade-offs nvolved n block ng spec f c po ts, p otocols, o  
se v ces (o  when equ ng nfo mat on system se v ce p ov de s to do o). Ea ly dent f cat on of funct ons, po ts, p otocols, and se v ces 
avo ds costly et of tt ng of secu ty cont ols afte  the nfo mat on system, sy tem component, o  nfo mat on system se v ce has been 
mplemented. SA-9 desc bes equ ements fo  exte nal nfo mat on system se v ces w th o gan zat ons dent fy ng wh ch funct ons, po ts, 

p otocols, and e v ces a e p ov ded f om exte nal sou ces. Related cont ols  CM-7, SA-9.

SA-
4 10)

Acqu s t on P ocess - Use 
Of App oved P v P oducts

The o gan zat on employs only 
nfo mat on technology p oducts on the 

FIPS 201-app oved p oducts l st fo  
Pe sonal Ident ty Ve f cat on (PIV) 
capab l ty mplemented w th n 

t l f t  t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs only nfo mat on technology p oducts on the F PS 201-app oved p oducts l st fo  Pe sonal 
Ident ty Ve f cat on (PIV) capab l ty mplemented w th n o gan zat onal nfo mat on systems.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng the nteg at on of nfo mat on secu ty 
equ ements, desc pt ons, and c te a nto the acqu s t on p ocess  sol c tat on documentat on  acqu s t on documentat on  

acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  se v ce-level ag eements  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th acqu s t on/cont act ng espons b l t es  o gan zat onal pe sonnel w th 
espons b l ty fo  dete m n ng nfo mat on system ecu ty equ ements  o gan zat onal pe sonnel w th espons b l ty fo  ensu ng 

only FIPS 201-app oved p oducts a e mplemented  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  select ng and employ ng FIPS 201-app oved p oducts].

R l t  t l  I -2  I 8

SA-5 
Info mat on System 
Documentat on 

 
a. Obta ns adm n st ato  documentat on 
fo  the nfo mat on system, system 
component, o  nfo mat on system 
se v ce that desc bes
1. Secu e conf gu at on, nsta lat on, and 
ope at on of the system, component, o  
se v ce  
2. E fect ve use and ma ntenance of 
secu ty funct ons/mechan sms  and
3. Known vulne ab l t es ega d ng 
conf gu at on and use of adm n st at ve 
( .e., p v leged) funct ons
b. Obta ns use  documentat on fo  the 
nfo mat on system, system component, 

o  nfo mat on system se v ce that 
desc bes
1. Use -access ble secu ty 
funct ons/mechan sms and how to 
effect vely use those secu ty 
funct ons/mechan sms
2. Methods fo  use  nte act on, wh ch 
enables nd v duals to use the system, 
component, o  se v ce n a mo e secu e 
manne  and
3. Use  espons b l t es n ma nta n ng 
the secu ty of the system, component, 
o  se v ce

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) obta ns adm n st ato  documentat on fo  the nfo mat on system, sy tem component, o  nfo mat on system se v ce that 
desc bes
    -secu e conf gu at on of the sy tem, system component, o  se v ce
    -secu e nstallat on of the system, system component, o  se v ce
    -secu e ope at on of the system, system component, o  se v ce
    -effect ve use of the secu ty featu es/mechan sms
    -effect ve ma ntenance of the secu ty featu es/mechan sms
    -known vulne ab l t es ega d ng conf gu at on and use of adm n st at ve ( .e , p v leged) funct ons
( ) obta ns use  documentat on fo  the nfo mat on system, sy tem component, o  nfo mat on system se v ce that desc bes
    -use -access ble secu ty funct ons/mechan sms
    how to effect vely use those funct ons/mechan sms
    -methods fo  use  nte act on, wh ch enables nd v duals to use the system, component, o  se v ce n a mo e secu e manne
    -use  espons b l t es n ma nta n ng the secu ty of the system, component, o  se v ce
( ) def nes act ons to be taken afte  documented attempts to obta n nfo mat on system, system component, o  nfo mat on 
system se v ce documentat on when such documentat on s e the  unava lable o  nonex stent
( v) documents attempts to obta n nfo mat on system, system component, o  nfo mat on system se v ce documentat on when 
such documentat on s e the  unava lable o  nonex stent
(v) takes o gan zat on-def ned act ons n esponse
(v ) p otects documentat on as equ ed, n acco dance w th the sk management st ategy
(v ) def nes pe sonnel o  oles to whom documentat on s to be d st buted  and
(v ) d st butes documentat on to o gan zat on-def ned pe sonnel o  oles.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng nfo mat on system documentat on  
nfo mat on system documentat on nclud ng adm n st ato  and use  gu des  eco ds document ng attempts to obta n unava lable 

                  

Th s cont ol helps o gan zat onal pe sonnel unde stand the mplementat on and ope at on of secu ty cont ols assoc ated w th nfo mat on 
systems, system components, and nfo mat on ystem se v ces. O gan zat ons cons de  e tabl sh ng spec f c measu es to dete m ne the 
qual ty/completeness of the content p ov ded. The nab l ty to obta n needed documentat on may occu , fo  example, due to the age of the 
nfo mat on system/component o  lack of suppo t f om develope s and cont acto s. In those s tuat ons, o gan zat ons may need to ec eate 

selected documentat on f uch documentat on s essent al to the e fect ve mplementat on o  ope at on of secu ty cont ols. The level of 
p otect on p ov ded fo  selected nfo mat on sy tem, component, o  se v ce documentat on s commen u ate w th the secu ty catego y o  
class f cat on of the system. Fo  example, documentat on assoc ated w th a key DoD weapons system o  command and cont ol system would 
typ ca ly equ e a h ghe  level of p otect on than a out ne adm n st at ve system. Documentat on that add e ses nfo mat on system 
vulne ab l t es may also equ e an nc eased level of p otect on. Secu e ope at on of the nfo mat on sy tem, ncludes, fo  example, n t a ly 
sta t ng the system and esum ng secu e system ope at on a te  any lapse n system ope at on. Related cont ols  CM-6, CM 8, PL-2, PL-4, PS-
2, SA-3, SA-4. None None

SA-
5 1)

Info mat on System 
Documentat on 
[W thd awn] - 
Inco po ated Into SA-4 
(1)

[W thd awn  Inco po ated nto SA-4 (1)].

[W thd awn  Inco po ated nto SA-4(1)].

SA-
5 2)

Info mat on System 
Documentat on 
[W thd awn] - 
Inco po ated Into SA-4 
(2)

[W thd awn  Inco po ated nto SA-4 (2)].

[W thd awn  Inco po ated nto SA-4(2)].

SA-
5 3)

Info mat on System 
Documentat on 
[W thd awn] - 
Inco po ated Into SA-4 
(2)

[W thd awn  Inco po ated nto SA-4 (2)].

[W thd awn  Inco po ated nto SA-4(2)].

SA-
5 4)

Info mat on System 
Documentat on 
[W thd awn] - 
Inco po ated Into SA-4 
(2)

[W thd awn  Inco po ated nto SA-4 (2)].

[W thd awn  Inco po ated nto SA-4(2)].

SA-
5 5)

Info mat on System 
Documentat on 
[W thd awn] - 
Inco po ated Into SA-4 
(2)

[W thd awn  Inco po ated nto SA-4 (2)].

[W thd awn  Inco po ated nto SA-4(2)].

SA-6 

Softwa e Usage 
Rest ct ons [W thd awn]  
Inco po ated Into CM-10 
And SI-7

[W thd awn  Inco po ated nto CM-10 
and SI-7].

[W thd awn  Inco po ated nto CM 10 and SI-7].

SA-7 

Use  Installed Softwa e 
[W thd awn] - 
Inco po ated Into CM-11 
And SI-7

[W thd awn  Inco po ated nto CM-11 
and SI-7].

[W thd awn  Inco po ated nto CM 11 and SI-7].

SA-8 
Secu ty Eng nee ng 
P nc ples 

The o gan zat on appl es nfo mat on 
system secu ty eng nee ng p nc ples n 
the spec f cat on, des gn, development, 
mplementat on, and mod f cat on of the 
nfo mat on system.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on appl es nfo mat on system secu ty eng nee ng p nc ples n the
    -spec f cat on of the nfo mat on system
    -des gn of the nfo mat on system
    -development of the nfo mat on system
    - mplementat on of the nfo mat on system  and
    -mod f cat on of the nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng secu ty eng nee ng p nc ples used n the 
spec f cat on, des gn, development, mplementat on, and mod f cat on of the nfo mat on system  nfo mat on system des gn 
documentat on  nfo mat on secu ty equ ements and spec f cat ons fo  the nfo mat on system  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th acqu s t on/cont act ng espons b l t es  o gan zat onal pe sonnel w th 
espons b l ty fo  dete m n ng nfo mat on system ecu ty equ ements  o gan zat onal pe sonnel w th nfo mat on system 

spec f cat on, des gn, development, mplementat on, and mod f cat on espons b l t es  nfo mat on system develope s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  apply ng secu ty eng nee ng p nc ples n nfo mat on system spec f cat on, 
des gn, development, mplementat on, and mod f cat on  automated mechan sms suppo t ng the appl cat on of secu ty 
eng nee ng p nc ples n nfo mat on system spec f cat on, des gn, development, mplementat on, and mod f cat on].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on system adm n st at on espons b l t es  o gan zat onal 
pe onnel ope at ng, us ng, and/o  ma nta n ng the nfo mat on system].

O gan zat ons apply secu ty eng nee ng p nc ples p ma ly to new development nfo mat on systems o  systems unde go ng ma o  
upg ades. Fo  legacy systems, o gan zat ons apply secu ty eng nee ng p nc ples to system upg ades and mod f cat ons to the extent 
feas ble, g ven the cu ent state of ha dwa e, so twa e, and f mwa e w th n those systems. Secu ty eng nee ng p nc ples nclude, fo  
example  ( ) develop ng laye ed p otect ons  ( ) establ sh ng sound secu ty pol cy, a ch tectu e, and cont ols as the foundat on fo  des gn  
( ) nco po at ng ecu ty equ ements nto the system development l fe cycle  ( v) del neat ng phys cal and log cal secu ty bounda es  (v) 
ensu ng that system develope s a e t a ned on how to bu ld secu e softwa e  (v ) ta lo ng secu ty cont ols to meet o gan zat onal and 
ope at onal needs  (v ) pe fo m ng th eat model ng to dent fy use cases, th eat agents, attack vecto s, and attack patte ns as we l as 
compensat ng cont ols and des gn patte ns needed to m t gate sk  and (v ) educ ng sk to acceptable levels, thus enabl ng nfo med sk 
management dec s ons. Related cont ols  PM-7, SA-3, SA-4, SA-17, SC-2, SC-3. None NIST Spec al Publ cat on 800 27.



SA-9 
Exte nal Info mat on 
System Se v ces 

The o gan zat on
a. Requ es that p ov de s of exte nal 
nfo mat on system se v ces comply w th 

o gan zat onal nfo mat on secu ty 
equ ements and employ [Ass gnment  

o gan zat on-def ned secu ty cont ol ] n 
acco dance w th appl cable fede al laws, 
Execut ve O de s, d ect ves, pol c es, 
egulat ons, standa ds, and gu dance

b. Def nes and documents gove nment 
ove s ght and use  oles and 
espons b l t es w th ega d  to exte nal 
nfo mat on system se v ces  and

c. Employs [A s gnment  o gan zat on-
def ned p ocesses, methods, and 
techn ques] to mon to  secu ty cont ol 
compl ance by exte nal se v ce p ov de s 
on an ongo ng bas s.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes secu ty cont ols to be employed by p ov de s of exte nal nfo mat on sy tem se v ces
( ) equ es that p ov de s of exte nal nfo mat on system se v ces comply w th o gan at onal nfo mat on secu ty equ ements
( ) equ es that p ov de s of exte nal nfo mat on system se v ces employ o gan zat on-def ned secu ty cont ols n acco dance 
w th appl cable fede al laws, Execut ve O de s, d ect ves, pol c es, egulat ons, standa ds, and gu dance
( v) def nes and documents gove nment ove s ght w th ega d to exte nal nfo mat on system se v ces
(v) def nes and documents use  oles and espons b l t es w th ega d to exte nal nfo mat on system se v ces
(v ) def nes p oces es, methods, and techn ques to be employed to mon to  secu ty cont ol compl ance by exte nal se v ce 
p ov de s  and
(v ) employs o gan zat on-def ned p ocesses, method , and techn ques to mon to  ecu ty cont ol compl ance by exte nal se v ce 
p ov de s on an ongo ng bas s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng exte nal nfo mat on system se v ces  
p ocedu es add ess ng methods and techn ques fo  mon to ng secu ty cont ol compl ance by exte nal se v ce p ov de s of 
nfo mat on system se v ces  acqu s t on cont acts, se v ce-level ag eements  o gan zat onal secu ty equ ements and secu ty 

spec f cat ons fo  exte nal p ov de  se v ces  secu ty cont ol assessment ev dence f om exte nal p ov de s of nfo mat on ystem 
se v ces  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  exte nal p ov de s of 
nfo mat on system se v ces  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t e ].

Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng secu ty cont ol compl ance by exte nal se v ce p ov de s on an 
ongo ng bas s  automated mechan sms fo  mon to ng secu ty cont ol compl ance by exte nal se v ce p ov de s on an ongo ng 
bas s].

Exte nal nfo mat on system se v ces a e se v ces that a e mplemented outs de of the autho zat on bounda es of o gan zat onal 
nfo mat on systems. Th s ncludes se v ces that a e u ed by, but not a pa t of, o gan zat onal nfo mat on systems. F SMA and OMB pol cy 
equ e that o gan zat ons us ng exte nal se v ce p ov de s that a e p ocess ng, sto ng, o  t ansm tt ng fede al nfo mat on o  ope at ng 
nfo mat on systems on behalf of the fede al gove nment ensu e that such p ov de s meet the same secu ty equ ements that fede al 

agenc es a e equ ed to meet. O gan zat ons establ sh elat onsh ps w th exte nal se v ce p ov de s n a va ety of ways nclud ng, fo  
example, th ough o nt ventu es, bus ness pa tne sh ps, cont acts, nte agency ag eements, l nes of bus ness a angements, l cens ng 
ag eements, and supply cha n exchanges. The espons b l ty fo  manag ng sks f om the use of exte nal nfo mat on system se v ces ema ns 
w th autho z ng off c als. Fo  e v ces exte nal to o gan zat ons, a cha n of t ust equ es that o gan zat ons establ sh and eta n a level of 
conf dence that each pa t c pat ng p ov de  n the potent ally complex consume -p ov de  elat onsh p p ov des adequate p otect on fo  the 
se v ces ende ed. The extent and natu e of th s cha n of t ust va es ba ed on the elat onsh ps between o gan zat ons and the exte nal 
p ov de s. O gan zat ons document the bas s fo  t ust elat onsh ps so the elat onsh ps can be mon to ed ove  t me. Exte nal nfo mat on 
system se v ces documentat on ncludes gove nment, se v ce p ov de s, end use  secu ty oles and espons b l t es, and se v ce level 
ag eements. Se v ce level ag eements def ne expectat ons of pe fo mance fo  secu ty cont ols, desc be measu able outcomes, and dent fy 
emed es and esponse equ ements fo  dent f ed nstances of noncompl ance. Related cont ols  CA 3, IR-7, PS 7. SA-9(1), SA-9(2), SA 9 3), SA-9(4), SA-9(5) NIST Spec al Publ cat on 800 35.

SA-
9 1)

Exte nal Info mat on 
Systems - R sk 
Assessments / 
O gan zat onal 
App ovals

The o gan zat on
(a) Conducts an o gan zat onal 
assessment of sk p o  to the 
acqu s t on o  outsou c ng of ded cated 
nfo mat on secu ty se v ces  and

(b) Ensu es that the acqu s t on o  
outsou c ng of ded cated nfo mat on 
secu ty se v ces s app oved by 
[Ass gnment  o gan zat on-def ned 
pe sonnel o  oles].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) conducts an o gan zat onal assessment of sk p o  to the acqu s t on o  outsou c ng of ded cated nfo mat on secu ty se v ces
( ) def nes pe sonnel o  oles des gnated to app ove the acqu s t on o  outsou c ng of ded cated nfo mat on secu ty se v ces  and
( ) en u es that the acqu s t on o  outsou c ng of ded cated nfo mat on secu ty se v ces s app oved by o gan zat on-def ned 
pe onnel o  oles.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng exte nal nfo mat on system se v ces  
acqu s t on documentat on  acqu s t on cont acts fo  the nfo mat on system, sy tem component, o  nfo mat on system se v ce  

sk as essment epo ts  app oval eco ds fo  acqu s t on o  outsou c ng of ded cated nfo mat on secu ty se v ces  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on system secu ty e pons b l t es  exte nal p ov de s of nfo mat on sy tem se v ces  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  conduct ng a k assessment p o  to acqu ng o  outsou c ng ded cated 
nfo mat on secu ty e v ces  o gan zat onal p ocesses fo  app ov ng the outsou c ng of ded cated nfo mat on secu ty se v ces  

automated mechan sms suppo t ng and/o  mplement ng sk assessment  automated mechan sms suppo t ng and/o  
mplement ng app oval p ocesses].

Ded cated nfo mat on secu ty se v ces nclude, fo  example, nc dent mon to ng, analys s and esponse, ope at on of nfo mat on secu ty-
elated dev ces such as f ewa ls, o  key management se v ces. Related cont ols  CA 6, RA 3.

SA-
9 2)

Exte nal Info mat on 
Systems - Ident f cat on 
Of Funct ons / Po ts / 
P otocols / Se v ces

The o gan zat on equ es p ov de s of 
[Ass gnment  o gan zat on-def ned 
exte nal nfo mat on system se v ces] to 
dent fy the funct ons, po ts, p otocols, 

and othe  se v ces equ ed fo  the use of 
h 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes exte nal nfo mat on system se v ces fo  wh ch p ov de s of such se v ces a e to dent fy the funct ons, po ts, p otocols, 
and othe  se v ces equ ed fo  the use of such se v ces  
( ) equ es p ov de s of o gan zat on-def ned exte nal nfo mat on system se v ces to dent fy the
    funct ons equ ed fo  the use of such se v ces
    -po ts equ ed fo  the use of such se v ces
    -p otocols equ ed fo  the use of such se v ces  and
    -othe  se v ces equ ed fo  the use of such se v ces.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng exte nal nfo mat on system se v ces  
acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  acqu s t on documentat on  
sol c tat on documentat on, se v ce-level ag eements  o gan zat onal secu ty equ ements and secu ty spec f cat ons fo  exte nal 
se v ce p ov de s  l st of equ ed funct on , po ts, p otocols, and othe  e v ces  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  exte nal p ov de s of nfo mat on system se v ces].

Info mat on f om exte nal se v ce p ov de s ega d ng the spec f c funct ons, po ts, p otocols, and se v ces used n the p ov s on of such 
se v ces can be pa t cula ly useful when the need a ses to unde stand the t ade-o fs nvolved n est ct ng ce ta n funct ons/se v ces o  

l  t  t t l  R l t  t l  CM 7

SA-
9 3)

Exte nal Info mat on 
Systems - Establ sh / 
Ma nta n T ust 
Relat onsh p W th 
P ov de s

The o gan zat on establ shes, 
documents, and ma nta ns t ust 
elat onsh ps w th exte nal se v ce 

p ov de s based on [Ass gnment  
o gan zat on-def ned secu ty 
equ ements, p ope t es, facto s, o  

cond t ons def n ng acceptable t ust 
elat onsh ps].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes equ ements, p ope t es, facto s, o  cond t ons def n ng acceptable t ust elat onsh ps
( ) based on o gan zat on-def ned equ ements, p ope t es, facto s, o  cond t ons def n ng acceptable t ust elat onsh ps
    -establ shes t ust elat onsh ps w th exte nal se v ce p ov de s
    -documents t ust elat onsh ps w th exte nal se v ce p ov de s  and
    -ma nta ns t ust elat onsh ps w th exte nal se v ce p ov de s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng exte nal nfo mat on system se v ces  
acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  acqu s t on documentat on  
sol c tat on documentat on  se v ce-level ag eements  o gan zat onal secu ty equ ements, p ope t es, facto s, o  cond t ons 
def n ng acceptable t ust elat onsh ps  documentat on of t ust elat onsh ps w th exte nal se v ce p ov de s  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  exte nal p ov de s of nfo mat on system se v ces].

The deg ee of conf dence that the sk f om us ng exte nal se v ces s at an acceptable level depends on the t ust that o gan zat ons place n 
the exte nal p ov de s, nd v dually o  n comb nat on. T ust elat onsh ps can help o gan zat on to ga n nc ea ed levels of conf dence that 
pa t c pat ng se v ce p ov de s a e p ov d ng adequate p otect on fo  the se v ces ende ed. Such elat onsh ps can be compl cated due to the 
numbe  of potent al ent t es pa t c pat ng n the consume -p ov de  nte act ons, subo d nate elat onsh ps and levels of t ust, and the types 
of nte act ons between the pa t es. In some cases, the deg ee of t ust s based on the amount of d ect cont ol o gan zat ons a e able to 
exe t on exte nal se v ce p ov de s w th ega d to employment of secu ty cont ols neces a y fo  the p otect on of the se v ce/ nfo mat on 
and the ev dence b ought fo th as to the effect veness of those cont ols. The level of cont ol s typ ca ly establ shed by the te ms and 
cond t ons of the cont acts o  se v ce-level ag eements and can ange f om extens ve cont ol (e.g , negot at ng cont acts o  ag eements that 
spec fy secu ty equ ements fo  the p ov de s) to ve y l m ted cont ol (e.g., us ng cont acts o  se v ce-level ag eements to obta n commod ty 
se v ces such as comme c al telecommun cat ons se v ces). In othe  cases, levels of t ust a e based on facto s that conv nce o gan zat ons 
that equ ed secu ty cont ols have been employed and that dete m nat ons of cont ol effect veness ex st. Fo  example, sepa ately 
autho zed exte nal nfo mat on system se v ces p ov ded to o gan zat ons th ough well-establ shed bus ness elat onsh ps may p ov de 
deg ees of t ust n such se v ces w th n the tole able sk ange of the o gan zat ons us ng the se v ces. Exte nal se v ce p ov de s may also 
outsou ce selected se v ces to othe  exte nal ent t es, mak ng the t ust elat onsh p mo e d ff cu t and compl cated to manage. Depend ng on 
the natu e of the se v ces, o gan zat ons may f nd t ve y d ff cult to place s gn f cant t ust n exte nal p ov de s. Th s s not due to any 
nhe ent unt ustwo th ness on the pa t of p ov de s, but to the nt ns c level of sk n the se v ces.

SA-
9 4)

Exte nal Info mat on 
Systems - Cons stent 
Inte ests Of Consume s 
And P ov de s

The o gan zat on employs [Ass gnment  
o gan zat on-def ned secu ty 
safegua ds] to ensu e that the nte ests 
of [Ass gnment  o gan zat on-def ned 
exte nal se v ce p ov de s] a e cons stent 
w th and eflect o gan zat onal nte ests.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes exte nal se v ce p ov de s whose nte ests a e to be cons stent w th and eflect o gan zat onal nte ests
( ) def nes secu ty safegua ds to be employed to ensu e that the nte ests of o gan zat on-def ned exte nal se v ce p ov de s a e 
cons stent w th and eflect o gan zat onal nte ests  and 
( ) employs o gan zat on-def ned secu ty safegua ds to ensu e that the nte ests of o gan zat on-def ned exte nal se v ce p ov de s 
a e cons stent w th and e lect o gan zat onal nte ests.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng exte nal nfo mat on system se v ces  
acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  sol c tat on documentat on  
acqu s t on documentat on  se v ce-level ag eements  o gan zat onal secu ty equ ements/safegua ds fo  exte nal e v ce 
p ov de s  pe sonnel secu ty pol c es fo  exte nal se v ce p ov de s  assessments pe fo med on exte nal se v ce p ov de s  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  exte nal p ov de s of nfo mat on system se v ces].
Test  SELECT FROM  O gan zat onal p ocesses fo  def n ng and employ ng safegua ds to ensu e cons stent nte ests w th exte nal 
se v ce p ov de s  automated mechan sms suppo t ng and/o  mplement ng safegua ds to ensu e cons stent nte ests w th exte nal 
se v ce p ov de s].

As o gan zat ons nc eas ngly use exte nal se v ce p ov de s, the poss b l ty ex sts that the nte ests of the se v ce p ov de s may d ve ge f om 
o gan zat onal nte ests. In such s tuat ons, s mply hav ng the co ect techn cal, p ocedu al, o  ope at onal afegua ds n place may not be 
su f c ent f the se v ce p ov de s that mplement and cont ol those safegua ds a e not ope at ng n a manne  cons stent w th the nte ests of 
the consum ng o gan zat ons. Po s ble act ons that o gan zat ons m ght take to add ess such conce ns nclude, fo  example, equ ng 
backg ound checks fo  selected se v ce p ov de  pe sonnel, exam n ng owne sh p eco ds, employ ng only t u two thy se v ce p ov de s ( .e., 
p ov de s w th wh ch o gan zat ons have had pos t ve expe ences), and conduct ng pe od c unscheduled v s ts to se v ce p ov de  fac l t es.

SA-
9 5)

Exte nal Info mat on 
Systems - P ocess ng  
Sto age  And Se v ce 
Locat on

The o gan zat on e t cts the locat on of 
[Select on (one o  mo e)  nfo mat on 
p ocess ng  nfo mat on/data  
nfo mat on system se v ces] to 

[Ass gnment  o gan zat on-def ned 
locat ons] based on [Ass gnment  
o gan zat on-def ned equ ements o  
cond t ons].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes locat ons whe e o gan zat on-def ned nfo mat on p ocess ng, nfo mat on/data, and/o  nfo mat on system se v ces a e 
to be est cted
( ) def nes equ ements o  cond t ons to est ct the locat on of nfo mat on p ocess ng, nfo mat on data, and/o  nfo mat on 
system se v ces
( ) est cts the locat on of one o  mo e of the follow ng to o gan zat on-def ned locat ons based on o gan zat on-def ned 
equ ements o  cond t ons

    - nfo mat on p ocess ng
    - nfo mat on/data  and/o
    - nfo mat on se v ces.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng exte nal nfo mat on system se v ces  
acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  sol c tat on documentat on  
acqu s t on documentat on  se v ce-level ag eements  est cted locat ons fo  nfo mat on p ocess ng  nfo mat on/data and/o  
nfo mat on system se v ces  nfo mat on p ocess ng, nfo mat on/data, and/o  nfo mat on system se v ces to be ma nta ned n 
est cted locat ons  o gan at onal secu ty equ ements o  cond t ons fo  exte nal p ov de s  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  exte nal p ov de s of nfo mat on system se v ces].
Test  SELECT FROM  O gan zat onal p ocesses fo  def n ng equ ements to est ct locat ons of nfo mat on p ocess ng, 
nfo mat on/data, o  nfo mat on se v ces  o gan zat onal p ocesses fo  ensu ng the locat on s est cted n acco dance w th 
equ ements o  cond t ons].

The locat on of nfo mat on p ocess ng, nfo mat on/data sto age, o  nfo mat on system se v ces that a e c t cal to o gan zat ons can have a 
d ect mpact on the ab l ty of those o gan zat ons to uccessfully execute the  m ss ons/bus ness funct on . Th s s tuat on ex sts when 
exte nal p ov de s cont ol the locat on of p ocess ng, sto age o  se v ce . The c te a exte nal p ov de s use fo  the select on of p ocess ng, 
sto age, o  se v ce locat ons may be d ffe ent f om o gan zat onal c te a. Fo  example, o gan zat ons may want to ensu e that 
data/ nfo mat on to age locat ons a e est cted to ce ta n locat ons to fac l tate nc dent esponse act v t es (e.g., fo ens c analyses, a te -the
fact nvest gat ons) n case of nfo mat on secu ty b eaches/comp om ses. Such nc dent esponse act v t es may be adve sely affected by the 
gove n ng laws o  p otocols n the locat ons whe e p ocess ng and sto age occu  and/o  the locat ons f om wh ch nfo mat on system 
se v ces emanate. 

SA-10 
Develope  Conf gu at on 
Management 

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to
a. Pe fo m conf gu at on management 
du ng system, component, o  se v ce 
[Select on (one o  mo e)  des gn  
development  mplementat on  
ope at on]
b. Document, manage, and cont ol the 
nteg ty of changes to [A s gnment  

o gan zat on-def ned conf gu at on tems 
unde  conf gu at on management]
c. Implement only o gan zat on-
app oved changes to the system, 
component, o  se v ce
d. Document app oved changes to the 
system, component, o  se v ce and the 
potent al secu ty mpacts of such 
changes  and
e. T ack secu ty flaws and flaw 
esolut on w th n the system, 

component, o  se v ce and epo t 
f nd ngs to [Ass gnment  o gan zat on-
def ned pe sonne ].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to pe fo m conf gu at on 
management du ng one o  mo e of the follow ng
    -system, component, o  se v ce des gn
    -system, component, o  se v ce development
    -system, component, o  se v ce mplementat on  and/o
    -system, component, o  se v ce ope at on
( ) def nes conf gu at on tems to be placed unde  conf gu at on management  
( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to
    -document the nteg ty of changes to o gan zat on-def ned tems unde  conf gu at on management
    -manage the nteg ty of changes to o gan zat on-def ned tems unde  conf gu at on management
    -cont ol the nteg ty of changes to o gan zat on-def ned tems unde  conf gu at on management
( v) equ es the develope  of the nfo mat on system, system component, o  nfo mat on sy tem se v ce to mplement only 
o gan zat on-app oved changes to the system, component, o  e v ce
(v) equ es the develope  of the nfo mat on system, ystem component, o  nfo mat on system se v ce to document
    -app oved changes to the system, component, o  se v ce
    the potent al secu ty mpacts of such changes
(v ) def nes pe sonnel to whom f nd ngs, esu t ng f om secu ty flaws and law esolut on t acked w th n the system, component, 
o  se v ce, a e to be epo ted
(v ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to
    t ack secu ty laws w th n the system, component, o  se v ce
    t ack secu ty law esolut on w th n the system, component, o  se v ce  and
    - epo t f nd ngs to o gan zat on-def ned pe sonnel.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng system develope  conf gu at on 

           

Th s cont ol also appl es to o gan zat ons conduct ng nte nal nfo mat on systems development and nteg at on. O gan zat ons cons de  the 
qual ty and completene s of the conf gu at on management act v t es conducted by develope s as ev dence of apply ng effect ve secu ty 
safegua ds. Safegua ds nclude, fo  example, p otect ng f om unautho zed mod f cat on o  dest uct on, the maste  cop es of a l mate al 
used to gene ate secu ty- elevant po t ons of the system ha dwa e, softwa e, and f mwa e. Ma nta n ng the nteg ty of changes to the 
nfo mat on system, nfo mat on system component, o  nfo mat on sy tem se v ce equ es conf gu at on cont ol th oughout the system 

development l fe cycle to t ack autho zed changes and p event unautho zed changes. Conf gu at on tems that a e placed unde  
conf gu at on management ( f ex stence/use s equ ed by othe  ecu ty cont ols) nclude  the fo mal model  the funct onal, h gh level, and 
low-level des gn spec f cat ons  othe  des gn data  mplementat on documentat on  sou ce code and ha dwa e schemat cs  the unn ng 
ve s on of the object code  tools fo  compa ng new ve s ons of secu ty- elevant ha dwa e desc pt ons and so twa e/f mwa e sou ce code 
w th p ev ous ve s ons  and test f xtu es and documentat on. Depend ng on the m ss on/bus ness needs of o gan zat ons and the natu e of 
the cont actual elat onsh ps n place, develope s may p ov de conf gu at on management suppo t du ng the ope at ons and ma ntenance 
phases of the l fe cycle. Related cont ols  CM-3, CM-4, CM-9, SA-12, SI 2. SA-10 1), SA-10 2), SA-10 3), SA-10(4), SA-10 5), SA-10 6) NIST Spec al Publ cat on 800 128.



SA-
10(1)

Develope  Conf gu at on 
Management - Softwa e 
/ F mwa e Integ ty 
Ve f cat on

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to enable nteg ty ve f cat on of 
softwa e and f mwa e components.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to enable nteg ty ve f cat on of so twa e and f mwa e components.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng system develope  conf gu at on 
management  sol c tat on documentat on  acqu s t on documentat on  se v ce level ag eements  acqu s t on cont acts fo  the 
nfo mat on system  system component, o  nfo mat on system se v ce  system develope  conf gu at on management plan  

softwa e and f mwa e nteg ty ve f cat on eco ds  system change autho zat on eco ds  change cont ol eco ds  conf gu at on 
management eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th conf gu at on management espons b l t es  system 
develope s].
Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng develope  conf gu at on management  automated mechan sms 
suppo t ng and/o  mplement ng the mon to ng of develope  conf gu at on managemen ].

Th s cont ol enhancement a lows o gan zat ons to detect unautho zed changes to oftwa e and f mwa e components th ough the use of 
tools, techn ques, and/o  mechan sms p ov ded by develope s. Integ ty check ng mechan sms can also add ess counte fe t ng of softwa e 
and f mwa e components. O gan zat ons ve fy the nteg ty of softwa e and f mwa e components, fo  example, th ough secu e one-way 
hashes p ov ded by develope s. Del ve ed softwa e and f mwa e components also nclude any updates to such components. Related cont ol  
SI-7.

SA-
10(2)

Develope  Conf gu at on 
Management - 
Alte nat ve Conf gu at on 
Management P ocesses

The o gan zat on p ov des an alte nate 
conf gu at on management p ocess 
us ng o gan zat onal pe sonnel n the 
absence of a ded cated develope  
conf gu at on management team.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on p ov des an alte nat ve conf gu at on management p ocess w th o gan zat onal pe sonnel n the 
absence of a ded cated develope  conf gu at on management team.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng system develope  conf gu at on 
management  p ocedu es add ess ng conf gu at on management  sol c tat on documentat on  acqu s t on documentat on  se v ce-
level ag eements  acqu s t on cont acts fo  the nfo mat on system  system component, o  nfo mat on ystem se v ce  system 
develope  conf gu at on management plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th conf gu at on management espons b l t es  system 
develope s].
Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng develope  conf gu at on management  automated mechan sms 
suppo t ng and/o  mplement ng the mon to ng of develope  conf gu at on managemen ].

A te nate conf gu at on management p oces es may be equ ed, fo  example, when o gan zat ons use comme c al off the-she f COTS) 
nfo mat on technology p oducts. A te nate conf gu at on management p ocesses nclude o gan zat onal pe sonnel that  ( ) a e espons ble 

fo  ev ew ng/app ov ng p oposed changes to nfo mat on systems, system components, and nfo mat on system se v ces  and ( ) conduct 
secu ty mpact analyses p o  to the mplementat on of any changes to systems, components, o  se v ces (e.g., a conf gu at on cont ol boa d 
that cons de s secu ty mpacts of changes du ng development and ncludes ep esentat ves of both the o gan zat on and the develope , 
when appl cable).

SA-
10(3)

Develope  Conf gu at on 
Management - 
Ha dwa e Integ ty 
Ve f cat on

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to enable nteg ty ve f cat on of 
h  t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to enable nteg ty ve f cat on of ha dwa e components.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng system develope  conf gu at on 
management  sol c tat on documentat on  acqu s t on documentat on  se v ce level ag eements  acqu s t on cont acts fo  the 
nfo mat on system, system component, o  nfo mat on ystem se v ce  system develope  conf gu at on management plan  

ha dwa e nteg ty ve f cat on eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th conf gu at on management espons b l t es  system 
develope s].
Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng develope  conf gu at on management  automated mechan sms 
suppo t ng and/o  mplement ng the mon to ng of develope  conf gu at on managemen ].

Th s cont ol enhancement a lows o gan zat ons to detect unautho zed changes to ha dwa e components th ough the use of tools, 
techn ques, and/o  mechan sms p ov ded by develope s. O gan zat ons ve fy the nteg ty of ha dwa e components, fo  example, w th ha d-
to-copy labels and ve f able se al numbe s p ov ded by develope s, and by equ ng the mplementat on of ant -tampe  technolog es. 
D l  h  t  l  l  t  t  h t  R l t  t l  S -7

SA-
10(4)

Develope  Conf gu at on 
Management - T usted 
Gene at on

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to employ tools fo  compa ng 
newly gene ated ve s ons of secu ty-
elevant ha dwa e desc pt ons and 

softwa e/f mwa e ou ce and object 
code w th p ev ous ve s ons.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to employ tools fo  compa ng newly gene ated ve s ons of
    -secu ty- elevant ha dwa e desc pt ons w th p ev ous ve s ons  and
    -so twa e/f mwa e sou ce and object code w th p ev ous ve s ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng system develope  conf gu at on 
management  sol c tat on documentat on  acqu s t on documentat on  se v ce level ag eements  acqu s t on cont acts fo  the 
nfo mat on system, system component, o  nfo mat on ystem se v ce  system develope  conf gu at on management plan  change 

cont ol eco ds  conf gu at on management eco ds  conf gu at on cont ol aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th conf gu at on management espons b l t es  system 
develope s].
Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng develope  conf gu at on management  automated mechan sms 
suppo t ng and/o  mplement ng the mon to ng of develope  conf gu at on managemen ].

Th s cont ol enhancement add esses changes to ha dwa e, softwa e, and f mwa e components between ve s ons du ng development. In 
cont ast, SA 10 (1) and SA-10 (3) allow o gan zat ons to detect unautho zed changes to ha dwa e, softwa e, and f mwa e components 
th ough the use of tools, techn ques, and/o  mechan sms p ov ded by develope s.

SA-
10(5)

Develope  Conf gu at on 
Management - Mapp ng 
Integ ty Fo  Ve s on 
Cont ol

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to ma nta n the nteg ty of the 
mapp ng between the  maste  bu ld data 
(ha dwa e d aw ngs and 
softwa e/f mwa e code) desc b ng the 
cu ent ve s on of secu ty- elevant 
ha dwa e, softwa e, and f mwa e and 
the on-s te maste  copy of the data fo  
the cu ent ve s on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to ma nta n the nteg ty of the mapp ng between the maste  bu ld data (ha dwa e d aw ngs and so twa e/f mwa e code) 
desc b ng the cu ent ve s on of secu ty- elevant ha dwa e, so twa e, and f mwa e and the on-s te maste  copy of the data fo  
the cu ent ve s on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng system develope  conf gu at on 
management  sol c tat on documentat on  acqu s t on documentat on  se v ce level ag eements  acqu s t on cont acts fo  the 
nfo mat on system, system component, o  nfo mat on ystem se v ce  system develope  conf gu at on management plan  change 

cont ol eco ds  conf gu at on management eco ds  ve s on cont ol change/update eco ds  nteg ty ve f cat on eco ds between 
maste  cop es of secu ty- elevant ha dwa e, softwa e, and f mwa e ( nclud ng des gns and sou ce code)  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th conf gu at on management espons b l t es  system 
develope s].
Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng develope  conf gu at on management  automated mechan sms 
suppo t ng and/o  mplement ng the mon to ng of develope  conf gu at on managemen ].

Th s cont ol enhancement add esses changes to ha dwa e, softwa e, and f mwa e components du ng n t al development and du ng 
system l fe cycle updates. Ma nta n ng the nteg ty between the maste  cop es of secu ty- elevant ha dwa e, so twa e, and f mwa e 
( nclud ng des gns and sou ce code) and the equ valent data n maste  cop es on-s te n ope at onal env onments s essent al to ensu e the 
ava lab l ty of o gan zat onal nfo mat on systems suppo t ng c t cal m ss ons and/o  bus ness funct ons.

SA-
10(6)

Develope  Conf gu at on 
Management - T usted 
D st but on

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to execute p ocedu es fo  
ensu ng that secu ty- elevant 
ha dwa e, softwa e, and f mwa e 
updates d t buted to the o gan zat on 
a e exactly as spec f ed by the maste  
cop es.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to execute p ocedu es fo  ensu ng that secu ty- elevant ha dwa e, softwa e, and f mwa e updates d st buted to the 
o gan zat on a e exactly as spec f ed by the maste  cop es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng system develope  conf gu at on 
management  sol c tat on documentat on  acqu s t on documentat on  se v ce level ag eements  acqu s t on cont acts fo  the 
nfo mat on system  system component, o  nfo mat on system se v ce  system develope  conf gu at on management plan  change 

cont ol eco ds  conf gu at on management eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th conf gu at on management espons b l t es  system 
develope s].
Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng develope  conf gu at on management  automated mechan sms 
suppo t ng and/o  mplement ng the mon to ng of develope  conf gu at on managemen ].

The t usted d st but on of secu ty- elevant ha dwa e, softwa e, and f mwa e updates helps to ensu e that such updates a e fa thful 
ep esentat ons of the maste  cop es ma nta ned by the develope  and have not been tampe ed w th du ng d st but on.

SA-11 
Develope  Secu ty 
Test ng And Evaluat on

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to
a. C eate and mplement a secu ty 
assessment plan
b. Pe fo m [Select on (one o  mo e)  
un t  nteg at on  system  eg ess on] 
test ng/evaluat on at [Ass gnment  
o gan zat on-def ned depth and 
cove age]
c. P oduce ev dence of the execut on of 
the secu ty assessment plan and the 
esults of the secu ty test ng/evaluat on

d. Implement a ve f able flaw 
emed at on p ocess  and

e. Co ect flaws dent f ed du ng secu ty 
test ng/evaluat on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to c eate and mplement a 
secu ty plan
( ) def nes the depth of test ng/evaluat on to be pe fo med by the develope  of the nfo mat on system, system component, o  
nfo mat on system se v ce

( ) def nes the cove age of test ng/evaluat on to be pe fo med by the develope  of the nfo mat on system, system component, o  
nfo mat on system se v ce

( v) equ es the develope  of the nfo mat on system, system component, o  nfo mat on sy tem se v ce to pe fo m one o  mo e of 
the follow ng test ng/evaluat on at the o gan zat on-def ned depth and cove age
    -un t test ng
    - nteg at on test ng
    -system test ng  and/o
    - eg ess on test ng
(v) equ es the develope  of the nfo mat on system, ystem component, o  nfo mat on system se v ce to p oduce ev dence of
    the execut on of the secu ty assessment plan
    the esu ts of the secu ty test ng/evaluat on
(v ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on sy tem se v ce to mplement a ve f able 
flaw emed at on p ocess  and
(v ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to co ect flaws dent f ed 
du ng secu ty test ng/evaluat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng system develope  ecu ty test ng  
p ocedu es add ess ng law emed at on  sol c tat on documentat on  acqu s t on documentat on  se v ce-level ag eements  
acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  system develope  secu ty test 
plans  eco ds of develope  secu ty test ng esu ts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  

          

Developmental secu ty test ng/evaluat on occu s at all post-des gn phases of the system development l fe cycle. Such test ng/evaluat on 
conf ms that the equ ed secu ty cont ols a e mplemented co ectly, ope at ng as ntended, enfo c ng the des ed secu ty pol cy, and 
meet ng establ shed secu ty equ ements. Secu ty p ope t es of nfo mat on systems may be affected by the nte connect on of ystem 
components o  changes to those components. These nte connect ons o  changes (e.g , upg ad ng o  eplac ng appl cat ons and ope at ng 
systems) may adve sely affect p ev ously mplemented secu ty cont ols. Th s cont ol p ov des add t onal types of secu ty test ng/evaluat on 
that develope s can conduct to educe o  el m nate potent al flaws. Test ng custom so twa e appl cat ons may equ e app oaches such as 
stat c analys s, dynam c analys s, b na y analys s, o  a hyb d of the th ee app oaches. Develope s can employ these analys s app oaches n a 
va ety of tools (e.g , web-based appl cat on scanne s, stat c analys s tools, b na y analyze s) and n sou ce code ev ews. Secu ty assessment 
plans p ov de the pec f c act v t es that develope s plan to ca y out nclud ng the types of analyses, test ng, evaluat on, and ev ews of 
so twa e and f mwa e components, the deg ee of go  to be appl ed, and the types of a t facts p oduced du ng those p ocesses. The depth 
of secu ty test ng evaluat on efe s to the go  and level of deta l assoc ated w th the as essment p ocess (e g , black box, g ay box, o  wh te 
box test ng). The cove age of secu ty test ng/evaluat on efe s to the scope ( e , numbe  and type) of the a t facts ncluded n the 
assessment p ocess. Cont acts spec fy the acceptance c te a fo  secu ty assessment plans, flaw emed at on p ocesses, and the ev dence 
that the plans/p ocesses have been d l gently appl ed. Methods fo  ev ew ng and p otect ng assessment plans, ev dence, and documentat on 
a e commensu ate w th the secu ty catego y o  class f cat on level of the nfo mat on sy tem. Cont acts may spec fy documentat on 
p otect on equ ements. Related cont ols  CA-2, CM-4, SA 3, SA-4, SA-5, SI-2.

SA-11 1), SA-11 2), SA-11 3), SA-11(4), SA-11 5), SA-11 6), SA-11 7), 
SA-11 8)

SO/IEC 15408  NIST Spec al Publ cat on 800-53A  Web  
http //nvd.n st gov, http //cwe.m t e.o g, 
http //cve m t e.o g, http //capec.m t e.o g. 



SA-
11(1)

Develope  Secu ty 
Test ng And Evaluat on - 
Stat c Code Analys s

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to employ stat c code analys s 
tools to dent fy common flaws and 
document the esults of the analys s.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to employ stat c code analys s tools to dent fy common flaws and document the esu ts of the analys s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng system develope  ecu ty test ng  
p ocedu es add ess ng law emed at on  sol c tat on documentat on  acqu s t on documentat on  se v ce-level ag eements  
acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  system develope  secu ty test 
plans  system develope  secu ty test ng esu ts  secu ty flaw and emed at on t ack ng eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th develope  secu ty test ng espons b l t es  o gan zat onal 
pe onnel w th conf gu at on management espons b l t es  system develope s].
Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng develope  secu ty test ng and evaluat on  automated mechan sms 
suppo t ng and/o  mplement ng the mon to ng of develope  ecu ty test ng and evaluat on  stat c code analys s tool ].

Stat c code analys s p ov des a technology and methodology fo  secu ty ev ews. Such analys s can be used to dent fy secu ty 
vulne ab l t es and enfo ce secu ty cod ng p act ces. Stat c code analys s s most effect ve when u ed ea ly n the development p oce s, when 
each code change can be automat cally scanned fo  potent al weaknesses. Stat c analys s can p ov de clea  emed at on gu dance along w th 
defects to enable develope s to f x such defects. Ev dence of co ect mplementat on of stat c analys s can nclude, fo  example, agg egate 
defect dens ty fo  c t cal defect types, ev dence that defects we e nspected by develope s o  secu ty p ofess onals, and ev dence that 
defects we e f xed. An excess vely h gh dens ty of gno ed f nd ngs (commonly efe ed to as gno ed o  false pos t ves) nd cates a potent al 
p oblem w th the analys s p ocess o  tool. In such cases, o gan zat ons we gh the val d ty of the ev dence aga nst ev dence f om othe  
sou ces.

SA-
11(2)

Develope  Secu ty 
Test ng And Evaluat on - 
Th eat And Vulne ab l ty 
Analyses

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to pe fo m th eat and 
vulne ab l ty analyses and subsequent 
test ng/evaluat on of the as-bu t system, 
component, o  se v ce.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to pe fo m
    th eat analyses of the as-bu lt, system component, o  se v ce
    -vulne ab l ty analyses of the as-bu t, system component, o  se v ce  and
    -subsequent test ng/evaluat on of the as-bu t, system component, o  se v ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng system develope  ecu ty test ng  
sol c tat on documentat on  acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on 
system, system component, o  nfo mat on system se v ce  system develope  secu ty test plans  eco ds of develope  secu ty 
test ng esults fo  the nfo mat on system, system component, o  nfo mat on system se v ce  vulne ab l ty scann ng esults  
nfo mat on system sk assessment epo ts  th eat and vulne ab l ty analys s epo ts  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th develope  secu ty test ng espons b l t es  system 
develope s].
Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng develope  secu ty test ng and evaluat on  automated mechan sms 
suppo t ng and/o  mplement ng the mon to ng of develope  ecu ty test ng and evaluat on].

Appl cat ons may dev ate s gn f cantly f om the funct onal and des gn spec f cat ons c eated du ng the equ ements and des gn phases of 
the system development l fe cycle. The efo e, th eat and vulne ab l ty analyses of nfo mat on systems, system components, and nfo mat on 
system se v ces p o  to del ve y a e c t cal to the e fect ve ope at on of those systems, components, and se v ces. Th eat and vulne ab l ty 
analyses at th s phase of the l fe cycle help to ensu e that des gn o  mplementat on changes have been accounted fo , and that any new 
vulne ab l t es c eated as a esult of those changes have been ev ewed and m t gated. Related cont ols  PM-15, RA-5.

SA-
11(3)

Develope  Secu ty 
Test ng And Evaluat on - 
Independent Ve f cat on 
Of Assessment Plans / 
Ev dence

The o gan zat on
(a) Requ es an ndependent agent 
sat sfy ng [Ass gnment  o gan zat on-
def ned ndependence c te a] to ve fy 
the co ect mplementat on of the 
develope  ecu ty assessment plan and 
the ev dence p oduced du ng secu ty 
test ng/evaluat on  and
(b) Ensu es that the ndependent agent 
e the  s p ov ded w th su f c ent 
nfo mat on to complete the ve f cat on 

p ocess o  has been g anted the 
th t  t  t  h f t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes ndependence c te a that an ndependent agent s equ ed to at sfy
( ) equ es an ndependent agent sat sfy ng o gan zat on-def ned ndependence c te a to ve fy
    the co ect mplementat on of the develope  secu ty assessment plan
    the ev dence p oduced du ng secu ty test ng/evaluat on
( ) en u es that the ndependent agent s e the
    -p ov ded w th suff c ent nfo mat on to complete the ve f cat on p ocess  o
    -g anted the autho ty to obta n such nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS  
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng nfo mat on system develope / nteg ato  
secu ty test ng  acqu s t on cont acts and se v ce level ag eements  nfo mat on system develope / nteg ato  secu ty test plans  
eco ds of develope / nteg ato  secu ty test ng esults fo  the nfo mat on system  secu ty law t ack ng eco ds  othe  elevant 

documents o  eco d ]. 
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th develope  secu ty test ng espons b l t es].

Independent agents have the necessa y qual f cat ons ( e., expe t se, sk lls, t a n ng, and expe ence) to ve fy the co ect mplementat on of 
l  t  t l  R l t  t l  T-3  C -7  R -5  S -12

SA-
11(4)

Develope  Secu ty 
Test ng And Evaluat on - 
Manual Code Rev ews

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to pe fo m a manual code ev ew 
of [Ass gnment  o gan zat on-def ned 
spec f c code] us ng [Ass gnment  
o gan zat on-def ned p ocesses, 
p ocedu es, and/o  techn ques].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes spec f c code fo  wh ch the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce s 
equ ed to pe fo m a manual code ev ew

( ) def nes p ocesses, p ocedu es, and/o  techn ques to be used when the develope  pe fo ms a manual code ev ew of 
o gan zat on-def ned spec f c code  and
( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to pe fo m a manual code 
ev ew of o gan zat on-def ned spec f c code us ng o gan zat on-def ned p ocesses, p ocedu es, and/o  techn ques.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng system develope  ecu ty test ng  
p ocesses, p ocedu es, and/o  techn ques fo  pe fo m ng manual code ev ews  sol c tat on documentat on  acqu s t on 
documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on 
system se v ce  system develope  secu ty test ng and evaluat on plans  sy tem develope  secu ty te t ng and evaluat on esults  
l st of code equ ng manual ev ews  eco ds of manual code ev ews  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th develope  secu ty test ng espons b l t es  system 
develope s  ndependent ve f cat on agent].
Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng develope  secu ty test ng and evaluat on  automated mechan sms 
suppo t ng and/o  mplement ng the mon to ng of develope  ecu ty test ng and evaluat on].

Manual code ev ews a e usually ese ved fo  the c t cal so twa e and f mwa e components of nfo mat on systems. Such code ev ews a e 
un quely effect ve at dent fy ng weaknesses that equ e knowledge of the appl cat on s equ ements o  context wh ch a e gene ally 
unava lable to mo e automated analyt c tools and techn ques such as stat c o  dynam c analys s. Components benef t ng f om manual ev ew 
nclude fo  example, ve fy ng access cont ol mat ces aga nst appl cat on cont ols and ev ew ng mo e deta led aspects of c yptog aph c 
mplementat ons and cont ols.

SA-
11(5)

Develope  Secu ty 
Test ng And Evaluat on - 
Penet at on Test ng / 
Analys s

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to pe fo m penet at on test ng at 
[Ass gnment  o gan zat on-def ned 
b eadth/depth] and w th [Ass gnment  
o gan zat on-def ned const a nts].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes fo  the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce
    the b eadth of penet at on test ng to be pe fo med by the develope
    the depth of penet at on test ng to be pe fo med by the develope
( ) def nes const a nts unde  wh ch the develope  s to pe fo m penet at on test ng  and
( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to pe fo m penet at on 
test ng at o gan zat on-def ned b eadth/depth and w th o gan zat on-def ned const a nts.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng system develope  ecu ty test ng  
sol c tat on documentat on  acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on 
system, system component, o  nfo mat on system se v ce  system develope  penet at on test ng and evaluat on plans  system 
develope  penet at on test ng and evaluat on esults  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th develope  secu ty test ng espons b l t es  system 
develope s  ndependent ve f cat on agent].
Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng develope  secu ty test ng and evaluat on  automated mechan sms 
suppo t ng and/o  mplement ng the mon to ng of develope  ecu ty test ng and evaluat on].

Penet at on test ng s an assessment methodology n wh ch assesso s, us ng all ava lable nfo mat on technology p oduct and/o  nfo mat on 
system documentat on (e.g., p oduct/system des gn spec f cat ons, sou ce code, and adm n st ato /ope ato  manuals) and wo k ng unde  
spec f c const a nts, attempt to c cumvent mplemented secu ty featu es of nfo mat on technology p oducts and nfo mat on systems. 
Penet at on test ng can nclude, fo  example, wh te, g ay, o  black box test ng w th analy es pe fo med by sk led secu ty p ofess onals 
s mulat ng adve sa y act ons. The object ve of penet at on test ng s to uncove  potent al vulne ab l t es n nfo mat on technology p oducts 
and nfo mat on systems esu t ng f om mplementat on e o s, conf gu at on faults, o  othe  ope at onal deployment weaknesses o  
def c enc es. Penet at on tests can be pe fo med n conjunct on w th automated and manual code ev ews to p ov de g eate  levels of 
analys s than would o d na ly be poss ble.

SA-
11(6)

Develope  Secu ty 
Test ng And Evaluat on - 
Attack Su face Rev ews

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to pe fo m attack su face 
ev ews. 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to pe fo m attack su face ev ews.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng system develope  ecu ty test ng  
sol c tat on documentat on  acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on 
system, system component, o  nfo mat on system se v ce  system develope  secu ty test ng and evaluat on plans  system 
develope  secu ty te t ng and evaluat on esults  eco ds of attack su face ev ews  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th develope  secu ty test ng espons b l t es  o gan zat onal 
pe onnel w th conf gu at on management espons b l t es  system develope s].
Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng develope  secu ty test ng and evaluat on  automated mechan sms 
suppo t ng and/o  mplement ng the mon to ng of develope  ecu ty test ng and evaluat on].

Attack su faces of nfo mat on systems a e exposed a eas that make those systems mo e vulne able to cybe  attacks. Th s ncludes any 
access ble a eas whe e weaknesses o  def c enc es n nfo mat on systems ( nclud ng the ha dwa e, so twa e, and f mwa e components) 
p ov de oppo tun t es fo  adve sa es to explo t vulne ab l t es. Attack su face ev ews ensu e that develope s  ( ) analyze both des gn and 
mplementat on changes to nfo mat on systems  and ( ) m t gate attack vecto s gene ated as a esu t of the changes. Co ect on of 
dent f ed laws ncludes, fo  example, dep ecat on of un afe funct ons.

SA-
11(7)

Develope  Secu ty 
Test ng And Evaluat on - 
Ve fy Scope Of Test ng / 
Evaluat on

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to ve fy that the scope of 
secu ty te t ng/evaluat on p ov des 
complete cove age of equ ed secu ty 
cont ols at [A s gnment  o gan zat on-
def ned depth of test ng/evaluat on].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the depth of test ng/evaluat on to ensu e the scope of secu ty/test ng evaluat on p ov des complete cove age of 
equ ed secu ty cont ols  and

( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to ve fy that the scope of 
secu ty test ng/evaluat on p ov des complete cove age of equ ed secu ty cont ols at the o gan zat on-def ned depth of 
test ng/evaluat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng system develope  ecu ty test ng  
sol c tat on documentat on  acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on 
system, system component, o  nfo mat on system se v ce  system develope  secu ty test ng and evaluat on plans  system 
develope  secu ty te t ng and evaluat on esults  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th develope  secu ty test ng espons b l t es  system 
develope s  ndependent ve f cat on agent].
Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng develope  secu ty test ng and evaluat on  automated mechan sms 
suppo t ng and/o  mplement ng the mon to ng of develope  ecu ty test ng and evaluat on].

Ve fy ng that secu ty test ng/evaluat on p ov des complete cove age of equ ed secu ty cont ols can be accompl shed by a va ety of 
analyt c techn ques ang ng f om nfo mal to fo mal. Each of these techn ques p ov des an nc eas ng level of assu ance co espond ng to the 
deg ee of fo mal ty of the analys s. R go ously demonst at ng secu ty cont ol cove age at the h ghest levels of assu ance can be p ov ded by 
the use of fo mal model ng and analys s techn ques nclud ng co elat on between cont ol mplementat on and co espond ng test cases.



SA-
11(8)

Develope  Secu ty 
Test ng And Evaluat on - 
Dynam c Code Analys s

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to employ dynam c code analys s 
tools to dent fy common flaws and 
document the esults of the analys s.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to employ dynam c code analys s tools to dent fy common flaws and document the esu ts of the analys s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng system develope  ecu ty test ng  
p ocedu es add ess ng law emed at on  sol c tat on documentat on  acqu s t on documentat on  se v ce-level ag eements  
acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  system develope  secu ty test 
and evaluat on plans  secu ty test and evaluat on esu ts  secu ty flaw and emed at on t ack ng epo ts  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th develope  secu ty test ng espons b l t es  o gan zat onal 
pe onnel w th conf gu at on management espons b l t es  system develope s].
Test  SELECT FROM  O gan zat onal p ocesses fo  mon to ng develope  secu ty test ng and evaluat on  automated mechan sms 
suppo t ng and/o  mplement ng the mon to ng of develope  ecu ty test ng and evaluat on].

Dynam c code analys s p ov des un t me ve f cat on of so twa e p og ams, us ng tools capable of mon to ng p og ams fo  memo y 
co upt on, use  p v lege ssues, and othe  potent al secu ty p oblems. Dynam c code analys s employs un-t me tools to help to ensu e that 
secu ty funct onal ty pe fo ms n the manne  n wh ch t was des gned. A pec al zed type of dynam c analys s, known as fuzz test ng, 
nduces p og am fa lu es by del be ately nt oduc ng ma fo med o  andom data nto so twa e p og ams. Fuzz test ng st ateg es de ve f om 

the ntended use of appl cat ons and the funct onal and des gn spec f cat ons fo  the appl cat ons. To unde stand the scope of dynam c code 
analys s and hence the assu ance p ov ded, o gan zat ons may also cons de  conduct ng code cove age analys s (check ng the deg ee to 
wh ch the code has been tested us ng met cs such as pe cent of sub out nes tested o  pe cent of p og am statements called du ng 
execut on of the test su te) and/o  conco dance analys s (check ng fo  wo ds that a e out of place n oftwa e code uch as non Engl sh 
language wo ds o  de ogato y te m ).

SA-12 Supply Cha n P otect on

The o gan zat on p otects aga nst supply 
cha n th eats to the nfo mat on system, 
system component, o  nfo mat on 
system se v ce by employ ng 
[Ass gnment  o gan zat on-def ned 
secu ty safegua ds] as pa t of a 
comp ehens ve, defense- n-b eadth 
nfo mat on secu ty st ategy.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes secu ty safegua ds to be employed to p otect aga nst supply cha n th eats to the nfo mat on system, sy tem 
component, o  nfo mat on system se v ce  and
( ) p otects aga nst supply cha n th eats to the nfo mat on system, system component, o  nfo mat on system se v ce by 
employ ng o gan zat on-def ned secu ty safegua ds as pa t of a comp ehens ve, defense- n-b eadth nfo mat on secu ty st ategy.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng supply cha n p otect on  p ocedu es 
add ess ng the nteg at on of nfo mat on secu ty equ ements nto the acqu s t on p ocess  sol c tat on documentat on  
acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on system, system component, o  
nfo mat on system se v ce  l st of supply cha n th eats  l st of secu ty safegua ds to be taken aga nst supply cha n th eats  system 

development l fe cycle documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th supply cha n p otect on espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  def n ng safegua ds fo  and p otect ng aga nst supply cha n th eats  automated 
mechan sms suppo t ng and/o  mplement ng safegua ds fo  supply cha n th eats].

Info mat on systems ( nclud ng system components that compose those systems) need to be p otected th oughout the system development 
l fe cycle ( .e , du ng des gn, development, manufactu ng, packag ng, assembly, d st but on, system nteg at on, ope at ons, ma ntenance, 
and et ement). P otect on of o gan zat onal nfo mat on systems s accompl shed th ough th eat awa eness, by the dent f cat on, 
management, and educt on of vulne ab l t es at each phase of the l fe cycle and the use of complementa y, mutually e nfo c ng st ateg es 
to espond to sk. O gan zat ons cons de  mplement ng a standa d zed p ocess to add ess supply cha n sk w th espect to nfo mat on 
systems and system components, and to educate the acqu s t on wo kfo ce on th eats, sk, and equ ed secu ty cont ols. O gan zat ons use 
the acqu s t on/p ocu ement p ocesses to equ e supply cha n ent t es to mplement necessa y secu ty safegua ds to  ( ) educe the 
l kel hood of unautho zed mod f cat ons at each stage n the supply cha n  and ( ) p otect nfo mat on systems and nfo mat on system 
components, p o  to tak ng del ve y of such systems/components. Th s cont ol enhancement also appl es to nfo mat on system se v ces. 
Secu ty safegua ds nclude, fo  example  ( ) secu ty cont ols fo  development systems, development fac l t es, and exte nal connect ons to 
development systems  ( ) vett ng development pe sonnel  and ( ) use of tampe -ev dent packag ng du ng sh pp ng/wa ehous ng. Methods 
fo  ev ew ng and p otect ng development plans, ev dence, and documentat on a e commensu ate w th the secu ty catego y o  class f cat on 
level of the nfo mat on system. Cont acts may spec fy documentat on p otect on equ ements. Related cont ols  AT-3, CM-8, IR-4, PE-16, PL
8, SA-3, SA-4, SA-8, SA-10, SA-14, SA-15, SA 18, SA-19, SC-29, SC-30, SC-38, SI-7.

SA-12 1), SA-12 2), SA-12 5), SA-12 7), SA-12 8), SA-12 9), SA-12 10), 
SA-12 11), SA 12(12), SA-12(13), SA-12 14), SA 12(15)

NIST Spec al Publ cat on 800 161  NIST Inte agency 
Repo t 7622.

SA-
12(1)

Supply Cha n P otect on - 
Acqu s t on St ateg es / 
Tools / Methods

The o gan zat on employs [Ass gnment  
o gan zat on-def ned ta lo ed acqu s t on 
st ateg es, cont act tools, and 
p ocu ement methods] fo  the pu chase 
of the nfo mat on system, system 
component, o  nfo mat on system 

 f  l  

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the fo low ng to be employed fo  the pu chase of the nfo mat on system, system component, o  nfo mat on system 
se v ce f om suppl e s
    ta lo ed acqu s t on st ateg es
    -cont act tools
    -p ocu ement methods  and
( ) employs o gan zat on-def ned ta lo ed acqu s t on st ateg e , cont act tools, and p ocu ement methods fo  the pu cha e of the 
nfo mat on system, system component, o  nfo mat on ystem se v ce f om suppl e s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng supply cha n p otect on  p ocedu es 
add ess ng the nteg at on of nfo mat on secu ty equ ements nto the acqu s t on p ocess  p ocedu es add ess ng the 
nteg at on of acqu s t on st ateg es, cont act tools, and p ocu e methods nto the acqu s t on p ocess  sol c tat on documentat on  

acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  nfo mat on systems o  se v ces  pu chase 
o de s/ equ s t ons fo  the nfo mat on system  system component  o  nfo mat on system se v ce f om suppl e s  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th supply cha n p otect on espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  def n ng and employ ng ta lo ed acqu s t on st ateg es, cont act tool , and 
p ocu ement methods  automated mechan sms suppo t ng and/o  mplement ng the def n t on and employment of ta lo ed 
acqu s t on st ateg es, cont act tools, and p ocu ement methods].

The use of acqu s t on and p ocu ement p ocesses by o gan zat ons ea ly n the system development l fe cycle p ov des an mpo tant veh cle 
to p otect the supply cha n. O gan zat ons use ava lable a l- ou ce nte l gence analys s to nfo m the ta lo ng of acqu s t on t ateg es, tools, 
and methods. The e a e a numbe  of d ffe ent tools and techn ques ava lable (e.g , obscu ng the end use of an nfo mat on system o  system 
component, us ng bl nd o  f lte ed buy ). O gan zat ons also cons de  c eat ng ncent ves fo  suppl e s who  ( ) mplement equ ed secu ty 
safegua ds  ( ) p omote t anspa ency nto the  o gan zat onal p ocesses and secu ty p act ces  ( ) p ov de add t onal ve t ng of the 
p ocesses and secu ty p act ces of subo d nate suppl e s, c t cal nfo mat on system components, and se v ces  ( v) est ct pu chases f om 
spec f c suppl e s o  count es  and (v) p ov de cont act language ega d ng the p oh b t on of ta nted o  counte fe t components. In add t on, 
o gan zat ons cons de  m n m z ng the t me between pu chase dec s ons and equ ed del ve y to l m t oppo tun t es fo  adve sa es to 
co upt nfo mat on system components o  p oducts. F na ly, o gan zat ons can use t usted/cont o led d st but on, del ve y, and 
wa ehous ng opt ons to educe supply cha n sk (e.g., equ ng tampe -ev dent packag ng of nfo mat on system components du ng 
h   h )  R l t  t l  S 19

SA-
12(2)

Supply Cha n P otect on - 
Suppl e  Rev ews

The o gan zat on conducts a suppl e  
ev ew p o  to ente ng nto a 

cont actual ag eement to acqu e the 
nfo mat on system, system component, 

o  nfo mat on system se v ce. 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on conducts a suppl e  ev ew p o  to ente ng nto a cont actual ag eement to acqu e the nfo mat on 
system, system component, o  nfo mat on system se v ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng supply cha n p otect on  p ocedu es 
add ess ng the nteg at on of nfo mat on secu ty equ ements nto the acqu s t on p ocess  eco ds of suppl e  due d l gence 
ev ews  othe  elevant documents o  eco d ].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th supply cha n p otect on espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  conduct ng suppl e  ev ews  automated mechan sms suppo t ng and/o  
mplement ng suppl e  ev ew ].

Suppl e  ev ews nclude, fo  example  ( ) analys s of suppl e  p ocesses used to des gn, develop, test, mplement, ve fy, del ve , and suppo t 
nfo mat on systems, sy tem components, and nfo mat on system se v ces  and ( ) assessment of suppl e  t a n ng and expe ence n 

develop ng systems, components, o  se v ces w th the equ ed secu ty capab l ty. These ev ews p ov de o gan zat ons w th nc eased levels 
of v s b l ty nto suppl e  act v t es du ng the system development l fe cycle to p omote mo e effect ve supply cha n sk management. 
Suppl e  ev ews can also help to dete m ne whethe  p ma y suppl e s have secu ty safegua ds n place and a p act ce fo  vett ng 
subo d nate suppl e s, fo  example, second- and th d t e  suppl e s, and any ubcont acto s.

SA-
12(3)

Supply Cha n P otect on 
[W thd awn] - 
Inco po ated Into SA-12 
(1) [W thd awn  Inco po ated nto SA 12 

(1)].

[W thd awn  Inco po ated nto SA-12(1)].

SA-
12(4)

Supply Cha n P otect on 
[W thd awn] - 
Inco po ated Into SA-12 
(13) [W thd awn  Inco po ated nto SA 12 

(13)]. 

[W thd awn  Inco po ated nto SA-12(13 ].

SA-
12(5)

Supply Cha n P otect on - 
L m tat on Of Ha m

The o gan zat on employs [Ass gnment  
o gan zat on-def ned secu ty 
safegua ds] to l m t ha m f om potent al 
adve sa es dent fy ng and ta get ng the 
o gan zat onal supply cha n.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes secu ty safegua ds to be employed to l m t ha m f om potent al adve sa es dent fy ng and ta get ng the o gan zat onal 
supply cha n  and
( ) employs o gan zat on-def ned secu ty safegua ds to l m t ha m f om potent al adve sa es dent fy ng and ta get ng the 
o gan zat onal supply cha n.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  conf gu at on management pol cy  p ocedu es add ess ng supply 
cha n p otect on  p ocedu es add ess ng the nteg at on of nfo mat on secu ty equ ements nto the acqu s t on p ocess  
p ocedu es add ess ng the basel ne conf gu at on of the nfo mat on system  conf gu at on management plan  nfo mat on system 
des gn documentat on  nfo mat on system a ch tectu e and a soc ated conf gu at on documentat on  sol c tat on documentat on  
acqu s t on documentat on  acqu s t on cont acts fo  the nfo mat on system, sy tem component, o  nfo mat on system se v ce  
l st of secu ty safegua ds to be taken to p otect o gan zat onal supply cha n aga nst potent al supply cha n th eats  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th supply cha n p otect on espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  def n ng and employ ng safegua ds to l m t ha m f om adve sa es of the 
o gan zat onal supply cha n  automated mechan sms suppo t ng and/o  mplement ng the def n t on and employment of 
safegua ds to p otect the o gan zat onal supply cha n].

Supply cha n sk s pa t of the advanced pe s stent th eat (APT). Secu ty safegua ds and counte measu es to educe the p obab l ty of 
adve sa es successfu ly dent fy ng and ta get ng the supply cha n nclude, fo  example  ( ) avo d ng the pu chase of custom conf gu at ons to 
educe the sk of acqu ng nfo mat on systems, components, o  p oducts that have been co upted v a supply cha n act ons ta geted at 

spec f c o gan zat ons  ( ) employ ng a d ve se set of suppl e s to l m t the potent al ha m f om any g ven suppl e  n the supply cha n  ( ) 
employ ng app oved vendo  l sts w th stand ng eputat ons n ndust y, and ( v) us ng p ocu ement ca ve outs ( e., exclus ons to 
comm tments o  obl gat ons).

SA-
12(6)

Supply Cha n P otect on 
[W thd awn] - 
Inco po ated Into SA-12 
(1)

 [W thd awn  Inco po ated nto SA-12 
(1)].

[W thd awn  Inco po ated nto SA-12(1)].

SA-
12(7)

Supply Cha n P otect on - 
Assessments P o  To 
Select on / Acceptance / 
Update

The o gan zat on conducts an 
assessment of the nfo mat on system, 
system component, o  nfo mat on 
system se v ce p o  to select on, 
acceptance, o  update.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on conducts an assessment of the nfo mat on system, system component, o  nfo mat on system 
se v ce p o  to
     -select on
     -acceptance  o
     -update.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng supply cha n p otect on  p ocedu es 
add ess ng the nteg at on of nfo mat on secu ty equ ements nto the acqu s t on p ocess  secu ty test and evaluat on esults  
vulne ab l ty assessment esults  penet at on test ng esults  o gan zat onal k assessment esu ts  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th supply cha n p otect on espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  conduct ng assessments p o  to select on, acceptance, o  update  automated 
mechan sms suppo t ng and/o  mplement ng the conduct ng of assessments p o  to select on, acceptance, o  update].

Assessments nclude, fo  example, test ng, evaluat on , ev ews, and analy es. Independent, th d-pa ty ent t es o  o gan zat onal pe sonnel 
conduct assessments of systems, components, p oducts, tools, and se v ces. O gan zat ons conduct assessments to uncove  un ntent onal 
vulne ab l t es and ntent onal vulne ab l t es nclud ng, fo  example, mal c ous code, mal c ous p ocesses, defect ve softwa e, and 
counte fe ts. Assessments can nclude, fo  example, stat c analyses, dynam c analyses, s mulat ons, wh te, g ay, and black box test ng, fuzz 
test ng, penet at on test ng, and ensu ng that components o  se v ces a e genu ne (e.g , us ng tags, c yptog aph c hash ve f cat ons, o  
d g tal s gnatu es). Ev dence gene ated du ng secu ty assessments s documented fo  follow-on act ons ca ed out by o gan zat ons. Related 
cont ols  CA 2, SA 11.



SA-
12(8)

Supply Cha n P otect on - 
Use Of A l-Sou ce 
Inte l gence

The o gan zat on uses a l-sou ce 
nte l gence analys s of suppl e s and 

potent al suppl e s of the nfo mat on 
system, system component, o  
nfo mat on system se v ce.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on uses all-sou ce ntell gence analys s of
( ) suppl e s of the nfo mat on system, system component, o  nfo mat on system se v ce  and
( ) potent al suppl e s of the nfo mat on system, system component, o  nfo mat on system se v ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng supply cha n p otect on  sol c tat on 
documentat on  acqu s t on documentat on  acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on 
system se v ce  eco ds of all-sou ce ntell gence analyses  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th supply cha n p otect on espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  use of an all-sou ce analys s of suppl e s and potent al suppl e s  automated 
mechan sms suppo t ng and/o  mplement ng the use of all-sou ce analys s of suppl e s and potent al suppl e s].

A l-sou ce ntell gence analys s s employed by o gan at ons to nfo m eng nee ng, acqu s t on, and sk management dec s ons. A l-sou ce 
ntell gence cons sts of nte l gence p oducts and/o  o gan zat ons and act v t es that nco po ate all sou ces of nfo mat on, most f equently 
nclud ng human ntell gence, mage y nte l gence, measu ement and s gnatu e ntell gence, s gnals ntell gence, and open sou ce data n the 

p oduct on of f n shed ntell gence. Whe e ava lable, such nfo mat on s u ed to analyze the sk of both ntent onal and un ntent onal 
vulne ab l t es f om development, manufactu ng, and del ve y p ocesses, people, and the env onment. Th s ev ew s pe fo med on 
suppl e s at mult ple t e s n the supply cha n suff c ent to manage sks. Related cont ol  SA 15.

SA-
12(9)

Supply Cha n P otect on - 
Ope at ons Secu ty

The o gan zat on employs [Ass gnment  
o gan zat on-def ned Ope at ons Secu ty 
(OPSEC) safegua ds] n acco dance w th 
class f cat on gu des to p otect upply 
cha n- elated nfo mat on fo  the 
nfo mat on system, system component, 

o  nfo mat on system se v ce.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes Ope at ons Secu ty (OPSEC) safegua ds to be employed n acco dance w th class f cat on gu des to p otect supply cha n-
elated nfo mat on fo  the nfo mat on system, system component, o  nfo mat on system se v ce  and

( ) employs o gan zat on-def ned OPSEC safegua ds n acco dance w th class f cat on gu des to p otect supply cha n- elated 
nfo mat on fo  the nfo mat on system, system component, o  nfo mat on system se v ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng supply cha n p otect on  sol c tat on 
documentat on  acqu s t on documentat on  acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on 
system se v ce  eco ds of all-sou ce ntell gence analyses  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th supply cha n p otect on espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  def n ng and employ ng OPSEC safegua ds  automated mechan sms suppo t ng 
and/o  mplement ng the def n t on and employment of OPSEC safegua ds].

Supply cha n nfo mat on ncludes, fo  example  use  dent t es  uses fo  nfo mat on systems, nfo mat on system components, and 
nfo mat on system se v ces  suppl e  dent t es  suppl e  p ocesses  ecu ty equ ements  des gn spec f cat ons  te t ng and evaluat on 
esu ts  and system/component conf gu at ons. Th s cont ol enhancement expands the scope of OPSEC to nclude suppl e s and potent al 

suppl e s. OPSEC s a p ocess of dent fy ng c t cal nfo mat on and sub equently analyz ng f endly act ons attendant to ope at ons and 
othe  act v t es to  ( ) dent fy those act ons that can be obse ved by potent al adve sa es  ( ) dete m ne nd cato s that adve sa es m ght 
obta n that could be nte p eted o  p eced togethe  to de ve c t cal nfo mat on n su f c ent t me to cause ha m to o gan zat ons  ( ) 
mplement safegua ds o  counte measu es to el m nate o  educe to an acceptable level, explo table vulne ab l t es  and ( v) cons de  how 

agg egated nfo mat on may comp om se the conf dent al ty of use s o  uses of the supply cha n. OPSEC may equ e o gan zat ons to 
w thhold c t cal m ss on/bus ness nfo mat on f om suppl e s and may nclude the use of nte med a es to h de the end use, o  use s, of 
nfo mat on systems, sy tem components, o  nfo mat on system se v ces. Related cont ol  PE-21.

SA-
12(10
)

Supply Cha n P otect on - 
Val date As Genu ne And 
Not A te ed

The o gan zat on employs [Ass gnment  
o gan zat on-def ned secu ty 
safegua ds] to val date that the 
nfo mat on system o  system 

component ece ved s genu ne and has 
t  t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes secu ty safegua ds to be employed to val date that the nfo mat on system o  system component ece ved s genu ne 
and has not been a te ed  and
( ) employs o gan zat on-def ned secu ty safegua ds to val date that the nfo mat on system o  system components ece ved s 
genu ne and has not been alte ed.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng supply cha n p otect on  p ocedu es 
add ess the nteg at on of nfo mat on secu ty equ ements nto the acqu s t on p ocess  sol c tat on documentat on  acqu s t on 
documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on 
system se v ce  ev dent a y documentat on ( nclud ng appl cable conf gu at ons) nd cat ng the nfo mat on system, system 
component, o  nfo mat on system se v ce a e genu ne and have not been alte ed  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th supply cha n p otect on espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  def n ng and employ ng val dat on safegua ds  automated mechan sms 
suppo t ng and/o  mplement ng the def n t on and employment of val dat on safegua ds].

Fo  some nfo mat on system components, espec ally ha dwa e, the e a e techn cal means to help dete m ne f the components a e genu ne 
o  have been alte ed. Secu ty safegua ds used to val date the authent c ty of nfo mat on systems and nfo mat on system components 
nclude, fo  example, opt cal/nanotechnology tagg ng and s de-channel analys s. Fo  ha dwa e, deta led b ll of mate al nfo mat on can 

h hl ht th  l t  th  l  l t  th t  t  l t

SA-
12(11
)

Supply Cha n P otect on - 
Penet at on Test ng / 
Analys s Of Elements  
P ocesses  And Acto s

The o gan zat on employs Select on 
(one o  mo e)  o gan zat onal analys s, 
ndependent th d-pa ty analys s, 

o gan zat onal penet at on test ng, 
ndependent th d-pa ty penet at on 

test ng] of [Ass gnment  o gan zat on-
def ned supply cha n elements, 
p ocesses, and acto s] assoc ated w th 
the nfo mat on ystem, system 
component, o  nfo mat on system 
se v ce.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes supply cha n
    -elements to be analyzed and/o  tested
    -p ocesses to be analyzed and/o  tested
    -acto s to be analy ed and/o  tested
( ) employs one o  mo e of the follow ng to analyze and/o  test o gan zat on-def ned supply cha n elements, p ocesses, and acto s 
assoc ated w th the nfo mat on system, system component, o  nfo mat on system se v ce
    -o gan zat onal analys s
    - ndependent th d pa ty analys s
    -o gan zat onal penet at on test ng  and/o
    - ndependent th d-pa ty penet at on test ng.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng supply cha n p otect on  ev dence of 
o gan zat onal analys s, ndependent th d-pa ty analys s, o gan zat onal penet at on test ng, and/o  ndependent th d-pa ty 
penet at on test ng  l st of supply cha n elements, p ocesses, and acto s (a soc ated w th the nfo mat on system, system 
component, o  nfo mat on system se v ce) subject to analys s and/o  test ng  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th supply cha n p otect on espons b l t es  o gan zat onal 
pe onnel w th espons b l t es fo  analyz ng and/o  test ng supply cha n elements, p ocesse , and acto s].
Test  SELECT FROM  O gan zat onal p ocesses fo  def n ng and employ ng methods of analys s/test ng of supply cha n elements, 
p ocesses, and acto s  automated mechan sms suppo t ng and/o  mplement ng the analys /test ng of supply cha n elements, 
p ocesses, and acto s].

Th s cont ol enhancement add esses analys s and/o  test ng of the supply cha n, not ust del ve ed tem . Supply cha n elements a e 
nfo mat on technology p oducts o  p oduct components that conta n p og ammable log c and that a e c t ca ly mpo tant to nfo mat on 

system funct ons. Supply cha n p ocesses nclude, fo  example  ( ) ha dwa e, oftwa e, and f mwa e development p ocesses  ( ) 
sh pp ng/handl ng p ocedu es  ( ) pe sonnel and phys cal secu ty p og ams  ( v) conf gu at on management tools/measu es to ma nta n 
p ovenance  o  (v) any othe  p og ams, p ocesses, o  p ocedu es assoc ated w th the p oduct on/d st but on of supply cha n elements. 
Supply cha n acto s a e nd v duals w th spec f c oles and espons b l t es n the supply cha n. The ev dence gene ated du ng analyses and 
test ng of supply cha n elements, p ocesses, and acto s s documented and used to nfo m o gan zat onal sk management act v t es and 
dec s ons. Related cont ol  RA 5.

SA-
12(12
)

Supply Cha n P otect on - 
Inte O gan zat onal 
Ag eements

The o gan zat on establ shes nte -
o gan zat onal ag eements and 
p ocedu es w th ent t es nvolved n the 
supply cha n fo  the nfo mat on system, 
system component, o  nfo mat on 
system se v ce.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on establ shes, w th ent t es nvolved n the supply cha n fo  the nfo mat on system, system 
component, o  nfo mat on system se v ce
    - nte -o gan zat onal ag eements  and
    - nte -o gan zat onal p ocedu es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng supply cha n p otect on  acqu s t on 
documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on 
system se v ce  nte -o gan zat onal ag eements and p ocedu es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th supply cha n p otect on espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  establ sh ng nte -o gan zat onal ag eements and p ocedu es w th supply cha n 
ent t es].

The establ shment of nte -o gan zat onal ag eements and p ocedu es p ov des fo  not f cat on of supply cha n comp om ses. Ea ly 
not f cat on of supply cha n comp om ses that can potent a ly adve sely affect o  have adve sely a fected o gan zat onal nfo mat on systems, 
nclud ng c t cal system components, s essent al fo  o gan zat ons to p ov de app op ate esponses to such nc dents.

SA-
12(13
)

Supply Cha n P otect on - 
C t cal Info mat on 
System Components

The o gan zat on employs [Ass gnment  
o gan zat on-def ned secu ty 
safegua ds] to ensu e an adequate 
supply of [Ass gnment  o gan zat on-
def ned c t cal nfo mat on system 
components].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes c t cal nfo mat on system components fo  wh ch secu ty safegua ds a e to be employed to ensu e an adequate supply 
of such components
( ) def nes secu ty safegua ds to be employed to ensu e an adequate supply of o gan zat on-def ned c t cal nfo mat on 
components  and
( ) employs o gan zat on-def ned secu ty safegua ds to ensu e an adequate supply of o gan zat on-def ned c t cal nfo mat on 
system components.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng supply cha n p otect on  phys cal 
nvento y of c t cal nfo mat on system components  nvento y eco ds of c t cal nfo mat on system components  l st of secu ty 

safegua ds ensu ng adequate supply of c t cal nfo mat on sy tem components  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th supply cha n p otect on espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  def n ng and employ ng secu ty safegua ds to ensu e an adequate supply of 
c t cal nfo mat on system components  automated mechan sms suppo t ng and/o  mplement ng the secu ty safegua ds that 
ensu e an adequate supply of c t cal nfo mat on system components].

Adve sa es can attempt to mpede o gan zat onal ope at ons by d s upt ng the supply of c t cal nfo mat on system components o  
co upt ng suppl e  ope at ons. Safegua ds to ensu e adequate suppl es of c t cal nfo mat on system components nclude, fo  example  ( ) 
the use of mult ple suppl e s th oughout the supply cha n fo  the dent f ed c t cal components  and ( ) stockp l ng of spa e components to 
ensu e ope at on du ng m ss on-c t cal t mes.

SA-
12(14
)

Supply Cha n P otect on - 
Ident ty And T aceab l ty

The o gan zat on establ shes and eta ns 
un que dent f cat on of [Ass gnment  
o gan zat on-def ned supply cha n 
elements, p ocesses, and acto s] fo  the 
nfo mat on system, system component, 

o  nfo mat on system se v ce.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the fo low ng fo  the establ shment and etent on of un que dent f cat on
    -supply cha n elements
    -supply cha n p ocesses
    -supply cha n acto s  and
( ) establ shes and eta ns un que dent f cat on of o gan zat on-def ned supply cha n elements, p ocesses, and acto s fo  the 
nfo mat on system, system component, o  nfo mat on ystem se v ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng supply cha n p otect on  p ocedu es 
add ess ng the nteg at on of nfo mat on secu ty equ ements nto the acqu s t on p ocess  l st of supply cha n elements, 
p ocesses, and acto s (assoc ated w th the nfo mat on system, system component, o  nfo mat on system se v ce) equ ng 
mplementat on of un que dent f cat on p ocesses, p ocedu es, tools, mechan sms, equ pment, techn ques and/o  conf gu at ons  

othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th supply cha n p otect on espons b l t es  o gan zat onal 
pe onnel w th espons b l t es fo  e tabl sh ng and eta n ng un que dent f cat on of supply cha n element , p ocesses, and acto s].
Test  SELECT FROM  O gan zat onal p ocesses fo  def n ng, establ sh ng, and eta n ng un que dent f cat on fo  supply cha n 
elements, p ocesses, and acto s  automated mechan sms suppo t ng and/o  mplement ng the def n t on, establ shment, and 
etent on of un que dent f cat on fo  supply cha n elements, p ocesses, and acto s].

Know ng who and what s n the supply cha ns of o gan zat ons s c t cal to ga n ng v s b l ty nto what s happen ng w th n such supply 
cha ns, as we l as mon to ng and dent fy ng h gh- sk events and act v t es. W thout easonable v s b l ty and t aceab l ty nto supply cha ns 
( e., elements, p oce ses, and acto ), t s ve y d ff cu t fo  o gan zat ons to unde stand and the efo e manage sk, and to educe the 
l kel hood of adve se events. Un quely dent fy ng acqu e  and nteg ato  oles, o gan zat ons, pe sonnel, m ss on and element p ocesses, 
test ng and evaluat on p ocedu es, del ve y mechan sms, suppo t mechan sms, commun cat ons/del ve y paths, and d sposal/f nal 
d spos t on act v t es as well as the components and tools used, e tabl shes a foundat onal dent ty st uctu e fo  assessment of supply cha n 
act v t es. Fo  example, label ng (us ng se al numbe s) and tagg ng (us ng ad o f equency dent f cat on [RFID] tags) nd v dual supply cha n 
elements nclud ng softwa e packages, modules, and ha dwa e dev ces, and p ocesses assoc ated w th those elements can be used fo  th s 
pu pose. Ident f cat on methods a e su f c ent to suppo t the p ovenance n the event of a supply cha n ssue o  adve se supply cha n event.



SA-
12(15
)

Supply Cha n P otect on - 
P ocesses To Add ess 
Weaknesses O  
Def c enc es

The o gan zat on establ shes a p ocess to 
add ess weaknesses o  def c enc es n 
supply cha n elements dent f ed du ng 
ndependent o  o gan zat onal 

assessments of such elements.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on establ shes a p ocess to add ess weaknesses o  def c enc es n supply cha n elements dent f ed 
du ng ndependent o  o gan zat onal assessments of such elements.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng supply cha n p otect on  p ocedu es 
add ess ng weaknesses o  def c enc es n supply cha n elements  esults of ndependent o  o gan zat onal assessments of supply 
cha n cont ols and p ocesses  acqu s t on cont acts, se v ce-level ag eements  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th supply cha n p otect on espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  add ess ng weaknesses o  def c enc es n supply cha n elements  automated 
mechan sms suppo t ng and/o  mplement ng the add ess ng of weaknesses o  def c enc es n supply cha n elements].

Ev dence gene ated du ng ndependent o  o gan zat onal assessments of supply cha n elements (e g., penet at on test ng, aud ts, 
ve f cat on/val dat on act v t es) s documented and used n fo low-on p ocesses mplemented by o gan zat ons to espond to the sks 
elated to the dent f ed weaknesses and def c enc es. Supply cha n elements nclude, fo  example, suppl e  development p ocesses and 

suppl e  d st but on ystems.

SA-13 T ustwo th ness

The o gan zat on
a. Desc bes the t u two th ness equ ed 
n the [Ass gnment  o gan zat on-def ned 
nfo mat on system, nfo mat on system 

component, o  nfo mat on system 
se v ce] suppo t ng ts c t cal 
m ss ons/bus ness funct ons  and
b. Implements [Ass gnment  o gan zat on
def ned assu ance ove lay] to ach eve 
such t ustwo th ness.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on system, system component, o  nfo mat on system se v ce fo  wh ch the t ustwo th ness equ ed s to be 
desc bed
( ) desc bes the t ustwo th ness equ ed n o gan zat on-def ned nfo mat on system, nfo mat on system component, o  
nfo mat on system se v ce suppo t ng ts c t cal m ss on/bus ness funct ons

( ) def nes an assu ance ove lay to be mplemented to ach eve such t ustwo th ness  and
( v) o gan zat on mplements the o gan zat on-def ned assu ance ove lay to ach eve such t ustwo th ness.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng t ustwo th ness equ ements fo  the 
nfo mat on system, system component, o  nfo mat on ystem se v ce  secu ty plan  nfo mat on system des gn documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  secu ty catego zat on documentat on/ esults  secu ty 

autho zat on package fo  the nfo mat on system, system component, o  nfo mat on system se v ce  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  autho z ng o f c a ].

Th s cont ol helps o gan zat ons to make expl c t t ustwo th ness dec s ons when des gn ng, develop ng, and mplement ng nfo mat on 
systems that a e needed to conduct c t cal o gan zat onal m ss ons/bus ness funct on . T ustwo th ness s a cha acte st c/p ope ty of an 
nfo mat on system that exp esses the deg ee to wh ch the system can be expected to p ese ve the conf dent al ty, nteg ty, and ava lab l ty 

of the nfo mat on t p ocesse , sto es, o  t ansm ts.  T u two thy nfo mat on systems a e systems that a e capable of be ng t usted to 
ope ate w th n def ned levels of sk desp te the env onmental d s upt ons, human e o s, and pu poseful attacks that a e expected to occu  
n the spec f ed env onments of ope at on. T ustwo thy systems a e mpo tant to m ss on/bus ness success. Two facto s a fect ng the 

t ustwo th ness of nfo mat on systems nclude  ( ) secu ty funct onal ty ( e , the secu ty featu es, funct ons, and/o  mechan sms employed 
w th n the system and ts env onment of ope at on)  and ( ) secu ty assu ance ( .e., the g ounds fo  conf dence that the secu ty 
funct onal ty s effect ve n ts appl cat on). Develope s, mplemente s, ope ato s, and ma nta ne s of o gan zat onal nfo mat on systems can 
nc ea e the level of assu ance (and t ustwo th ness), fo  example, by employ ng we l-def ned secu ty pol cy models, st uctu ed and go ous 

ha dwa e, softwa e, and f mwa e development techn ques, sound system/secu ty eng nee ng p nc ples, and secu e conf gu at on sett ngs 
(def ned by a set of assu ance- elated secu ty cont ols n Append x E).
Assu ance s also based on the assessment of ev dence p oduced du ng the system development l fe cycle. C t cal m ss ons/bus ness 
funct ons a e suppo ted by h gh- mpact systems and the as oc ated assu ance equ ements fo  such sy tems. The add t onal assu ance 
cont ols n Table E-4 n Append x E (des gnated as opt onal) can be used to develop and mplement h gh-assu ance solut ons fo  spec f c 
nfo mat on systems and system components us ng the concept of ove lays desc bed n Append x I. O gan zat ons select assu ance ove lays 

that have been developed, val dated, and app oved fo  commun ty adopt on (e g., c o s-o gan zat on, gove nmentw de), l m t ng the 
development of such ove lays on an o gan zat on-by-o gan zat on bas s. O gan zat ons can conduct c t cal ty analyses as desc bed n SA-14, 
to dete m ne the nfo mat on systems, system components, o  nfo mat on system se v ces that equ e h gh-assu ance solut ons. 
T ustwo th ness equ ements and assu ance ove lays can be desc bed n the secu ty plans fo  o gan zat onal nfo mat on systems. Related 
cont ols  RA 2, SA-4, SA-8, SA-14, SC-3. None

F PS Publ cat ons 199, 200  N ST Spec al Publ cat ons 800-
53, 800-53A, 800-60, 800-64.

SA-14 C t cal ty Analys s

The o gan zat on dent f es c t cal 
nfo mat on system components and 

funct ons by pe fo m ng a c t cal ty 
analys s fo  [Ass gnment  o gan zat on-
def ned nfo mat on systems, 
nfo mat on system components, o  
nfo mat on system se v ces] at 

[Ass gnment  o gan zat on-def ned 
dec s on po nts n the system 

l t l f  l ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on systems, nfo mat on ystem components, o  nfo mat on system e v ces equ ng a c t cal ty analys s to 
dent fy c t cal nfo mat on system components and funct ons

( ) def nes dec s on po nts n the system development l fe cycle when a c t cal ty analys s s to be pe fo med fo  o gan zat on-
def ned nfo mat on systems, nfo mat on system components, o  nfo mat on system se v ces  and
( ) dent f es c t cal nfo mat on system components and funct ons by pe fo m ng a c t cal ty analys s fo  o gan zat on-def ned 
nfo mat on systems, nfo mat on system component , o  nfo mat on system se v ces at o gan zat on-def ned dec s ons po nts n 

the system development l fe cycle.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng c t cal ty analys s equ ements fo  
nfo mat on systems, secu ty plan  cont ngency plan  l st of nfo mat on systems, nfo mat on ystem components, o  nfo mat on 

system se v ces equ ng c t cal ty analyses  l st of c t cal nfo mat on system components and funct ons dent f ed by c t cal ty 
analyses  c t cal ty analys s documentat on  bus ness mpact analys s documentat on  system development l fe cycle 
documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th espons b l t es fo  pe fo m ng c t cal ty analys s fo  the 
nfo mat on system].

C t cal ty analys s s a key tenet of supply cha n sk management and nfo ms the p o t zat on of supply cha n p otect on act v t es such as 
attack su face educt on, u e of all-sou ce ntell gence, and ta lo ed acqu s t on st ateg es. Info mat on system eng nee s can conduct an end-
to-end funct onal decompos t on of an nfo mat on system to dent fy m ss on-c t cal funct ons and components. The funct onal 
decompos t on ncludes the dent f cat on of co e o gan zat onal m ss ons suppo ted by the ystem, decompos t on nto the spec f c funct ons 
to pe fo m those m ss ons, and t aceab l ty to the ha dwa e, so twa e, and f mwa e components that mplement those funct ons, nclud ng 
when the funct ons a e sha ed by many components w th n and beyond the nfo mat on system bounda y. Info mat on system components 
that allow fo  unmed ated access to c t cal components o  funct ons a e cons de ed c t cal due to the nhe ent vulne ab l t es such 
components c eate. C t cal ty s assessed n te ms of the mpact of the funct on o  component fa lu e on the ab l ty of the component to 
complete the o gan zat onal m ss ons suppo ted by the nfo mat on system. A c t cal ty analys s s pe fo med wheneve  an a ch tectu e o  
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C t cal Info mat on 
System Components 
[W thd awn] - 
Inco po ated Into SA-20

[W th  I t  t  S 20]

[W thd awn  Inco po ated nto SA-20].

SA-15
Development P ocess, 
Standa ds, and Tools

The o gan zat on
a. Requ es the develope  of the 
nfo mat on system, system component, 

o  nfo mat on system se v ce to follow a 
documented development p ocess that
1. Expl c tly add esses secu ty 
equ ements

2. Ident f es the standa ds and tools used 
n the development p ocess

3. Documents the spec f c tool opt ons 
and tool conf gu at ons u ed n the 
development p ocess  and
4. Documents, manages, and ensu es the 
nteg ty of changes to the p ocess 

and/o  tools used n development  and
b. Rev ews the development p ocess, 
standa ds, tools, and tool 
opt ons conf gu at ons [Ass gnment  
o gan zat on-def ned f equency] to 
dete m ne f the p ocess, standa ds, 
tools, and tool opt ons/conf gu at ons 
selected and employed can sat sfy 
[Ass gnment  o gan zat on-def ned 
secu ty equ ements].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to follow a documented 
development p ocess that
    -expl c tly add esses secu ty equ ements
    - dent f es the standa ds and tools used n the development p oce s
    -documents the spec f c tool opt ons used n the development p ocess
    -documents the spec f c tool conf gu at ons used n the development p ocess
    -documents changes to the p ocess and/o  tools used n the development
    -manages changes to the p ocess and/o  tools used n the development
    -ensu es the nteg ty of changes to the p ocess and/o  tools used n the development
( ) def nes a f equency to ev ew the development p ocess, standa ds, tools, and tool opt ons/conf gu at ons
( ) def nes secu ty equ ements to be sat sf ed by the p oces , standa ds, tools, and tool opt on/conf gu at ons selected and 
employed  and
( v) ev ews the development p ocess w th the o gan zat on-def ned f equency to dete m ne f the p ocess selected and employed 
can sat sfy o gan zat on-def ned secu ty equ ements
(v) ev ews the development standa ds w th the o gan zat on-def ned f equency to dete m ne f the standa ds selected and 
employed can sat sfy o gan zat on-def ned secu ty equ ements
(v ) ev ews the development tools w th the o gan zat on-def ned f equency to dete m ne f the tools selected and employed can 
sat sfy o gan zat on-def ned secu ty equ ements  and
(v ) ev ews the development tool opt ons/conf gu at ons w th the o gan zat on-def ned f equency to dete m ne f the tool 
opt ons/conf gu at ons selected and employed can sat sfy o gan zat on-def ned secu ty equ ements.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng development p ocess, standa ds, and 
tools  p ocedu es add ess ng the nteg at on of ecu ty equ ements du ng the development p ocess  sol c tat on 
documentat on  acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on system, system 

            

Development tools nclude, fo  example, p og amm ng languages and compute -a ded des gn (CAD) systems. Rev ews of development 
p ocesses can nclude, fo  example, the use of matu ty models to dete m ne the potent al effect veness of such p ocesses. Ma nta n ng the 
nteg ty of changes to tools and p ocesses enables accu ate supply cha n sk assessment and m t gat on, and equ es obust conf gu at on 

cont ol th oughout the l fe cycle ( nclud ng des gn, development, t anspo t, del ve y, nteg at on, and ma ntenance) to t ack autho zed 
changes and p event unautho zed changes. Related cont ols  SA-3, SA-8.

SA-15 1), SA-15 2), SA-15 3), SA-15(4), SA-15 5), SA-15 6), SA-15 7), 
SA-15 8), SA-15 9), SA-15 10), SA 15(11) None

SA-
15(1)

Development P ocess  
Standa ds  And Tools - 
Qual ty Met cs The o gan zat on equ es the develope  

of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to
(a) Def ne qual ty met cs at the 
beg nn ng of the development p ocess  
and
(b) P ov de ev dence of meet ng the 
qual ty met cs Select on (one o  mo e)  
[Ass gnment  o gan zat on-def ned 
f equency]  [Ass gnment  o gan zat on-
def ned p og am ev ew m lestones]  
upon del ve y].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to def ne qual ty met cs at 
the beg nn ng of the development p ocess
( ) def nes a f equency to p ov de ev dence of meet ng the qual ty met cs
( ) def nes p og am ev ew m lestones to p ov de ev dence of meet ng the qual ty met cs
( v) equ es the develope  of the nfo mat on system, system component, o  nfo mat on sy tem se v ce to p ov de ev dence of 
meet ng the qual ty met cs one o  mo e of the fo low ng
    -w th the o gan zat on-def ned f equency
    - n acco dance w th the o gan zat on-def ned p og am ev ew m lestones  and/o
    -upon del ve y of the nfo mat on system, ystem component, o  nfo mat on system se v ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng development p ocess, standa ds, and 
tools  p ocedu es add ess ng the nteg at on of ecu ty equ ements nto the acqu s t on p ocess  sol c tat on documentat on  
acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on system, system component, o  
nfo mat on system se v ce  l st of qual ty met cs  documentat on ev dence of meet ng qual ty met cs  othe  elevant documents 

o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system develope ].

O gan zat ons use qual ty met cs to establ sh m n mum acceptable levels of nfo mat on system qual ty. Met cs may nclude qual ty gates 
wh ch a e collect ons of complet on c te a o  suff c ency standa ds ep esent ng the sat sfacto y execut on of pa t cula  phases of the 
system development p o ect. A qual ty gate, fo  example, may equ e the el m nat on of all comp le  wa n ngs o  an expl c t dete m nat on 
that the wa n ngs have no mpact on the e fect veness of equ ed secu ty capab l t es. Du ng the execut on phases of development p ojects  
qual ty gates p ov de clea , unamb guous nd cat ons of p og ess. Othe  met cs apply to the ent e development p o ect. These met cs can 
nclude def n ng the seve ty th esholds of vulne ab l t es, fo  example, equ ng no known vulne ab l t es n the del ve ed nfo mat on system 

w th a Common Vulne ab l ty Sco ng System (CVSS) seve ty of Med um o  H gh.

SA-
15(2)

Development P ocess  
Standa ds  And Tools - 
Secu ty T ack ng Tools

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to select and employ a secu ty 
t ack ng tool fo  use du ng the 
development p ocess.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to select and employ a secu ty t ack ng tool fo  use du ng the development p ocess.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng development p ocess, standa ds, and 
tools  p ocedu es add ess ng the nteg at on of ecu ty equ ements nto the acqu s t on p ocess  sol c tat on documentat on  
acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on system, system component, o  
nfo mat on system se v ce  l st of qual ty met cs  documentat on ev dence of meet ng qual ty met cs  othe  elevant documents 

o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system develope ].

Info mat on system development teams select and deploy secu ty t ack ng tools, nclud ng, fo  example, vulne ab l ty wo k tem t ack ng 
systems that fac l tate a s gnment, so t ng, f te ng, and t ack ng of completed wo k tems o  tasks assoc ated w th system development 
p ocesses.

SA-
15(3)

Development P ocess  
Standa ds  And Tools - 
C t cal ty Analys s

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to pe fo m a c t cal ty analys s at 
[Ass gnment  o gan zat on-def ned 
b eadth/depth] and at [Ass gnment  
o gan zat on-def ned dec s on po nts n 
the system development l fe cycle].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the b eadth of c t cal ty analys s to be pe fo med by the develope  of the nfo mat on system, system component, o  
nfo mat on system se v ce

( ) def nes the depth of c t cal ty analys s to be pe fo med by the develope  of the nfo mat on system, system component, o  
nfo mat on system se v ce

( ) def nes dec s on po nts n the sy tem development l fe cycle when a c t cal ty analys s s to be pe fo med fo  the nfo mat on 
system, system component, o  nfo mat on system se v ce  and
( v) equ es the develope  of the nfo mat on system, system component, o  nfo mat on sy tem se v ce to pe fo m a c t cal ty 
analys s at the o gan zat on-def ned b eadth/depth and at o gan zat on-def ned dec s on po nts n the system development l fe 
cycle.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng development p ocess, standa ds, and 
tools  p ocedu es add ess ng c t cal ty analys s equ ements fo  the nfo mat on system, system component, o  nfo mat on 
system se v ce  sol c tat on documentat on  acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the 
nfo mat on system, system component, o  nfo mat on ystem se v ce  c t cal ty analys s documentat on  bus ness mpact 

analys s documentat on  softwa e development l fe cycle documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel espons b l ty fo  pe fo m ng c t cal ty analys s  system 
develope ].
Test  SELECT FROM  O gan zat onal p ocesses fo  pe fo m ng c t cal ty analys s  automated mechan sms suppo t ng and/o  
mplement ng c t cal ty analys s].

Th s cont ol enhancement p ov des develope  nput to the c t cal ty analys s pe fo med by o gan zat ons n SA-14. Develope  nput s 
essent al to uch analys s because o gan zat ons may not have access to deta led des gn documentat on fo  nfo mat on system components 
that a e developed as comme c al o f-the-shelf (COTS) nfo mat on technology p oducts (e.g , funct onal spec f cat ons, h gh-level des gns, 
low-level des gns, and sou ce code/ha dwa e schemat cs). Related cont ols  SA-4, SA-14.



SA-
15(4)

Development P ocess  
Standa ds  And Tools - 
Th eat Model ng / 
Vulne ab l ty Analys s

The o gan zat on equ es that 
develope s pe fo m th eat model ng and 
a vulne ab l ty analys s fo  the 
nfo mat on system at [Ass gnment  

o gan zat on-def ned b eadth/depth] 
that
(a) Uses [A s gnment  o gan zat on-
def ned nfo mat on conce n ng mpact, 
env onment of ope at ons, known o  
assumed th eats, and acceptable sk 
level ]
(b) Employs [Ass gnment  o gan zat on-
def ned tools and methods]  and
(c) P oduces ev dence that meets 
[Ass gnment  o gan zat on-def ned 
acceptance c te a].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the b eadth of th eat model ng and vulne ab l ty analys s to be pe fo med by develope s fo  the nfo mat on system
( ) def nes the depth of th eat model ng and vulne ab l ty analys s to be pe fo med by develope s fo  the nfo mat on system
( ) def nes nfo mat on conce n ng mpact, env onment of ope at ons, known o  assumed th eats, and acceptable sk levels to be 
used n th eat model ng and vulne ab l ty analys s
( v) def nes tools and methods to be employed n th eat model ng and vulne ab l ty analys s
(v) def nes acceptance c te a fo  ev dence p oduced f om th eat model ng and vulne ab l ty analys s
(v ) equ es that develope s pe fo m th eat model ng and a vulne ab l ty analys s fo  the nfo mat on system at the o gan zat on-
def ned b eadth/depth that
    -uses o gan zat on-def ned nfo mat on conce n ng mpact, env onment of ope at ons, known o  assumed th eat , and 
acceptable sk levels
    -employs o gan zat on-def ned tools and methods  and
    -p oduces ev dence that meets o gan zat on-def ned acceptance c te a.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng development p ocess, standa ds, and 
tools  ol c tat on documentat on  acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on 
system, system component, o  nfo mat on system se v ce  th eat model ng documentat on  vulne ab l ty analys s esults  
o gan zat onal sk assessments  acceptance c te a fo  ev dence p oduced f om th eat model ng and vulne ab l ty analys s  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system develope ].
Test  SELECT FROM  O gan zat onal p ocesses fo  pe fo m ng development th eat model ng and vulne ab l ty analys s  automated 
mechan sms suppo t ng and/o  mplement ng development th eat model ng and vulne ab l ty analys s].

Related cont ol  SA-4.

SA-
15(5)

Development P ocess  
Standa ds  And Tools - 
Attack Su face Reduct on

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to educe attack su faces to 
[Ass gnment  o gan zat on-def ned 
th esholds].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes th esholds to wh ch attack su faces a e to be educed  and
( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to educe attack u faces 
to o gan zat on-def ned th esholds.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng development p ocess, standa ds, and 
tools  p ocedu es add ess ng attack su face educt on  sol c tat on documentat on  acqu s t on documentat on  se v ce level 
ag eements  acqu s t on cont acts fo  the nfo mat on system, o  nfo mat on sy tem se v ce  nfo mat on system des gn 
documentat on  netwo k d ag am  nfo mat on system conf gu at on sett ngs and assoc ated documentat on 
establ sh ng/enfo c ng o gan zat on-def ned th esholds fo  educ ng a tack su faces  l st of est cted po ts, p otocols, funct ons and 
se v ces  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel espons b l ty fo  attack su face educt on th esholds  system 
develope ].
Test  SELECT FROM  O gan zat onal p ocesses fo  def n ng attack su face educt on th esholds].

Attack su face educt on s closely al gned w th develope  th eat and vulne ab l ty analyses and nfo mat on system a ch tectu e and des gn. 
Attack su face educt on s a means of educ ng sk to o gan zat ons by g v ng attacke s less oppo tun ty to explo t weaknes es o  
def c enc es ( .e , potent al vulne ab l t es) w th n nfo mat on systems, nfo mat on system components, and nfo mat on system se v ces. 
Attack su face educt on ncludes, fo  example, apply ng the p nc ple of least p v lege, employ ng laye ed defenses, apply ng the p nc ple of 
least funct onal ty ( e., est ct ng po ts, p otocols, funct ons, and se v ces), dep ecat ng unsafe funct ons, and el m nat ng appl cat on 
p og amm ng nte faces (APIs) that a e vulne able to cybe  attacks. Related cont ol  CM 7.

SA-
15(6)

Development P ocess  
Standa ds  And Tools - 
Cont nuous Imp ovement

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to mplement an expl c t p ocess 
to cont nuously mp ove the 

l t 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to mplement an expl c t p ocess to cont nuously mp ove the development p ocess.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng development p ocess, standa ds, and 
tools  ol c tat on documentat on  acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on 
system, system component, o  nfo mat on system se v ce  qual ty goals and met cs fo  mp ov ng system development p ocess  
secu ty assessments and/o  qual ty cont ol ev ews of system development p ocess  plans of act on and m lestones fo  mp ov ng 
system development p ocess  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system develope ].

Develope s of nfo mat on ystems, nfo mat on system components, and nfo mat on system se v ces cons de  the effect veness/eff c ency 
f t l t  f  t  l t  t    t  l t   t th t t

SA-
15(7)

Development P ocess  
Standa ds  And Tools - 
Automated Vulne ab l ty 
Analys s

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to
(a) Pe fo m an automated vulne ab l ty 
analys s us ng [Ass gnment  o gan zat on-
def ned tools]
(b) Dete m ne the explo tat on potent al 
fo  d scove ed vulne ab l t es
(c) Dete m ne potent al sk m t gat ons 
fo  del ve ed vulne ab l t es  and
(d) Del ve  the outputs of the tools and 
esults of the analys s to [Ass gnment  

o gan zat on-def ned pe sonnel o  oles].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes tools to be used to pe fo m automated vulne ab l ty analys s of the nfo mat on system, system component, o  
nfo mat on system se v ce

( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to pe fo m an automated 
vulne ab l ty analys s us ng o gan zat on-def ned tools
( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to dete m ne the 
explo tat on potent al fo  d scove ed vulne ab l t es
( v) equ es the develope  of the nfo mat on system, system component, o  nfo mat on sy tem se v ce to dete m ne potent al 

sk m t gat ons fo  del ve ed vulne ab l t es
(v) def nes pe sonnel o  oles to whom the output of the tools and esu ts of the analys s a e to be del ve ed  and
(v ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on sy tem se v ce to del ve  the outputs of 
the tools and esu ts of the analys s to o gan zat on-def ned pe sonnel o  oles.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng development p ocess, standa ds, and 
tools  ol c tat on documentat on  acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on 
system, system component, o  nfo mat on system se v ce  vulne ab l ty analys s tools and assoc ated documentat on  sk 
assessment epo ts  vulne ab l ty analys s esults  vulne ab l ty m t gat on epo ts  sk m t gat on t ategy documentat on  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system develope  o gan zat onal pe sonnel pe fo m ng automated vulne ab l ty analys s 
on the nfo mat on system].
Test  SELECT FROM  O gan zat onal p ocesses fo  vulne ab l ty analys s of nfo mat on systems, system component , o  
nfo mat on system se v ces unde  development  automated mechan sms suppo t ng and/o  mplement ng vulne ab l ty analys s of 
nfo mat on systems, system components, o  nfo mat on system se v ces unde  development].

Related cont ol  RA-5.

SA-
15(8)

Development P ocess  
Standa ds  And Tools - 
Reuse Of Th eat / 
Vulne ab l ty Info mat on

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to use th eat model ng and 
vulne ab l ty analyses f om s m la  
systems, components, o  se v ces to 
nfo m the cu ent development p ocess.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to use th eat model ng and vulne ab l ty analyses f om s m la  systems, components, o  se v ces to nfo m the cu ent 
development p ocess.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng development p ocess, standa ds, and 
tools  ol c tat on documentat on  acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on 
system, system component, o  nfo mat on system se v ce  th eat model ng and vulne ab l ty analyses f om s m la  nfo mat on 
systems, ystem components, o  nfo mat on system e v ce  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system develope ].

Analys s of vulne ab l t es found n s m la  so twa e appl cat ons can nfo m potent al des gn o  mplementat on ssues fo  nfo mat on 
systems unde  development. S m la  nfo mat on systems o  system components may ex st w th n develope  o gan zat ons. Autho tat ve 
vulne ab l ty nfo mat on s ava lable f om a va ety of publ c and p vate secto  sou ces nclud ng, fo  example, the Nat onal Vulne ab l ty 
Database.

SA-
15(9)

Development P ocess  
Standa ds  And Tools - 
Use Of L ve Data

The o gan zat on app oves, documents, 
and cont ols the use of l ve data n 
development and test env onments fo  
the nfo mat on ystem, system 
component, o  nfo mat on system 
se v ce.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on, fo  the nfo mat on ystem, system component, o  nfo mat on system se v ce
( ) app oves the use of l ve data n development and test env onments
( ) documents the use of l ve data n development and test env onments  and
( ) cont ols the use of l ve data n development and test env onments.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng development p ocess, standa ds, and 
tools  ol c tat on documentat on  acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on 
system, system component, o  nfo mat on system se v ce  nfo mat on system des gn documentat on  nfo mat on sy tem 
conf gu at on se t ngs and assoc ated documentat on  documentat on autho z ng use of l ve data n development and test 
env onments  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system develope ].
Test  SELECT FROM  O gan zat onal p ocesses fo  app ov ng, document ng, and cont o l ng the use of l ve data n development and 
test env onments  automated mechan sms suppo t ng and/o  mplement ng the app oval, documentat on, and cont ol of the use 
of l ve data n development and test env onments].

The use of l ve data n p ep oduct on env onments can esult n s gn f cant k to o gan at ons. O gan zat ons can m n m ze such sk by 
us ng test o  dummy data du ng the development and test ng of nfo mat on systems, nfo mat on system components, and nfo mat on 
system se v ces.

SA-
15(10
)

Development P ocess  
Standa ds  And Tools - 
Inc dent Response Plan

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to p ov de an nc dent esponse 
plan.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to p ov de an nc dent esponse plan.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng development p ocess, standa ds, and 
tools  ol c tat on documentat on  acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on 
system, o  se v ces  acqu s t on documentat on  sol c tat on documentat on  se v ce-level ag eements  develope  nc dent esponse 
plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system develope ].

The nc dent e ponse plan fo  develope s of nfo mat on systems, system components, and nfo mat on system se v ces s nco po ated nto 
o gan zat onal nc dent esponse plans to p ov de the type of nc dent esponse nfo mat on not ead ly ava lable to o gan zat ons. Such 
nfo mat on may be ext emely helpful, fo  example, when o gan zat ons espond to vulne ab l t es n comme c al off-the-she f COTS) 
nfo mat on technology p oducts. Related cont ol  IR-8.



SA-
15(11
)

Development P ocess  
Standa ds  And Tools - 
A ch ve Info mat on 
System / Component

The o gan zat on equ es the develope  
of the nfo mat on system o  system 
component to a ch ve the system o  
component to be eleased o  del ve ed 
togethe  w th the co espond ng 
ev dence suppo t ng the f nal secu ty 
ev ew.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system o  system component to a ch ve the system o  
component to be eleased o  del ve ed togethe  w th the co espond ng ev dence suppo t ng the f nal secu ty ev ew.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng development p ocess, standa ds, and 
tools  ol c tat on documentat on  acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on 
system, o  se v ces  acqu s t on documentat on  sol c tat on documentat on  se v ce-level ag eements  develope  nc dent esponse 
plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system develope ].

A ch v ng elevant documentat on f om the development p ocess can p ov de a ead ly ava lable basel ne of nfo mat on that can be helpful 
du ng nfo mat on system/component upg ades o  mod f cat ons.

SA-16
Develope -P ov ded 
T a n ng

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to p ov de [Ass gnment  
o gan zat on-def ned t a n ng] on the 
co ect use and ope at on of the 
mplemented secu ty funct ons, 

cont ols, and/o  mechan sms.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes t a n ng to be p ov ded by the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce  
and
( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to p ov de o gan zat on-
def ned t a n ng on the co ect use and ope at on of the mplemented secu ty funct ons, cont ols, and/o  mechan sms.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng develope -p ov ded t a n ng  sol c tat on 
documentat on  acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on system, system 
component, o  nfo mat on system se v ce  develope -p ov ded t a n ng mate als  t a n ng eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on system secu ty e pons b l t es  system develope  o gan zat onal o  th d-pa ty develope s w th t a n ng 
espons b l t es fo  the nfo mat on system, system component, o  nfo mat on system se v ce].

Th s cont ol appl es to exte nal and nte nal ( n-house) develope s. T a n ng of pe sonnel s an essent al element to ensu e the e fect veness of 
secu ty cont ols mplemented w th n o gan zat onal nfo mat on systems. T a n ng opt ons nclude, fo  example, class oom- tyle t a n ng, 
web-based/compute -based t a n ng, and hands-on t a n ng. O gan zat ons can also equest suff c ent t a n ng mate als f om develope s to 
conduct n-house t a n ng o  offe  self t a n ng to o gan zat onal pe sonnel. O gan zat ons dete m ne the type of t a n ng necessa y and may 
equ e d ffe ent types of t a n ng fo  d ffe ent secu ty funct ons, cont ols, o  mechan sms. Related cont ols  AT 2, AT 3, SA-5. None None

SA-17
Develope  Secu ty 
A ch tectu e and Des gn

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to p oduce a des gn spec f cat on 
and secu ty a ch tectu e that
a. Is cons stent w th and suppo t ve of 
the o gan zat on s secu ty a ch tectu e 
wh ch s establ shed w th n and s an 
nteg ated pa t of the o gan zat on s 

ente p se a ch tectu e
b. Accu ately and completely desc bes 
the equ ed secu ty funct onal ty, and 
the allocat on of secu ty cont ols among 
phys cal and log cal components  and
c. Exp esses how nd v dual secu ty 
funct ons, mechan sms, and se v ces 
wo k togethe  to p ov de equ ed 
secu ty capab l t es and a un f ed 

h t  t t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to p oduce a des gn spec f cat on and secu ty a ch tectu e that
( ) s cons stent w th and suppo t ve of the o gan zat on s secu ty a ch tectu e wh ch s establ shed w th n and s an nteg ated pa t 
of the o gan zat on s ente p se a ch tectu e
( ) accu ately and completely de c bes the
    - equ ed ecu ty funct onal ty
    -allocat on of secu ty cont ols among phys cal and log cal components  and
( ) exp esses how nd v dual secu ty funct ons, mechan sms, and se v ces wo k togethe  to p ov de equ ed ecu ty capab l t es 
and a un f ed app oach to p otect on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  ente p se a ch tectu e pol cy  p ocedu es add ess ng develope  
secu ty a ch tectu e and des gn spec f cat on fo  the nfo mat on system  ol c tat on documentat on  acqu s t on documentat on  
se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  
des gn spec f cat on and secu ty a ch tectu e documentat on fo  the system  nfo mat on system des gn documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system develope  o gan zat onal pe sonnel w th secu ty a ch tectu e and des gn 
espons b l t es].

Th s cont ol s p ma ly d ected at exte nal develope s, a though t could also be used fo  nte nal ( n-house) development. In cont ast, PL-8 
s p ma ly d ected at nte nal develope s to help ensu e that o gan zat ons develop an nfo mat on secu ty a ch tectu e and such secu ty 

a ch tectu e s nteg ated o  t ghtly coupled to the ente p se a ch tectu e. Th s d st nct on s mpo tant f/when o gan zat ons outsou ce the 
development of nfo mat on systems, nfo mat on system components, o  nfo mat on system se v ces to exte nal ent t e , and the e s a 
equ ement to demonst ate cons stency w th the o gan zat on s ente p se a ch tectu e and nfo mat on secu ty a ch tectu e. Related 

t l  PL-8  PM-7  S -3  S 8 S -17 1)  S -17 2)  S -17 3)  S -17( )  S -17 5)  S -17 6)  S -17 7) N

SA-
17(1)

Develope  Secu ty 
A ch tectu e And Des gn - 
Fo mal Pol cy Model

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to
(a) P oduce, as an nteg al pa t of the 
development p ocess, a fo mal pol cy 
model desc b ng the [Ass gnment  
o gan zat on-def ned elements of 
o gan zat onal secu ty pol cy] to be 
enfo ced  and
(b) P ove that the fo mal pol cy model s 
nte nally cons stent and suff c ent to 

enfo ce the def ned elements of the 
o gan zat onal secu ty pol cy when 
mplemented.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes elements of the o gan zat onal secu ty pol cy to be enfo ced unde  a fo mal pol cy model p oduced by the develope  as 
an nteg al pa t of the development p ocess fo  the nfo mat on system, system component, o  nfo mat on system se v ce
( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to p oduce, as an nteg al 
pa t of the development p ocess, a fo mal pol cy model desc b ng the o gan zat on-def ned elements of o gan zat onal secu ty 
pol cy to be enfo ced  and
( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce to p ove that the fo mal 
pol cy model s nte nally cons stent and suff c ent to enfo ce the def ned elements of the o gan zat onal secu ty pol cy when 
mplemented.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  ente p se a ch tectu e pol cy  p ocedu es add ess ng develope  
secu ty a ch tectu e and des gn spec f cat on fo  the nfo mat on system  ol c tat on documentat on  acqu s t on documentat on  
se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  
des gn spec f cat on and secu ty a ch tectu e documentat on fo  the system  nfo mat on system des gn documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system develope  o gan zat onal pe sonnel w th secu ty a ch tectu e and des gn 
espons b l t es].

Fo mal models desc be spec f c behav o s o  secu ty pol c es us ng fo mal languages, thus enabl ng the co ectness of those 
behav o s/pol c es to be fo mally p oven. Not all components of nfo mat on systems can be modeled, and gene ally, fo mal spec f cat ons 
a e scoped to spec f c behav o s o  pol c es of nte est (e.g., nond sc et ona y access cont ol pol c es). O gan zat ons choose the pa t cula  
fo mal model ng language and app oach based on the natu e of the behav o s/pol c es to be desc bed and the ava lable tools. Fo mal 
model ng tools nclude, fo  example, Gypsy and Zed.

SA-
17(2)

Develope  Secu ty 
A ch tectu e And Des gn - 
Secu ty-Relevant 
Components

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to
(a) Def ne secu ty- elevant ha dwa e, 
softwa e, and f mwa e  and
(b) P ov de a at onale that the def n t on 
fo  secu ty- elevant ha dwa e, softwa e, 
and f mwa e s complete.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to
( ) def ne secu ty- elevant ha dwa e
( ) def ne secu ty- elevant softwa e
( ) def ne secu ty- elevant f mwa e  and
( v) p ov de a at onale that the def n t on fo  secu ty- elevant ha dwa e, softwa e, and f mwa e components s complete.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  ente p se a ch tectu e pol cy  p ocedu es add ess ng develope  
secu ty a ch tectu e and des gn spec f cat on fo  the nfo mat on system  ol c tat on documentat on  acqu s t on documentat on  
se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  l st 
of secu ty- elevant ha dwa e, so twa e, and f mwa e components  documented at onale of completeness ega d ng def n t ons 
p ov ded fo  secu ty- elevant ha dwa e, softwa e, and f mwa e  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system develope s  o gan zat onal pe sonnel w th secu ty a ch tectu e and des gn 
espons b l t es].

Secu ty- elevant ha dwa e, softwa e, and f mwa e ep esent the po t on of the nfo mat on system, component, o  se v ce that must be 
t usted to pe fo m co ectly n o de  to ma nta n equ ed secu ty p ope t es. Related cont ol  SA 5.

SA-
17(3)

Develope  Secu ty 
A ch tectu e And Des gn - 
Fo mal Co espondence

 g  q    
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to
(a) P oduce, as an nteg al pa t of the 
development p ocess, a fo mal top-level 
spec f cat on that spec f es the nte faces 
to secu ty- elevant ha dwa e, softwa e, 
and f mwa e n te ms of except ons, 
e o  messages, and effects
(b) Show v a p oof to the extent feas ble 
w th add t onal nfo mal demonst at on 
as necessa y, that the fo mal top-level 
spec f cat on s cons stent w th the 
fo mal pol cy model
(c) Show v a nfo mal demonst at on, 
that the fo mal top-level spec f cat on 
completely cove s the nte faces to 
secu ty- elevant ha dwa e, so twa e, 
and f mwa e
(d) Show that the fo mal top-level 
spec f cat on s an accu ate desc pt on 
of the mplemented secu ty- elevant 
ha dwa e, softwa e, and f mwa e  and
(e) Desc be the secu ty- elevant 
ha dwa e, softwa e, and f mwa e 
mechan sms not add essed n the fo mal 
top-level spec f cat on but st ctly 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to
( ) p oduce, as an nteg al pa t of the development p ocess, a fo mal top level spec f cat on that spec f es the nte faces to secu ty-
elevant ha dwa e, softwa e, and f mwa e n te ms of

    -except ons
    -e o  messages
    -effects
( ) show v a p oof to the extent feas ble w th add t onal nfo mal demonst at on as necessa y, that the fo mal top level 
spec f cat on s cons stent w th the fo mal pol cy model
( ) show v a nfo mal demonst at on, that the fo mal top level spec f cat on completely cove s the nte faces to secu ty- elevant 
ha dwa e, softwa e, and f mwa e
( v) show that the fo mal top-level spec f cat on s an accu ate desc pt on of the mplemented secu ty- elevant ha dwa e, 
softwa e, and f mwa e  and
(v) desc be the secu ty- elevant ha dwa e, softwa e, and f mwa e mechan sms not add es ed n the fo mal top-level spec f cat on 
but st c ly nte nal to the secu ty- elevant ha dwa e, softwa e, and f mwa e.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  ente p se a ch tectu e pol cy  fo mal pol cy model  p ocedu es 
add ess ng develope  secu ty a ch tectu e and des gn spec f cat on fo  the nfo mat on system  sol c tat on documentat on  
acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on system, system component, o  
nfo mat on system se v ce  fo mal top level spec f cat on documentat on  nfo mat on system secu ty a ch tectu e and des gn 

documentat on  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  documentat on desc b ng secu ty- elevant ha dwa e, softwa e and f mwa e mechan sms not add essed n the 
fo mal top-level spec f cat on documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system develope  o gan zat onal pe sonnel w th secu ty a ch tectu e and des gn 

Co espondence s an mpo tant pa t of the assu ance ga ned th ough model ng. t demonst ates that the mplementat on s an accu ate 
t ansfo mat on of the model, and that any add t onal code o  mplementat on deta ls p esent have no mpact on the behav o s o  pol c es 
be ng modeled. Fo mal methods can be used to show that the h gh-level secu ty p ope t es a e sat sf ed by the fo mal nfo mat on system 
desc pt on, and that the fo mal system desc pt on s co ectly mplemented by a desc pt on of some lowe  level, fo  example a ha dwa e 
desc pt on. Cons stency between the fo mal top-level spec f cat on and the fo mal pol cy models s gene a ly not amenable to be ng fu ly 
p oven. The efo e, a comb nat on of fo mal/ nfo mal methods may be needed to show such cons stency. Cons stency between the fo mal 
top level spec f cat on and the mplementat on may equ e the use of an nfo mal demonst at on due to l m tat ons n the appl cab l ty of 
fo mal methods to p ove that the spec f cat on accu ately e lects the mplementat on. Ha dwa e, so twa e, and f mwa e mechan sms 
st c ly nte nal to secu ty- elevant ha dwa e, softwa e, and f mwa e nclude, fo  example, mapp ng eg ste s and d ect memo y 
nput/output. Related cont ol  SA-5.

SA-
17(4)

Develope  Secu ty 
A ch tectu e And Des gn - 
Info mal Co espondence

     
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to
(a) P oduce, as an nteg al pa t of the 
development p ocess, an nfo mal 
desc pt ve top-level spec f cat on that 
spec f es the nte faces to secu ty-
elevant ha dwa e, softwa e, and 

f mwa e n te ms of except ons, e o  
messages, and effects
(b) Show v a [Select on  nfo mal 
demonst at on, conv nc ng a gument 
w th fo mal methods as feas ble] that 
the desc pt ve top-level spec f cat on s 
cons stent w th the fo mal pol cy model
(c) Show v a nfo mal demonst at on, 
that the desc pt ve top level 
spec f cat on completely  cove s the 
nte faces to secu ty- elevant ha dwa e, 

softwa e, and f mwa e
(d) Show that the desc pt ve top-level 
spec f cat on s an accu ate desc pt on 
of the nte faces to secu ty- elevant 
ha dwa e, softwa e, and f mwa e  and
(e) Desc be the secu ty- elevant 
ha dwa e, softwa e, and f mwa e 
mechan sms not add essed n the 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to
( ) p oduce, as an nteg al pa t of the development p ocess, an nfo mal desc pt ve top-level spec f cat on that spec f es the 
nte faces to secu ty- elevant ha dwa e, softwa e, and f mwa e n te ms of

    -except ons
    -e o  messages
    -effects
( ) show v a nfo mal demonst at on and/o  conv nc ng a gument w th fo mal methods as feas ble that the desc pt ve top level 
spec f cat on s cons stent w th the fo mal pol cy model
( ) show v a nfo mal demonst at on, that the desc pt ve top-level spec f cat on completely cove s the nte faces to secu ty-
elevant ha dwa e, softwa e, and f mwa e

( v) show that the desc pt ve top level spec f cat on s an accu ate desc pt on of the nte faces to the secu ty- elevant ha dwa e, 
softwa e, and f mwa e  and
(v) desc be the secu ty- elevant ha dwa e, softwa e, and f mwa e mechan sms not add es ed n the desc pt ve top-level 
spec f cat on but st ctly nte nal to the secu ty- elevant ha dwa e, softwa e, and f mwa e.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  ente p se a ch tectu e pol cy  fo mal pol cy model  p ocedu es 
add ess ng develope  secu ty a ch tectu e and des gn spec f cat on fo  the nfo mat on system  sol c tat on documentat on  
acqu s t on documentat on  se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on system, system component, o  
nfo mat on system se v ce  nfo mal desc pt ve top-level spec f cat on documentat on  nfo mat on ystem secu ty a ch tectu e 

and des gn documentat on  nfo mat on system des gn documentat on  nfo mat on system conf gu at on se t ngs and as oc ated 
documentat on  documentat on desc b ng secu ty- elevant ha dwa e, softwa e and f mwa e mechan sms not add essed n the 
nfo mal desc pt ve top level pec f cat on documentat on  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system develope  o gan zat onal pe sonnel w th secu ty a ch tectu e and des gn 

Co espondence s an mpo tant pa t of the assu ance ga ned th ough model ng. t demonst ates that the mplementat on s an accu ate 
t ansfo mat on of the model, and that any add t onal code o  mplementat on deta ls p esent has no mpact on the behav o s o  pol c es 
be ng modeled. Cons stency between the desc pt ve top-level spec f cat on ( e , h gh-level/low-level des gn) and the fo mal pol cy model s 
gene ally not amenable to be ng fully p oven. The efo e, a comb nat on of fo mal/ nfo mal methods may be needed to show such 
cons stency. Ha dwa e, oftwa e, and f mwa e mechan sms st c ly nte nal to secu ty- elevant ha dwa e, softwa e, and f mwa e nclude, 
fo  example, mapp ng eg ste s and d ect memo y nput/output. Related cont ol  SA 5.



SA-
17(5)

Develope  Secu ty 
A ch tectu e And Des gn - 
Conceptually S mple 
Des gn

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to
(a) Des gn and st uctu e the secu ty-
elevant ha dwa e, softwa e, and 

f mwa e to use a complete, 
conceptua ly s mple p otect on 
mechan sm w th p ec sely def ned 
semant cs  and
(b) Inte na ly t uctu e the secu ty-
elevant ha dwa e, softwa e, and 

f mwa e w th spec f c ega d fo  th s 
mechan sm.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to
( ) des gn and st uctu e the secu ty- elevant ha dwa e, softwa e, and f mwa e to use a complete, conceptually s mple p otect on 
mechan sm w th p ec sely def ned semant cs  and
( ) nte na ly st uctu e the ecu ty- elevant ha dwa e, softwa e, and f mwa e w th spec f c ega d fo  th s mechan m.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  ente p se a ch tectu e pol cy  p ocedu es add ess ng develope  
secu ty a ch tectu e and des gn spec f cat on fo  the nfo mat on system  ol c tat on documentat on  acqu s t on documentat on  
se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  
nfo mat on system des gn documentat on  nfo mat on system secu ty a ch tectu e documentat on  nfo mat on system 

conf gu at on se t ngs and assoc ated documentat on  develope  documentat on desc b ng des gn and st uctu e of secu ty-
elevant ha dwa e, softwa e, and f mwa e components  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system develope  o gan zat onal pe sonnel w th secu ty a ch tectu e and des gn 
espons b l t es].

Related cont ol  SC 3.

SA-
17(6)

Develope  Secu ty 
A ch tectu e And Des gn - 
St uctu e Fo  Test ng

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to st uctu e secu ty- elevant 
ha dwa e, softwa e, and f mwa e to 
fac l tate test ng.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to st uctu e secu ty- elevant ha dwa e, so twa e, and f mwa e to fac l tate test ng.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  ente p se a ch tectu e pol cy  p ocedu es add ess ng develope  
secu ty a ch tectu e and des gn spec f cat on fo  the nfo mat on system  ol c tat on documentat on  acqu s t on documentat on  
se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  
nfo mat on system des gn documentat on  nfo mat on system secu ty a ch tectu e documentat on  nfo mat on system 

conf gu at on se t ngs and assoc ated documentat on  develope  documentat on desc b ng des gn and st uctu e of secu ty-
elevant ha dwa e, softwa e, and f mwa e components to fac l tate test ng  othe  elevant documents o  eco d ].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system develope  o gan zat onal pe sonnel w th secu ty a ch tectu e and des gn 
espons b l t es].

Related cont ol  SA-11.

SA-
17(7)

Develope  Secu ty 
A ch tectu e And Des gn - 
St uctu e Fo  Lea t 
P v lege

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce to st uctu e secu ty- elevant 
ha dwa e, softwa e, and f mwa e to 
fac l tate cont oll ng acce s w th least 

l

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce 
to st uctu e secu ty- elevant ha dwa e, so twa e, and f mwa e to fac l tate cont o l ng access w th least p v lege.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  ente p se a ch tectu e pol cy  p ocedu es add ess ng develope  
secu ty a ch tectu e and des gn spec f cat on fo  the nfo mat on system  ol c tat on documentat on  acqu s t on documentat on  
se v ce-level ag eements  acqu s t on cont acts fo  the nfo mat on system, system component, o  nfo mat on system se v ce  
nfo mat on system des gn documentat on  nfo mat on system secu ty a ch tectu e documentat on  nfo mat on system 

conf gu at on se t ngs and assoc ated documentat on  develope  documentat on desc b ng des gn and st uctu e of secu ty-
elevant ha dwa e, softwa e, and f mwa e components to fac l tate cont o l ng access w th least p v lege  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system develope  o gan zat onal pe sonnel w th secu ty a ch tectu e and des gn 
espons b l t es].

R l t  t l  C-5  C-6

SA-18
Tampe  Res stance And 
Detect on

The o gan zat on mplements a tampe  
p otect on p og am fo  the nfo mat on 
system, system component, o  
nfo mat on system se v ce.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on mplements a tampe  p otect on p og am fo  the nfo mat on system, ystem component, o  
nfo mat on system se v ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng tampe  es stance and detect on  tampe  
p otect on p og am documentat on  tampe  p otect on tools and techn ques documentat on  tampe  es stance and detect on 
tools and techn ques documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th espons b l ty fo  the tampe  p otect on p og am].
Test  SELECT FROM  O gan zat onal p ocesses fo  mplementat on of the tampe  p otect on p og am  automated mechan sms 
suppo t ng and/o  mplement ng the tampe  p otect on p og am].

Ant -tampe  technolog es and techn ques p ov de a level of p otect on fo  c t cal nfo mat on systems, system components, and nfo mat on 
technology p oducts aga nst a numbe  of elated th eats nclud ng mod f cat on, eve se eng nee ng, and subst tut on. St ong dent f cat on 
comb ned w th tampe  es stance and/o  tampe  detect on s essent al to p otect ng nfo mat on systems, components, and p oducts du ng 
d st but on and when n use. Related cont ols  PE-3, SA-12, SI-7. SA-18 1), SA-18 2) None

SA-
18(1)

Tampe  Res stance And 
Detect on - Mult ple 
Phases Of Sdlc

The o gan zat on employs ant tampe  
technolog es and techn ques du ng 
mult ple phases n the system 
development l fe cycle nclud ng des gn, 
development, nteg at on, ope at ons, 
and ma ntenance.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on employs ant -tampe  technolog es and techn ques du ng mult ple phases n the system 
development l fe cycle nclud ng
    -des gn
    -development
    - nteg at on
    -ope at ons  and
    -ma ntenance.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng tampe  es stance and detect on  tampe  
p otect on p og am documentat on  tampe  p otect on tools and techn ques documentat on  tampe  es stance and detect on 
tools (technolog e ) and techn ques documentat on  system development l fe cycle documentat on  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th espons b l ty fo  the tampe  p otect on p og am  
o gan zat onal pe sonnel w th SDLC espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  employ ng ant tampe  technolog es  automated mechan sms suppo t ng and/o  
mplement ng ant -tampe  technolog es].

O gan zat ons use a comb nat on of ha dwa e and softwa e techn ques fo  tampe  es stance and detect on. O gan at ons employ 
obfuscat on and self-check ng, fo  example, to make eve se eng nee ng and mod f cat ons mo e d ff cu t, t me-consum ng, and expens ve fo  
adve sa es. Cu tom zat on of nfo mat on systems and system components can make subst tut ons eas e  to detect and the efo e l m t 
damage. Related cont ol  SA-3.

SA-
18(2)

Tampe  Res stance And 
Detect on - Inspect on Of 
Info mat on Systems  
Components  O  Dev ces

The o gan zat on nspects [A s gnment  
o gan zat on-def ned nfo mat on 
systems, system components, o  
dev ces] Select on (one o  mo e)  at 
andom  at [Ass gnment  o gan zat on-

def ned f equency], upon [Ass gnment  
o gan zat on-def ned nd cat ons of need 
fo  nspect on]] to detect tampe ng.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on systems, system components, o  dev ces to be nspected to detect tampe ng
( ) def nes the f equency to nspect o gan zat on-def ned nfo mat on systems, system components, o  dev ces to detect 
tampe ng
( ) def nes nd cat ons of need fo  nspect on of o gan zat on-def ned nfo mat on systems, system components, o  dev ces to 
detect tampe ng
( v) nspects o gan zat on-def ned nfo mat on systems, system components, o  dev ces to detect tampe ng, select ng one o  mo e 
of the fo low ng
    -at andom
    -w th the o gan zat on-def ned f equency  and/o
    -upon o gan zat on-def ned nd cat ons of need fo  nspect on.
 
POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng tampe  es stance and detect on  eco ds 
of andom nspect ons  nspect on epo ts/ esults  assessment epo ts/ esu ts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th espons b l ty fo  the tampe  p otect on p og am].
Test  SELECT FROM  O gan zat onal p ocesses fo  nspect ng nfo mat on systems, system components, o  dev ces to detect 
tampe ng  automated mechan sms suppo t ng and/o  mplement ng tampe ng detect on].

Th s cont ol enhancement add esses both phys cal and log cal tampe ng and s typ cally appl ed to mob le dev ces, notebook compute s, o  
othe  system components taken out of o gan zat on-cont o led a ea . Ind cat ons of need fo  nspect on nclude, fo  example, when 
nd v duals etu n f om t avel to h gh- sk locat ons. Related cont ol  SI-4. 

SA-19 Component Authent c ty
The o gan zat on
a. Develops and mplements ant -
counte fe t pol cy and p ocedu es that 
nclude the means to detect and p event 

counte fe t components f om ente ng 
the nfo mat on ystem  and
b. Repo ts counte fe t nfo mat on 
system components to Select on (one o  
mo e)  sou ce of counte fe t component  
[Ass gnment  o gan zat on-def ned 
exte nal epo t ng o gan zat on ]  
[Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]].     

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops and mplements ant -counte fe t pol cy and p ocedu es that nclude the means to detect and p event counte fe t 
components f om ente ng the nfo mat on system
( ) def nes exte nal epo t ng o gan zat ons to whom counte fe t nfo mat on system components a e to be epo ted
( ) def nes pe sonnel o  oles to whom counte fe t nfo mat on system components a e to be epo ted
( v) epo ts counte fe t nfo mat on system components to one o  mo e of the follow ng
    the sou ce of counte fe t component
    the o gan zat on-def ned exte nal epo t ng o gan zat ons  and/o
    the o gan zat on-def ned pe sonnel o  oles.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  ant -counte fe t pol cy and p ocedu es  med a d sposal pol cy  
med a p otect on pol cy  nc dent esponse pol cy  t a n ng mate als add ess ng counte fe t nfo mat on system components  
t a n ng eco ds on detect on and p event on of counte fe t components f om ente ng the nfo mat on system  epo ts not fy ng 
develope s/manufactu e s/vendo s/ cont acto s and/o  exte nal epo t ng o gan zat ons of counte fe t nfo mat on system 
components  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th espons b l ty fo  ant -counte fe t pol cy, p ocedu es, and 
epo t ng].

Test  SELECT FROM  O gan zat onal p ocesses fo  ant -counte fe t detect on, p event on, and epo t ng  automated mechan sms 
suppo t ng and/o  mplement ng ant -counte fe t detect on, p event on, and epo t ng].

Sou ces of counte fe t components nclude, fo  example, manufactu e , develope s, vendo s, and cont acto s. Ant -counte fe t ng pol cy and 
p ocedu es suppo t tampe  es stance and p ov de a level of p otect on aga nst the nt oduct on of mal c ous code. Exte nal epo t ng 
o gan zat ons nclude, fo  example, US-CERT. Related cont ols  PE 3, SA 12, SI-7. SA-19 1), SA-19 2), SA-19 3), SA-19(4) None



SA-
19(1)

Component Authent c ty  
Ant -Counte fe t T a n ng

The o gan zat on t a ns [Ass gnment  
o gan zat on-def ned pe sonnel o  oles] 
to detect counte fe t nfo mat on system 
components ( nclud ng ha dwa e, 
softwa e, and f mwa e).

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes pe sonnel o  oles to be t a ned to detect counte fe t nfo mat on system components ( nclud ng ha dwa e, softwa e, 
and f mwa e)  and
( ) t a ns o gan zat on-def ned pe sonnel o  oles to detect counte fe t nfo mat on system components ( nclud ng ha dwa e, 
softwa e, and f mwa e).

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  ant -counte fe t pol cy and p ocedu es  med a d sposal pol cy  
med a p otect on pol cy  nc dent esponse pol cy  t a n ng mate als add ess ng counte fe t nfo mat on system components  
t a n ng eco ds on detect on of counte fe t nfo mat on system components  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th espons b l ty fo  ant -counte fe t pol cy, p ocedu es, and 
t a n ng].
Test  SELECT FROM  O gan zat onal p ocesses fo  ant -counte fe t t a n ng].

SA-
19(2)

Component Authent c ty  
Conf gu at on Cont ol 
Fo  Component Se v ce / 
Repa

The o gan zat on ma nta ns 
conf gu at on cont ol ove  [Ass gnment  
o gan zat on-def ned nfo mat on system 
components] awa t ng se v ce/ epa  and 
se v ced/ epa ed components awa t ng 
etu n to se v ce.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes nfo mat on system components equ ng conf gu at on cont ol to be ma nta ned when awa t ng se v ce/ epa
( ) def nes nfo mat on system components equ ng conf gu at on cont ol to be ma nta ned when awa t ng etu n to se v ce  and
( ) ma nta ns conf gu at on cont ol ove  o gan zat on-def ned nfo mat on sy tem components awa t ng se v ce/ epa s and 
se v ced/ epa ed components awa t ng etu n to se v ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  ant -counte fe t pol cy and p ocedu es  med a p otect on pol cy  
conf gu at on management plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  conf gu at on cont ol eco ds fo  components awa t ng se v ce/ epa  conf gu at on cont ol eco ds fo  
se v ced/ epa ed components awa t ng etu n to se v ce  nfo mat on system ma ntenance eco ds  nfo mat on system aud t 
eco ds  nvento y management eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th espons b l ty fo  ant -counte fe t pol cy and p ocedu es  
o gan zat onal pe sonnel w th espons b l ty fo  conf gu at on management].
Test  SELECT FROM  O gan zat onal p ocesses fo  conf gu at on management  automated mechan sms suppo t ng and/o  
mplement ng conf gu at on management].

SA-
19(3)

Component Authent c ty  
Component D sposal

The o gan zat on d sposes of nfo mat on 
system components us ng [Ass gnment  
o gan zat on-def ned techn ques and 
methods].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes techn ques and methods to d spose of nfo mat on system components  and
( ) d sposes of nfo mat on system components us ng o gan zat on-def ned techn ques and methods.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  ant -counte fe t pol cy and p ocedu es  med a d sposal pol cy  
med a p otect on pol cy  d sposal eco ds fo  nfo mat on system components  documentat on of d sposal techn ques and 
methods employed fo  nfo mat on system components  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th espons b l ty fo  ant -counte fe t pol cy and p ocedu es  
o gan zat onal pe sonnel w th espons b l ty fo  d sposal of nfo mat on system components].
Test  SELECT FROM  O gan zat onal techn ques and methods fo  nfo mat on sy tem component d sposal  automated mechan sms 
suppo t ng and/o  mplement ng system component d sposal].

P ope  d sposal of nfo mat on system components helps to p event such components f om ente ng the g ay ma ket.

SA-
19(4)

Component Authent c ty  
Ant -Counte fe t 
Scann ng

The o gan zat on scans fo  counte fe t 
nfo mat on system components 

[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes a f equency to scan fo  counte fe t nfo mat on system components  and
( ) scans fo  counte fe t nfo mat on system components w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  ant -counte fe t pol cy and p ocedu es  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  scann ng tools and assoc ated 
documentat on  scann ng esults  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th espons b l ty fo  ant -counte fe t pol cy and p ocedu es  
o gan zat onal pe sonnel w th espons b l ty fo  ant -counte fe t scann ng].
Test  SELECT FROM  O gan zat onal p ocesses fo  ant -counte fe t scann ng  automated mechan sms suppo t ng and/o  
mplement ng ant -counte fe t scann ng].

SA-20
Cu tom zed Development 
Of C t cal Components

The o gan zat on e- mplements o  
custom develops [Ass gnment  
o gan zat on-def ned c t cal nfo mat on 

t  t ]

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes c t cal nfo mat on system components to be e- mplemented o  custom developed  and
( ) e- mplements o  custom develops o gan zat on-def ned nfo mat on system components.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng custom zed development of c t cal 
nfo mat on system components  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 

assoc ated documentat on  system development l fe cycle documentat on add ess ng custom development of c t cal nfo mat on 
system components  conf gu at on management eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th espons b l ty e- mplementat on o  custom zed 
development of c t cal nfo mat on system components].
Test  SELECT FROM  O gan zat onal p ocesses fo  e- mplement ng o  custom zed development of c t cal nfo mat on system 
components  automated mechan sms suppo t ng and/o  mplement ng e- mplementat on o  custom zed development of c t cal 
nfo mat on system components].

O gan zat ons dete m ne that ce ta n nfo mat on system components l kely cannot be t usted due to spec f c th eats to and vulne ab l t es n 
those components, and fo  wh ch the e a e no v able secu ty cont ols to adequately m t gate the esult ng sk. Re- mplementat on o  
custom development of such components helps to sat sfy equ ements fo  h ghe  assu ance. Th s s accompl shed by n t at ng changes to 
system components ( nclud ng ha dwa e, softwa e, and f mwa e) such that the standa d attacks by adve sa es a e less l kely to succeed. In 
s tuat ons whe e no alte nat ve sou c ng s ava lable and o gan zat ons choose not to e- mplement o  custom develop c t cal nfo mat on 
system components, add t onal safegua ds can be employed (e.g., enhanced aud t ng, est ct ons on sou ce code and system ut l ty access, 

 t t  f  l t  f t   l t  f l  R l t  t l  CP-2  S -8  S -1 N N

SA-21 Develope  Sc een ng

The o gan zat on equ es that the 
develope  of [Ass gnment  o gan zat on-
def ned nfo mat on system, system 
component, o  nfo mat on system 
se v ce]
a. Have app op ate access 
autho zat ons as dete m ned by 
ass gned [Ass gnment  o gan zat on-
def ned off c al gove nment dut es]  and
b. Sat sfy [Ass gnment  o gan zat on-
def ned add t onal pe sonnel sc een ng 
c te a].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes the nfo mat on system, system component, o  nfo mat on system se v ce fo  wh ch the develope  s to be sc eened
( ) def nes o f c al gove nment dut es to be used to dete m ne app op ate access autho zat ons fo  the develope
( ) def nes add t onal pe sonnel c een ng c te a to be at sf ed by the develope
( v) equ es that the develope  of o gan zat on-def ned nfo mat on system, system component, o  nfo mat on system se v ce 
have app op ate access autho zat ons as dete m ned by ass gned o gan zat on-def ned off c al gove nment dut es  and
(v) equ es that the develope  of o gan zat on-def ned nfo mat on system, system component, o  nfo mat on system se v ce 
sat sfy o gan zat on-def ned add t onal pe sonnel sc een ng c te a.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  pe sonnel secu ty pol cy and p ocedu es  p ocedu es add ess ng 
pe onnel sc een ng  nfo mat on system des gn documentat on  nfo mat on sy tem conf gu at on se t ngs and assoc ated 
documentat on  l st of app op ate access autho zat ons equ ed by develope s of the nfo mat on system  pe sonnel sc een ng 
c te a and assoc ated documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th espons b l ty fo  develope  sc een ng].
Test  SELECT FROM  O gan zat onal p ocesses fo  develope  sc een ng  automated mechan sms suppo t ng develope  c een ng].

Because the nfo mat on system, system component, o  nfo mat on system se v ce may be employed n c t cal act v t es es ent al to the 
nat onal and/o  econom c secu ty nte ests of the Un ted States, o gan zat ons have a st ong nte est n ensu ng that the develope  s 
t ustwo thy. The deg ee of t ust equ ed of the develope  may need to be cons stent w th that of the nd v duals access ng the nfo mat on 
system/component/se v ce once deployed. Examples of autho zat on and pe sonnel sc een ng c te a nclude clea ance, sat sfacto y 
backg ound checks, c t zensh p, and nat onal ty. T ustwo th ness of develope s may also nclude a ev ew and analys s of company owne sh p 
and any elat onsh ps the company has w th ent t es potent a ly affect ng the qual ty/ el ab l ty of the systems, components, o  se v ces be ng 
developed. Related cont ols  PS-3, PS-7. SA-21 1) None

SA-
21(1)

Develope  Sc een ng - 
Val dat on Of Sc een ng

The o gan zat on equ es the develope  
of the nfo mat on system, system 
component, o  nfo mat on system 
se v ce take [Ass gnment  o gan zat on-
def ned act ons] to ensu e that the 
equ ed access autho zat ons and 

sc een ng c te a a e sat sf ed.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes act ons to be taken by the develope  of the nfo mat on system, sy tem component, o  nfo mat on system se v ce to 
ensu e that the equ ed access autho zat ons and sc een ng c te a a e sat sf ed  and
( ) equ es the develope  of the nfo mat on system, system component, o  nfo mat on system se v ce take o gan zat on-def ned 
act ons to ensu e that the equ ed access autho zat ons and sc een ng c te a a e sat sf ed.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  pe sonnel secu ty pol cy and p ocedu es  p ocedu es add ess ng 
pe onnel sc een ng  nfo mat on system des gn documentat on  nfo mat on sy tem conf gu at on se t ngs and assoc ated 
documentat on  l st of app op ate access autho zat ons equ ed by develope s of the nfo mat on system  pe sonnel sc een ng 
c te a and assoc ated documentat on  l st of act ons ensu ng equ ed access autho zat ons and sc een ng c te a a e sat sf ed  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th espons b l ty fo  develope  sc een ng  system develope ].
Test  SELECT FROM  O gan zat onal p ocesses fo  develope  sc een ng  automated mechan sms suppo t ng develope  c een ng].

Sat sfy ng equ ed acce s autho zat ons and pe sonnel sc een ng c te a ncludes, fo  example, p ov d ng a l st ng of all the nd v duals 
autho zed to pe fo m development act v t es on the selected nfo mat on system, system component, o  nfo mat on system se v ce so that 
o gan zat ons can val date that the develope  has sat f ed the necessa y autho zat on and sc een ng equ ements.

SA-22
Unsuppo ted System 
Components

The o gan zat on
a. Replaces nfo mat on system 
components when suppo t fo  the 
components s no longe  ava lable f om 
the develope , vendo , o  manufactu e  
and
b. P ov des u t f cat on and documents 
app oval fo  the cont nued use of 
unsuppo ted ystem components 
equ ed to sat sfy m ss on/bus ness 

needs.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) eplaces nfo mat on ystem components when suppo t fo  the components s no longe  ava lable f om the develope , vendo , 
o  manufactu e
( ) p ov des ust f cat on fo  the cont nued use of unsuppo ted system components equ ed to sat sfy m ss on/bus ness needs  and
( ) documents app oval fo  the cont nued use of unsuppo ted system components equ ed to sat sfy m ss on/bus ness needs.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng eplacement o  cont nued use of 
unsuppo ted nfo mat on system components  documented ev dence of eplac ng unsuppo ted nfo mat on system components  
documented app ovals ( nclud ng ust f cat on) fo  cont nued use of unsuppo ted nfo mat on system components  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th espons b l ty system development l fecycle  
o gan zat onal pe sonnel espons ble fo  conf gu at on management].
Test  SELECT FROM  O gan zat onal p ocesses fo  eplac ng unsuppo ted system components  automated mechan sms suppo t ng 
and/o  mplement ng eplacement of unsuppo ted sy tem components].

Suppo t fo  nfo mat on system components ncludes, fo  example, so twa e patches, f mwa e updates, eplacement pa ts, and 
ma ntenance cont acts. Unsuppo ted components (e.g , when vendo s a e no longe  p ov d ng c t cal so twa e patches), p ov de a 
substant al oppo tun ty fo  adve sa es to explo t new weakne ses d scove ed n the cu ently nstalled components. Except ons to eplac ng 
unsuppo ted system components may nclude, fo  example, systems that p ov de c t cal m ss on/bus ness capab l ty whe e newe  
technolog es a e not ava lable o  whe e the systems a e so solated that nsta l ng eplacement components s not an opt on. Related 
cont ols  PL-2, SA-3. SA-22 1) None



SA-
22(1)

Unsuppo ted System 
Components - 
Alte nat ve Sou ces Fo  
Cont nued Suppo t

The o gan zat on p ov des Select on 
(one o  mo e)  n-house suppo t  
[Ass gnment  o gan zat on-def ned 
suppo t f om exte nal p ov de s]] fo  
unsuppo ted nfo mat on system 
components.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes suppo t f om exte nal p ov de s to be p ov ded fo  unsuppo ted nfo mat on system components
( ) p ov des and/o  obta ns suppo t fo  unsuppo ted nfo mat on system components f om one o  mo e of the follow ng
    - n-house suppo t  and/o
    -o gan zat on-def ned suppo t f om exte nal p ov de s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and se v ces acqu s t on pol cy  p ocedu es add ess ng suppo t fo  unsuppo ted nfo mat on 
system components  sol c tat on documentat on  acqu s t on documentat on  acqu s t on cont acts  se v ce-level ag eements  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and se v ces acqu s t on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  o gan zat onal pe sonnel w th espons b l ty system development l fecycle  
o gan zat onal pe sonnel o  th d-pa ty exte nal p ov de s suppo t ng nfo mat on system components no longe  suppo ted by 
o g nal develope , vendo s, o  manufactu e s].
Test  SELECT FROM  O gan zat onal p ocesses fo  suppo t ng system components no longe  suppo ted by o g nal develope s, 
vendo s, o  manufactu e s  automated mechan sms p ov d ng suppo t fo  system components no longe  suppo ted by o g nal 
develope s, vendo s, o  manufactu e s].

Th s cont ol enhancement add esses the need to p ov de cont nued suppo t fo  selected nfo mat on sy tem components that a e no longe  
suppo ted by the o g nal develope s, vendo s, o  manufactu e s when such components ema n essent al to m ss on/bus ness ope at ons. 
O gan zat ons can establ sh n house suppo t, fo  example, by develop ng custom zed patches fo  c t cal softwa e components o  secu e the 
se v ces of exte nal p ov de s who th ough cont actual elat onsh ps, p ov de ongo ng suppo t fo  the des gnated unsuppo ted components. 
Such cont actual elat onsh ps can nclude, fo  example, Open Sou ce Softwa e value-added vendo s.

SC-1 

System and 
Commun cat ons 
P otect on Pol cy and 
P ocedu es 

The o gan zat on
a. Develop , documents, and 
d ssem nates to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles]
1. A system and commun cat ons 
p otect on pol cy that add e ses 
pu pose, scope, oles, espons b l t es, 
management comm tment, coo d nat on 
among o gan zat onal ent t es, and 
compl ance  and
2. P ocedu es to fac l tate the 
mplementat on of the system and 

commun cat ons p otect on pol cy and 
assoc ated system and commun cat ons 
p otect on cont ols  and
b. Rev ews and updates the cu ent
1. System and commun cat ons 
p otect on pol cy [Ass gnment  
o gan zat on-def ned f equency]  and
2. System and commun cat ons 
p otect on p ocedu es [Ass gnment  
o gan zat on-def ned f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops and documents a system and commun cat ons p otect on pol cy that add esses
    -pu pose
    -scope
    - oles
    - espons b l t es
    -management comm tment
    -coo d nat on among o gan zat onal ent t es
    -compl ance
( ) def nes pe sonnel o  oles to whom the system and commun cat ons p otect on pol cy s to be d ssem nated
( ) d ssem nates the system and commun cat ons p otect on pol cy to o gan zat on-def ned pe sonnel o  oles
( v) develops and documents p ocedu es to fac l tate the mplementat on of the system and commun cat ons p otect on pol cy and 
assoc ated assessment and autho zat on cont ols
(v) def nes pe sonnel o  oles to whom the p ocedu es a e to be d ssem nated
(v ) d ssem nates the p ocedu es to o gan zat on-def ned pe sonnel o  oles
(v ) def nes the f equency to ev ew and update the cu ent system and commun cat ons p otect on pol cy
(v ) ev ews and updates the cu ent system and commun cat ons p otect on pol cy w th the o gan zat on-def ned f equency
( x) def nes the f equency to ev ew and update the cu ent system and commun cat ons p otect on p ocedu es  and
(x) ev ews and updates the cu ent system and commun cat ons p otect on p ocedu es w th the o gan at on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy and p ocedu es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and commun cat ons p otect on espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].

Th s cont ol add esses the establ shment of pol cy and p ocedu es fo  the effect ve mplementat on of selected secu ty cont ols and cont ol 
enhancements n the SC fam ly. Pol cy and p ocedu es eflect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c es, 
standa ds, and gu dance. Secu ty p og am pol c es and p ocedu es at the o gan zat on level may make the need fo  system-spec f c pol c es 
and p ocedu es unnecessa y. The pol cy can be ncluded as pa t of the gene al nfo mat on secu ty pol cy fo  o gan zat ons o  conve sely, 
can be ep esented by mult ple pol c es eflect ng the complex natu e of ce ta n o gan zat ons. The p ocedu es can be establ shed fo  the 
secu ty p og am n gene al and fo  pa t cula  nfo mat on systems, f needed. The o gan zat onal sk management st ategy s a key facto  n 
establ sh ng pol cy and p ocedu es. Related cont ol  PM-9. None NIST Spec al Publ cat ons 800 12, 800-100.

SC-2 Appl cat on Pa t t on ng 

The nfo mat on system sepa ates use  
funct onal ty ( nclud ng use  nte face 
se v ces) f om nfo mat on system 

t f t l t

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system sepa ates use  funct onal ty ( nclud ng use  nte face se v ces) f om nfo mat on system 
management funct onal ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng appl cat on pa t t on ng  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  Sepa at on of use  funct onal ty f om nfo mat on system management funct onal ty].

Info mat on system management funct onal ty ncludes, fo  example, funct ons necessa y to adm n ste  databases, netwo k components, 
wo kstat on , o  se ve s, and typ cally equ es p v leged use  access. The sepa at on of use  funct onal ty f om nfo mat on ystem 
management funct onal ty s e the  phys cal o  log cal. O gan zat ons mplement sepa at on of system management- elated funct onal ty 
f om use  funct onal ty by us ng d ffe ent compute s, d ffe ent cent al p ocess ng un ts, d ffe ent nstances of ope at ng systems, d ffe ent 
netwo k add esses, v tual zat on techn ques, o  comb nat ons of these o  othe  methods, as app op ate. Th s type of sepa at on ncludes, fo  
example, web adm n st at ve nte faces that use sepa ate authent cat on methods fo  use s of any othe  nfo mat on system esou ces. 
Sepa at on of system and use  funct onal ty may nclude solat ng adm n st at ve nte faces on d fe ent doma ns and w th add t onal access 
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SC-
2 1)

Appl cat on Pa t t on ng - 
Inte faces Fo  Non-
P v leged Use s

The nfo mat on system p events the 
p esentat on of nfo mat on system 
management- elated funct onal ty at an 
nte face fo  non-p v leged use s.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system p events the p esentat on of nfo mat on system management- elated funct onal ty at an 
nte face fo  non-p v leged use s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng appl cat on pa t t on ng  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  non
p v leged use s of the nfo mat on system  system develope ].
Test  SELECT FROM  Sepa at on of use  funct onal ty f om nfo mat on system management funct onal ty].

Th s cont ol enhancement ensu es that adm n st at on opt ons (e g., adm n st ato  p v leges) a e not ava lable to gene al use s ( nclud ng 
p oh b t ng the use of the g ey-out opt on commonly used to el m nate access b l ty to such nfo mat on). Such est ct ons nclude, fo  
example, not p esent ng adm n st at on opt ons unt l use s establ sh sess ons w th adm n st ato  p v leges. Related cont ol  AC-3.

SC-3 
Secu ty Funct on 
Isolat on 

The nfo mat on system solates secu ty 
funct ons f om nonsecu ty funct ons.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system solates secu ty funct ons f om nonsecu ty funct ons. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng secu ty funct on solat on  l st of 
secu ty funct ons to be solated f om nonsecu ty funct ons  nfo mat on system des gn documentat on  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  Sepa at on of secu ty funct ons f om nonsecu ty funct ons w th n the nfo mat on system].

The nfo mat on system solates secu ty funct ons f om nonsecu ty funct ons by means of an solat on bounda y ( mplemented v a 
pa t t ons and doma ns). Such solat on cont ols access to and p otects the nteg ty of the ha dwa e, softwa e, and f mwa e that pe fo m 
those ecu ty funct ons. Info mat on systems mplement code sepa at on ( .e., sepa at on of secu ty funct ons f om nonsecu ty funct ons) 
n a numbe  of ways, nclud ng, fo  example, th ough the p ov s on of secu ty ke nels v a p ocesso  ngs o  p ocesso  mode . Fo  non-ke nel 

code, secu ty funct on solat on s often ach eved th ough f le system p otect ons that se ve to p otect the code on d sk, and add ess space 
p otect ons that p otect execut ng code. Info mat on systems est ct access to secu ty funct ons th ough the use of access cont ol 
mechan sms and by mplement ng least p v lege capab l t es. Wh le the deal s fo  all of the code w th n the secu ty funct on solat on 
bounda y to only conta n secu ty- elevant code, t s somet mes necessa y to nclude nonsecu ty funct ons w th n the solat on bounda y as 
an except on. Related cont ols  AC-3, AC-6, SA-4, SA-5, SA-8, SA 13, SC-2, SC 7, SC-39. SC-3(1), SC 3(2), SC-3(3), SC-3(4), SC-3(5) None

SC-
3 1)

Secu ty Funct on 
Isolat on - Ha dwa e 
Sepa at on

The nfo mat on system ut l zes 
unde ly ng ha dwa e sepa at on 
mechan sms to mplement secu ty 
funct on solat on.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system ut l zes unde ly ng ha dwa e sepa at on mechan sms to mplement secu ty funct on solat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng secu ty funct on solat on  
nfo mat on system des gn documentat on  ha dwa e sepa at on mechan sms  nfo mat on system conf gu at on se t ngs and 

assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  Sepa at on of secu ty funct ons f om nonsecu ty funct ons w th n the nfo mat on system].

Unde ly ng ha dwa e sepa at on mechan ms nclude, fo  example, ha dwa e ng a ch tectu es, commonly mplemented w th n 
m c op ocesso s, and ha dwa e-enfo ced add e s segmentat on used to suppo t log cally d st nct to age objects w th sepa ate att butes 
( e., eadable, w teable).

SC-
3 2)

Secu ty Funct on 
Isolat on - Access / Flow 
Cont ol Funct ons

The nfo mat on system solates secu ty 
funct ons enfo c ng access and 
nfo mat on low cont ol f om 

nonsecu ty funct ons and f om othe  
secu ty funct ons.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system solates secu ty funct ons enfo c ng
( ) access cont ol f om nonsecu ty funct ons
( ) nfo mat on flow cont ol f om nonsecu ty funct ons
( ) access cont ol f om othe  secu ty funct ons  and
( v) nfo mat on low cont ol f om othe  secu ty funct ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng secu ty funct on solat on  l st of 
c t cal secu ty funct ons  nfo mat on system des gn documentat on  nfo mat on ystem conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  Isolat on of secu ty funct ons enfo c ng access and nfo mat on flow cont o ].

Secu ty funct on solat on occu s as a esu t of mplementat on  the funct ons can st l be scanned and mon to ed. Secu ty funct ons that a e 
potent ally olated f om access and low cont ol enfo cement funct ons nclude, fo  example, aud t ng, nt us on detect on, and ant -v us 
funct ons.



SC-
3 3)

Secu ty Funct on 
Isolat on - M n m ze 
Nonsecu ty 
Funct onal ty

The o gan zat on m n m zes the numbe  
of nonsecu ty funct ons ncluded w th n 
the solat on bounda y conta n ng 
secu ty funct ons.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on mplements an nfo mat on system solat on bounda y to m n m ze the numbe  of nonsecu ty 
funct ons ncluded w th n the bounda y conta n ng secu ty funct ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng secu ty funct on solat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng an solat on bounda y].

In those nstances whe e t s not feas ble to ach eve st ct solat on of non ecu ty funct ons f om secu ty funct ons, t s necessa y to take 
act ons to m n m ze the nonsecu ty- elevant funct ons w th n the secu ty funct on bounda y. Nonsecu ty funct ons conta ned w th n the 
solat on bounda y a e cons de ed secu ty- elevant because e o s o  mal c ousness n such softwa e, by v tue of be ng w th n the bounda y  

can mpact the secu ty funct ons of o gan zat onal nfo mat on system . The des gn ob ect ve s that the spec f c po t ons of nfo mat on 
systems p ov d ng nfo mat on secu ty a e of m n mal s ze/complex ty. M n m z ng the numbe  of nonsecu ty funct ons n the secu ty-
elevant components of nfo mat on systems a lows des gne s and mplemente s to focus only on those funct ons wh ch a e necessa y to 

p ov de the des ed secu ty capab l ty typ ca ly access enfo cement). By m n m z ng nonsecu ty funct ons w th n the solat on bounda es, 
the amount of code that must be t usted to enfo ce secu ty pol c es s educed, thus cont but ng to unde standab l ty.

SC-
3 4)

Secu ty Funct on 
Isolat on - Module 
Coupl ng And 
Cohes veness

The o gan zat on mplements secu ty 
funct ons as la gely ndependent 
modules that max m ze nte nal 
cohes veness w th n modules and 
m n m ze coupl ng between modules.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on mplements secu ty funct ons as la gely ndependent modules that
( ) max m ze nte nal cohes veness w th n modules  and
( ) m n m ze coupl ng between modules.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng secu ty funct on solat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  max m z ng nte nal cohes veness w th n modules and m n m z ng coupl ng 
between modules  automated mechan sms suppo t ng and/o  mplement ng secu ty funct ons as ndependent modules].

The educt on n nte -module nte act ons helps to const a n secu ty funct ons and to manage complex ty. The concepts of coupl ng and 
cohes on a e mpo tant w th espect to modula ty n softwa e des gn. Coupl ng efe s to the dependenc es that one module has on othe  
modules. Cohes on efe s to the elat onsh p between the d ffe ent funct ons w th n a pa t cula  module. Good so twa e eng nee ng 
p act ces ely on modula  decompos t on, laye ng, and m n m zat on to educe and manage complex ty, thus p oduc ng softwa e modules 
that a e h ghly cohes ve and loosely coupled.

SC-
3 5)

Secu ty Funct on 
Isolat on - Laye ed 
St uctu es

The o gan zat on mplements secu ty 
funct ons as a laye ed st uctu e 
m n m z ng nte act ons between laye s 
of the des gn and avo d ng any 
dependence by lowe  laye s on the 
funct onal ty o  co ectness of h ghe  
l

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on mplements secu ty funct ons as a laye ed st uctu e
( ) m n m z ng nte act ons between laye s of the des gn  and
( ) avo d ng any dependence by lowe  laye s on the funct onal ty o  co ectness of h ghe  laye s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng secu ty funct on solat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  mplement ng secu ty funct ons as a laye ed st uctu e that m n m zes 
nte act ons between laye s and avo ds dependence by lowe  laye s on funct onal ty/co ectne s of h ghe  laye s  automated 

mechan sms suppo t ng and/o  mplement ng secu ty funct ons as a laye ed st uctu e].

The mplementat on of laye ed st uctu es w th m n m zed nte act ons among secu ty funct ons and non-loop ng laye s ( .e., lowe -laye  
f t   t   h h l  f t ) f th  l  th  l t  f t  f t   t f l t

SC-4 
Info mat on In Sha ed 
Resou ces

  The nfo mat on system p events 
unautho zed and un ntended 
nfo mat on t ansfe  v a sha ed system 
esou ces.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system p events unautho zed and un ntended nfo mat on t ansfe  v a sha ed system esou ces.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng nfo mat on p otect on n sha ed 
system esou ces  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  Automated mechan sms p event ng unautho zed and un ntended t ansfe  of nfo mat on v a sha ed system 
esou ces].

Th s cont ol p events nfo mat on, nclud ng enc ypted ep esentat ons of nfo mat on, p oduced by the act ons of p o  use s/ oles (o  the 
act ons of p ocesses act ng on behalf of p o  use s/ oles) f om be ng ava lable to any cu ent use s/ oles (o  cu ent p ocesses) that obta n 
access to sha ed system esou ces (e g., eg ste s, ma n memo y, ha d d sks) afte  those esou ces have been eleased back to nfo mat on 
systems. The cont ol of nfo mat on n sha ed esou ces s also commonly efe ed to as ob ect euse and es dual nfo mat on p otect on. 
Th s cont ol does not add ess  ( ) nfo mat on emanence wh ch efe s to es dual ep esentat on of data that has been nom nally e ased o  
emoved  ( ) cove t channels ( nclud ng sto age and/o  t m ng channels) whe e sha ed esou ces a e man pulated to v olate nfo mat on flow 
est ct ons  o  ( ) components w th n nfo mat on systems fo  wh ch the e a e only s ngle use s/ oles. Related cont ols  AC-3, AC-4, MP 6. SC-4(2) None

SC-
4 1)

Info mat on In Sha ed 
Resou ces W thd awn] - 
Inco po ated Into SC-4

 [W thd awn  Inco po ated nto SC-4].

[W thd awn  Inco po ated nto SC-4].

SC-
4 2)

Info mat on In Sha ed 
Resou ces - Pe ods 
P ocess ng

The nfo mat on system p events 
unautho zed nfo mat on t ansfe  v a 
sha ed esou ces n acco dance w th 
[Ass gnment  o gan zat on-def ned 
p ocedu es] when system p ocess ng 
expl c tly sw tches between d ffe ent 
nfo mat on class f cat on levels o  

secu ty catego es.

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes p ocedu es to be employed to ensu e unautho zed nfo mat on t ansfe  v a sha ed esou ces s 
p evented when system p ocess ng expl c tly sw tches between d ffe ent nfo mat on class f cat on levels o  secu ty catego es  
and
( ) the nfo mat on system p events unautho zed nfo mat on t ansfe  v a sha ed esou ces n acco dance w th o gan zat on-
def ned p ocedu es when system p ocess ng expl c tly sw tches between d ffe ent nfo mat on class f cat on levels o  secu ty 
catego es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng nfo mat on p otect on n sha ed 
system esou ces  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  Automated mechan sms p event ng unautho zed t ansfe  of nfo mat on v a sha ed system esou ces].

Th s cont ol enhancement appl es when the e a e expl c t changes n nfo mat on p ocess ng levels du ng nfo mat on system ope at ons, fo  
example, du ng mu t level p ocess ng and pe ods p ocess ng w th nfo mat on at d ffe ent class f cat on levels o  secu ty catego es. 
O gan zat on-def ned p ocedu es may nclude, fo  example, app oved san t zat on p ocesses fo  elect on cally sto ed nfo mat on.

SC-5 
Den al of Se v ce 
P otect on 

The nfo mat on system p otects aga nst 
o  l m ts the effects of the fo low ng 
types of den al of se v ce attacks  
[Ass gnment  o gan zat on-def ned types 
of den al of se v ce attacks o  efe ence 
to sou ce fo  such nfo mat on] by 
employ ng [Ass gnment  o gan zat on-

f  t  f ]

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes types of den al of se v ce attacks o  efe ence to sou ce of such nfo mat on fo  the nfo mat on system 
to p otect aga nst o  l m t the effects
( ) the o gan zat on def nes secu ty safegua ds to be employed by the nfo mat on system to p otect aga nst o  l m t the effects of 
o gan zat on-def ned types of den al of se v ce attacks  and
( ) the nfo mat on system p otects aga nst o  l m ts the e fects of the o gan zat on-def ned den al o  se v ce attacks (o  efe ence 
to sou ce fo  such nfo mat on) by employ ng o gan zat on-def ned secu ty safegua ds.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng den al of se v ce p otect on  
nfo mat on system des gn documentat on  secu ty plan  l t of den al of se v ces attacks equ ng employment of secu ty 

safegua ds to p otect aga nst o  l m t e fects of such attacks  l t of secu ty safegua ds p otect ng aga nst o  l m t ng the effects of 
den al of se v ce attacks  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th nc dent esponse espons b l t es  system develope ].
Test  SELECT FROM  Automated mechan sms p otect ng aga nst o  l m t ng the e fects of den al of se v ce attacks].

A va ety of technolog es ex st to l m t, o  n some cases, el m nate the effects of den al of se v ce attack . Fo  example, bounda y p otect on 
dev ces can f te  ce ta n types of packets to p otect nfo mat on system components on nte nal o gan zat onal netwo ks f om be ng d ectly 
affected by den al of se v ce a tacks. Employ ng nc eased capac ty and bandw dth comb ned w th se v ce edundancy may also educe the 
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SC-
5 1)

Den al Of Se v ce 
P otect on - Rest ct 
Inte nal Use s

The nfo mat on system est cts the 
ab l ty of nd v duals to launch 
[Ass gnment  o gan zat on-def ned den al 
of se v ce attacks] aga nst othe  
nfo mat on systems.

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes den al of se v ce attacks fo  wh ch the nfo mat on system s equ ed to est ct the ab l ty of 
nd v duals to launch such attacks aga nst othe  nfo mat on systems  and

( ) the nfo mat on system est cts the ab l ty of nd v duals to launch o gan zat on-def ned den al of se v ce attacks aga nst othe  
nfo mat on systems

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng den al of se v ce p otect on  
nfo mat on system des gn documentat on  secu ty plan  l t of den al of se v ce attacks launched by nd v duals aga nst 
nfo mat on systems  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  

othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th nc dent esponse espons b l t es  system develope ].
Test  SELECT FROM  Automated mechan sms est ct ng the ab l ty to launch den al of se v ce a tacks aga nst othe  nfo mat on 
systems].

Rest ct ng the ab l ty of nd v duals to launch den al of se v ce attacks equ es that the mechan sms used fo  such attacks a e unava lable. 
Ind v duals of conce n can nclude, fo  example, host le ns de s o  exte nal adve sa es that have successfu ly b eached the nfo mat on 
system and a e us ng the system as a platfo m to launch cybe  attacks on th d pa t es. O gan zat ons can est ct the ab l ty of nd v duals to 
connect and t ansm t a b t a y nfo mat on on the t anspo t med um ( e., netwo k, w eless spect um). O gan zat ons can also l m t the 
ab l ty of nd v duals to use excess ve nfo mat on system esou ces. P otect on aga nst nd v duals hav ng the ab l ty to launch den al of 
se v ce attacks may be mplemented on spec f c nfo mat on systems o  on bounda y dev ces p oh b t ng eg ess to potent al ta get systems.



SC-
5 2)

Den al Of Se v ce 
P otect on - Excess 
Capac ty / Bandw dth / 
Redundancy

The nfo mat on system manages excess 
capac ty, bandw dth, o  othe  
edundancy to l m t the e fects of 
nfo mat on lood ng den al of se v ce 

attacks.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system, to l m t the e fects of nfo mat on flood ng den al of se v ce attacks, manages
    -excess capac ty
    -bandw dth  o
    -othe  edundancy.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng den al of se v ce p otect on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th nc dent esponse espons b l t es  system develope ].
Test  SELECT FROM  Automated mechan sms mplement ng management of nfo mat on system bandw dth, capac ty, and 
edundancy to l m t the effects of nfo mat on lood ng den al of se v ce attacks].

Manag ng excess capac ty ensu es that su f c ent capac ty s ava lable to counte  lood ng attacks. Manag ng excess capac ty may nclude, fo  
example, establ sh ng selected usage p o t es, quotas, o  pa t t on ng.

SC-
5 3)

Den al Of Se v ce 
P otect on - Detect on / 
Mon to ng

The o gan zat on
(a) Employs [Ass gnment  o gan zat on-
def ned mon to ng tools] to detect 
nd cato s of den al of se v ce attacks 

aga nst the nfo mat on system  and
(b) Mon to s [Ass gnment  o gan zat on-
def ned nfo mat on system esou ces] 
to dete m ne f suff c ent esou ces ex st 
to p event effect ve den al of se v ce 
attacks.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes mon to ng tools to be employed to detect nd cato s of den al of se v ce attacks aga nst the nfo mat on system
( ) employs o gan zat on-def ned mon to ng tools to detect nd cato s of den al of se v ce attacks aga nst the nfo mat on system
( ) def nes nfo mat on system esou ces to be mon to ed to dete m ne f suff c ent esou ces ex st to p event effect ve den al of 
se v ce attacks  and
( v) mon to s o gan zat on-def ned nfo mat on system esou ces to dete m ne f suff c ent esou ces ex st to p event effect ve 
den al of se v ce attacks.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng den al of se v ce p otect on  
nfo mat on system des gn documentat on  nfo mat on system mon to ng tools and techn ques documentat on  nfo mat on 

system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th detect on and mon to ng espons b l t es].
Test  SELECT FROM  Automated mechan sms/tools mplement ng nfo mat on system mon to ng fo  den al of se v ce attacks].

O gan zat ons cons de  ut l zat on and capac ty of nfo mat on system esou ces when manag ng sk f om den al of se v ce due to mal c ous 
attacks. Den al of e v ce attacks can o g nate f om exte nal o  nte nal sou ces. Info mat on system esou ces sens t ve to den al of se v ce 
nclude, fo  example, phys cal d sk sto age, memo y, and CPU cycles. Common safegua ds to p event den al of se v ce attacks elated to 

sto age ut l zat on and capac ty nclude, fo  example, nst tut ng d sk quotas, conf gu ng nfo mat on systems to automat ca ly ale t 
adm n st ato s when spec f c sto age capac ty th esholds a e eached, us ng f le comp ess on technolog es to max m ze ava lable sto age 
space, and mpos ng sepa ate pa t t ons fo  system and use  data. Related cont ols  CA-7, SI-4.

SC-6 Resou ce Ava lab l ty

The nfo mat on system p otects the 
ava lab l ty of esou ces by a locat ng 
[Ass gnment  o gan zat on-def ned 
esou ces] by [Select on (one o  mo e)  

p o ty  quota  [Ass gnment  
o gan zat on-def ned secu ty 

f ]

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes esou ces to be allocated to p otect the ava lab l ty of esou ces
( ) the o gan zat on def nes secu ty safegua ds to be employed to p otect the ava lab l ty of e ou ces
( ) the nfo mat on system p otects the ava lab l ty of esou ces by allocat ng o gan zat on-def ned esou ces by one o  mo e of 
the follow ng
    -p o ty
    -quota  and/o
    -o gan zat on-def ned safegua ds.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng p o t zat on of nfo mat on 
system esou ces  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng esou ce allocat on capab l ty  safegua ds 
employed to p otect ava lab l ty of esou ces].

P o ty p otect on helps p event lowe -p o ty p oce ses f om delay ng o  nte fe ng w th the nfo mat on system se v c ng any h ghe -
p o ty p ocesses. Quotas p event use s o  p ocesses f om obta n ng mo e than p edete m ned amounts of esou ces. Th s cont ol does not 

l  t  f t  t  t  f  h h th   l  l  l N N

SC-7 Bounda y P otect on 

The nfo mat on system
a. Mon to s and cont ols 
commun cat ons at the exte nal 
bounda y of the system and at key 
nte nal bounda es w th n the system

b. Implements subnetwo ks fo  publ cly 
access ble system components that a e 
[Select on  phys cally  log ca ly] 
sepa ated f om nte nal o gan zat onal 
netwo ks  and
c. Connects to exte nal netwo ks o  
nfo mat on systems only th ough 

managed nte faces cons st ng of 
bounda y p otect on dev ces a anged n 
acco dance w th an o gan zat onal 
secu ty a ch tectu e.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system
( ) mon to s commun cat ons at the exte nal bounda y of the nfo mat on ystem
( ) mon to s commun cat ons at key nte nal bounda es w th n the system
( ) cont ols commun cat ons at the exte nal bounda y of the nfo mat on system
( v) cont ols commun cat ons at key nte nal bounda es w th n the system
(v) mplements subnetwo ks fo  publ cly access ble system components that a e e the
    -phys cally sepa ated f om nte nal o gan zat onal netwo ks  and/o
    log cally sepa ated f om nte nal o gan zat onal netwo ks  and
(v ) connects to exte nal netwo ks o  nfo mat on systems only th ough managed nte faces cons st ng of bounda y p otect on 
dev ces a anged n acco dance w th an o gan zat onal secu ty a ch tectu e.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  l st of key 
nte nal bounda es of the nfo mat on system  nfo mat on system des gn documentat on  bounda y p otect on ha dwa e and 

softwa e  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  ente p se secu ty a ch tectu e 
documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng bounda y p otect on capab l ty].

Managed nte faces nclude, fo  example, gateways, oute s, f ewa ls, gua ds, netwo k-based mal c ous code analys s and v tual zat on 
systems, o  enc ypted tunnels mplemented w th n a secu ty a ch tectu e (e.g., oute s p otect ng f ewalls o  appl cat on gateways es d ng 
on p otected subnetwo ks). Subnetwo ks that a e phys cally o  log cally sepa ated f om nte nal netwo ks a e efe ed to as dem l ta zed 
zones o  DMZs. Rest ct ng o  p oh b t ng nte faces w th n o gan zat onal nfo mat on systems ncludes, fo  example, est ct ng exte nal web 
t aff c to des gnated web se ve s w th n managed nte faces and p oh b t ng exte nal t aff c that appea s to be spoof ng nte nal add esses. 
O gan zat ons cons de  the sha ed natu e of comme c al telecommun cat ons se v ces n the mplementat on of secu ty cont ols assoc ated 
w th the use of such se v ces. Comme c al telecommun cat ons se v ces a e commonly based on netwo k components and consol dated 
management systems sha ed by all attached comme c al custome s, and may also nclude th d pa ty-p ov ded access l nes and othe  se v ce 
elements. Such t ansm ss on se v ces may ep esent sou ces of nc eased sk desp te cont act secu ty p ov s ons. Related cont ols  AC-4, AC-
17, CA-3, CM 7, CP-8, R-4, RA 3, SC-5, SC-13.

SC-7(3), SC 7(4), SC-7(5), SC-7(7), SC-7(8), SC-7(9), SC-7(10), SC-7(11), 
SC-7(12), SC-7(13), SC-7(14), SC 7(15), SC 7 16), SC-7 17), SC-7(18), SC
7(19), SC-7(20), SC 7 21), SC 7 22), SC-7(23)

F PS Publ cat on 199  N ST Spec al Publ cat ons 800-41, 
800 77.

SC-
7 1)

Bounda y P otect on 
[W thd awn] - 
Inco po ated Into SC-7

[W thd awn  Inco po ated nto SC-7].

[W thd awn  Inco po ated nto SC 7].

SC-
7 2)

Bounda y P otect on 
[W thd awn] - 
Inco po ated Into SC-7

[W thd awn  Inco po ated nto SC-7].

[W thd awn  Inco po ated nto SC 7].

SC-
7 3)

Bounda y P otect on - 
Access Po nts

The o gan zat on l m ts the numbe  of 
exte nal netwo k connect ons to the 
nfo mat on system.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on l m ts the numbe  of exte nal netwo k connect ons to the nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  bounda y p otect on ha dwa e and softwa e  nfo mat on system a ch tectu e and conf gu at on 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  commun cat ons and netwo k t aff c 
mon to ng logs  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng bounda y p otect on capab l ty  automated mechan sms l m t ng the 
numbe  of exte nal netwo k connect ons to the nfo mat on system].

L m t ng the numbe  of exte nal netwo k connect ons fac l tates mo e comp ehens ve mon to ng of nbound and outbound commun cat ons 
t aff c. The T usted Inte net Connect on (TIC) n t at ve s an example of l m t ng the numbe  of exte nal netwo k connect ons.

SC-
7 4)

Bounda y P otect on - 
Exte nal 
Telecommun cat ons 
Se v ces

The o gan zat on
(a) Implements a managed nte face fo  
each exte nal telecommun cat on 
se v ce
(b) Establ shes a t a f c flow pol cy fo  
each managed nte face
(c) P otects the conf dent al ty and 
nteg ty of the nfo mat on be ng 

t ansm ted ac oss each nte face
(d) Documents each except on to the 
t a f c flow pol cy w th a suppo t ng 
m ss on/bus ness need and du at on of 
that need  and
(e) Rev ews except ons to the t aff c low 
pol cy [Ass gnment  o gan zat on-def ned 
f equency] and emoves except ons that 
a e no longe  suppo ted by an expl c t 
m ss on/bus ness need.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) mplements a managed nte face fo  each exte nal telecommun cat on se v ce
( ) establ shes a t aff c low pol cy fo  each managed nte face
( ) p otects the conf dent al ty and nteg ty of the nfo mat on be ng t ansm tted ac oss each nte face
( v) documents each except on to the t aff c flow pol cy w th
    -a suppo t ng m ss on bus ness need
    -du at on of that need
    -def nes a f equency to ev ew except ons to t aff c low pol cy
    - ev ews except ons to the t a f c flow pol cy w th the o gan zat on-def ned f equency  and
    - emoves t aff c flow pol cy except ons that a e no longe  suppo ted by an expl c t m ss on/bus ness need.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  t aff c low pol cy  nfo mat on flow cont ol pol cy  
p ocedu es add ess ng bounda y p otect on  nfo mat on system secu ty a ch tectu e  nfo mat on system des gn documentat on  
bounda y p otect on ha dwa e and softwa e  nfo mat on system a ch tectu e and conf gu at on documentat on  nfo mat on 
system conf gu at on sett ngs and assoc ated documentat on  eco ds of t aff c flow pol cy except ons  nfo mat on system aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  document ng and ev ew ng except ons to the t aff c flow pol cy  o gan zat onal 
p ocesses fo  emov ng except ons to the t aff c flow pol cy  automated mechan sms mplement ng bounda y p otect on 
capab l ty  managed nte faces mplement ng t aff c low pol cy].

Related cont ol  SC 8.

SC-
7 5)

Bounda y P otect on - 
Deny By Defau t / A low 
By Except on

The nfo mat on system at managed 
nte faces den es netwo k 

commun cat ons t aff c by default and 
allows netwo k commun cat ons t a f c 
by except on ( e , deny all, pe m t by 
except on).

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system, at managed nte faces  
( ) den es netwo k t aff c by defau t  and
( ) a lows netwo k t aff c by except on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng t aff c management at managed nte faces].

Th s cont ol enhancement appl es to both nbound and outbound netwo k commun cat ons t aff c. A deny-a l, pe m t-by-except on netwo k 
commun cat ons t aff c pol cy ensu es that only those connect ons wh ch a e essent al and app oved a e allowed.



SC-
7 6)

Bounda y P otect on 
[W thd awn] - 
Inco po ated Into SC-7 
(18) [W thd awn  Inco po ated nto SC-7 

(18)].

[W thd awn  Inco po ated nto SC 7 18)].

SC-
7 7)

Bounda y P otect on - 
P event Spl t Tunnel ng 
Fo  Remote Dev ces

The nfo mat on system, n con unct on 
w th a emote dev ce, p events the 
dev ce f om s multaneously establ sh ng 
non- emote connect ons w th the 
system and commun cat ng v a some 
othe  connect on to esou ces n 
exte nal netwo ks.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system, n con unct on w th a emote dev ce, p events the dev ce f om s multaneously establ sh ng 
non- emote connect ons w th the system and commun cat ng v a some othe  connect on to esou ces n exte nal netwo ks.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  nfo mat on system ha dwa e and so twa e  nfo mat on system a ch tectu e  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng bounda y p otect on capab l ty  automated mechan sms 
suppo t ng/ est ct ng non- emote connect ons].

Th s cont ol enhancement s mplemented w th n emote dev ces (e.g , notebook compute s) th ough conf gu at on se t ngs to d sable spl t 
tunnel ng n those dev ces, and by p event ng those conf gu at on sett ngs f om be ng ead ly conf gu able by use s. Th s cont ol 
enhancement s mplemented w th n the nfo mat on system by the detect on of spl t tunnel ng (o  of conf gu at on sett ngs that allow spl t 
tunnel ng) n the emote dev ce, and by p oh b t ng the connect on f the emote dev ce s us ng spl t tunnel ng. Spl t tunnel ng m ght be 
des able by emote use s to commun cate w th local nfo mat on system esou ces such as p nte s/f le se ve s. Howeve , spl t tunnel ng 
would n effect allow unautho zed exte nal connect ons, mak ng the system mo e vulne able to attack and to exf t at on of o gan zat onal 
nfo mat on. The use of VPNs fo  emote connect ons, when adequately p ov s oned w th app op ate secu ty cont ols, may p ov de the 

o gan zat on w th suff c ent assu ance that t can e fect vely t eat such connect ons as non- emote connect ons f om the conf dent al ty and 
nteg ty pe spect ve. VPNs thus p ov de a means fo  allow ng non- emote commun cat ons paths f om emote dev ces. The use of an 

adequately p ov s oned VPN does not el m nate the need fo  p event ng spl t tunnel ng.

SC-
7 8)

Bounda y P otect on - 
Route T aff c To 
Authent cated P oxy 
Se ve s

The nfo mat on system outes 
[Ass gnment  o gan zat on-def ned 
nte nal commun cat ons t aff c] to 

[Ass gnment  o gan zat on-def ned 
exte nal netwo ks] th ough 
authent cated p oxy se ve s at managed 
nte faces.

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes nte nal commun cat ons t aff c to be outed to exte nal netwo ks
( ) the o gan zat on def nes exte nal netwo ks to wh ch o gan at on-def ned nte nal commun cat ons t aff c s to be outed  and 
( ) the nfo mat on system outes o gan zat on-def ned nte nal commun cat ons t aff c to o gan zat on-def ned exte nal netwo ks 
th ough authent cated p oxy se ve s at managed nte faces.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  nfo mat on system ha dwa e and so twa e  nfo mat on system a ch tectu e  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng t aff c management th ough authent cated p oxy se ve s at managed 
nte faces].

Exte nal netwo ks a e netwo ks outs de of o gan zat onal cont ol. A p oxy se ve  s a se ve  ( e , nfo mat on system o  appl cat on) that acts 
as an nte med a y fo  cl ents eque t ng nfo mat on system esou ces (e g , f le , connect ons, web pages, o  se v ces) f om othe  
o gan zat onal se ve . Cl ent equests establ shed th ough an n t al connect on to the p oxy se ve  a e evaluated to manage complex ty and 
to p ov de add t onal p otect on by l m t ng d ect connect v ty. Web content f lte ng dev ces a e one of the most common p oxy se ve s 
p ov d ng access to the Inte net. P oxy se ve s suppo t logg ng nd v dual T ansm ss on Cont ol P otocol (TCP) sess ons and block ng spec f c 
Un fo m Resou ce Locato s (URLs), doma n names, and Inte net P otocol IP) add e ses. Web p ox es can be conf gu ed w th o gan zat on-
def ned l sts of autho zed and unautho zed webs tes. Related cont ols  AC 3, AU-2.

SC-
7 9)

Bounda y P otect on - 
Rest ct Th eaten ng 
Outgo ng 
Commun cat ons T aff c

The nfo mat on system
(a) Detects and den es outgo ng 
commun cat ons t aff c pos ng a th eat 
to exte nal nfo mat on systems  and
(b) Aud ts the dent ty of nte nal use s 

t  h  t

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system
( ) detects outgo ng commun cat ons t aff c pos ng a th eat to exte nal nfo mat on systems  and
( ) den es outgo ng commun cat ons t aff c pos ng a th eat to exte nal nfo mat on systems  and
( ) aud ts the dent ty of nte nal use s as oc ated w th den ed commun cat ons. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  nfo mat on system ha dwa e and so twa e  nfo mat on system a ch tectu e  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng bounda y p otect on capab l ty  automated mechan sms 
mplement ng detect on and den al of th eaten ng outgo ng commun cat ons t aff c  automated mechan sms mplement ng 

aud t ng of outgo ng commun cat ons t aff c].

Detect ng outgo ng commun cat ons t aff c f om nte nal act ons that may pose th eats to exte nal nfo mat on systems s somet mes te med 
ext us on detect on. Ext us on detect on at nfo mat on system bounda es as pa t of managed nte faces ncludes the analys s of ncom ng 
and outgo ng commun cat ons t aff c sea ch ng fo  nd cat ons of nte nal th eats to the secu ty of exte nal systems. Such th eats nclude, fo  
example, t aff c nd cat ve of den al of se v ce attacks and t aff c conta n ng mal c ous code. Related cont ols  AU 2, AU 6, SC 38, SC-44, SI-3, 
SI-

SC-
7 10)

Bounda y P otect on - 
P event Unautho zed 
Exf lt at on

The o gan zat on p events the 
unautho zed exf t at on of nfo mat on 
ac oss managed nte faces.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on p events the unautho zed exf t at on of nfo mat on ac oss managed nte faces. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng bounda y p otect on capab l ty  p event ng unautho zed exf lt at on 
of nfo mat on ac oss managed nte faces].

Safegua ds mplemented by o gan zat ons to p event unautho zed exf t at on of nfo mat on f om nfo mat on systems nclude, fo  
example  ( ) st ct adhe ence to p otocol fo mats  ( ) mon to ng fo  beacon ng f om nfo mat on systems  ( ) mon to ng fo  steganog aphy  
( v) d sconnect ng exte nal netwo k nte faces except when expl c tly needed  (v) d assembl ng and eassembl ng packet heade s  and (v ) 
employ ng t a f c p of le analys s to detect dev at ons f om the volume/types of t a f c expected w th n o gan zat ons o  ca l backs to 
command and cont ol cente s. Dev ces enfo c ng st ct adhe ence to p otocol fo mats nclude, fo  example, deep packet nspect on f ewa ls 
and XML gateway . These dev ces ve fy adhe ence to p otocol fo mats and spec f cat on at the appl cat on laye  and se ve to dent fy 
vulne ab l t es that cannot be detected by dev ces ope at ng at the netwo k o  t anspo t laye s. Th s cont ol enhancement s closely 
assoc ated w th c oss-doma n solut ons and system gua ds enfo c ng nfo mat on flow equ ements. Related cont ol  SI-3.

SC-
7 11)

Bounda y P otect on - 
Rest ct Incom ng 
Commun cat ons T aff c

The nfo mat on system only allows 
ncom ng commun cat ons f om 

[Ass gnment  o gan zat on-def ned 
autho zed sou ces] outed to 
[Ass gnment  o gan zat on-def ned 
autho zed dest nat ons].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes nte nal commun cat ons t aff c to be outed to exte nal netwo ks
( ) the o gan zat on def nes autho zed dest nat ons only to wh ch that ncom ng commun cat ons f om o gan zat on-def ned 
autho zed sou ces may be outed  and
( ) the nfo mat on system only a lows ncom ng commun cat ons f om o gan zat on-def ned autho zed sou ces to be outed to 
o gan zat on-def ned autho zed dest nat ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms mplement ng bounda y p otect on capab l t es w th espect to sou ce/dest nat on 
add ess pa ].

Th s cont ol enhancement p ov des dete m nat ons that sou ce and dest nat on add e s pa s ep esent autho zed/allowed commun cat ons. 
Such dete m nat ons can be based on seve al facto s nclud ng, fo  example, the p esence of sou ce/dest nat on add ess pa s n l sts of 
autho zed/allowed commun cat ons, the ab ence of add ess pa s n l sts of unautho zed/d sa lowed pa s, o  meet ng mo e gene al ules 
fo  autho zed/a lowed sou ce/dest nat on pa s. Related cont ol  AC-3.

SC-
7 12)

Bounda y P otect on - 
Host Based P otect on

The o gan zat on mplements 
[Ass gnment  o gan zat on-def ned host-
based bounda y p otect on mechan sms] 
at [Ass gnment  o gan zat on-def ned 
nfo mat on system components].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes host-based bounda y p otect on mechan sms
( ) def nes nfo mat on system components whe e o gan zat on-def ned host-ba ed bounda y p otect on mechan sms a e to be 
mplemented  and

( ) mplements o gan zat on-def ned host-based bounda y p otect on mechan sms at o gan zat on-def ned nfo mat on system 
components.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  bounda y p otect on ha dwa e and softwa e  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th bounda y p otect on espons b l t es  nfo mat on system use s].
Test  SELECT FROM  Automated mechan sms mplement ng host-based bounda y p otect on capab l t es].

Host-based bounda y p otect on mechan sms nclude, fo  example, host-based f ewalls. Info mat on system components employ ng host-
based bounda y p otect on mechan sms nclude, fo  example, se ve s, wo kstat ons, and mob le dev ces.

SC-
7 13)

Bounda y P otect on - 
Isolat on Of Secu ty 
Tools / Mechan sms / 
Suppo t Components

The o gan zat on solates [Ass gnment  
o gan zat on-def ned nfo mat on 
secu ty tools, mechan sms, and suppo t 
components] f om othe  nte nal 
nfo mat on system components by 
mplement ng phys cally sepa ate 

subnetwo ks w th managed nte faces to 
othe  components of the system.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes nfo mat on secu ty tools, mechan sms, and suppo t components to be solated f om othe  nte nal nfo mat on system 
components  and
( ) solates o gan zat on-def ned nfo mat on secu ty tools, mechan sms, and suppo t components f om othe  nte nal nfo mat on 
system components by mplement ng phys cally sepa ate subnetwo ks w th managed nte faces to othe  components of the 
system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  nfo mat on system ha dwa e and so twa e  nfo mat on system a ch tectu e  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  l st of secu ty tools and suppo t components to be solated f om othe  
nte nal nfo mat on system components  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng solat on of nfo mat on secu ty tools, 
mechan sms, and uppo t components].

Phys cally sepa ate subnetwo ks w th managed nte faces a e useful, fo  example, n solat ng compute  netwo k defenses f om c t cal 
ope at onal p ocess ng netwo ks to p event adve sa es f om d scove ng the analys s and fo ens cs techn ques of o gan zat ons. Related 
cont ols  SA 8, SC-2, SC-3.



SC-
7 14)

Bounda y P otect on - 
P otects Aga nst 
Unautho zed Phys cal 
Connect ons

The o gan zat on p otects aga nst 
unautho zed phys cal connect ons at 
[Ass gnment  o gan zat on-def ned 
managed nte faces].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes managed nte faces to be p otected aga nst unautho zed phys cal connect ons  and
( ) p otects aga nst unautho zed phys cal connect ons at o gan zat on-def ned managed nte faces.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  nfo mat on system ha dwa e and so twa e  nfo mat on system a ch tectu e  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  fac l ty commun cat ons and w ng d ag am  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng p otect on aga nst unautho zed phys cal 
connect ons].

Info mat on systems ope at ng at d fe ent secu ty catego es o  cla s f cat on levels may sha e common phys cal and env onmental 
cont ols, s nce the systems may sha e space w th n o gan zat onal fac l t es. In p act ce, t s poss ble that these sepa ate nfo mat on ystems 
may sha e common equ pment ooms, w ng closets, and cable d st but on paths. P otect on aga nst unautho zed phys cal connect ons can 
be ach eved, fo  example, by employ ng clea ly dent f ed and phys cally sepa ated cable t ays, connect on f ames, and patch panels fo  each 
s de of managed nte faces w th phys cal access cont ols enfo c ng l m ted autho zed access to these tems. Related cont ols  PE-4, PE 19.

SC-
7 15)

Bounda y P otect on - 
Route P v leged 
Netwo k Accesses

The nfo mat on system outes all 
netwo ked, p v leged accesses th ough 
a ded cated, managed nte face fo  
pu poses of access cont ol and aud t ng.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system outes all netwo ked, p v leged accesses th ough a ded cated, managed nte face fo  the 
pu poses of
    -access cont ol  and 
    -aud t ng.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  nfo mat on system ha dwa e and so twa e  nfo mat on system a ch tectu e  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  aud t logs  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng the out ng of netwo ked, p v leged access 
th ough ded cated managed nte faces].

Related cont ols  AC-2, AC-3, AU-2, SI-4.

SC-
7 16)

Bounda y P otect on - 
P event D scove y Of 
Components / Dev ces

The nfo mat on system p events 
d scove y of spec f c system components 
compos ng a managed nte face.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system p events d scove y of spec f c system components compos ng a managed nte face.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  nfo mat on system ha dwa e and so twa e  nfo mat on system a ch tectu e  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng the p event on of d scove y of system components 
at managed nte faces].

Th s cont ol enhancement p otects netwo k add e ses of nfo mat on system components that a e pa t of managed nte faces f om 
d scove y th ough common tools and techn ques used to dent fy dev ces on netwo ks. Netwo k add esses a e not ava lable fo  d scove y 
(e.g., netwo k add ess not publ shed o  ente ed n doma n name ystems), equ ng p o  knowledge fo  access. Anothe  obfuscat on 
techn que s to pe od cally change netwo k add esse .

SC-
7 17)

Bounda y P otect on - 
Automated Enfo cement 
Of P otocol Fo mats

The nfo mat on system enfo ces 
adhe ence to p otocol fo mats.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system enfo ces adhe ence to p otocol fo mats.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  nfo mat on system a ch tectu e  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng enfo cement of adhe ence to p otocol fo mats].

Info mat on system components that enfo ce p otocol fo mats nclude, fo  example, deep packet nspect on f ewa ls and XML gateway . 
Such system components ve fy adhe ence to p otocol fo mats/spec f cat ons (e g., IEEE) at the appl cat on laye  and dent fy s gn f cant 
vulne ab l t es that cannot be detected by dev ces ope at ng at the netwo k o  t anspo t laye s. Related cont ol  SC-4.

SC-
7 18)

Bounda y P otect on - 
Fa l Secu e

The nfo mat on system fa ls secu ely n 
the event of an ope at onal fa lu e of a 
bounda y p otect on dev ce. 

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system fa ls secu ely n the event of an ope at onal fa lu e of a bounda y p otect on dev ce.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  nfo mat on system a ch tectu e  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng secu e fa lu e].

Fa l secu e s a cond t on ach eved by employ ng nfo mat on system mechan sms to ensu e that n the event of ope at onal fa lu es of 
bounda y p otect on dev ces at managed nte faces (e.g., oute s, f ewa ls, gua ds, and appl cat on gateways es d ng on p otected 
subnetwo ks commonly efe ed to as dem l ta zed zones), nfo mat on systems do not ente  nto unsecu e states whe e ntended secu ty 
p ope t es no longe  hold. Fa lu es of bounda y p otect on dev ces cannot lead to, o  cause nfo mat on exte nal to the dev ces to ente  the 
dev ces, no  can fa lu es pe m t unautho zed nfo mat on eleases. Related cont ols  CP-2, SC-24.

SC-
7 19)

Bounda y P otect on - 
Blocks Commun cat on 
F om Non-
O gan zat ona ly 
Conf gu ed Hosts

The nfo mat on system blocks both 
nbound and outbound commun cat ons 

t a f c between [Ass gnment  
o gan zat on-def ned commun cat on 
cl ents] that a e ndependen ly 
conf gu ed by end use s and exte nal 

 

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes commun cat on cl ents that a e ndependently conf gu ed by end use s and exte nal se v ce p ov de s  and
( ) blocks, between o gan zat on-def ned commun cat on cl ents that a e ndependently conf gu ed by end use s and exte nal 
se v ce p ov de s
    - nbound commun cat ons t a f c  and
    -outbound commun cat ons t aff c.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  nfo mat on system ha dwa e and so twa e  nfo mat on system a ch tectu e  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  l st of commun cat on cl ents ndependently conf gu ed by end use s and 
exte nal se v ce p ov de s  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng the block ng of nbound and outbound 
commun cat ons t a f c between commun cat on cl ents ndependently conf gu ed by end u e s and exte nal se v ce p ov de s].

Commun cat on cl ents ndependen ly conf gu ed by end use s and exte nal se v ce p ov de s nclude, fo  example, nstant mes ag ng cl ents. 
T f  l   t l  t  t  l t  th t  f   t  t  f  h  f t

SC-
7 20)

Bounda y P otect on - 
Dynam c Isolat on / 
Seg egat on

The nfo mat on system p ov des the 
capab l ty to dynam cally 
solate/ eg egate [Ass gnment  

o gan zat on-def ned nfo mat on system 
components] f om othe  components of 
the system.

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes nfo mat on system components to be dynam ca ly solated/seg egated f om othe  components of the 
system  and
( ) the nfo mat on system p ov des the capab l ty to dynam cally solate/seg egate o gan zat on-def ned nfo mat on system 
components f om othe  components of the system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  nfo mat on system ha dwa e and so twa e  nfo mat on system a ch tectu e  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  l st of nfo mat on system components to be dynam ca ly 
solated/seg egated f om othe  components of the system  nfo mat on system aud t eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng the capab l ty to dynam ca ly solate/seg egate 
nfo mat on system components].

The capab l ty to dynam ca ly solate o  seg egate ce ta n nte nal components of o gan zat onal nfo mat on systems s useful when t s 
necessa y to pa t t on o  sepa ate ce ta n components of dub ous o g n f om those components possess ng g eate  t ustwo th ne s. 
Component solat on educes the attack su face of o gan zat onal nfo mat on systems. Isolat on of selected nfo mat on system components 
s also a means of l m t ng the damage f om uccessful cybe  attacks when those attacks occu .



SC-
7 21)

Bounda y P otect on - 
Isolat on Of Info mat on 
System Components

The o gan zat on employs bounda y 
p otect on mechan sms to sepa ate 
[Ass gnment  o gan zat on-def ned 
nfo mat on system components] 

suppo t ng [Ass gnment  o gan zat on-
def ned m ss ons and/o  bus ness 
funct ons].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes nfo mat on system components to be sepa ated by bounda y p otect on mechan sms
( ) def nes m ss ons and o  bus ness funct ons to be suppo ted by o gan zat on-def ned nfo mat on system components sepa ated 
by bounda y p otect on mechan sms  and
( ) employs bounda y p otect on mechan sms to sepa ate o gan zat on-def ned nfo mat on system components suppo t ng 
o gan zat on-def ned m s ons and/o  bus ne s funct ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  nfo mat on system ha dwa e and so twa e  ente p se a ch tectu e documentat on  nfo mat on 
system a ch tectu e  nfo mat on sy tem conf gu at on se t ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng the capab l ty to sepa ate nfo mat on system 
components suppo t ng o gan zat onal m ss ons and/o  bus ness funct ons].

O gan zat ons can solate nfo mat on system components pe fo m ng d ffe ent m ss ons and/o  bus ness funct ons. Such solat on l m ts 
unautho zed nfo mat on flows among system components and also p ov des the oppo tun ty to deploy g eate  levels of p otect on fo  
selected components. Sepa at ng system components w th bounda y p otect on mechan sms p ov des the capab l ty fo  nc ea ed p otect on 
of nd v dual components and to mo e effect vely cont ol nfo mat on lows between those components. Th s type of enhanced p otect on 
l m ts the potent al ha m f om cybe  attacks and e o s. The deg ee of sepa at on p ov ded va es depend ng upon the mechan sms chosen. 
Bounda y p otect on mechan sms nclude, fo  example, oute s, gateways, and f ewalls sepa at ng system components nto phys cally 
sepa ate netwo ks o  subnetwo ks, c oss-doma n dev ces sepa at ng subnetwo ks, v tual zat on techn ques, and enc ypt ng nfo mat on 
flows among system components us ng d st nct enc ypt on keys. Related cont ols  CA-9, SC-3. 

SC-
7 22)

Bounda y P otect on - 
Sepa ate Subnets Fo  
Connect ng To D ffe ent 
Secu ty Doma ns

The nfo mat on system mplements 
sepa ate netwo k add esses ( .e., 
d fe ent subnets) to connect to systems 
n d ffe ent secu ty doma ns.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system mplements sepa ate netwo k add esses ( .e , d fe ent subnets) to connect to ystems n 
d ffe ent ecu ty doma ns.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  nfo mat on system ha dwa e and so twa e  nfo mat on system a ch tectu e  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng sepa ate netwo k add esses/d fe ent subnets].

Decompos t on of nfo mat on systems nto subnets helps to p ov de the app op ate level of p otect on fo  netwo k connect ons to d fe ent 
secu ty doma ns conta n ng nfo mat on w th d ffe ent secu ty catego es o  class f cat on levels. 

SC-
7 23)

Bounda y P otect on - 
D sable Sende  Feedback 
On P otocol Val dat on 
Fa lu e

The nfo mat on system d sables 
feedback to sende s on p otocol fo mat 
val dat on fa lu e.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system d sables feedback to sende s on p otocol fo mat val dat on fa lu e.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng bounda y p otect on  nfo mat on 
system des gn documentat on  nfo mat on system ha dwa e and so twa e  nfo mat on system a ch tectu e  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th bounda y p otect on espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng the d sabl ng of feedback to sende s on p otocol 
fo mat val dat on fa lu e].

D sabl ng feedback to sende s when the e s a fa lu e n p otocol val dat on fo mat p events adve a es f om obta n ng nfo mat on wh ch 
would othe w se be unava lable. 

SC-8 
T ansm ss on 
Conf dent al ty And 
Integ ty

The nfo mat on system p otects the 
[Select on (one o  mo e)  conf dent al ty  
nteg ty] of t ansm tted nfo mat on.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system p otects one o  mo e of the fo low ng
( ) conf dent al ty of t ansm ted nfo mat on  and/o
( ) nteg ty of t ansm tted nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng t ansm ss on conf dent al ty and 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng t ansm ss on conf dent al ty and/o  nteg ty].

Th s cont ol appl es to both nte nal and exte nal netwo ks and all types of nfo mat on system components f om wh ch nfo mat on can be 
t ansm tted (e g , se ve , mob le dev ces, notebook compute s, p nte , cop e s, scanne s, facs m le mach nes). Commun cat on paths 
outs de the phys cal p otect on of a cont o led bounda y a e exposed to the poss b l ty of nte cept on and mod f cat on. P otect ng the 
conf dent al ty and/o  nteg ty of o gan zat onal nfo mat on can be accompl shed by phys cal means (e.g., by employ ng p otected 
d st but on systems) o  by log cal means (e g., employ ng enc ypt on techn ques). O gan zat ons ely ng on comme c al p ov de s o fe ng 
t ansm ss on se v ces as commod ty se v ces athe  than as fully ded cated se v ces ( .e., se v ces wh ch can be h ghly spec al zed to nd v dual 
custome  need ), may f nd t d ff cult to obta n the necessa y assu ances ega d ng the mplementat on of needed secu ty cont ols fo  
t ansm ss on conf dent al ty/ nteg ty. In such s tuat ons, o gan zat ons dete m ne what types of conf dent al ty/ nteg ty se v ces a e 
ava lable n standa d, comme c al telecommun cat on se v ce packages. f t s nfeas ble o  mp act cal to obta n the necessa y ecu ty 
cont ols and assu ances of cont ol effect veness th ough app op ate cont act ng veh cles, o gan zat ons mplement app op ate 
compensat ng secu ty cont ols o  expl c tly accept the add t onal sk. Related cont ols  AC-17, PE-4. SC-8(1), SC 8(2), SC-8(3), SC-8(4)

F PS Publ cat ons 140 2, 197  N ST Spec al Publ cat ons 
800 52, 800-77, 800 81, 800-113  CNSS Pol cy 15  
NST SSI No. 7003.

SC-
8 1)

T ansm ss on 
Conf dent al ty And 
Integ ty - C yptog aph c 
O  Alte nate Phys cal 
P otect on

The nfo mat on system mplements 
c yptog aph c mechan sms to Select on 
(one o  mo e)  p event unautho zed 
d sclosu e of nfo mat on  detect 
changes to nfo mat on] du ng 
t ansm ss on unless othe w se p otected 
by [Ass gnment  o gan zat on-def ned 
alte nat ve phys cal safegua ds].

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes phys cal safegua ds to be mplemented to p otect nfo mat on du ng t ansm ss on when c yptog aph c 
mechan sms a e not mplemented  and
( ) the nfo mat on system mplements c yptog aph c mechan sms to do one o  mo e of the fo low ng du ng t ansm ss on unless 
othe w se p otected by o gan zat on-def ned alte nat ve phys cal safegua ds
    -p event unautho zed d sclosu e of nfo mat on  and/o
    -detect changes to nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng t ansm ss on conf dent al ty and 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  C yptog aph c mechan sms suppo t ng and/o  mplement ng t ansm ss on conf dent al ty and/o  nteg ty  
automated mechan sms suppo t ng and/o  mplement ng a te nat ve phys cal safegua ds  o gan zat onal p ocesses fo  def n ng and 
mplement ng alte nat ve phys cal safegua ds].

Enc ypt ng nfo mat on fo  t ansm ss on p otects nfo mat on f om unautho zed d sclosu e and mod f cat on. C yptog aph c mechan sms 
mplemented to p otect nfo mat on nteg ty nclude, fo  example, c yptog aph c hash funct ons wh ch have common appl cat on n d g tal 

s gnatu es, checksums, and message authent cat on codes. Alte nat ve phys cal secu ty safegua ds nclude, fo  example, p otected 
d st but on systems. Related cont ol  SC 13.

SC-
8 2)

T ansm ss on 
Conf dent al ty And 
Integ ty - P e / Post 
T ansm ss on Handl ng

The nfo mat on system ma nta ns the 
[Select on (one o  mo e)  conf dent al ty  
nteg ty] of nfo mat on du ng 

p epa at on fo  t ansm ss on and du ng 
t

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system ma nta ns one o  mo e of the follow ng
    -conf dent al ty of nfo mat on du ng p epa at on fo  t ansm ss on
    -conf dent al ty of nfo mat on du ng ecept on  and/o
    - nteg ty of nfo mat on du ng p epa at on fo  t ansm ss on
    - nteg ty of nfo mat on du ng ecept on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng t ansm ss on conf dent al ty and 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng t ansm ss on conf dent al ty and/o  nteg ty].

Info mat on can be e the  un ntent onally o  mal c ously d sclosed o  mod f ed du ng p epa at on fo  t ansm s on o  du ng ecept on 
nclud ng, fo  example, du ng agg egat on, at p otocol t ansfo mat on po nts, and du ng pack ng/unpack ng. These unautho zed d sclosu es 

 f t   th  f t l t   t t  f th  f t  R l t  t l  U-10

SC-
8 3)

T ansm ss on 
Conf dent al ty And 
Integ ty - C yptog aph c 
P otect on Fo  Message 
Exte nals

The nfo mat on system mplements 
c yptog aph c mechan sms to p otect 
message exte nals unless othe w se 
p otected by [Ass gnment  o gan zat on-
def ned alte nat ve phys cal afegua ds].

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes alte nat ve phys cal safegua ds to be mplemented to p otect message exte nals  and
( ) the nfo mat on system mplements c yptog aph c mechan sms to p otect message exte nals unless othe w se p otected by 
o gan zat on-def ned alte nat ve phys cal safegua ds.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng t ansm ss on conf dent al ty and 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  C yptog aph c mechan sms suppo t ng and/o  mplement ng t ansm ss on conf dent al ty and/o  nteg ty fo  
message exte nals  automated mechan sms suppo t ng and/o  mplement ng a te nat ve phys cal safegua ds  o gan zat onal 
p ocesses fo  def n ng and mplement ng alte nat ve phys cal safegua ds].
Test  SELECT FROM  T ansm ss on nteg ty capab l ty w th n the nfo mat on sy tem].

Th s cont ol enhancement add esses p otect on aga nst unautho zed d sclosu e of nfo mat on. Mes age exte nals nclude, fo  example, 
me sage heade s/ out ng nfo mat on. Th s cont ol enhancement p events the explo tat on of message exte nals and appl es to both nte nal 
and exte nal netwo ks o  l nks that may be v s ble to nd v duals who a e not autho zed use s. Heade / out ng nfo mat on s somet mes 
t ansm tted unenc ypted because the nfo mat on s not p ope ly dent f ed by o gan zat ons as hav ng s gn f cant value o  because 
enc ypt ng the nfo mat on can esult n lowe  netwo k pe fo mance and/o  h ghe  costs. Alte nat ve phys cal safegua ds nclude, fo  
example, p otected d st but on systems. Related cont ols  SC-12, SC-13.



SC-
8 4)

T ansm ss on 
Conf dent al ty And 
Integ ty - Conceal / 
Random ze 
Commun cat ons

The nfo mat on system mplements 
c yptog aph c mechan sms to conceal o  
andom ze commun cat on patte ns 

unless othe w se p otected by 
[Ass gnment  o gan zat on-def ned 
alte nat ve phys cal safegua ds].

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes alte nat ve phys cal safegua ds to be mplemented to p otect aga nst unautho zed d sclosu e of 
commun cat on patte ns
( ) the nfo mat on system, unless othe w se p otected by o gan zat on-def ned a te nat ve phys cal safegua ds, mplements 
c yptog aph c mechan sms to
    -conceal commun cat on patte ns  o
    - andom ze commun cat on patte ns.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng t ansm ss on conf dent al ty and 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  C yptog aph c mechan sms suppo t ng and/o  mplement ng concealment o  andom zat on of 
commun cat ons patte ns  automated mechan sms suppo t ng and/o  mplement ng alte nat ve phys cal safegua ds  
o gan zat onal p ocesses fo  def n ng and mplement ng a te nat ve phys cal safegua ds].

Th s cont ol enhancement add esses p otect on aga nst unautho zed d sclosu e of nfo mat on. Commun cat on pa te ns nclude, fo  
example, f equency, pe ods, amount, and p ed ctab l ty. Changes to commun cat ons patte ns can eveal nfo mat on hav ng ntell gence 
value espec a ly when comb ned w th othe  ava lable nfo mat on elated to m ss ons/bus ness funct ons suppo ted by o gan zat onal 
nfo mat on systems. Th s cont ol enhancement p events the de vat on of ntell gence based on commun cat ons patte ns and appl es to 

both nte nal and exte nal netwo ks o  l nks that may be v s ble to nd v duals who a e not autho zed use s. Enc ypt ng the l nks and 
t ansm tt ng n cont nuous, f xed/ andom pa te ns p events the de vat on of ntell gence f om the system commun cat ons patte ns. 
A te nat ve phys cal safegua ds nclude, fo  example, p otected d st but on systems. Related cont ols  SC-12, SC-13.

SC-9 

T ansm ss on 
Conf dent al ty 
[W thd awn] - 
Inco po ated Into SC-8

[W thd awn  Inco po ated nto SC-8].

[W thd awn  Inco po ated nto SC 8].

SC-10 Netwo k D connect 

The nfo mat on system te m nates the 
netwo k connect on assoc ated w th a 
commun cat ons sess on at the end of 
the sess on o  a te  [Ass gnment  
o gan zat on-def ned t me pe od] of 
nact v ty. 

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes a t me pe od of nact v ty afte  wh ch the nfo mat on system te m nates a netwo k connect on 
assoc ated w th a commun cat ons sess on  and
( ) the nfo mat on system te m nates the netwo k connect on assoc ated w th a commun cat on ess on at the end of the sess on 
o  afte  the o gan zat on-def ned t me pe od of nact v ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng netwo k d sconnect  nfo mat on 
system des gn documentat on  secu ty plan  nfo mat on system conf gu at on se t ngs and as oc ated documentat on  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng netwo k d sconnect capab l ty].

Th s cont ol appl es to both nte nal and exte nal netwo ks. Te m nat ng netwo k connect ons assoc ated w th commun cat ons sess ons 
nclude, fo  example, de-a locat ng assoc ated TCP/IP add e s/po t pa s at the ope at ng system level, o  de-a locat ng netwo k ng 

ass gnments at the appl cat on level f mu t ple appl cat on sess ons a e us ng a s ngle, ope at ng system level netwo k connect on. T me 
pe ods of nact v ty may be establ shed by o gan zat ons and nclude, fo  example, t me pe ods by type of netwo k access o  fo  spec f c 
netwo k accesses. None None

SC-11 T usted Path 

The nfo mat on system establ shes a 
t usted commun cat ons path between 
the use  and the follow ng secu ty 
funct ons of the ystem  [Ass gnment  
o gan zat on-def ned secu ty funct ons 
to nclude at a m n mum, nfo mat on 
system authent cat on and e-

th t t ]  

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes secu ty funct ons of the nfo mat on system
( ) the o gan zat on-def ned secu ty funct ons nclude at a m n mum, nfo mat on system authent cat on and e-authent cat on  
and
( ) the nfo mat on system establ shes a t usted commun cat ons path between the use  and the o gan zat on-def ned secu ty 
funct ons of the system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng t usted commun cat ons paths  
secu ty plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  asse sment esu ts f om ndependent, test ng o gan zat ons  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng t usted commun cat ons paths].

T usted paths a e mechan sms by wh ch use s th ough nput dev ces) can commun cate d ectly w th secu ty funct ons of nfo mat on 
systems w th the equ s te assu ance to suppo t nfo mat on secu ty pol c es. The mechan sms can be act vated only by use s o  the ecu ty 
funct ons of o gan zat onal nfo mat on systems. Use  esponses v a t u ted paths a e p otected f om mod f cat ons by o  d sclosu e to 
unt usted appl cat ons. O gan zat ons employ t usted paths fo  h gh-assu ance connect ons between secu ty funct ons of nfo mat on 
systems and use s (e.g., du ng system logons). Enfo cement of t usted commun cat ons paths s typ cally p ov ded v a an mplementat on 
th t t  th  f  t  t  R l t  t l  C-16  C-25 SC-11 1) N

SC-
11(1)

T usted Path  - Log cal 
Isolat on

The nfo mat on system p ov des a 
t usted commun cat ons path that s 
log ca ly solated and d st ngu shable 
f om othe  paths.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system p ov des a t usted commun cat ons path that s
    log cally solated  and
    -d st ngu shable f om othe  paths.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng t usted commun cat ons paths  
secu ty plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  asse sment esu ts f om ndependent, test ng o gan zat ons  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng t usted commun cat ons paths].

SC-12 
C yptog aph c Key 
Establ shment and 
Management 

The o gan zat on establ shes and 
manages c yptog aph c keys fo  equ ed 
c yptog aphy employed w th n the 
nfo mat on system n acco dance w th 

[Ass gnment  o gan zat on-def ned 
equ ements fo  key gene at on, 

d st but on, sto age, access, and 
dest uct on].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes equ ements fo  c yptog aph c key
    -gene at on
    -d st but on
    -sto age
    -access
    -dest uct on  and
( ) establ shes and manages c yptog aph c keys fo  equ ed c yptog aphy employed w th n the nfo mat on system n acco dance 
w th o gan zat on-def ned equ ements fo  key gene at on, d st but on, sto age, access, and dest uct on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng c yptog aph c key establ shment 
and management  nfo mat on system des gn documentat on  c yptog aph c mechan sms  nfo mat on system conf gu at on 
sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l t es fo  c yptog aph c key establ shment and/o  management].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng c yptog aph c key establ shment and 
management].

C yptog aph c key management and establ shment can be pe fo med us ng manual p ocedu es o  automated mechan sms w th suppo t ng 
manual p ocedu es. O gan zat ons def ne key management equ ements n acco dance w th appl cable fede al laws, Execut ve O de s, 
d ect ves, egulat ons, pol c e , standa ds, and gu dance, spec fy ng app op ate opt ons, levels, and pa amete s. O gan zat ons manage t u t 
sto es to ensu e that only app oved t ust ancho s a e n such t ust sto es. Th s ncludes ce t f cates w th v s b l ty exte nal to o gan zat onal 
nfo mat on systems and ce t f cates elated to the nte nal ope at ons of systems. Related cont ols  SC-13, SC-17. SC-12 1), SC-12(2), SC-12(3) NIST Spec al Publ cat ons 800 56, 800-57.

SC-
12(1)

C yptog aph c Key 
Establ shment And 
Management - 
Ava lab l ty

The o gan zat on ma nta ns ava lab l ty 
of nfo mat on n the event of the loss of 
c yptog aph c keys by use s.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on ma nta ns ava lab l ty of nfo mat on n the event of the loss of c yptog aph c keys by use s. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng c yptog aph c key establ shment, 
management, and ecove y  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l t es fo  c yptog aph c key establ shment o  management].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng c yptog aph c key establ shment and 
management].

Esc ow ng of enc ypt on keys s a common p act ce fo  ensu ng ava lab l ty n the event of loss of keys (e.g , due to fo gotten passph ase).

SC-
12(2)

C yptog aph c Key 
Establ shment And 
Management - 
Symmet c Keys

The o gan zat on p oduces, cont ols, and 
d st butes symmet c c yptog aph c 
keys us ng [Select on  NIST F PS-
compl ant  NSA-app oved] key 
management technology and p ocesses.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on p oduces, cont ols, and d st butes symmet c c yptog aph c keys us ng one of the follow ng
    NIST F PS-compl ant key management technology and p ocesses  o
    NSA-app oved key management technology and p ocesses.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng c yptog aph c key establ shment 
and management  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system aud t eco ds  l st of FIPS val dated c yptog aph c p oducts  l st of NSA-app oved 
c yptog aph c p oducts  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th espons b l t es fo  c yptog aph c key establ shment o  management].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng symmet c c yptog aph c key establ shment and 
management].



SC-
12(3)

C yptog aph c Key 
Establ shment And 
Management - 
Asymmet c Keys

The o gan zat on p oduces, cont ols, and 
d st butes asymmet c c yptog aph c 
keys us ng [Select on  NSA-app oved key 
management technology and p ocesses  
app oved PKI Class 3 ce t f cates o  
p epos t oned key ng mate al  app oved 
PKI Class 3 o  Class 4 ce t f cates and 
ha dwa e secu ty tokens that p otect 
the use s p vate key].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on p oduces, cont ols, and d st butes asymmet c c yptog aph c keys us ng one of the follow ng
    NSA-app oved key management technology and p ocesses
    -app oved PKI Class 3 ce t f cates o  p epos t oned key ng mate al  o
    -app oved PKI Class 3 o  Class 4 ce t f cates and ha dwa e secu ty tokens that p otect the use s p vate key. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng c yptog aph c key establ shment 
and management  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system aud t eco ds  l st of NSA-app oved c yptog aph c p oducts  l st of app oved PKI Class 3 and 
Class 4 ce t f cates  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th espons b l t es fo  c yptog aph c key establ shment o  management  
o gan zat onal pe sonnel w th espons b l t es fo  PKI ce t f cates].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng asymmet c c yptog aph c key establ shment and 
management].

SC-
12(4)

C yptog aph c Key 
Establ shment And 
Management 
[W thd awn] - 
Inco po ated Into SC-12

[W thd awn  Inco po ated nto SC-12].

[W thd awn  Inco po ated nto SC 12].

SC-
12(5)

C yptog aph c Key 
Establ shment And 
Management 
[W thd awn] - 
Inco po ated Into SC-12

[W thd awn  Inco po ated nto SC-12].

[W thd awn  Inco po ated nto SC 12].

SC-13 Use of C yptog aphy 

The nfo mat on system mplements 
[Ass gnment  o gan zat on-def ned 
c yptog aph c uses and type of 
c yptog aphy equ ed fo  each use] n 
acco dance w th appl cable fede al laws, 
Execut ve O de s, d ect ves, pol c es, 
egulat ons, and standa ds.

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes c yptog aph c uses  and
( ) the o gan zat on def nes the type of c yptog aphy equ ed fo  each use  and
( ) the nfo mat on system mplements the o gan zat on-def ned c yptog aph c uses and type of c yptog aphy equ ed fo  each 
use n acco dance w th appl cable fede al laws, Execut ve O de s, d ect ves, pol c e , egulat ons, and standa ds.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng c yptog aph c p otect on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  

c yptog aph c module val dat on ce t f cates  l st of FIPS val dated c yptog aph c modules  nfo mat on system aud t eco ds  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th espons b l t es fo  c yptog aph c p otect on].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng c yptog aph c p otect on].

C yptog aphy can be employed to suppo t a va ety of secu ty solut ons nclud ng, fo  example, the p otect on of class f ed and Cont o led 
Unclass f ed Info mat on, the p ov s on of d g tal s gnatu es, and the enfo cement of nfo mat on sepa at on when autho zed nd v duals 
have the necessa y clea ances fo  such nfo mat on but lack the necessa y fo mal access app oval . C yptog aphy can also be u ed to suppo t 
andom numbe  gene at on and hash gene at on. Gene a ly appl cable c yptog aph c standa ds nclude FIPS-val dated c yptog aphy and NSA

app oved c yptog aphy. Th s cont ol does not mpose any equ ements on o gan zat ons to use c yptog aphy. Howeve , f c yptog aphy s 
equ ed based on the select on of othe  secu ty cont ols, o gan zat ons def ne each type of c yptog aph c use and the type of c yptog aphy 
equ ed (e.g., p otect on of class f ed nfo mat on  NSA-app oved c yptog aphy  p ov s on of d g tal s gnatu es  FIPS-val dated c yptog aphy). 

Related cont ols  AC-2, AC-3, AC-7, AC-17, AC-18, AU-9, AU-10, CM-11, CP-9, IA 3, IA-7, MA-4, MP-2, MP-4, MP-5, SA-4, SC 8, SC-12, SC-28, SI
7. None

F PS Publ cat on 140  Web  http //cs c.n st.gov/c yptval, 
http //www.cnss gov. 

SC-
13(1)

Use Of C yptog aphy 
[W thd awn] - 
Inco po ated Into SC-13

[W th  I t  t  SC-13]

[W thd awn  Inco po ated nto SC 13].

SC-
13(2)

Use Of C yptog aphy 
[W thd awn] - 
Inco po ated Into SC-13

[W th  I t  t  SC-13]

[W thd awn  Inco po ated nto SC 13].

SC-
13(3)

Use Of C yptog aphy 
[W thd awn] - 
Inco po ated Into SC-13

[W th  I t  t  SC-13]

[W thd awn  Inco po ated nto SC 13].

SC-
13(4)

Use Of C yptog aphy 
[W thd awn] - 
Inco po ated Into SC-13

[W th  I t  t  SC-13]

[W thd awn  Inco po ated nto SC 13].

SC-14 

Publ c Acce s P otect ons 
[W thd awn] - Capab l ty 
P ov ded By AC-2  AC-3  
AC 5  SI 3  SI-4  SI 5  SI-7  
SI 10

[W thd awn  Capab l ty p ov ded by AC-
2, AC-3, AC-5, AC-6, SI-3, SI-4, SI-5, SI-7, 
SI 10].

[W thd awn  Capab l ty p ov ded by AC-2, AC-3, AC-5, AC-6, SI-3, SI-4, SI-5, SI-7, SI-10].

SC-15 
Co labo at ve Comput ng 
Dev ces

The nfo mat on system
a. P oh b ts emote act vat on of 
collabo at ve comput ng dev ces w th 
the fo low ng except ons  [Ass gnment  
o gan zat on-def ned except ons whe e 
emote act vat on s to be a lowed]  and

b. P ov des an expl c t nd cat on of use 
to use s phys cally p e ent at the 
dev ces.

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes except ons whe e emote act vat on of collabo at ve comput ng dev ces s to be a lowed
( ) the nfo mat on system p oh b ts emote act vat on of collabo at ve comput ng dev ces, except fo  o gan zat on-def ned 
except ons whe e emote act vat on s to be a lowed  and
( ) the nfo mat on system p ov des an expl c t nd cat on of u e to use s phys ca ly p esent at the dev ces.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng collabo at ve comput ng  access 
cont ol pol cy and p ocedu es  nfo mat on system des gn documentat on  nfo mat on system conf gu at on ett ngs and 
assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th espons b l t es fo  manag ng co labo at ve comput ng dev ces].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng management of emote act vat on of collabo at ve 
comput ng dev ces  automated mechan sms p ov d ng an nd cat on of use of co labo at ve comput ng dev ces].

Collabo at ve comput ng dev ces nclude, fo  example, netwo ked wh te boa ds, came as, and m c ophones. Expl c t nd cat on of use 
l  f  l  l  t   h  ll t  t    t t  R l t  t l  C-21 SC-15 1)  SC-15(3)  SC-15( ) N

SC-
15(1)

Co labo at ve Comput ng 
Dev ces - Phys cal 
D sconnect

(1) COLLABORATIVE COMPUTING 
DEVICES | PHYSICAL D SCONNECT 
The nfo mat on system p ov des 
phys cal d sconnect of collabo at ve 
comput ng dev ces n a manne  that 
suppo ts ease of use.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system p ov des phys cal d sconnect of co labo at ve comput ng dev ces n a manne  that suppo ts 
ease of use.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng collabo at ve comput ng  access 
cont ol pol cy and p ocedu es  nfo mat on system des gn documentat on  nfo mat on system conf gu at on ett ngs and 
assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th espons b l t es fo  manag ng co labo at ve comput ng dev ces].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng phys cal d sconnect of collabo at ve comput ng 
dev ces].

Fa l ng to phys cally d sconnect f om co labo at ve comput ng dev ces can esult n subsequent comp om ses of o gan at onal nfo mat on. 
P ov d ng easy methods to phys ca ly d sconnect f om such dev ces afte  a co labo at ve comput ng sess on helps to ensu e that pa t c pants 
actually ca y out the d sconnect act v ty w thout hav ng to go th ough complex and ted ous p ocedu es.

SC-
15(2)

Co labo at ve Comput ng 
Dev ces [W thd awn] - 
Inco po ated Into SC-7

[W thd awn  Inco po ated nto SC-7].

[W thd awn  Inco po ated nto SC 7].

SC-
15(3)

Co labo at ve Comput ng 
Dev ces - D sabl ng / 
Removal In Secu e Wo k 
A eas

The o gan zat on d sables o  emoves 
collabo at ve comput ng dev ces f om 
[Ass gnment  o gan zat on-def ned 
nfo mat on systems o  nfo mat on 

system components] n [Ass gnment  
o gan zat on-def ned secu e wo k a eas].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes nfo mat on systems o  nfo mat on system components f om wh ch collabo at ve comput ng dev ces a e to be d sabled 
o  emoved
( ) def nes secu e wo k a eas whe e co labo at ve comput ng dev ces a e to be d sabled o  emoved f om nfo mat on systems o  
nfo mat on system components placed n such wo k a eas  and

( ) d sables o  emoves collabo at ve comput ng dev ces f om o gan zat on-def ned nfo mat on systems o  nfo mat on system 
components n o gan zat on-def ned secu e wo k a eas.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng collabo at ve comput ng  access 
cont ol pol cy and p ocedu es  nfo mat on system des gn documentat on  nfo mat on system conf gu at on ett ngs and 
assoc ated documentat on  nfo mat on system aud t eco ds  l st of secu e wo k a eas  nfo mat on systems o  nfo mat on system 
components n secu ed wo k a eas whe e co labo at ve comput ng dev ces a e to be d sabled o  emoved  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l t es fo  manag ng co labo at ve comput ng dev ces].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng the capab l ty to d sable co labo at ve comput ng 
dev ces].and as oc ated documentat on  c yptog aph c module val dat on ce t f cates  othe  elevant documents o  eco ds].

Fa l ng to d sable o  emove co labo at ve comput ng dev ces f om nfo mat on systems o  nfo mat on system components can e u t n 
subsequent comp om ses of o gan zat onal nfo mat on nclud ng, fo  example, eavesd opp ng on conve sat ons.



SC-
15(4)

Co labo at ve Comput ng 
Dev ces - Expl c tly 
Ind cate Cu ent 
Pa t c pants

The nfo mat on system p ov des an 
expl c t nd cat on of cu ent pa t c pants 
n [A s gnment  o gan zat on-def ned 

l  t   t l f ]

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes onl ne meet ngs and teleconfe ences fo  wh ch an expl c t nd cat on of cu ent pa t c pants s to be 
p ov ded  and
( ) the nfo mat on system p ov des an expl c t nd cat on of cu ent pa t c pants n o gan zat on-def ned meet ngs and 
teleconfe ences.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng collabo at ve comput ng  access 
cont ol pol cy and p ocedu es  nfo mat on system des gn documentat on  nfo mat on system conf gu at on ett ngs and 
assoc ated documentat on  nfo mat on system aud t eco ds  l st of types of meet ngs and teleconfe ences equ ng expl c t 
nd cat on of cu ent pa t c pants  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l t es fo  manag ng co labo at ve comput ng dev ces].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng the capab l ty to nd cate pa t c pants on 
co labo at ve comput ng dev ces] sy tem des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  othe  elevant documents o  eco ds]. 
Test  SELECT FROM  Automated mechan sms p otect ng the nteg ty and ava lab l ty of publ cly ava lable nfo mat on and 
appl cat ons w th n the nfo mat on system].

Th s cont ol enhancement helps to p event unautho zed nd v duals f om pa t c pat ng n collabo at ve comput ng sess ons w thout the 
l t l  f th  t t

SC-16 
T ansm ss on of Secu ty 
Att butes

The nfo mat on system assoc ates 
[Ass gnment  o gan zat on-def ned 
secu ty att butes] w th nfo mat on 
exchanged between nfo mat on systems 
and between system components.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes secu ty att butes to be assoc ated w th nfo mat on exchanged
    -between nfo mat on systems
    -between system components
( ) the nfo mat on system assoc ates o gan zat on-def ned ecu ty att butes w th nfo mat on exchanged
    -between nfo mat on systems  and
    -between system components.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng t ansm ss on of secu ty 
att butes  access cont ol pol cy and p ocedu es  nfo mat on system des gn documentat on  nfo mat on system conf gu at on 
sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng t ansm ss on of secu ty att butes between 
nfo mat on systems].

Secu ty att butes can be expl c ly o  mpl c tly assoc ated w th the nfo mat on conta ned n o gan at onal nfo mat on systems o  system 
components. Related cont ols  AC-3, AC-4, AC-16. SC-16 1) None

SC-
16(1)

T ansm ss on Of Secu ty 
Att butes - Integ ty 
Val dat on

The nfo mat on system val dates the 
nteg ty of t ansm ted secu ty 
tt t

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system val dates the nteg ty of t ansm tted secu ty att butes.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng t ansm ss on of secu ty 
att butes  access cont ol pol cy and p ocedu es  nfo mat on system des gn documentat on  nfo mat on system conf gu at on 
sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng val dat on of the nteg ty of t ansm tted secu ty 
att butes].

Th s cont ol enhancement ensu es that the ve f cat on of the nteg ty of t ansm tted nfo mat on ncludes secu ty att butes. Related 
t l  U-10  SC-8

SC-17 
Publ c Key Inf ast uctu e 
Ce t f cates 

The o gan zat on ssues publ c key 
ce t f cates unde  an [Ass gnment  
o gan zat on-def ned ce t f cate pol cy] 
o  obta ns publ c key ce t f cates f om an 
app oved se v ce p ov de .

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes a ce t f cate pol cy fo  ssu ng publ c key ce t f cates
( ) ssues publ c key ce t f cates
    -unde  an o gan zat on-def ned ce t f cate pol cy  o
    -obta ns publ c key ce t f cates f om an app oved se v ce p ov de .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng publ c key nf ast uctu e 
ce t f cates  publ c key ce t f cate pol cy o  pol c es  publ c key ssu ng p ocess  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l t es fo  ssu ng publ c key ce t f cates  e v ce p ov de s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng the management of publ c key nf ast uctu e 
ce t f cates].

Fo  all ce t f cates, o gan zat ons manage nfo mat on sy tem t ust sto es to ensu e only app oved t ust ancho s a e n the t ust sto es. Th s 
cont ol add esses both ce t f cates w th v s b l ty exte nal to o gan zat onal nfo mat on systems and ce t f cates elated to the nte nal 
ope at ons of systems, fo  example, appl cat on-spec f c t me se v ces. Related cont ol  SC-12. None

OMB Memo andum 05-24  N ST Spec al Publ cat ons 800-
32, 800-63.

SC-18 Mob le Code 

The o gan zat on
a. Def nes acceptable and unacceptable 
mob le code and mob le code 
technolog es
b. Establ shes usage est ct ons and 
mplementat on gu dance fo  acceptable 

mob le code and mob le code 
technolog es  and
c. Autho zes, mon to s, and cont ols the 
use of mob le code w th n the 
nfo mat on system.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes acceptable and unacceptable mob le code and mob le code technolog es
( ) establ shes usage est ct ons fo  acceptable mob le code and mob le code technolog es
( ) establ shes usage est ct ons fo  unacceptable mob le code and mob le code technolog es
( v) autho zes the use of mob le code w th n the nfo mat on system
(v) mon to s the use of mob le code w th n the nfo mat on system  and
(v ) cont ols the use of mob le code w th n the nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng mob le code  mob le code usage 
est ct ons, mob le code mplementat on pol cy and p ocedu es  l st of acceptable mob le code and mob le code technolog es  l st 

of unacceptable mob le code and mob le technolog es  autho zat on eco ds  nfo mat on system mon to ng eco ds  nfo mat on 
system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l t es fo  manag ng mob le code].
Test  SELECT FROM  O gan zat onal p ocess fo  cont o l ng, autho z ng, mon to ng, and est ct ng mob le code  automated 
mechan sms suppo t ng and/o  mplement ng the management of mob le code  automated mechan sms suppo t ng and/o  
mplement ng the mon to ng of mob le code].

Dec s ons ega d ng the employment of mob le code w th n o gan zat onal nfo mat on systems a e based on the potent al fo  the code to 
cause damage to the systems f used mal c ously. Mob le code technolog es nclude, fo  example, Java, JavaSc pt, Act veX, Postsc pt, PDF, 
Shockwave mov e , Flash an mat ons, and VBSc pt. Usage est ct ons and mplementat on gu dance apply to both the select on and use of 
mob le code nstalled on se ve s and mob le code downloaded and executed on nd v dual wo kstat ons and dev ces (e g , sma t phones). 
Mob le code pol cy and p ocedu es add ess p event ng the development, acqu s t on, o  nt oduct on of unacceptable mob le code w th n 
o gan zat onal nfo mat on systems. Related cont ols  AU-2, AU 12, CM 2, CM-6, SI-3. SC-18 1), SC-18(2), SC-18(3), SC 18(4), SC 18(5) NIST Spec al Publ cat on 800 28  DoD Inst uct on 8552.01

SC-
18(1)

Mob le Code - Ident fy 
Unacceptable Code / 
Take Co ect ve Act ons

The nfo mat on system dent f es 
[Ass gnment  o gan zat on-def ned 
unacceptable mob le code] and takes 
[Ass gnment  o gan zat on-def ned 
co ect ve act ons].

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes unacceptable mob le code to be dent f ed by the nfo mat on system
( ) the o gan zat on def nes co ect ves act ons to be taken when the nfo mat on system dent f es o gan zat on-def ned 
unacceptable mob le code
( ) the nfo mat on system
    - dent f es o gan zat on-def ned unacceptable mob le code  and
    takes o gan zat on-def ned co ect ve act ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng mob le code  mob le code usage 
est ct ons, mob le code mplementat on pol cy and p ocedu es  nfo mat on system des gn documentat on  nfo mat on sy tem 

conf gu at on se t ngs and assoc ated documentat on  l st of unacceptable mob le code  l st of co ect ve act ons to be taken when 
unacceptable mob le code s dent f ed  nfo mat on system mon to ng eco ds  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th espons b l t es fo  manag ng mob le code].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng mob le code detect on, nspect on, and co ect ve 
capab l ty].

Co ect ve act ons when unacceptable mob le code s detected nclude, fo  example, block ng, qua ant ne, o  ale t ng adm n st ato s. 
Block ng ncludes, fo  example, p event ng t ansm ss on of wo d p ocess ng f les w th embedded mac os when such mac os have been 
def ned to be unacceptable mob le code.

SC-
18(2)

Mob le Code - 
Acqu s t on / 
Development / Use

The o gan zat on ensu es that the 
acqu s t on, development, and use of 
mob le code to be deployed n the 
nfo mat on system meets [Ass gnment  

o gan zat on-def ned mob le code 
equ ements].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes equ ements fo
    the acqu s t on of mob le code
    the development of mob le code
    the use of mob le code  and
( ) ensu es that the acqu s t on, development, and use of mob le code to be deployed n the nfo mat on system meets 
o gan zat on-def ned mob le code equ ements.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng mob le code  mob le code 
equ ements  mob le code usage est ct ons, mob le code mplementat on pol cy and p ocedu es  acqu s t on documentat on  

acqu s t on cont acts fo  nfo mat on system, system component, o  nfo mat on system se v ce  system development l fe cycle 
documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l t es fo  manag ng mob le code  o gan at onal pe onnel w th acqu s t on and cont act ng 
espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  the acqu s t on, development, and use of mob le code].

SC-
18(3)

Mob le Code - P event 
Download ng / Execut on

The nfo mat on system p events the 
download and execut on of [Ass gnment  
o gan zat on-def ned unacceptable 
mob le code].

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes unacceptable mob le code to be p evented f om download ng and execut on
( ) the nfo mat on system p events the
    -download of o gan zat on-def ned unacceptable mob le code  and
    -execut on of o gan zat on-def ned unacceptable mob le code.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng mob le code  mob le code usage 
est ct ons, mob le code mplementat on pol cy and p ocedu es  nfo mat on system des gn documentat on  nfo mat on sy tem 

conf gu at on se t ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th espons b l t es fo  manag ng mob le code].
Test  SELECT FROM  Automated mechan sms p event ng download and execut on of unacceptable mob le code].



SC-
18(4)

Mob le Code - P event 
Automat c Execut on 

The nfo mat on system p events the 
automat c execut on of mob le code n 
[Ass gnment  o gan zat on-def ned 
softwa e appl cat ons] and enfo ces 
[Ass gnment  o gan zat on-def ned 
act ons] p o  to execut ng the code.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes softwa e appl cat ons n wh ch the automat c execut on of mob le code s to be p oh b ted
( ) the o gan zat on def nes act ons to be enfo ced by the nfo mat on system p o  to execut ng mob le code
( ) the nfo mat on system p events the automat c execut on of mob le code n the o gan zat on-def ned so twa e appl cat ons  
and
( v) the nfo mat on system enfo ces o gan zat on-def ned act ons p o  to execut ng the code.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng mob le code  mob le code usage 
est ct ons  mob le code mplementat on pol cy and p ocedu es  nfo mat on system des gn documentat on  nfo mat on system 

conf gu at on se t ngs and assoc ated documentat on  l st of softwa e appl cat ons fo  wh ch automat c execut on of mob le code 
mu t be p oh b ted  l st of act ons equ ed befo e execut on of mob le code  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th espons b l t es fo  manag ng mob le code].
Test  SELECT FROM  Automated mechan sms p event ng automat c execut on of unacceptable mob le code  automated 
mechan sms enfo c ng act ons to be taken p o  to the execut on of the mob le code].

Act ons enfo ced befo e execut ng mob le code, nclude, fo  example, p ompt ng use s p o  to open ng elect on c ma l attachments. 
P event ng automat c execut on of mob le code ncludes, fo  example, d sabl ng auto execute featu es on nfo mat on ystem components 
employ ng po table sto age dev ces such as Compact D sks CDs), D g tal V deo D sks (DVDs), and Un ve sal Se al Bus (USB) dev ces.  

SC-
18(5)

Mob le Code - Allow 
Execut on Only In 
Conf ned Env onments

The o gan zat on a lows execut on of 
pe m tted mob le code only n conf ned 
v tual mach ne env onments.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on allows execut on of pe m tted mob le code only n conf ned v tual mach ne env onments.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng mob le code  mob le code usage 
allowances  mob le code usage est ct ons  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs 
and assoc ated documentat on  l st of conf ned v tual mach ne env onments fo  wh ch execut on of o gan zat onally-acceptable 
mob le code s a lowed  nfo mat on system aud t eco ds  othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel w th espons b l t es fo  manag ng mob le code].
Test  SELECT FROM  Automated mechan sms a low ng execut on of pe m tted mob le code n conf ned v tual mach ne 
env onments].

SC-19 
Vo ce Ove  Inte net 
P otocol 

The o gan zat on
a. Establ shes usage e t ct ons and 
mplementat on gu dance fo  Vo ce ove  

Inte net P otocol (VoIP) technolog es 
based on the potent al to cause damage 
to the nfo mat on system f used 
mal c ously  and
b. Autho zes, mon to s, and cont ols the 
use of VoIP w th n the nfo mat on 
system.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) establ shes usage est ct ons fo  Vo ce ove  Inte net P otocol (VoIP) technolog es based on the potent al to cause damage to the 
nfo mat on system f used mal c ously

( ) establ shes mplementat on gu dance fo  Vo ce ove  Inte net P otocol (VoIP) technolog es based on the potent al to cause 
damage to the nfo mat on sy tem f used mal c ously
( ) autho zes the use of Vo P w th n the nfo mat on system
( v) mon to s the use of VoIP w th n the nfo mat on system  and
(v) cont ols the use of Vo P w th n the nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng VoIP  VoIP usage est ct ons  VoIP 
mplementat on gu dance  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 

documentat on  nfo mat on system mon to ng eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l t es fo  manag ng Vo P].
Test  SELECT FROM  O gan zat onal p ocess fo  autho z ng, mon to ng, and cont o l ng VoIP  automated mechan sms suppo t ng 
and/o  mplement ng autho z ng, mon to ng, and cont oll ng Vo P].

Related cont ols  CM 6, SC-7, SC-15. None NIST Spec al Publ cat on 800 58.

SC-20 
Secu e Name /Add ess 
Resolut on Se v ce 
(Autho tat ve Sou ce) 

The nfo mat on system
a. P ov des add t onal data o g n 
authent cat on and nteg ty ve f cat on 
a t facts along w th the autho tat ve 
name esolut on data the system etu ns 
n esponse to exte nal name/add ess 
esolut on que es  and

b. P ov des the means to nd cate the 
secu ty status of ch ld zones and ( f the 
ch ld suppo ts secu e esolut on se v ces) 
to enable ve f cat on of a cha n of t ust 
among pa ent and ch ld doma ns, when 
ope at ng as pa t of a d st buted, 
h h l 

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system
( ) p ov des add t onal data o g n and nteg ty a t facts along w th the autho tat ve name esolut on data the system etu ns n 
esponse to exte nal name/add ess esolut on que es

( ) p ov des the means to, when ope at ng as pa t of a d st buted, h e a ch cal namespace
    - nd cate the secu ty status of ch ld ones  and
    -enable ve f cat on of a cha n of t ust among pa ent and ch ld doma ns ( f the ch ld suppo ts secu e esolut on se v ces).

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng secu e name/add ess esolut on 
se v ce (autho tat ve sou ce)  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l t es fo  manag ng DNS].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng secu e name/add ess esolut on se v ce].

Th s cont ol enables exte nal cl ents nclud ng, fo  example, emote Inte net cl ents, to obta n o g n authent cat on and nteg ty ve f cat on 
assu ances fo  the host/se v ce name to netwo k add ess esolut on nfo mat on obta ned th ough the se v ce. Info mat on systems that 
p ov de name and add ess esolut on se v ces nclude, fo  example, doma n name system DNS) se ve s. Add t onal a t facts nclude, fo  
example, DNS Secu ty (DNSSEC) d g tal s gnatu es and c yptog aph c keys. DNS esou ce eco ds a e examples of autho tat ve data. The 
means to nd cate the secu ty status of ch ld zones ncludes, fo  example, the use of delegat on s gne  esou ce eco ds n the DNS. The DNS 
secu ty cont ols eflect (and a e efe enced f om) OMB Memo andum 08-23. Info mat on systems that use technolog es othe  than the DNS 
to map between host/se v ce names and netwo k add esses p ov de othe  means to assu e the authent c ty and nteg ty of esponse data. 
R l t  t l  U-10  SC-8  SC-12  SC-13  SC-21  SC-22 SC-20 2)

OMB Memo andum 08-23  N ST Spec al Publ cat on 800-
81

SC-
20(1)

Secu e Name / Add ess 
Resolut on Se v ce 
(Autho tat ve Sou ce) 
[W thd awn] - 
Inco po ated Into SC-20

[W thd awn  Inco po ated nto SC-20].

[W thd awn  Inco po ated nto SC 20].

SC-
20(2)

Secu e Name / Add ess 
Resolut on Se v ce 
(Autho tat ve Sou ce) - 
Data O g n / Integ ty

The nfo mat on system p ov des data 
o g n and nteg ty p otect on a t facts 
fo  nte nal name/add ess esolut on 
que es.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system p ov des data o g n and nteg ty p otect on a t facts fo  nte nal name/add ess esolut on 
que es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng secu e name/add ess esolut on 
se v ce (autho tat ve sou ce)  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l t es fo  manag ng DNS].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng data o g n and nteg ty p otect on fo  nte nal 
name/add ess esolut on se v ce que es].

SC-21 

Secu e Name /Add ess 
Resolut on Se v ce 
(Recu s ve o  Cach ng 
Resolve ) 

The nfo mat on system equests and 
pe fo ms data o g n authent cat on and 
data nteg ty ve f cat on on the 
name/add ess esolut on esponses the 
system ece ves f om autho tat ve 
sou ces.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system
( ) equests data o g n authent cat on on the name/add ess esolut on esponses the system ece ves f om autho tat ve sou ces
( ) equests data nteg ty ve f cat on on the name/add ess esolut on esponses the system ece ves f om autho tat ve sou ces
( ) pe fo ms data o g n authent cat on on the name/add ess esolut on esponses the system ece ves f om autho tat ve sou ces  
and
( v) pe fo ms data nteg ty ve f cat on on the name/add ess esolut on esponses the system ece ves f om autho tat ve sou ces.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng secu e name/add ess esolut on 
se v ce ( ecu s ve o  cach ng esolve )  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l t es fo  manag ng DNS].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng data o g n authent cat on and data nteg ty 
ve f cat on fo  name/add ess esolut on se v ces].

Each cl ent of name esolut on se v ces e the  pe fo ms th s val dat on on ts own, o  has authent cated channels to t usted val dat on 
p ov de s. Info mat on systems that p ov de name and add ess esolut on se v ces fo  local cl ents nclude, fo  example, ecu s ve esolv ng o  
cach ng doma n name system (DNS) se ve s. DNS cl ent esolve s e the  pe fo m val dat on of DNSSEC s gnatu es, o  cl ents use 
authent cated channels to ecu s ve esolve s that pe fo m uch val dat ons. Info mat on systems that use technolog es othe  than the DNS 
to map between host/se v ce names and netwo k add esses p ov de othe  means to enable cl ents to ve fy the authent c ty and nteg ty of 
esponse data. Related cont ols  SC-20, SC-22. None NIST Spec al Publ cat on 800 81.

SC-
21(1)

Secu e Name / Add ess 
Resolut on Se v ce 
(Recu s ve O  Cach ng 
Resolve ) W thd awn] - 
Inco po ated Into SC-21

[W thd awn  Inco po ated nto SC-21].

[W thd awn  Inco po ated nto SC 21].

SC-22 

A ch tectu e and 
P ov s on ng fo  
Name/Add ess Resolut on 
Se v ce 

The nfo mat on systems that 
collect vely p ov de name/add ess 
esolut on se v ce fo  an o gan zat on a e 

fault tole ant and mplement 
t l t l l  t

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on systems that collect vely p ov de name/add ess esolut on se v ce fo  an o gan zat on
    -a e fault tole ant  and
    - mplement nte nal/exte nal ole sepa at on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng a ch tectu e and p ov s on ng fo  
name/add ess esolut on se v ce  access cont ol pol cy and p ocedu es  nfo mat on system des gn documentat on  assessment 
esults f om ndependent, test ng o gan zat ons  nfo mat on system conf gu at on ett ngs and assoc ated documentat on  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l t es fo  manag ng DNS].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng name/add ess esolut on se v ce fo  fau t tole ance 
and ole sepa at on].

Info mat on systems that p ov de name and add e s esolut on se v ces nclude, fo  example, doma n name system (DNS) se ve s. To 
el m nate s ngle po nts of fa lu e and to enhance edundancy, o gan zat ons employ at least two autho tat ve doma n name system se ve s, 
one conf gu ed as the p ma y se ve  and the othe  conf gu ed as the seconda y se ve . Add t onally, o gan zat ons typ ca ly deploy the 
se ve s n two geog aph ca ly epa ated netwo k subnetwo ks ( .e., not located n the same phys cal fac l ty). Fo  ole sepa at on, DNS se ve s 
w th nte nal oles only p ocess name and add ess esolut on equests f om w th n o gan zat ons ( .e., f om nte nal cl ents). DNS se ve s w th 
exte nal oles only p ocess name and add ess esolut on nfo mat on equests f om cl ents exte nal to o gan zat ons ( .e , on exte nal 
netwo ks nclud ng the Inte ne ). O gan zat ons spec fy cl ents that can access autho tat ve DNS se ve s n pa t cula  oles (e g , by add ess 

 l t l t )  R l t  t l  SC-2  SC-20  SC-21  SC-2 N NIST S l P l t  800 81



SC-23 Sess on Authent c ty 

The nfo mat on system p otects the 
authent c ty of commun cat ons 
sess ons.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system p otects the authent c ty of commun cat ons sess ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng sess on authent c ty  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng sess on authent c ty].

Th s cont ol add esses commun cat ons p otect on at the sess on, ve sus packet level (e.g , sess ons n se v ce-o ented a ch tectu es 
p ov d ng web-based se v ces) and establ shes g ounds fo  conf dence at both ends of commun cat ons sess ons n ongo ng dent t es of othe  
pa t es and n the val d ty of nfo mat on t ansm tted. Authent c ty p otect on ncludes, fo  example, p otect ng aga nst man- n-the-m ddle 
attacks/sess on h jack ng and the n e t on of false nfo mat on nto ess ons. Related cont ols  SC-8, SC-10, SC-11. SC-23 1), SC-23(3), SC-23(5) NIST Spec al Publ cat ons 800 52, 800-77, 800 95.

SC-
23(1)

Sess on Authent c ty - 
Inval date Sess on 
Ident f e s At Logout

The nfo mat on system nval dates 
sess on dent f e s upon use  logout o  
othe  sess on te m nat on.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system nval dates sess on dent f e s upon use  logout o  othe  sess on te m nat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng sess on authent c ty  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng sess on dent f e  nval dat on upon sess on 
te m nat on].

Th s cont ol enhancement cu ta ls the ab l ty of adve sa es f om captu ng and cont nu ng to employ p ev ously val d sess on IDs.

SC-
23(2)

Sess on Authent c ty 
[W thd awn] - 
Inco po ated Into AC-12 
(1) [W thd awn  Inco po ated nto AC 12 

(1)].

[W thd awn  Inco po ated nto AC-12(1)].

SC-
23(3)

Sess on Authent c ty - 
Un que Sess on 
Ident f e s W th 
Random zat on

The nfo mat on system gene ates a 
un que ess on dent f e  fo  each sess on 
w th [Ass gnment  o gan zat on-def ned 
andomness equ ements] and 
ecogn zes only sess on dent f e s that 

 t - t

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes andomness equ ements fo  gene at ng a un que sess on dent f e  fo  each sess on
( ) the nfo mat on system gene ates a un que sess on dent f e  fo  each sess on w th o gan zat on-def ned andomness 
equ ements  and

( ) the nfo mat on system ecogn zes only sess on dent f e s that a e system-gene ated.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng sess on authent c ty  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng gene at ng and mon to ng un que sess on 
dent f e s  automated mechan sms suppo t ng and/o  mplement ng andomne s equ ements].

Th s cont ol enhancement cu ta ls the ab l ty of adve sa es f om eus ng p ev ously val d sess on IDs. Employ ng the concept of andomness 
n the gene at on of un que sess on dent f e s helps to p otect aga nst b ute fo ce attacks to dete m ne futu e sess on dent f e s. Related 

t l  SC-13

SC-
23(4)

Sess on Authent c ty 
[W thd awn] - 
Inco po ated Into SC-23 
(3) [W thd awn  Inco po ated nto SC-23 

(3)]

[W thd awn  Inco po ated nto SC 23(3)].

SC-
23(5)

Sess on Authent c ty - 
Allowed Ce t f cate 
Autho t es

The nfo mat on system only allows the 
use of [Ass gnment  o gan zat on-def ned 
ce t f cate autho t es] fo  ve f cat on of 
the establ shment of p otected sess ons.

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes ce t f cate autho t es to be a lowed fo  ve f cat on of the establ shment of p otected sess ons  and
( ) the nfo mat on system only allows the use of o gan zat on-def ned ce t f cate autho t es fo  ve f cat on of the establ shment 
of p otected se s ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng sess on authent c ty  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of ce t f cate 
autho t es allowed fo  ve f cat on of the establ shment of p otected sess ons  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng management of ce t f cate autho t es].
Test  SELECT FROM  Automated mechan sms mplement ng sess on authent c ty].

Rel ance on ce t f cate autho t es (CAs) fo  the establ shment of secu e sess ons ncludes, fo  example, the use of Secu e Socket Laye  SSL) 
and/o  T anspo t Laye  Secu ty (TLS) ce t f cates. These ce t f cates, afte  ve f cat on by the e pect ve ce t f cate autho t es, fac l tate the 
establ shment of p otected sess ons between web cl ents and web se ve s. Related cont ol  SC-13.

SC-24 Fa l In Known State

The nfo mat on system fa ls to a 
[Ass gnment  o gan zat on-def ned 
known- tate] fo  [A s gnment  
o gan zat on-def ned types of fa lu es] 
p ese v ng [Ass gnment  o gan zat on-
def ned system state nfo mat on] n 
fa lu e.

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes a known-state to wh ch the nfo mat on system s to fa l n the event of a system fa lu e
( ) the o gan zat on def nes types of fa lu es fo  wh ch the nfo mat on system s to fa l to an o gan zat on-def ned known-state
( ) the o gan zat on def nes system state nfo mat on to be p ese ved n the event of a system fa lu e
( v) the nfo mat on system fa ls to the o gan zat on-def ned known-state fo  o gan zat on-def ned types of fa lu es  and
(v) the nfo mat on system p ese ves the o gan zat on-def ned system state nfo mat on n the event of a system fa lu e.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng nfo mat on system fa lu e to 
known state  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  l st of fa lu es equ ng nfo mat on system to fa l n a known state  state nfo mat on to be p ese ved n system 
fa lu e  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng fa l- n-known state capab l ty  automated 
mechan sms p ese v ng system state nfo mat on n the event of a system fa lu e].

Fa lu e n a known state add esses secu ty conce ns n acco dance w th the m ss on/bus ness needs of o gan zat ons. Fa lu e n a known 
secu e state helps to p event the loss of conf dent al ty, nteg ty, o  ava lab l ty of nfo mat on n the event of fa lu es of o gan zat onal 
nfo mat on systems o  ystem components. Fa lu e n a known safe state helps to p event systems f om fa l ng to a state that may cause 
nju y to nd v duals o  dest uct on to p ope ty. P ese v ng nfo mat on system state nfo mat on fac l tates sy tem esta t and etu n to the 

ope at onal mode of o gan zat ons w th less d s upt on of m ss on/bus ness p ocesses. Related cont ols  CP 2, CP 10, CP-12, SC-7, SC 22. None None

SC-25 Th n Nodes

The o gan zat on employs [Ass gnment  
o gan zat on-def ned nfo mat on system 
components] w th m n mal funct onal ty 
and nfo mat on sto age.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes nfo mat on system components to be employed w th m n mal funct onal ty and nfo mat on sto age  and
( ) employs o gan zat on-def ned nfo mat on system components w th m n mal funct onal ty and nfo mat on sto age.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng use of th n nodes  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng th n nodes].

The deployment of nfo mat on system components w th educed/m n mal funct onal ty (e.g , d skless nodes and th n cl ent technolog es) 
educes the need to secu e eve y use  endpo nt, and may educe the exposu e of nfo mat on, nfo mat on sy tems, and se v ces to cybe  

attacks. Related cont ol  SC-30. None None

SC-26 Honeypots

The nfo mat on system ncludes 
components spec f cally des gned to be 
the ta get of mal c ous attacks fo  the 
pu pose of detect ng, de lect ng, and 
analyz ng such a tacks.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system ncludes components spec f cally des gned to be the ta get of mal c ous attacks fo  the 
pu pose of detect ng, deflect ng, and analyz ng such attacks.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng use of honeypots  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng honey pots].

A honeypot s set up as a decoy to att act adve sa es and to deflect the  a tacks away f om the ope at onal systems suppo t ng 
o gan zat onal m ss ons/bus ness funct on. Depend ng upon the spec f c usage of the honeypot, consu tat on w th the Off ce of the Gene al 
Counsel befo e deployment may be needed. Related cont ols  SC-30, SC-44, SI-3, SI-4. None None

SC-
26(1)

Honeypots [W thd awn] - 
Inco po ated Into SC-35

[W thd awn  Inco po ated nto SC-35].

[W thd awn  Inco po ated nto SC 35].



SC-27
Platfo m Independent 
Appl cat ons

The nfo mat on system ncludes  
[Ass gnment  o gan zat on-def ned 
platfo m- ndependent appl cat ons].

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes platfo m- ndependent appl cat ons  and
( ) the nfo mat on system ncludes o gan zat on-def ned platfo m- ndependent appl cat ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng platfo m- ndependent 
appl cat ons  nfo mat on system des gn documentat on  nfo mat on system conf gu at on se t ngs and as oc ated 
documentat on  l st of pla fo m- ndependent appl cat ons  nfo mat on system aud t eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng pla fo m- ndependent appl cat ons].

Platfo ms a e comb nat ons of ha dwa e and so twa e used to un softwa e appl cat ons. Platfo ms nclude  ( ) ope at ng ystems  ( ) the 
unde ly ng compute  a ch tectu es, o  ( ) both. Pla fo m- ndependent appl cat ons a e appl cat ons that un on mu t ple platfo m . Such 
appl cat ons p omote po tab l ty and econst tut on on d fe ent platfo ms, nc eas ng the ava lab l ty of c t cal funct ons w th n 
o gan zat ons wh le nfo mat on systems w th spec f c ope at ng systems a e unde  attack. Related cont ol  SC-29. None None

SC-28
P otect on of Info mat on 
at Rest

The nfo mat on system p otects the 
[Select on (one o  mo e)  conf dent al ty  
nteg ty] of [Ass gnment  o gan zat on-

def ned nfo mat on at e t].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes nfo mat on at est equ ng one o  mo e of the follow ng
    -conf dent al ty p otect on  and/o
    - nteg ty p otect on
( ) the nfo mat on system p otects the
    -conf dent al ty of o gan zat on-def ned nfo mat on at est  and/o
    - nteg ty of o gan zat on-def ned nfo mat on at est.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng p otect on of nfo mat on at est  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  

c yptog aph c mechan sms and assoc ated conf gu at on documentat on  l st of nfo mat on at est equ ng conf dent al ty and 
nteg ty p otect ons  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng conf dent al ty and nteg ty p otect ons fo  
nfo mat on at es ].

Th s cont ol add esses the conf dent al ty and nteg ty of nfo mat on at est and cove s use  nfo mat on and system nfo mat on. 
Info mat on at est efe s to the state of nfo mat on when t s located on sto age dev ces as spec f c components of nfo mat on systems. 
System- elated nfo mat on equ ng p otect on nclude , fo  example, conf gu at ons o  ule sets fo  f ewalls, gateways, nt us on 
detect on/p event on systems, f lte ng oute s, and authent cato  content. O gan zat ons may employ d ffe ent mechan sms to ach eve 
conf dent al ty and nteg ty p otect ons, nclud ng the use of c yptog aph c mechan sms and f le sha e scann ng. Integ ty p otect on can be 
ach eved, fo  example, by mplement ng W te Once Read-Many (WORM) technolog es. O gan zat ons may also employ othe  secu ty 
cont ols nclud ng, fo  example, secu e o f-l ne sto age n l eu of onl ne sto age when adequate p otect on of nfo mat on at est cannot 
othe w se be ach eved and o  cont nuous mon to ng to dent fy mal c ous code at est. Related cont ols  AC 3, AC 6, CA 7, CM-3, CM-5, CM-
6, PE-3, SC-8, SC-13, SI-3, SI-7. SC-28 1), SC-28(2) NIST Spec al Publ cat ons 800 56, 800-57, 800 111.

SC-
28(1)

P otect on Of 
Info mat on At Rest - 
C yptog aph c P otect on

The nfo mat on system mplements 
c yptog aph c mechan sms to p event 
unautho zed d sclosu e and 
mod f cat on of [Ass gnment  
o gan zat on-def ned nfo mat on] on 
[Ass gnment  o gan zat on-def ned 

f t  t  t ]

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes nfo mat on equ ng c yptog aph c p otect on
( ) the o gan zat on def nes nfo mat on system components w th o gan zat on-def ned nfo mat on equ ng c yptog aph c 
p otect on  and
( ) the nfo mat on system employs c yptog aph c mechan sms to p event unautho zed d sclosu e and mod f cat on of 
o gan zat on-def ned nfo mat on on o gan zat on-def ned nfo mat on system components.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng p otect on of nfo mat on at est  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  

c yptog aph c mechan sms and assoc ated conf gu at on documentat on  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope ].
Test  SELECT FROM  C yptog aph c mechan sms mplement ng conf dent al ty and nteg ty p otect ons fo  nfo mat on at est].

Select on of c yptog aph c mechan sms s based on the need to p otect the conf dent al ty and nteg ty of o gan zat onal nfo mat on. The 
st ength of mechan sm s commensu ate w th the secu ty catego y and/o  class f cat on of the nfo mat on. Th s cont ol enhancement 
appl es to s gn f cant concent at ons of d g tal med a n o gan zat onal a eas des gnated fo  med a sto age and al o to l m ted quant t es of 
med a gene ally assoc ated w th nfo mat on sy tem components n ope at onal env onments (e.g , po table sto age dev ces, mob le 
dev ces). O gan zat ons have the lex b l ty to e the  enc ypt a l nfo mat on on sto age dev ces ( e , full d sk enc ypt on) o  enc ypt spec f c 
data st uctu es (e.g., f les, eco ds, o  f elds). O gan zat ons employ ng c yptog aph c mechan sms to p otect nfo mat on at est also cons de  

t h   t l t  R l t  t l  C-19  SC 12

SC-
28(2)

P otect on Of 
Info mat on At Rest  - Off
L ne Sto age

The o gan zat on emoves f om onl ne 
sto age and sto es off-l ne n a secu e 
locat on [Ass gnment  o gan zat on-
def ned nfo mat on].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes nfo mat on to be emoved f om onl ne sto age and sto ed off-l ne n a secu e locat on  and
( ) emoves o gan zat on-def ned nfo mat on f om onl ne sto age  and
( ) sto es such nfo mat on off-l ne n a secu e locat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng p otect on of nfo mat on at est  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  

c yptog aph c mechan sms and assoc ated conf gu at on documentat on  o f-l ne sto age locat ons fo  nfo mat on at est  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng emoval of nfo mat on f om onl ne sto age  
automated mechan sms suppo t ng and/o  mplement ng sto age of nfo mat on off l ne].

Remov ng o gan zat onal nfo mat on f om onl ne nfo mat on system sto age to off-l ne to age el m nates the poss b l ty of nd v duals 
ga n ng unautho zed access to the nfo mat on th ough a netwo k. The efo e, o gan zat ons may choose to move nfo mat on to off l ne 
sto age n l eu of p otect ng such nfo mat on n onl ne sto age.

SC-29 Hete ogene ty

The o gan zat on employs a d ve se set 
of nfo mat on technolog es fo  
[Ass gnment  o gan zat on-def ned 
nfo mat on system components] n the 
mplementat on of the nfo mat on 

system.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes nfo mat on system components equ ng a d ve se set of nfo mat on technolog es to be employed n the 
mplementat on of the nfo mat on ystem  and

( ) employs a d ve se set of nfo mat on technolog es fo  o gan zat on-def ned nfo mat on system components n the 
mplementat on of the nfo mat on ystem.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  nfo mat on system des gn documentat on  nfo mat on 
system conf gu at on sett ngs and assoc ated documentat on  l st of technolog es deployed n the nfo mat on system  acqu s t on 
documentat on  acqu s t on cont acts fo  nfo mat on system components o  se v ces  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th nfo mat on system acqu s t on, development, and mplementat on espons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng employment of a d ve se set of nfo mat on 
technolog es].

Inc eas ng the d ve s ty of nfo mat on technolog es w th n o gan zat onal nfo mat on systems educes the mpact of potent al explo tat ons 
of spec f c technolog es and also defends aga nst common mode fa lu es, nclud ng those fa lu es nduced by supply cha n attacks. D ve s ty 
n nfo mat on technolog es also educes the l kel hood that the means adve sa es use to comp om se one nfo mat on system component 

w l be equa ly effect ve aga nst othe  system components, thus fu the  nc eas ng the adve sa y wo k facto  to successfully complete 
planned cybe  a tacks. An nc ea e n d ve s ty may add complex ty and management ove head wh ch could ult mately lead to m stakes and 
unautho zed conf gu at ons. Related cont ols  SA-12, SA-14, SC-27. SC-29 1) None

SC-
29(1)

Hete ogene ty - 
V tual zat on Techn ques

The o gan zat on employs v tual zat on 
techn ques to suppo t the deployment 
of a d ve s ty of ope at ng systems and 
appl cat ons that a e changed 
[Ass gnment  o gan zat on-def ned 
f equency].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes a f equency to change the d ve s ty of ope at ng systems and appl cat ons deployed us ng v tual zat on techn ques  and
( ) employs v tual zat on techn ques to suppo t the deployment of a d ve s ty of ope at ng systems and appl cat ons that a e 
changed w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  conf gu at on management pol cy and p ocedu es  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system a ch tectu e  l st of ope at ng systems and appl cat ons deployed us ng v tual zat on techn ques  change cont ol eco ds  
conf gu at on management eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l t es fo  mplement ng app oved v tual zat on techn ques to the nfo mat on system].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng employment of a d ve se set of nfo mat on 
technolog es  automated mechan sms suppo t ng and/o  mplement ng v tual zat on techn ques].

Wh le f equent changes to ope at ng systems and appl cat ons pose conf gu at on management challenges, the changes can esu t n an 
nc ea ed wo k facto  fo  adve sa es n o de  to ca y out successful cybe  attacks. Chang ng v tual ope at ng systems o  appl cat ons, as 

opposed to chang ng actual ope at ng ystems/appl cat ons, p ov de v tual changes that mpede attacke  uccess wh le educ ng 
conf gu at on management effo ts. In add t on, v tual zat on techn ques can ass st o gan zat ons n solat ng unt ustwo thy softwa e and/o  
so twa e of dub ous p ovenance nto conf ned execut on env onments.

SC-30
Concealment And 
M sd ect on

The o gan zat on employs [Ass gnment  
o gan zat on-def ned concealment and 
m sd ect on techn ques] fo  
[Ass gnment  o gan zat on-def ned 
nfo mat on systems] at [Ass gnment  

o gan zat on-def ned t me pe ods] to 
confuse and m slead adve sa es.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes concealment and m sd ect on techn ques to be employed to confuse and m slead adve sa es potent a ly ta get ng 
o gan zat onal nfo mat on systems
( ) def nes nfo mat on systems fo  wh ch o gan zat on-def ned concealment and m sd ect on techn ques a e to be employed
( ) def nes t me pe ods to employ o gan zat on-def ned concealment and m sd ect on techn ques fo  o gan zat on-def ned 
nfo mat on systems  and

( v) employs o gan zat on-def ned concealment and m sd ect on techn ques fo  o gan zat on-def ned nfo mat on systems at 
o gan zat on-def ned t me pe ods to confuse and m slead adve sa es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng concealment and m sd ect on 
techn ques fo  the nfo mat on system  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nfo mat on system a ch tectu e  l st of concealment and m sd ect on techn ques to be employed fo  
o gan zat onal nfo mat on systems  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l ty fo  mplement ng concealment and m sd ect on techn ques fo  nfo mat on systems].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng concealment and m sd ect on techn ques].

Concealment and m sd ect on techn ques can s gn f can ly educe the ta get ng capab l ty of adve sa es ( e , w ndow of oppo tun ty and 
ava lable attack su face) to n t ate and complete cybe  attacks. Fo  example, v tual zat on techn ques p ov de o gan zat ons w th the ab l ty 
to d sgu se nfo mat on ystems, potent a ly educ ng the l kel hood of successful attacks w thout the cost of hav ng mu t ple pla fo ms. 
Inc ea ed use of concealment m sd ect on techn ques nclud ng, fo  example, andomness, unce ta nty, and v tual zat on, may suff c en ly 
confuse and m slead adve sa es and subsequently nc ease the sk of d scove y and/o  expos ng t adec aft. Concealment/m sd ect on 
techn ques may also p ov de o gan at ons add t onal t me to successfu ly pe fo m co e m ss ons and bus ness funct ons. Because of the t me 
and effo t equ ed to suppo t concealment/m sd ect on techn ques, t s ant c pated that such techn ques would be used by o gan zat ons 
on a ve y l m ted bas s. Related cont ols  SC 26, SC 29, SI-14. SC-30 2), SC-30(3), SC-30(4), SC 30(5) None

SC-
30(1)

V tual zat on Techn ques 
[W thd awn] - 
Inco po ated Into SC-29 
(1) [W thd awn  Inco po ated nto SC-29 

(1)]. 

[W thd awn  Inco po ated nto SC 29(1)].



SC-
30(2)

Concealment And 
M sd ect on - 
Randomness

The o gan zat on employs [Ass gnment  
o gan zat on-def ned techn ques] to 
nt oduce andomness nto 

o gan zat onal ope at ons and assets.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes techn ques to be employed to nt oduce andomness nto o gan zat onal ope at ons and assets  and
( ) employs o gan zat on-def ned techn ques to nt oduce andomness nto o gan zat onal ope at ons and assets.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng concealment and m sd ect on 
techn ques fo  the nfo mat on system  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nfo mat on system a ch tectu e  l st of techn ques to be employed to nt oduce andomness nto 
o gan zat onal ope at ons and assets  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l ty fo  mplement ng concealment and m sd ect on techn ques fo  nfo mat on systems].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng andomness as a concealment and m sd ect on 
techn que].

Randomness nt oduces nc eased levels of unce ta nty fo  adve sa es ega d ng the act ons o gan zat ons take n defend ng aga nst cybe  
attacks. Such act ons may mpede the ab l ty of adve sa es to co ectly ta get nfo mat on esou ces of o gan zat ons suppo t ng c t cal 
m ss ons/bus ness funct ons. Unce ta nty may also cause adve sa es to hes tate befo e n t at ng o  cont nu ng a tacks. M sd ect on 
techn ques nvolv ng andomness nclude, fo  example, pe fo m ng ce ta n out ne act ons at d ffe ent t mes of day, employ ng d fe ent 
nfo mat on technolog es (e.g., b owse s, ea ch eng nes), us ng d ffe ent suppl e s, and otat ng oles and espons b l t es of o gan zat onal 

pe sonnel.

SC-
30(3)

Concealment And 
M sd ect on - Change 
P ocess ng / Sto age 
Locat ons

The o gan zat on changes the locat on of 
[Ass gnment  o gan zat on-def ned 
p ocess ng and/o  sto age] Select on  
[Ass gnment  o gan zat on-def ned t me 
f equency]  at andom t me nte vals]].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes p ocess ng and/o  sto age locat ons to be changed at t me nte vals spec f ed by the o gan zat on
( ) def nes a f equency to change the locat on of o gan zat on-def ned p ocess ng and/o  sto age  and
( ) changes the locat on of o gan zat on-def ned p ocess ng and/o  sto age at one of the follow ng
    -o gan zat on-def ned t me nte vals  o
    - andom t me nte vals.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  conf gu at on management pol cy and p ocedu es  
p ocedu es add ess ng concealment and m sd ect on techn ques fo  the nfo mat on system  l st of p ocess ng/sto age locat ons to 
be changed at o gan zat onal t me nte vals  change cont ol eco ds  conf gu at on management eco ds  nfo mat on system aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l ty fo  chang ng p ocess ng and/o  sto age locat ons].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng chang ng p ocess ng and/o  sto age locat ons].

Adve sa es ta get c t cal o gan zat onal m ss ons/bus ness funct ons and the nfo mat on esou ces suppo t ng those m ss ons and funct ons 
wh le at the same t me, t y ng to m n m ze exposu e of the  ex stence and t adec aft. The stat c, homogeneous, and dete m n st c natu e of 
o gan zat onal nfo mat on systems ta geted by adve sa es, make such sy tems mo e suscept ble to cybe  attacks w th less adve sa y cost 
and effo t to be successful. Chang ng o gan zat onal p ocess ng and sto age locat ons (somet mes efe ed to as mov ng ta get defense) 
add esses the advanced pe s stent th eat (APT) us ng techn ques such as v tual at on, d st buted p ocess ng, and epl cat on. Th s enables 
o gan zat ons to elocate the nfo mat on esou ces ( e., p ocess ng and/o  sto age) suppo t ng c t cal m ss ons and bus ness funct ons. 
Chang ng locat ons of p ocess ng act v t es and/o  sto age s tes nt oduces unce ta nty nto the ta get ng act v t es by adve sa es. Th s 
unce ta nty nc eases the wo k facto  of adve sa es mak ng comp om ses o  b eaches to o gan zat onal nfo mat on systems much mo e 
d ff cu t and t me-consum ng, and nc eases the chances that adve sa es may nadve tently d sclose aspects of t adec aft wh le attempt ng 
to locate c t cal o gan zat onal esou ces.

SC-
30(4)

Concealment And 
M sd ect on - 
M slead ng Info mat on

The o gan zat on employs eal st c, but 
m slead ng nfo mat on n [Ass gnment  
o gan zat on-def ned nfo mat on system 
components] w th ega d to ts secu ty 
t t   t

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes nfo mat on system components n wh ch to employ eal st c, but m slead ng nfo mat on ega d ng ts secu ty state o  
postu e  and
( ) employs eal st c, but m slead ng nfo mat on n o gan zat on-def ned nfo mat on system components w th ega d to ts 
secu ty state o  postu e.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  conf gu at on management pol cy and p ocedu es  
p ocedu es add ess ng concealment and m sd ect on techn ques fo  the nfo mat on system  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l ty fo  def n ng and employ ng eal st c, but m slead ng nfo mat on about the secu ty 
postu e of nfo mat on system components].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng employment of eal st c, but m slead ng 
nfo mat on about the secu ty postu e of nfo mat on system components].

Th s cont ol enhancement m sleads potent al adve sa es ega d ng the natu e and extent of secu ty safegua ds deployed by o gan zat ons. 
As a esult, adve sa es may employ nco ect (and as a esult neffect ve) attack techn ques. One way of m slead ng adve sa es s fo  
o gan zat ons to place m slead ng nfo mat on ega d ng the spec f c secu ty cont ols deployed n exte nal nfo mat on systems that a e 
known to be accessed o  ta geted by adve sa es. Anothe  techn que s the use of decept on nets (e.g., honeynet , v tual zed env onments) 
th t  t l t  f t l f t  t  t  f  l  t- f- t  t  f t

SC-
30(5)

Concealment And 
M sd ect on - 
Concealment Of System 
Components

The o gan zat on employs [Ass gnment  
o gan zat on-def ned techn ques] to h de 
o  conceal [Ass gnment  o gan zat on-
def ned nfo mat on system 
components].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes techn ques to be employed to h de o  conceal nfo mat on system components
( ) def nes nfo mat on system components to be h dden o  concealed us ng o gan zat on-def ned techn ques  and
( ) employs o gan zat on-def ned techn ques to h de o  conceal o gan zat on-def ned nfo mat on system components.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  conf gu at on management pol cy and p ocedu es  
p ocedu es add ess ng concealment and m sd ect on techn ques fo  the nfo mat on system  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of techn ques employed to h de o  
conceal nfo mat on system components  l st of nfo mat on system components to be h dden o  concealed  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th espons b l ty fo  concealment of system components].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng techn ques fo  concealment of system 
components].

By h d ng, d sgu s ng, o  othe w se conceal ng c t cal nfo mat on sy tem components, o gan zat ons may be able to dec ease the p obab l ty 
that adve sa es ta get and successfu ly comp om se those assets. Potent al means fo  o gan zat ons to h de and/o  conceal nfo mat on 
system components nclude, fo  example, conf gu at on of oute s o  the use of honeynets o  v tual zat on techn ques.

SC-31 Cove t Channel Analys s

The o gan zat on  
a. Pe fo ms a cove t channel analys s to 
dent fy those aspects of 

commun cat ons w th n the nfo mat on 
system that a e potent al avenues fo  
cove t [Select on (one o  mo e)  sto age  
t m ng] channels  and
b. Est mates the max mum bandw dth of 
those channels.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) pe fo ms a cove t channel analys s to dent fy those aspects of commun cat ons w th n the nfo mat on system that a e 
potent al avenues fo  one o  mo e of the follow ng
    -cove t sto age channels  and/o
    t m ng channels  and
( ) est mates the max mum bandw dth of those channels.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng cove t channel analys s  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  cove t 

channel analys s documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th cove t channel analys s espons b l t es  nfo mat on system develope / nteg ato s].
Test  SELECT FROM  O gan zat onal p ocess fo  conduct ng cove t channel analys s  automated mechan sms suppo t ng and/o  
mplement ng cove t channel analys s  automated mechan sms suppo t ng and/o  mplement ng the capab l ty to est mate the 

bandw dth of cove t channels].

Develope s a e n the best pos t on to dent fy potent al a eas w th n sy tems that m ght lead to cove t channels. Cove t channel analys s s a 
mean ngful act v ty when the e s the potent al fo  unautho zed nfo mat on flows ac oss secu ty doma ns, fo  example, n the case of 
nfo mat on systems conta n ng expo t-cont olled nfo mat on and hav ng connect ons to exte nal netwo ks ( .e , netwo ks not cont olled by 

o gan zat ons). Cove t channel analys s s also mean ngful fo  mult level secu e MLS) nfo mat on systems, mu t ple secu ty level (MSL) 
systems, and c oss-doma n sy tems. Related cont ols  AC-3, AC-4, PL-2. SC-31 1), SC-31(2), SC-31(3) None

SC-
31(1)

Cove t Channel Analys s - 
Test Cove t Channels Fo  
Explo tab l ty

The o gan zat on te ts a subset of the 
dent f ed cove t channels to dete m ne 

wh ch channels a e explo table.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on tests a subset of dent f ed cove t channels to dete m ne wh ch channels a e explo table.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng cove t channel analys s  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of cove t 

channels  cove t channel analys s documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th cove t channel analys s espons b l t es].
Test  SELECT FROM  O gan zat onal p ocess fo  test ng cove t channels  automated mechan sms suppo t ng and/o  mplement ng 
test ng of cove t channels analys s].

SC-
31(2)

Cove t Channel Analys s - 
Max mum Bandw dth

The o gan zat on educes the max mum 
bandw dth fo  dent f ed cove t 
[Select on (one o  mo e)  sto age  
t m ng] channels to [Ass gnment  
o gan zat on-def ned values].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes values to be employed as the max mum bandw dth a lowed fo  dent f ed cove t channels  and
( ) educes the max mum bandw dth to o gan zat on-def ned values fo  one o  mo e of the follow ng dent f ed
    -cove t sto age channels  and/o
    -cove t t m ng channels.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng cove t channel analys s  
acqu s t on cont acts fo  nfo mat on systems o  se v ces  acqu s t on documentat on  nfo mat on system des gn documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  cove t channel analys s documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th cove t channel analys s espons b l t es  nfo mat on system develope / nteg ato s].
Test  SELECT FROM  O gan zat onal p ocess fo  conduct ng cove t channel analys s  automated mechan sms suppo t ng and/o  
mplement ng cove t channel analys s  automated mechan sms suppo t ng and/o  mplement ng the capab l ty to educe the 

bandw dth of cove t channels].

Info mat on system develope s a e n the best pos t on to educe the max mum bandw dth fo  dent f ed cove t sto age and t m ng channels.



SC-
31(3)

Cove t Channel Analys s - 
Measu e Bandw dth In 
Ope at onal 
Env onments

The o gan zat on measu es the 
bandw dth of [Ass gnment  o gan at on-
def ned subset of dent f ed cove t 
channels] n the ope at onal 
env onment of the nfo mat on system.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes subset of dent f ed cove t channels whose bandw dth s to be measu ed n the ope at onal env onment of the 
nfo mat on system  and

( ) measu es the bandw dth of the o gan zat on-def ned subset of dent f ed cove t channels n the ope at onal env onment of the 
nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng cove t channel analys s  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  cove t 

channel analys s documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel w th cove t channel analys s espons b l t es  nfo mat on system develope / nteg ato s].
Test  SELECT FROM  O gan zat onal p ocess fo  conduct ng cove t channel analys s  automated mechan sms suppo t ng and/o  
mplement ng cove t channel analys s  automated mechan sms suppo t ng and/o  mplement ng the capab l ty to measu e the 

bandw dth of cove t channels].

Th s cont ol enhancement add esses cove t channel bandw dth n ope at onal env onments ve sus developmental env onments. Measu ng 
cove t channel bandw dth n ope at onal env onments helps o gan at ons to dete m ne how much nfo mat on can be cove tly leaked 
befo e such leakage adve sely a fects o gan zat onal m ss ons/bus ness funct ons. Cove t channel bandw dth may be s gn f cantly d ffe ent 
when measu ed n those sett ngs that a e ndependent of the pa t cula  env onments of ope at on (e.g., labo ato es o  development 
env onments).

SC-32
Info mat on System 
Pa t t on ng

The o gan zat on pa t t ons the 
nfo mat on system nto [Ass gnment  

o gan zat on-def ned nfo mat on system 
components] es d ng n sepa ate 
phys cal doma ns o  env onments based 
on [Ass gnment  o gan zat on-def ned 
c cumstances fo  phys cal sepa at on of 
components].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes c cumstances fo  phys cal sepa at on of nfo mat on system components nto nfo mat on system pa t t ons
( ) def nes nfo mat on system components to es de n sepa ate phys cal doma ns o  env onments based on o gan zat on-def ned 
c cumstances fo  phys cal sepa at on of components  and
( ) pa t t ons the nfo mat on system nto o gan zat on-def ned nfo mat on system components es d ng n sepa ate phys cal 
doma ns o  env onments based on o gan zat on-def ned c cumstances fo  phys cal sepa at on of components.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng nfo mat on system pa t t on ng  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system a ch tectu e  l st of nfo mat on system phys cal doma ns (o  env onments)  nfo mat on system fac l ty d ag ams  
nfo mat on system netwo k d ag ams  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  nfo mat on system 
develope s/ nteg ato s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng phys cal sepa at on of nfo mat on system 
components].

Info mat on system pa t t on ng s a pa t of a defense- n-depth p otect on st ategy. O gan zat ons dete m ne the deg ee of phys cal 
sepa at on of system components f om phys ca ly d st nct components n sepa ate acks n the same oom, to components n sepa ate 
ooms fo  the mo e c t cal components, to mo e s gn f cant geog aph cal sepa at on of the most c t cal components. Secu ty catego zat on 

can gu de the select on of app op ate cand dates fo  doma n pa t t on ng. Managed nte faces est ct o  p oh b t netwo k access and 
nfo mat on flow among pa t t oned nfo mat on system components. Related cont ols  AC-4, SA 8, SC-2, SC-3, SC-7. None F PS Publ cat on 199.

SC-33
T ansm ss on P epa at on 
Integ ty [W thd awn] - 
Inco po ated Into SC-8

[W thd awn  Inco po ated nto SC-8].

[W thd awn  Inco po ated nto SC 8].

SC-34
Non-mod f able 
Executable P og ams

The nfo mat on system at [Ass gnment  
o gan zat on-def ned nfo mat on system 
components]
a. Loads and executes the ope at ng 
env onment f om ha dwa e-enfo ced, 
ead-only med a  and

b. Loads and executes [Ass gnment  
o gan zat on-def ned appl cat ons] f om 
h - f  - l  

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes nfo mat on system components fo  wh ch the ope at ng env onment and o gan zat on-def ned 
appl cat ons a e to be loaded and executed f om ha dwa e-enfo ced, ead-only med a
( ) the o gan zat on def nes appl cat ons to be loaded and executed f om ha dwa e-enfo ced, ead-only med a
( ) the nfo mat on system, at o gan zat on-def ned nfo mat on system components
( v) loads and executes the ope at ng env onment f om ha dwa e-enfo ced, ead-only med a  and
(v) loads and executes o gan zat on-def ned appl cat ons f om ha dwa e-enfo ced, ead-only med a.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng non-mod f able executable 
p og ams  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nfo mat on system a ch tectu e  l st of ope at ng system components to be loaded f om ha dwa e-enfo ced, ead-only med a  l st 

of appl cat ons to be loaded f om ha dwa e-enfo ced, ead-only med a  med a used to load and execute nfo mat on system 
ope at ng env onment  med a used to load and execute nfo mat on system appl cat ons  nfo mat on system aud t eco ds  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  nfo mat on system 
develope s/ nteg ato s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng load ng and execut ng the ope at ng env onment 
f om ha dwa e-enfo ced, ead-only med a  automated mechan sms uppo t ng and/o  mplement ng load ng and execut ng 
appl cat ons f om ha dwa e-enfo ced, ead-only med a].

The te m ope at ng env onment s def ned as the spec f c code that ho ts appl cat ons, fo  example, ope at ng systems, execut ves, o  
mon to s nclud ng v tual mach ne mon to s ( e., hype v so s). t can also nclude ce ta n appl cat ons unn ng d ectly on ha dwa e 
platfo ms. Ha dwa e-enfo ced, ead-only med a nclude, fo  example, Compact D sk-Reco dable (CD-R)/D g tal V deo D sk Reco dable (DVD R  
d sk d ves and one-t me p og ammable ead-only memo y. The use of non-mod f able sto age ensu es the nteg ty of so twa e f om the 
po nt of c eat on of the ead-only mage. The use of ep og ammable ead-only memo y can be accepted as ead-only med a p ov ded  ( ) 
nteg ty can be adequately p otected f om the po nt of n t al w t ng to the nse t on of the memo y nto the nfo mat on system  and ( ) 

the e a e el able ha dwa e p otect ons aga nst ep og amm ng the memo y wh le nsta led n o gan zat onal nfo mat on systems. Related 
t l  C 3  SI 7 SC-3 1)  SC-3 (2)  SC-3 (3) N

SC-
34(1)

Non-Mod f able 
Executable P og ams - 
No W table Sto age

The o gan zat on employs [Ass gnment  
o gan zat on-def ned nfo mat on system 
components] w th no w teable sto age 
that s pe s stent ac oss component 
esta t o  powe  on/off.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes nfo mat on system components to be employed w th no w teable sto age  and
( ) employs o gan zat on-def ned nfo mat on system components w th no w teable sto age that s pe s stent ac oss component 
esta t o  powe  on/off.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng non-mod f able executable 
p og ams  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nfo mat on system a ch tectu e  l st of nfo mat on system components to be employed w thout w teable sto age capab l ty  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  nfo mat on system 
develope s/ nteg ato s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng employment of components w th no w teable 
sto age  automated mechan sms suppo t ng and/o  mplement ng pe s stent non-w teable sto age ac oss component esta t and 
powe  on/off].

Th s cont ol enhancement  ( ) el m nates the poss b l ty of mal c ous code nse t on v a pe s stent, w teable sto age w th n the des gnated 
nfo mat on system components  and ( ) appl es to both f xed and emovable sto age, w th the la te  be ng add essed d ectly o  as spec f c 
est ct ons mposed th ough access cont ols fo  mob le dev ces. Related cont ols  AC-19, MP-7.

SC-
34(2)

Non-Mod f able 
Executable P og ams - 
Integ ty P otect on / 
Read-Only Med a

The o gan zat on p otects the nteg ty of 
nfo mat on p o  to sto age on ead-

only med a and cont ols the med a afte  
such nfo mat on has been eco ded 
onto the med a.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) p otects the nteg ty of the nfo mat on p o  to sto age on ead-only med a  and
( ) cont ols the med a afte  such nfo mat on has been eco ded onto the med a.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng non-mod f able executable 
p og ams  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nfo mat on system a ch tectu e  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  nfo mat on system 
develope s/ nteg ato s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng capab l ty fo  p otect ng nfo mat on nteg ty on 
ead-only med a p o  to sto age and a te  nfo mat on has been eco ded onto the med a].

Secu ty safegua ds p event the subst tut on of med a nto nfo mat on systems o  the ep og amm ng of p og ammable ead-only med a 
p o  to nstallat on nto the systems. Secu ty safegua ds nclude, fo  example, a comb nat on of p event on, detect on, and esponse. 
Related cont ols  AC-5, CM 3, CM-5, CM-9, MP-2, MP-4, MP-5, SA-12, SC-28, SI 3.

SC-
34(3)

Non-Mod f able 
Executable P og ams - 
Ha dwa e-Based 
P otect on

The o gan zat on
(a) Employs ha dwa e-based, w te-
p otect fo  [A s gnment  o gan zat on-
def ned nfo mat on system f mwa e 
components]  and
(b) Implements spec f c p ocedu es fo  
[Ass gnment  o gan zat on-def ned 
autho zed nd v duals] to manually 
d sable ha dwa e w te-p otect fo  
f mwa e mod f cat ons and e-enable 
the w te-p otect p o  to etu n ng to 
ope at onal mode.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes nfo mat on system f mwa e components fo  wh ch ha dwa e-based, w te-p otect on s to be employed
( ) employs ha dwa e-based, w te-p otect on fo  o gan at on-def ned nfo mat on system f mwa e components
( ) def nes nd v duals autho zed to manua ly d sable ha dwa e w te-p otect fo  f mwa e mod f cat ons and e-enable the w te-
p otect p o  to etu n ng to ope at onal mode  and
( v) mplements spec f c p ocedu es fo  o gan zat on-def ned autho zed nd v duals to manua ly d sable ha dwa e w te-p otect fo  
f mwa e mod f cat ons and e-enable the w te-p otect p o  to etu n ng to ope at onal mode.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng f mwa e mod f cat ons  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system a ch tectu e  nfo mat on sy tem aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  nfo mat on system 
develope s/ nteg ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  mod fy ng f mwa e  automated mechan sms suppo t ng and/o  mplement ng 
ha dwa e-based, w te-p otect on fo  f mwa e].

SC-35 Honeycl ents

The nfo mat on system ncludes 
components that p oact vely seek to 
dent fy mal c ous webs tes and/o  web-

based mal c ous code.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system ncludes components that p oact vely seek to dent fy mal c ous webs tes and/o  web-based 
mal c ous code.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng honeycl ents  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system components 
deployed to dent fy mal c ous webs tes and/o  web-based mal c ous code  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  nfo mat on system 
develope s/ nteg ato s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng honeycl ents].

Honeycl ents d ffe  f om honeypots n that the components act vely p obe the Inte net n sea ch of mal c ous code (e.g., wo ms) conta ned 
on exte nal webs tes. As w th honeypots, honeycl ents equ e some suppo t ng solat on measu es (e.g., v tual zat on) to ensu e that any 
mal c ous code d scove ed du ng the sea ch and subsequently executed does not nfect o gan zat onal nfo mat on systems. Related 
cont ols  SC-26, SC-44, SI-3, SI-4. None None



SC-36
D st buted P ocess ng 
And Sto age

The o gan zat on d st butes 
[Ass gnment  o gan zat on-def ned 
p ocess ng and sto age] ac oss mu t ple 
phys cal locat ons.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes p ocess ng and sto age to be d t buted ac oss mu t ple phys cal locat ons  and
( ) d st butes o gan zat on-def ned p ocess ng and sto age ac oss mu t ple phys cal locat ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  cont ngency plann ng pol cy and p ocedu es  
cont ngency plan  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system a ch tectu e  l st of nfo mat on sy tem phys cal locat ons (o  env onments) w th d st buted 
p ocess ng and sto age  nfo mat on system fac l ty d ag ams  p ocess ng s te ag eements  sto age s te ag eements  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
cont ngency plann ng and plan mplementat on espons b l t es  nfo mat on ystem develope s/ nteg ato ].
Test  SELECT FROM  O gan zat onal p ocesses fo  d st but ng p ocess ng and sto age ac oss mult ple phys cal locat ons  
automated mechan sms suppo t ng and/o  mplement ng capab l ty fo  d st but ng p ocess ng and sto age ac oss mult ple 
phys cal locat ons].

D st but ng p ocess ng and sto age ac oss mult ple phys cal locat ons p ov des some deg ee of edundancy o  ove lap fo  o gan zat ons, and 
the efo e nc eases the wo k facto  of adve sa es to adve sely mpact o gan zat onal ope at ons, assets, and nd v duals. Th s cont ol does 
not as ume a s ngle p ma y p ocess ng o  sto age locat on, and thus allows fo  pa allel p ocess ng and sto age. Related cont ols  CP 6, CP 7. SC-36 1) None

SC-
36(1)

D st buted P ocess ng 
And Sto age - Poll ng 
Techn ques

The o gan zat on employs poll ng 
techn ques to dent fy potent al fau ts, 
e o s, o  comp om ses to [Ass gnment  
o gan zat on-def ned d st buted 
p ocess ng and sto age components].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes d st buted p ocess ng and sto age components fo  wh ch po l ng techn ques a e to be employed to dent fy potent al 
faults, e o s, o  comp om es  and
( ) employs poll ng techn ques to dent fy potent al faults, e o s, o  comp om ses to o gan zat on-def ned d st buted p ocess ng 
and sto age component .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  nfo mat on system des gn documentat on  nfo mat on 
system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system a ch tectu e  l st of d st buted p ocess ng and 
sto age components subject to poll ng  nfo mat on system po l ng techn ques and assoc ated documentat on o  eco ds  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  nfo mat on system 
develope s/ nteg ato s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng poll ng techn ques].

D st buted p ocess ng and o  sto age may be employed to educe oppo tun t es fo  adve sa es to successfully comp om se the 
conf dent al ty, nteg ty, o  ava lab l ty of nfo mat on and nfo mat on systems. Howeve , d st but on of p ocess ng and/o  sto age 
components does not p event adve sa es f om comp om s ng one (o  mo e) of the d st buted components. Po l ng compa es the p ocess ng 
esu ts and/o  sto age content f om the va ous d st buted components and subsequently vot ng on the outcomes. Poll ng dent f es 

potent al faults, e o s, o  comp om ses n d st buted p ocess ng and/o  sto age components. Related cont ol  SI-4.

SC-37 Out Of-Band Channels

The o gan zat on employs [Ass gnment  
o gan zat on-def ned out-of-band 
channels] fo  the phys cal del ve y o  
elect on c t ansm ss on of [Ass gnment  
o gan zat on-def ned nfo mat on, 
nfo mat on system components, o  

dev ces] to [A s gnment  o gan zat on-
def ned nd v duals o  nfo mat on 

t ]

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes out-of-band channels to be employed fo  the phys cal del ve y o  elect on c t ansm ss on of nfo mat on, nfo mat on 
system components, o  dev ces to nd v duals o  nfo mat on systems
( ) def nes nfo mat on, nfo mat on sy tem components, o  dev ces fo  wh ch phys cal del ve y o  elect on c t ansm ss on of such 
nfo mat on, nfo mat on system components, o  dev ces to nd v duals o  nfo mat on systems equ es employment of 

o gan zat on-def ned out-of-band channels
( ) def nes nd v duals o  nfo mat on systems to wh ch phys cal del ve y o  elect on c t ansm ss on of o gan zat on-def ned 
nfo mat on, nfo mat on system components, o  dev ces s to be ach eved v a employment of o gan zat on-def ned out-of-band 

channels  and
( v) employs o gan zat on-def ned out-of-band channels fo  the phys cal del ve y o  elect on c t ansm ss on of o gan zat on-def ned 
nfo mat on, nfo mat on system components, o  dev ces to o gan zat on-def ned nd v duals o  nfo mat on systems.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng use of out-of-band channels  
access cont ol pol cy and p ocedu es  dent f cat on and authent cat on pol cy and p ocedu es  nfo mat on system des gn 
documentat on  nfo mat on system a ch tectu e  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of 
out-of-band channels  types of nfo mat on, nfo mat on system components, o  dev ces equ ng use of out-of-band channels fo  
phys cal del ve y o  elect on c t ansm ss on to autho zed nd v duals o  nfo mat on systems  phys cal del ve y eco ds  elect on c 
t ansm ss on eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel autho z ng, 
nstall ng, conf gu ng, ope at ng, and/o  us ng out-of-band channels  nfo mat on system develope s/ nteg ato s].

Test  SELECT FROM  O gan zat onal p ocesses fo  use of out-of-band channels  automated mechan sms suppo t ng and/o  
mplement ng use of out-of-band channel ].

Out-of-band channels nclude, fo  example, local (nonnetwo k) accesses to nfo mat on systems, netwo k paths phys cally sepa ate f om 
netwo k paths used fo  ope at onal t a f c, o  nonelect on c paths such as the US Postal Se v ce. Th s s n cont ast w th us ng the same 
channels ( .e., n-band channels) that ca y out ne ope at onal t aff c. Out-of-band channels do not have the same vulne ab l ty/exposu e as 
n-band channels, and hence the conf dent al ty, nteg ty, o  ava lab l ty comp om ses of n-band channels w l not comp om se the out-of-

band channels. O gan zat ons may employ out-of-band channels n the del ve y o  t ansm ss on of many o gan zat onal tems nclud ng, fo  
example, dent f e s/authent cato s, conf gu at on management changes fo  ha dwa e, f mwa e, o  so twa e, c yptog aph c key 
management nfo mat on, secu ty updates, system/data backup , ma ntenance nfo mat on, and mal c ous code p otect on updates. 
R l t  t l  C-2  CM 3  CM-5  CM-7  I -  I 5  M -  SC-12  SI 3  SI-  SI 7 SC-37 1) N

SC-
37(1)

Out Of-Band Channels - 
Ensu e Del ve y / 
T ansm ss on

The o gan zat on employs [Ass gnment  
o gan zat on-def ned secu ty 
safegua ds] to ensu e that only 
[Ass gnment  o gan zat on-def ned 
nd v duals o  nfo mat on systems] 
ece ve the [Ass gnment  o gan zat on-

def ned nfo mat on, nfo mat on system 
components, o  dev ces].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes secu ty safegua ds to be employed to ensu e that only des gnated nd v duals o  nfo mat on sy tems ece ve spec f c 
nfo mat on, nfo mat on system components, o  dev ces

( ) def nes nd v duals o  nfo mat on systems des gnated to ece ve spec f c nfo mat on, nfo mat on system components, o  
dev ces
( ) def nes nfo mat on, nfo mat on system component , o  dev ces that only o gan zat on-def ned nd v duals o  nfo mat on 
systems a e des gnated to ece ve  and
( v) employs o gan zat on-def ned secu ty safegua ds to ensu e that only o gan at on-def ned nd v duals o  nfo mat on systems 
ece ve the o gan zat on-def ned nfo mat on, nfo mat on system components, o  dev ces.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng use of out-of-band channels  
access cont ol pol cy and p ocedu es  dent f cat on and authent cat on pol cy and p ocedu es  nfo mat on system des gn 
documentat on  nfo mat on system a ch tectu e  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of 
secu ty safegua ds to be employed to ensu e des gnated nd v duals o  nfo mat on systems ece ve o gan zat on-def ned 
nfo mat on, nfo mat on system components, o  dev ces  l st of secu ty safegua ds fo  del ve ng des gnated nfo mat on, 
nfo mat on system components, o  dev ces to des gnated nd v duals o  nfo mat on systems  l st of nfo mat on, nfo mat on 

system components, o  dev ces to be del ve ed to des gnated nd v duals o  nfo mat on systems  nfo mat on system aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel autho z ng, 
nstall ng, conf gu ng, ope at ng, and/o  us ng out-of-band channels  nfo mat on system develope s/ nteg ato s].

Test  SELECT FROM  O gan zat onal p ocesses fo  use of out-of-band channels  automated mechan sms suppo t ng and/o  
mplement ng use of out-of-band channels  automated mechan sms suppo t ng/ mplement ng safegua ds to ensu e del ve y of 

des gnated nfo mat on, system components, o  dev ces].
Techn ques and/o  methods employed by o gan zat ons to ensu e that only des gnated nfo mat on systems o  nd v duals ece ve pa t cula  
nfo mat on, system components, o  dev ces nclude, fo  example, send ng authent cato s v a cou e  se v ce but equ ng ec p ents to show 

some fo m of gove nment- ssued photog aph c dent f cat on as a cond t on of ece pt.

SC-38 Ope at ons Secu ty

The o gan zat on employs [Ass gnment  
o gan zat on-def ned ope at ons secu ty 
safegua ds] to p otect key o gan zat onal 
nfo mat on th oughout the system 

development l fe cycle.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes ope at ons secu ty safegua ds to be employed to p otect key o gan zat onal nfo mat on th oughout the system 
development l fe cycle  and
( ) employs o gan zat on-def ned ope at ons secu ty afegua ds to p otect key o gan at onal nfo mat on th oughout the system 
development l fe cycle.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng ope at ons secu ty  secu ty plan  
l st of ope at ons secu ty safegua ds  secu ty cont ol as essments  sk assessments  th eat and vulne ab l ty assessments  plans 
of act on and m lestones  system development l fe cycle documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  nfo mat on system 
develope s/ nteg ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  p otect ng o gan zat onal nfo mat on th oughout the SDLC  automated 
mechan sms suppo t ng and/o  mplement ng safegua ds to p otect o gan zat onal nfo mat on th oughout the SDLC].

Ope at ons secu ty (OPSEC) s a ystemat c p ocess by wh ch potent al adve sa es can be den ed nfo mat on about the capab l t es and 
ntent ons of o gan zat ons by dent fy ng, cont oll ng, and p otect ng gene ally unclass f ed nfo mat on that spec f cally elates to the 

plann ng and execut on of sens t ve o gan zat onal act v t es. The OPSEC p ocess nvolves f ve steps  ( ) dent f cat on of c t cal nfo mat on 
(e.g., the secu ty catego zat on p ocess)  ( ) analys s of th eats  ( ) analys s of vulne ab l t es  ( v) assessment of sks  and (v) the 
appl cat on of app op ate counte measu es. OPSEC safegua ds a e appl ed to both o gan zat onal nfo mat on systems and the 
env onments n wh ch those systems ope ate. OPSEC safegua ds help to p otect the conf dent al ty of key nfo mat on nclud ng, fo  
example, l m t ng the sha ng of nfo mat on w th suppl e s and potent al suppl e s of nfo mat on system components, nfo mat on 
technology p oducts and se v ces, and w th othe  non-o gan zat onal elements and nd v duals. Info mat on c t cal to m ss on/bus ness 
success ncludes, fo  example, use  dent t es, element uses, suppl e s, supply cha n p ocesses, funct onal and secu ty equ ements, system 
des gn spec f cat ons, te t ng p otocols, and secu ty cont ol mplementat on deta ls. Related cont ols  RA-2, RA-5, SA-12. None None

SC-39 P ocess Isolat on

The nfo mat on system ma nta ns a 
sepa ate execut on doma n fo  each 
execut ng p ocess.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system ma nta ns a sepa ate execut on doma n fo  each execut ng p ocess.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  access cont ol pol cy and p ocedu es  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
a ch tectu e  l st of nfo mat on system execut on doma ns  nfo mat on system documentat on f om vendo s, manufactu e s o  
develope s  ndependent ve f cat on and val dat on documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  nfo mat on system 
develope s/ nteg ato s].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng sepa ate execut on doma ns fo  each execut ng 
p ocess].

Info mat on systems can ma nta n sepa ate execut on doma ns fo  each execut ng p ocess by ass gn ng each p ocess a sepa ate add ess 
space. Each nfo mat on sy tem p ocess has a d st nct add ess space so that commun cat on between p ocesses s pe fo med n a manne  
cont olled th ough the secu ty funct ons, and one p ocess cannot mod fy the execut ng code of anothe  p ocess. Ma nta n ng sepa ate 
execut on doma ns fo  execut ng p ocesses can be ach eved, fo  example, by mplement ng sepa ate add ess spaces. Th s capab l ty s 
ava lable n most comme c al ope at ng systems that employ mult -state p oces o  technolog es. Related cont ols  AC-3, AC-4, AC-6, SA-4, SA
5, SA-8, SC-2, SC-3. SC-39 1), SC-39(2) None

SC-
39(1)

P ocess Isolat on - 
Ha dwa e Sepa at on

The nfo mat on system mplements 
unde ly ng ha dwa e sepa at on 
mechan sms to fac l tate p ocess 
sepa at on.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system mplements ha dwa e sepa at on mechan sms to fac l tate p ocess sepa at on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  nfo mat on system des gn documentat on  nfo mat on 
system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system a ch tectu e  nfo mat on system 
documentat on fo  ha dwa e sepa at on mechan sms  nfo mat on system documentat on f om vendo s, manufactu e s o  
develope s  ndependent ve f cat on and val dat on documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  nfo mat on system 
develope s/ nteg ato s].
Test  SELECT FROM  Info mat on system capab l ty mplement ng unde ly ng ha dwa e sepa at on mechan sms fo  p ocess 
sepa at on].

Ha dwa e-based sepa at on of nfo mat on system p ocesses s gene a ly less suscept ble to comp om se than so twa e-based sepa at on, 
thus p ov d ng g eate  assu ance that the sepa at on w l be enfo ced. Unde ly ng ha dwa e sepa at on mechan sms nclude, fo  example, 
ha dwa e memo y management.



SC-
39(2)

P ocess Isolat on - 
Th ead Isolat on

The nfo mat on system ma nta ns a 
sepa ate execut on doma n fo  each 
th ead n [Ass gnment  o gan zat on-
def ned mult th eaded p ocess ng].

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system
( ) def nes mult -th eaded p ocess ng fo  wh ch a sepa ate execut on doma n s to be ma nta ned fo  each th ead n mu t -th eaded 
p ocess ng  and
( ) ma nta ns a sepa ate execut on doma n fo  each th ead n o gan zat on-def ned mult -th eaded p ocess ng.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  nfo mat on system des gn documentat on  nfo mat on 
system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system a ch tectu e  l st of nfo mat on system 
execut on doma ns fo  each th ead n mult -th eaded p oce s ng  nfo mat on system documentat on fo  mu t th eaded 
p ocess ng  nfo mat on system documentat on f om vendo s, manufactu e s o  develope s  ndependent ve f cat on and 
val dat on documentat on  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  nfo mat on system 
develope s/ nteg ato s].
Test  SELECT FROM  Info mat on system capab l ty mplement ng a sepa ate execut on doma n fo  each th ead n mult -th eaded 
p ocess ng].

SC-40 W eless L nk P otect on

The nfo mat on system p otects 
exte nal and nte nal [Ass gnment  
o gan zat on-def ned w eless l nks] f om 
[Ass gnment  o gan zat on-def ned types 
of s gnal pa amete  attacks o  efe ences 
to sou ces fo  such attacks].

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes
    - nte nal w eless l nks to be p otected f om pa t cula  types of s gnal pa amete  attacks
    -exte nal w eless l nks to be p otected f om pa t cula  types of s gnal pa amete  attacks
( ) the o gan zat on def nes types of s gnal pa amete  attacks o  efe ences to sou ces fo  such attacks that a e based upon 
explo t ng the s gnal pa amete s of o gan zat on-def ned nte nal and exte nal w eless l nks  and
( ) the nfo mat on system p otects nte nal and exte nal o gan zat on-def ned w eless l nks f om o gan zat on-def ned types of 
s gnal pa amete  attacks o  efe ences to ou ces fo  such attacks.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  access cont ol pol cy and p ocedu es  p ocedu es 
add ess ng w eless l nk p otect on  nfo mat on system des gn documentat on  w eless netwo k d ag ams  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  nfo mat on system a ch tectu e  l st o  nte nal and exte nal w eless l nks  
l st of s gnal pa amete  attacks o  efe ences to sou ces fo  attacks  nfo mat on system aud t eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal 
pe onnel autho z ng, nstall ng, conf gu ng and/o  ma nta n ng nte nal and exte nal w eless l nks].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng p otect on of w eless l nks].

Th s cont ol appl es to nte nal and exte nal w ele s commun cat on l nks that may be v s ble to nd v duals who a e not autho zed 
nfo mat on system use s. Adve sa es can explo t the s gnal pa amete s of w eless l nks f such l nks a e not adequately p otected. The e a e 

many ways to explo t the s gnal pa amete s of w eless l nks to ga n nte l gence, deny se v ce, o  to spoof use s of o gan zat onal nfo mat on 
systems. Th s cont ol educes the mpact of attacks that a e un que to w eless systems. If o gan zat ons ely on comme c al se v ce p ov de s 
fo  t ansm ss on se v ces as commod ty tems athe  than as fully ded cated se v ces, t may not be poss ble to mplement th s cont ol. 
Related cont ols  AC-18, SC-5. SC-40 1), SC-40(2), SC-40(3), SC-40(4) None

SC-
40(1)

W eless L nk P otect on - 
Elect omagnet c 
Inte fe ence

The nfo mat on system mplements 
c yptog aph c mechan sms that ach eve 
[Ass gnment  o gan zat on-def ned level 
of p otect on] aga nst the e fects of 
ntent onal elect omagnet c nte fe ence.

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes level of p otect on to be employed aga nst the effects of ntent onal elect omagnet c nte fe ence  and
( ) the nfo mat on system employs c yptog aph c mechan sms that ach eve o gan zat on-def ned level of p otect on aga nst the 
effects of ntent onal elect omagnet c nte fe ence.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  access cont ol pol cy and p ocedu es  p ocedu es 
add ess ng w eless l nk p otect on  nfo mat on system des gn documentat on  w eless netwo k d ag ams  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  nfo mat on system a ch tectu e  nfo mat on system commun cat ons 
ha dwa e and softwa e  secu ty catego zat on esults  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal 
pe onnel autho z ng, nstall ng, conf gu ng and/o  ma nta n ng nte nal and exte nal w eless l nks].
Test  SELECT FROM  C yptog aph c mechan sms enfo c ng p otect ons aga nst e fects of ntent onal elect omagnet c nte fe ence].

  Th s cont ol enhancement p otects aga nst ntent onal jamm ng that m ght deny o  mpa  commun cat ons by ensu ng that w eless 
sp ead spect um wavefo ms used to p ov de ant - am p otect on a e not p ed ctable by unautho zed nd v duals. The cont ol enhancement 
may also co nc denta ly help to m t gate the effects of un ntent onal jamm ng due to nte fe ence f om leg t mate t an m tte s sha ng the 
same spect um. M ss on equ ements, p ojected th eats, concept of ope at ons, and appl cable leg slat on, d ect ves, egulat ons, pol c es, 
standa ds, and gu del nes dete m ne levels of w eless l nk ava lab l ty and pe fo mance/c yptog aphy needed. Related cont ols  SC-12, SC-
13.

SC-
40(2)

W eless L nk P otect on - 
Reduce Detect on 
Potent al

The nfo mat on system mplements 
c yptog aph c mechan sms to educe the 
detect on potent al of w eless l nks to 
[Ass gnment  o gan zat on-def ned level 
of educt on].  

ASSESSMENT OBJECTIVE   
Dete m ne f
( ) the o gan zat on def nes level of educt on to be ach eved to educe the detect on potent al of w eless l nks  and
( ) the nfo mat on system mplements c yptog aph c mechan sms to educe the detect on potent al of w eless l nks to 
o gan zat on-def ned level of educt on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  access cont ol pol cy and p ocedu es  p ocedu es 
add ess ng w eless l nk p otect on  nfo mat on system des gn documentat on  w eless netwo k d ag ams  nfo mat on system 
conf gu at on se t ngs and assoc ated documentat on  nfo mat on system a ch tectu e  nfo mat on system commun cat ons 
ha dwa e and softwa e  secu ty catego zat on esults  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal 
pe onnel autho z ng, nstall ng, conf gu ng and/o  ma nta n ng nte nal and exte nal w eless l nks].
Test  SELECT FROM  C yptog aph c mechan sms enfo c ng p otect ons to educe detect on of w eless l nks].

Th s cont ol enhancement s needed fo  cove t commun cat ons and p otect ng w eless t ansm tte s f om be ng geo-located by the  
t ansm ss ons. The cont ol enhancement ensu es that sp ead spect um wavefo ms used to ach eve low p obab l ty of detect on a e not 
p ed ctable by unautho zed nd v duals. M ss on equ ements, p o ected th eats, concept of ope at ons, and appl cable leg lat on, 
d ect ves, egulat ons, pol c e , standa ds, and gu del nes dete m ne the levels to wh ch w eless l nks should be undetectable. Related 
cont ols  SC-12, SC-13.

SC-
40(3)

W eless L nk P otect on - 
Im tat ve O  
Man pulat ve 
Commun cat ons 
Decept on

The nfo mat on system mplements 
c yptog aph c mechan sms to dent fy 
and eject w eless t ansm ss ons that 
a e del be ate attempts to ach eve 
m tat ve o  man pulat ve 

commun cat ons decept on based on 
l t

ASSESSMENT OBJECTIVE   
Dete m ne f the nfo mat on system mplements c yptog aph c mechan sms to
( ) dent fy w eless t ansm ss ons that a e del be ate attempts to ach eve m tat ve o  man pulat ve commun cat ons decept on 
based on s gnal pa amete s  and
( ) eject w eless t ansm ss ons that a e del be ate attempts to ach eve m tat ve o  man pulat ve commun cat ons decept on 
based on s gnal pa amete s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  access cont ol pol cy and p ocedu es  p ocedu es 
add ess ng nfo mat on system des gn documentat on  w eless netwo k d ag ams  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nfo mat on system a ch tectu e  nfo mat on system commun cat ons ha dwa e and softwa e  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal 
pe onnel autho z ng, nstall ng, conf gu ng and/o  ma nta n ng nte nal and exte nal w eless l nks].
Test  SELECT FROM  C yptog aph c mechan sms enfo c ng w eless l nk p otect ons aga nst m tat ve o  man pulat ve 
commun cat ons decept on].

Th s cont ol enhancement ensu es that the s gnal pa amete s of w eless t ansm ss ons a e not p ed ctable by unautho zed nd v duals. Such 
unp ed ctab l ty educes the p obab l ty of m tat ve o  man pulat ve commun cat ons decept on based upon s gnal pa amete s alone. 
R l t  t l  SC 12  SC 13

SC-
40(4)

W eless L nk P otect on - 
S gnal Pa amete  
Ident f cat on

The nfo mat on system mplements 
c yptog aph c mechan sms to p event 
the dent f cat on of [Ass gnment  
o gan zat on-def ned w eless 
t ansm te s] by us ng the t ansm te  
s gnal pa amete s. 

ASSESSMENT OBJECTIVE   
Dete m ne f
( ) the o gan zat on def nes w eless t ansm te s fo  wh ch c yptog aph c mechan sms a e to be mplemented to p event 
dent f cat on of such t ansm tte s by us ng the t ansm tte  s gnal pa amete s  and

( ) the nfo mat on system mplements c yptog aph c mechan sms to p event the dent f cat on of o gan zat on-def ned w eless 
t ansm tte s by us ng the t an m tte  s gnal pa amete s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  access cont ol pol cy and p ocedu es  p ocedu es 
add ess ng nfo mat on system des gn documentat on  w eless netwo k d ag ams  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  nfo mat on system a ch tectu e  nfo mat on system commun cat ons ha dwa e and softwa e  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal 
pe onnel autho z ng, nstall ng, conf gu ng and/o  ma nta n ng nte nal and exte nal w eless l nks].
Test  SELECT FROM  C yptog aph c mechan sms p event ng the dent f cat on of w eless t ansm tte s].

Rad o f nge p nt ng techn ques dent fy the un que s gnal pa amete s of t an m tte s to f nge p nt such t ansm te s fo  pu po es of t ack ng 
and m ss on use  dent f cat on. Th s cont ol enhancement p otects aga nst the un que dent f cat on of w eless t ansm tte s fo  pu poses of 
ntell gence explo tat on by ensu ng that ant f nge p nt ng alte at ons to s gnal pa amete s a e not p ed ctable by unautho zed nd v duals. 

Th s cont ol enhancement helps assu e m ss on success when anonym ty s equ ed. Related cont ols  SC-12, SC 13.

SC-41
Po t And I/O Dev ce 
Access

The o gan zat on phys cally d sables o  
emoves [Ass gnment  o gan zat on-

def ned connect on po ts o  
nput/output dev ces] on [Ass gnment  

o gan zat on-def ned nfo mat on 
systems o  nfo mat on system 
components].

ASSESSMENT OBJECTIVE   
Dete m ne f the o gan zat on
( ) def nes connect on po ts o  nput/output dev ces to be phys ca ly d sabled o  emoved on nfo mat on systems o  nfo mat on 
system components
( ) def nes nfo mat on systems o  nfo mat on system components w th o gan zat on-def ned connect on po ts o  nput/output 
dev ces that a e to be phys cally d sabled o  emoved  and
( ) phys ca ly d sables o  emoves o gan zat on-def ned connect on po ts o  nput/output dev ces on o gan zat on-def ned 
nfo mat on systems o  nfo mat on system components.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  access cont ol pol cy and p ocedu es  p ocedu es 
add ess ng po t and nput/output dev ce access  nfo mat on system des gn documentat on  nfo mat on system conf gu at on 
sett ngs and assoc ated documentat on  nfo mat on system a ch tectu e  nfo mat on sy tems o  nfo mat on system components 
l st of connect on po ts o  nput/output dev ces to be phys ca ly d sabled o  emoved on nfo mat on systems o  nfo mat on 
system components  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng d sabl ng of connect on po ts o  nput/output 
dev ces].

Connect on po ts nclude, fo  example, Un ve sal Se al Bus USB) and F ew e (IEEE 1394). Input/output (I/O) dev ces nclude, fo  example, 
Compact D sk (CD) and D g tal V deo D sk (DVD) d ve . Phys cally d sabl ng o  emov ng such connect on po ts and I/O dev ces helps p event 
exf t at on of nfo mat on f om nfo mat on systems and the nt oduct on of mal c ous code nto systems f om those po ts/dev ce . None None



SC-42
Senso  Capab l ty And 
Data

The nfo mat on system
a. P oh b ts the emote act vat on of 
env onmental sens ng capab l t es w th 
the fo low ng except ons  [Ass gnment  
o gan zat on-def ned except ons whe e 
emote act vat on of senso s s a lowed]  

and
b. P ov des an expl c t nd cat on of 
senso  use to [Ass gnment  o gan zat on-
def ned class of use s].

ASSESSMENT OBJECTIVE   
Dete m ne f
( ) the o gan zat on def nes except ons whe e emote act vat on of senso s s to be allowed
( ) the nfo mat on system p oh b ts the emote act vat on of senso , except fo  o gan zat on-def ned except ons whe e emote 
act vat on of senso s s to be a lowed
( ) the o gan zat on def nes the class of u e s to whom an expl c t nd cat on of senso  use s to be p ov ded  and
( v) the nfo mat on system p ov des an expl c t nd cat on of senso  use to the o gan zat on-def ned class of use s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng senso  capab l ty and data 
co lect on  access cont ol pol cy and p ocedu es  nfo mat on system des gn documentat on  nfo mat on system conf gu at on 
sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal 
pe onnel w th espons b l ty fo  senso  capab l ty].
Test  SELECT FROM  Automated mechan sms mplement ng access cont ols fo  emote act vat on of nfo mat on system enso  
capab l t es  automated mechan sms mplement ng capab l ty to nd cate senso  use].

Th s cont ol often appl es to types of nfo mat on systems o  system components cha acte zed as mob le dev ces, fo  example, sma t 
phones, tablets, and E- eade s. These systems o ten nclude senso s that can collect and eco d data ega d ng the env onment whe e the 
system s n use. Senso s that a e embedded w th n mob le dev ces nclude, fo  example, came as, m c ophones, Global Pos t on ng System 
(GPS) mechan sms, and accele omete s. Wh le the senso s on mob les dev ces p ov de an mpo tant funct on, f act vated cove ly, such 
dev ces can potent ally p ov de a means fo  adve sa es to lea n valuable nfo mat on about nd v duals and o gan zat ons. Fo  example, 
emotely act vat ng the GPS funct on on a mob le dev ce could p ov de an adve a y w th the ab l ty to t ack the spec f c movements of an 
nd v dual. SC-42 1), SC-42(2), SC-42(3) None

SC-
42(1)

Senso  Capab l ty And 
Data - Repo t ng To 
Autho zed Ind v duals O  
Roles

The o gan zat on ensu es that the 
nfo mat on system s conf gu ed so that 

data o  nfo mat on co lected by the 
[Ass gnment  o gan zat on-def ned 
senso s] s only epo ted to autho zed 
nd v duals o  oles.

ASSESSMENT OBJECTIVE   
Dete m ne f the o gan zat on
( ) def nes senso s to be used to collect data o  nfo mat on only epo ted to autho zed nd v duals o  oles  and
( ) ensu es that the nfo mat on system s conf gu ed so that data o  nfo mat on collected by the o gan zat on-def ned senso s s 
only epo ted to autho zed nd v duals o  oles.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  access cont ol pol cy and p ocedu es  p ocedu es 
add ess ng senso  capab l ty and data collect on  nfo mat on system des gn documentat on  nfo mat on system conf gu at on 
sett ngs and assoc ated documentat on  nfo mat on system a ch tectu e  nfo mat on sy tem aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal 
pe onnel w th espons b l ty fo  senso  capab l ty].
Test  SELECT FROM  Automated mechan sms est ct ng epo t ng of senso  nfo mat on only to those autho zed  senso  data 
co lect on and epo t ng capab l ty fo  the nfo mat on system].

In s tuat ons whe e senso s a e act vated by autho zed nd v duals (e.g., end use s), t s st ll poss ble that the data/ nfo mat on collected by 
the senso s w l be sent to unautho zed ent t es.

SC-
42(2)

Senso  Capab l ty And 
Data - Autho ed Use

The o gan zat on employs the fo low ng 
measu es  [Ass gnment  o gan zat on-
def ned measu es], so that data o  
nfo mat on collected by [Ass gnment  

o gan zat on-def ned senso s] s only 
 f  th  

ASSESSMENT OBJECTIVE   
Dete m ne f the o gan zat on
( ) def nes measu es to be employed so that data o  nfo mat on collected by senso s s only used fo  autho zed pu poses
( ) def nes senso s to be used to collect data o  nfo mat on fo  autho zed pu poses only  and
( ) employs o gan zat on-def ned measu es so that data o  nfo mat on collected by o gan zat on-def ned senso s s only used fo  
autho zed pu poses.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  access cont ol pol cy and p ocedu es  sen o  capab l ty 
and data collect on  nfo mat on system des gn documentat on  nfo mat on ystem conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system a ch tectu e  l st of measu es to be employed to ensu e data o  nfo mat on co lected by 
senso s s only used fo  autho zed pu poses  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  senso  capab l ty].

Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng measu es to ensu e senso  nfo mat on s only used 
fo  autho zed pu poses  senso  nfo mat on collect on capab l ty fo  the nfo mat on system].

Info mat on collected by senso s fo  a spec f c autho zed pu pose potent a ly could be m sused fo  some unautho zed pu pose. Fo  
example, GPS senso s that a e used to suppo t t aff c nav gat on could be m sused to t ack movements of nd v duals.  Measu es to m t gate 
such act v t es nclude, fo  example, add t onal t a n ng to ensu e that autho zed pa t es do not abuse the  autho ty, o  ( n the case whe e 

 t f t   t   t l t ) t t l t t   th   f h  t f t

SC-
42(3)

Senso  Capab l ty And 
Data - P oh b t Use Of 
Dev ces

The o gan zat on p oh b ts the use of 
dev ces po sess ng [Ass gnment  
o gan zat on-def ned env onmental 
sens ng capab l t es] n [A s gnment  
o gan zat on-def ned fac l t es, a eas, o  
systems].

ASSESSMENT OBJECTIVE   
Dete m ne f the o gan zat on
( ) def nes env onmental sens ng capab l t es to be p oh b ted f om use n fac l t es, a eas, o  systems
( ) def nes fac l t es, a eas, o  systems whe e the use of dev ces possess ng o gan zat on-def ned env onmental sens ng capab l t es 
s to be p oh b ted  and

( ) p oh b ts the use of dev ces possess ng o gan zat on-def ned env onmental sens ng capab l t es n o gan zat on-def ned 
fac l t es, a eas, o  systems.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  access cont ol pol cy and p ocedu es  p ocedu es 
add ess ng senso  capab l ty and data collect on  nfo mat on system des gn documentat on  w eless netwo k d ag ams  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system a ch tectu e  fac l t es, a eas, o  

systems whe e use of dev ces possess ng env onmental ens ng capab l t es s p oh b ted  l st of dev ces possess ng env onmental 
sens ng capab l t es  othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  senso  capab l ty].

Fo  example, o gan zat ons may p oh b t nd v duals f om b ng ng cell phones o  d g tal came as nto ce ta n fac l t es o  spec f c cont olled 
a eas w th n fac l t es whe e class f ed nfo mat on s sto ed o  sens t ve conve sat ons a e tak ng place. 

SC-43 Usage Rest ct ons

The o gan zat on
a. Establ shes usage e t ct ons and 
mplementat on gu dance fo  

[Ass gnment  o gan zat on-def ned 
nfo mat on system components] based 

on the potent al to cause damage to the 
nfo mat on system f used mal c ously  

and
b. Autho zes, mon to s, and cont ols the 
use of such components w th n the 
nfo mat on system.

ASSESSMENT OBJECTIVE   
Dete m ne f the o gan zat on
( ) def nes nfo mat on system components fo  wh ch usage est ct ons and mplementat on gu dance a e to be establ shed
( ) establ shes, fo  o gan zat on-def ned nfo mat on system components
    -usage est ct ons based on the potent al to cause damage to the nfo mat on system f used mal c ously
    - mplementat on gu dance based on the potent al to cause damage to the nfo mat on system f used mal c ously
( ) autho zes the use of such components w th n the nfo mat on system
( v) mon to s the use of such components w th n the nfo mat on system  and
(v) cont ols the use of such components w th n the nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng usage est ct ons  usage 
est ct ons  mplementat on pol cy and p ocedu es  autho zat on eco ds  nfo mat on system mon to ng eco ds  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system].
Test  SELECT FROM  O gan zat onal p ocesses fo  autho z ng, mon to ng, and cont o l ng use of components w th usage 
est ct ons  Automated mechan sms suppo t ng and/o  mplement ng autho z ng, mon to ng, and cont o l ng use of components 

w th usage est ct ons].

Info mat on system components nclude ha dwa e, softwa e, o  f mwa e components (e.g , Vo ce Ove  Inte net P otocol, mob le code, 
d g tal cop e s, p nte s, scanne s, opt cal dev ces, w eless technolog es, mob le dev ces). Related cont ols  CM-6, SC-7. None None

SC-44 Detonat on Chambe s

The o gan zat on employs a detonat on 
chambe  capab l ty w th n [Ass gnment  
o gan zat on-def ned nfo mat on 
system, system component, o  locat on].

ASSESSMENT OBJECTIVE   
Dete m ne f the o gan zat on
( ) def nes nfo mat on system, system component, o  locat on whe e a detonat on chambe  capab l ty s to be employed  and
( ) employs a detonat on chambe  capab l ty w th n o gan zat on-def ned nfo mat on system, system component, o  locat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and commun cat ons p otect on pol cy  p ocedu es add ess ng detonat on chambe s  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng detonat on chambe  capab l ty].

Detonat on chambe s, also known as dynam c execut on env onments, allow o gan zat ons to open ema l attachments, execute unt usted o  
susp c ous appl cat ons, and execute Un ve sal Resou ce Locato  (URL) equests n the safety of an solated env onment o  v tual zed 
sandbox. These p otected and solated execut on env onments p ov de a means of dete m n ng whethe  the assoc ated 
attachments/appl cat ons conta n mal c ous code. Wh le elated to the concept of decept on nets, the cont ol s not ntended to ma nta n a 
long te m env onment n wh ch adve a es can ope ate and the  act ons can be obse ved. Rathe , t s ntended to qu ckly dent fy 
mal c ous code and educe the l kel hood that the code s p opagated to use  env onments of ope at on (o  p event such p opagat on 
completely). Related cont ols  SC-7, SC 25, SC-26, SC-30. None None

SI-1 
System and Info mat on 
Integ ty Pol cy and 
P ocedu es 

The o gan zat on
a. Develop , documents, and 
d ssem nates to [Ass gnment  
o gan zat on-def ned pe sonnel o  oles]
1. A system and nfo mat on nteg ty 
pol cy that add esses pu pose, scope, 
oles, espons b l t es, management 

comm tment, coo d nat on among 
o gan zat onal ent t es, and compl ance  
and
2. P ocedu es to fac l tate the 
mplementat on of the system and 
nfo mat on nteg ty pol cy and 

assoc ated system and nfo mat on 
nteg ty cont ols  and

b. Rev ews and updates the cu ent
1. System and nfo mat on nteg ty 
pol cy [Ass gnment  o gan zat on-def ned 
f equency]  and
2.  System and nfo mat on nteg ty 
p ocedu es [Ass gnment  o gan zat on-
def ned f equency].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops and documents a system and nfo mat on nteg ty pol cy that add esses
    -pu pose
    -scope
    - oles
    - espons b l t es
    -management comm tment
    -coo d nat on among o gan zat onal ent t es
    -compl ance
( ) def nes pe sonnel o  oles to whom the system and nfo mat on nteg ty pol cy s to be d ssem nated
( ) d ssem nates the system and nfo mat on nteg ty pol cy to o gan zat on-def ned pe onnel o  oles
( v) develops and documents p ocedu es to fac l tate the mplementat on of the system and nfo mat on nteg ty pol cy and 
assoc ated assessment and autho zat on cont ols
(v) def nes pe sonnel o  oles to whom the p ocedu es a e to be d ssem nated
(v ) d ssem nates the p ocedu es to o gan zat on-def ned pe sonnel o  oles
(v ) def nes the f equency to ev ew and update the cu ent system and nfo mat on nteg ty pol cy
(v ) ev ews and updates the cu ent system and nfo mat on nteg ty pol cy w th the o gan zat on-def ned f equency
( x) def nes the f equency to ev ew and update the cu ent system and nfo mat on nteg ty p ocedu es  and
(x) ev ews and updates the cu ent system and nfo mat on nteg ty p ocedu es w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy and p ocedu es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th system and nfo mat on nteg ty espons b l t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es].

Th s cont ol add esses the establ shment of pol cy and p ocedu es fo  the effect ve mplementat on of selected secu ty cont ols and cont ol 
enhancements n the SI fam ly. Pol cy and p ocedu es e lect appl cable fede al laws, Execut ve O de s, d ect ves, egulat ons, pol c e , 
standa ds, and gu dance. Secu ty p og am pol c es and p ocedu es at the o gan zat on level may make the need fo  system-spec f c pol c es 
and p ocedu es unnecessa y. The pol cy can be ncluded as pa t of the gene al nfo mat on secu ty pol cy fo  o gan zat ons o  conve sely, 
can be ep esented by mult ple pol c es eflect ng the complex natu e of ce ta n o gan zat ons. The p ocedu es can be establ shed fo  the 
secu ty p og am n gene al and fo  pa t cula  nfo mat on systems, f needed. The o gan zat onal sk management st ategy s a key facto  n 
establ sh ng pol cy and p ocedu es. Related cont ol  PM-9. None NIST Spec al Publ cat ons 800 12, 800-100.



SI-2 Flaw Remed at on The o gan zat on
a. Ident f es, epo ts, and co ects 
nfo mat on system flaws

b. Tests softwa e and f mwa e updates 
elated to flaw emed at on fo  

effect veness and potent al s de e fects 
befo e nstallat on
c. Installs secu ty- elevant so twa e and 
f mwa e updates w th n [Ass gnment  
o gan zat on-def ned t me pe od] of the 
elease of the updates  and

d. Inco po ates flaw emed at on nto 
the o gan zat onal conf gu at on 
management p ocess.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) dent f es nfo mat on system flaws
( ) epo ts nfo mat on system flaws
( ) co ects nfo mat on system flaws
( v) tests so twa e updates elated to flaw emed at on fo  e fect veness and potent al s de effects befo e nsta lat on
(v) tests f mwa e updates elated to flaw emed at on fo  e fect veness and potent al s de effects befo e nstallat on
(v ) def nes the t me pe od w th n wh ch to nsta l ecu ty- elevant softwa e updates a te  the elease of the updates
(v ) def nes the t me pe od w th n wh ch to nstall secu ty- elevant f mwa e updates a te  the elease of the updates
(v ) nstalls softwa e updates w th n the o gan at on-def ned t me pe od of the elease of the updates
( x) nsta ls f mwa e updates w th n the o gan zat on-def ned t me pe od of the elease of the updates  and
(x) nco po ates law emed at on nto the o gan zat onal conf gu at on management p ocess.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng law emed at on  p ocedu es add ess ng 
conf gu at on management  l t of laws and vulne ab l t es potent ally a fect ng the nfo mat on system  l st of ecent secu ty flaw 
emed at on act ons pe fo med on the nfo mat on system (e.g., l st of nstalled patches, se v ce packs, hot f xes, and othe  

softwa e updates to co ect nfo mat on system flaws)  test esu ts f om the nstallat on of softwa e and f mwa e updates to 
co ect nfo mat on system flaws  nstallat on/change cont ol eco ds fo  secu ty- elevant softwa e and f mwa e updates  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  flaw emed at on  o gan zat onal pe sonnel w th conf gu at on management espons b l ty].

Test  SELECT FROM  O gan zat onal p ocesses fo  dent fy ng, epo t ng, and co ect ng nfo mat on system flaws  o gan zat onal 
p ocess fo  nsta l ng softwa e and f mwa e updates  automated mechan sms suppo t ng and/o  mplement ng epo t ng, and 
co ect ng nfo mat on system laws  automated mechan sms suppo t ng and/o  mplement ng te t ng softwa e and f mwa e 
updates].

O gan zat ons dent fy nfo mat on systems affected by announced softwa e flaws nclud ng potent al vulne ab l t es esult ng f om those 
flaws, and epo t th s nfo mat on to des gnated o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es. Secu ty- elevant 
so twa e updates nclude, fo  example, patches, se v ce packs, hot f xes, and ant -v us s gnatu es. O gan zat ons also add ess flaws 
d scove ed du ng secu ty assessments, cont nuous mon to ng, nc dent esponse act v t es, and system e o  handl ng. O gan zat ons take 
advantage of ava lable esou ces such as the Common Weakness Enume at on CWE) o  Common Vulne ab l t es and Exposu es CVE) 
databases n emed at ng laws d scove ed n o gan zat onal nfo mat on system . By nco po at ng flaw emed at on nto ongo ng 
conf gu at on management p ocesses, equ ed/ant c pated emed at on act ons can be t acked and ve f ed. Flaw emed at on act ons that 
can be t acked and ve f ed nclude, fo  example, dete m n ng whethe  o gan zat ons follow US CERT gu dance and Info mat on Assu ance 
Vulne ab l ty Ale ts. O gan zat on-def ned t me pe ods fo  updat ng secu ty- elevant so twa e and f mwa e may va y based on a va ety of 
facto s nclud ng, fo  example, the secu ty catego y of the nfo mat on system o  the c t cal ty of the update ( .e., seve ty of the 
vulne ab l ty elated to the d scove ed law). Some types of flaw emed at on may equ e mo e test ng than othe  types. O gan zat ons 
dete m ne the deg ee and type of test ng needed fo  the spec f c type of flaw emed at on act v ty unde  cons de at on and also the types of 
changes that a e to be conf gu at on-managed. In some s tuat ons, o gan zat ons may dete m ne that the test ng of softwa e and/o  f mwa e 
updates s not necessa y o  p act cal, fo  example, when mplement ng s mple ant -v us s gnatu e updates. O gan zat ons may also cons de  
n test ng dec s ons, whethe  secu ty- elevant softwa e o  f mwa e updates a e obta ned f om autho zed sou ces w th app op ate d g tal 

s gnatu es. Related cont ols  CA 2, CA 7, CM-3, CM-5, CM 8, MA 2, R-4, RA 5, SA 10, SA-11, SI-11. SI 2 1), SI-2(2), SI-2(3), SI-2(5), SI 2 6) NIST Spec al Publ cat ons 800-40, 800-128.

SI-
2 1)

Flaw Remed at on - 
Cent al Management

The o gan zat on cent ally manages the 
flaw emed at on p ocess.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on cent ally manages the flaw emed at on p ocess.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng law emed at on  automated 
mechan sms suppo t ng cent al zed management of law emed at on  nfo mat on system des gn documentat on  nfo mat on 
system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  flaw emed at on].

Test  SELECT FROM  O gan zat onal p ocesses fo  cent al management of the law emed at on p ocess  automated mechan sms 
suppo t ng and/o  mplement ng cent al management of the law emed at on p ocess].

Cent al management s the o gan zat on-w de management and mplementat on of law emed at on p ocesses. Cent al management 
ncludes plann ng, mplement ng, assess ng, autho z ng, and mon to ng the o gan zat on-def ned, cent ally managed flaw emed at on 

secu ty cont ols.

SI-
2 2)

Flaw Remed at on - 
Automated Flaw 
Remed at on Status

The o gan zat on employs automated 
mechan sms [Ass gnment  o gan zat on-
def ned f equency] to dete m ne the 
state of nfo mat on system components 

th  t  fl  t

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes a f equency to employ automated mechan sms to dete m ne the state of nfo mat on system components w th ega d 
to flaw emed at on  and
( ) employs automated mechan sms w th the o gan zat on-def ned f equency to dete m ne the state of nfo mat on sy tem 
components w th ega d to law emed at on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng law emed at on  automated 
mechan sms suppo t ng cent al zed management of law emed at on  nfo mat on system des gn documentat on  nfo mat on 
system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  flaw emed at on].

Test  SELECT FROM  Automated mechan sms used to dete m ne the state of nfo mat on system components w th ega d to flaw 
emed at on].

R l t  t l  CM 6  SI-

SI-
2 3)

Flaw Remed at on - T me 
To Remed ate Flaws / 
Benchma ks Fo  
Co ect ve Act ons

The o gan zat on
(a) Measu es the t me between flaw 
dent f cat on and flaw emed at on  and

(b) Establ shes [Ass gnment  o gan zat on
def ned benchma ks] fo  tak ng 
co ect ve act ons.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) measu es the t me between flaw dent f cat on and flaw emed at on
( ) def nes benchma ks fo  tak ng co ect ve act ons  and
( ) establ shes o gan zat on-def ned benchma ks fo  tak ng co ect ve act ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng law emed at on  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of benchma ks fo  tak ng 
co ect ve act on on flaws dent f ed  eco ds p ov d ng t me stamps of flaw dent f cat on and subsequent flaw emed at on 
act v t es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  flaw emed at on].

Test  SELECT FROM  O gan zat onal p ocesses fo  dent fy ng, epo t ng, and co ect ng nfo mat on system flaws  automated 
mechan sms used to measu e the t me between law dent f cat on and flaw emed at on].

Th s cont ol enhancement equ es o gan zat ons to dete m ne the cu ent t me t takes on the ave age to co ect nfo mat on system laws 
afte  such flaws have been dent f ed, and subsequently establ sh o gan zat onal benchma ks ( e., t me f ames) fo  tak ng co ect ve act ons. 
Benchma ks can be establ shed by type of law and/o  seve ty of the potent al vulne ab l ty f the flaw can be explo ted.

SI-
2 4)

Flaw Remed at on 
[W thd awn] - 
Inco po ated Into S -2

[W thd awn  Inco po ated nto SI 2].

[W thd awn  Inco po ated nto SI-2].

SI-
2 5)

Flaw Remed at on - 
Automat c Softwa e / 
F mwa e Updates

The o gan zat on nstalls [Ass gnment  
o gan zat on-def ned secu ty- elevant 
softwa e and f mwa e updates] 
automat cally to [Ass gnment  
o gan zat on-def ned nfo mat on system 
components].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes nfo mat on system components equ ng secu ty- elevant softwa e updates to be automat ca ly nsta led
( ) def nes nfo mat on system components equ ng secu ty- elevant f mwa e updates to be automat ca ly nsta led
( ) def nes secu ty- elevant softwa e updates to be automat cally nstalled to o gan zat on-def ned nfo mat on system 
components
( v) def nes secu ty- elevant f mwa e updates to be automat ca ly nstalled to o gan zat on-def ned nfo mat on system 
components
(v) nstalls o gan zat on-def ned secu ty- elevant so twa e updates automat cally to o gan zat on-def ned nfo mat on system 
components  and
(v ) nsta ls o gan zat on-def ned secu ty- elevant f mwa e updates automat cally to o gan zat on-def ned nfo mat on sy tem 
components. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng law emed at on  automated 
mechan sms suppo t ng flaw emed at on and automat c softwa e/f mwa e updates  nfo mat on system des gn documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  eco ds of ecent secu ty- elevant softwa e and 

f mwa e updates automat cally nstalled to nfo mat on system components  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  flaw emed at on].

Test  SELECT FROM  Automated mechan sms mplement ng automat c so twa e/f mwa e updates].

Due to nfo mat on system nteg ty and ava lab l ty conce ns, o gan zat ons g ve ca eful cons de at on to the methodology used to ca y out 
automat c update . O gan at ons must balance the need to ensu e that the updates a e nsta led as soon as poss ble w th the need to 
ma nta n conf gu at on management and w th any m ss on o  ope at onal mpacts that automat c updates m ght mpose.

SI-
2 6)

Flaw Remed at on - 
Removal Of P ev ous 
Ve s ons Of So twa e / 
F mwa e

The o gan zat on emoves [Ass gnment  
o gan zat on-def ned softwa e and 
f mwa e components] afte  updated 
ve s ons have been nsta led.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes softwa e components to be emoved afte  updated ve s ons have been nstalled
( ) def nes f mwa e components to be emoved afte  updated ve s ons have been nstalled
( ) emoves o gan zat on-def ned softwa e components afte  updated ve s ons have been nstalled  and
( v) emoves o gan zat on-def ned f mwa e components afte  updated ve s ons have been nstalled.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng law emed at on  automated 
mechan sms suppo t ng flaw emed at on  nfo mat on system des gn documentat on  nfo mat on system conf gu at on se t ngs 
and assoc ated documentat on  eco ds of softwa e and f mwa e component emovals afte  updated ve s ons a e nsta led  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  flaw emed at on].

Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng emoval of p ev ous ve s ons of 
softwa e/f mwa e].

P ev ous ve s ons of softwa e and/o  f mwa e components that a e not emoved f om the nfo mat on system a te  updates have been 
nstalled may be explo ted by adve a es. Some nfo mat on technology p oducts may emove olde  ve s ons of softwa e and/o  f mwa e 

automat cally f om the nfo mat on system.

SI-3 
Mal c ous Code 
P otect on

 g
a. Employs mal c ous code p otect on 
mechan sms at nfo mat on ystem ent y 
and ex t po nts to detect and e ad cate 
mal c ous code
b. Updates mal c ous code p otect on 
mechan sms wheneve  new eleases a e 
ava lable n acco dance w th 
o gan zat onal conf gu at on 
management pol cy and p ocedu es
c. Conf gu es mal c ous code p otect on 
mechan sms to
1. Pe fo m pe od c scans of the 
nfo mat on system [A s gnment  

o gan zat on-def ned f equency] and eal-
t me scans of f les f om exte nal sou ces 
at [Select on (one o  mo e)  endpo nt  
netwo k ent y/ex t po nts] as the f les 
a e downloaded, opened, o  executed n 
acco dance w th o gan zat onal secu ty 
pol cy  and
2. [Select on (one o  mo e)  block 
mal c ous code  qua ant ne mal c ous 
code   send ale t to adm n st ato  
[Ass gnment  o gan zat on-def ned 
act on]] n esponse to mal c ous code 
detect on  and
d. Add esses the ece pt of false pos t ves 

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) employs mal c ous code p otect on mechan sms to detect and e ad cate mal c ous code at nfo mat on system
    -ent y po nts
    -ex t po nts
( ) updates mal c ous code p otect on mechan sms wheneve  new eleases a e ava lable n acco dance w th o gan zat onal 
conf gu at on management pol cy and p ocedu es (as dent f ed n CM 1)
( ) def nes a f equency fo  mal c ous code p otect on mechan sms to pe fo m pe od c scans of the nfo mat on system
( v) def nes act on to be n t ated by mal c ous p otect on mechan sms n esponse to mal c ous code detect on
(v) conf gu es mal c ous code p otect on mechan sms to
    -pe fo m pe od c scans of the nfo mat on system w th the o gan zat on-def ned f equency
    -pe fo m eal-t me scans of f les f om exte nal sou ces at endpo nt and/o  netwo k ent y/ex t po nts as the f les a e downloaded, 
opened, o  executed n acco dance w th o gan zat onal secu ty pol cy
(v ) conf gu es mal c ous code p otect on mechan sms to do one o  mo e of the follow ng
    -block mal c ous code n esponse to mal c ous code detect on
    -qua ant ne mal c ous code n esponse to mal c ous code detect on
    -send ale t to adm n st ato  n esponse to mal c ous code detect on  and/o
    - n t ate o gan zat on-def ned act on n esponse to mal c ous code detect on
(v ) add esses the ece pt of false pos t ves du ng mal c ous code detect on and e ad cat on  and
(v ) add esses the esult ng potent al mpact on the ava lab l ty of the nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  conf gu at on management pol cy and p ocedu es  p ocedu es 
add ess ng mal c ous code p otect on  mal c ous code p otect on mechan sms  eco ds of mal c ous code p otect on updates  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  scan esults 

f om mal c ous code p otect on mechan sms  eco d of act ons n t ated by mal c ous code p otect on mechan sms n esponse to 
mal c ous code detect on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

           

Info mat on system ent y and ex t po nts nclude, fo  example, f ewa ls, elect on c ma l se ve s, web se ve s, p oxy se ve s, emote-access 
se ve s, wo kstat ons, notebook compute s, and mob le dev ces. Mal c ous code ncludes, fo  example, v uses, wo ms, T o an ho ses, and 
spywa e. Mal c ous code can also be encoded n va ous fo mats (e.g., UUENCODE, Un code), conta ned w th n comp essed o  h dden f les, o  
h dden n f les us ng steganog aphy. Mal c ous code can be t anspo ted by d ffe ent means nclud ng, fo  example, web acce ses, elect on c 
ma l, elect on c ma l attachment , and po table sto age dev ces. Mal c ous code nse t ons occu  th ough the explo tat on of nfo mat on 
system vulne ab l t es. Mal c ous code p otect on mechan sms nclude, fo  example, ant -v us s gnatu e def n t ons and eputat on-based 
technolog es. A va ety of technolog es and methods ex st to l m t o  el m nate the e fects of mal c ous code. Pe vas ve conf gu at on 
management and comp ehens ve softwa e nteg ty cont ols may be effect ve n p event ng execut on of unautho zed code. In add t on to 
comme c al off the-shelf softwa e, mal c ous code may also be p esent n custom-bu lt softwa e. Th s could nclude, fo  example, log c 
bombs, back doo s, and othe  types of cybe  a tacks that could a fect o gan zat onal m ss ons/bus ness funct ons. T ad t onal mal c ous code 
p otect on mechan sms cannot always detect such code. In these s tuat ons, o gan zat ons ely nstead on othe  afegua ds nclud ng, fo  
example, secu e cod ng p act ces, conf gu at on management and cont ol, t usted p ocu ement p ocesses, and mon to ng p act ces to help 
ensu e that oftwa e does not pe fo m funct ons othe  than the funct ons ntended. O gan zat ons may dete m ne that n esponse to the 
detect on of mal c ous code, d fe ent act ons may be wa anted. Fo  example, o gan zat ons can def ne act ons n espon e to mal c ous code 
detect on du ng pe od c scans, act ons n esponse to detect on of mal c ous downloads, and/o  act ons n esponse to detect on of 
mal c ousne s when attempt ng to open o  execute f les. Related cont ols  CM 3, MP-2, SA-4, SA-8, SA-12, SA-13, SC-7, SC-26, SC-44, SI 2, SI-
4, SI 7. SI 3 1), SI-3(2), SI-3(4), SI-3(6), SI 3 7), SI 3 8), SI-3(9), SI-3(10) NIST Spec al Publ cat on 800 83.



SI-
3 1)

Mal c ous Code 
P otect on - Cent al 
Management

The o gan zat on cent ally manages 
mal c ous code p otect on mechan sms.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on cent ally manages mal c ous code p otect on mechan sms.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng mal c ous code p otect on  automated 
mechan sms suppo t ng cent al zed management of mal c ous code p otect on mechan sms  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mal c ous code p otect on].

Test  SELECT FROM  O gan zat onal p ocesses fo  cent al management of mal c ous code p otect on mechan sms  automated 
mechan sms suppo t ng and/o  mplement ng cent al management of mal c ous code p otect on mechan sms].

Cent al management s the o gan zat on-w de management and mplementat on of mal c ous code p otect on mechan sms. Cent al 
management ncludes plann ng, mplement ng, assess ng, autho z ng, and mon to ng the o gan zat on-def ned, cent ally managed law 
mal c ous code p otect on secu ty cont ols. Related cont ols  AU-2, SI-8.

SI-
3 2)

Mal c ous Code 
P otect on - Automat c 
Updates

The nfo mat on system automat cally 
updates mal c ous code p otect on 
mechan sms.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system automat ca ly updates mal c ous code p otect on mechan sms.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng mal c ous code p otect on  automated 
mechan sms suppo t ng cent al zed management of mal c ous code p otect on mechan sms  nfo mat on system des gn 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on sy tem  o gan zat onal 
pe onnel w th espons b l ty fo  mal c ous code p otect on].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng automat c updates to mal c ous code p otect on 
capab l ty].

Mal c ous code p otect on mechan sms nclude, fo  example, s gnatu e def n t ons. Due to nfo mat on system nteg ty and ava lab l ty 
conce ns, o gan zat ons g ve ca eful cons de at on to the methodology used to ca y out automat c updates. Related cont ol  SI 8.

SI-
3 3)

Mal c ous Code 
P otect on [W thd awn] - 
Inco po ated Into AC-6 
(10) [W thd awn  Inco po ated nto AC 6 

(10)].

[W thd awn  Inco po ated nto AC-6(10)].

SI-
3 4)

Mal c ous Code 
P otect on - Updates 
Only By P v leged Use s

The nfo mat on system updates 
mal c ous code p otect on mechan sms 

l  h  t    l  

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system updates mal c ous code p otect on mechan sms only when d ected by a p v leged use .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng mal c ous code p otect on  nfo mat on 
system des gn documentat on  mal c ous code p otect on mechan sms  eco ds of mal c ous code p otect on updates  nfo mat on 
system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on sy tem  o gan zat onal 
pe onnel w th espons b l ty fo  mal c ous code p otect on].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng mal c ous code p otect on capab l ty].

Th s cont ol enhancement may be app op ate fo  s tuat ons whe e fo  easons of secu ty o  ope at onal cont nu ty, updates a e only 
l  h  l t   t  t l l  R l t  t l  C-6  CM-5

SI-
3 5)

Mal c ous Code 
P otect on [W thd awn] - 
Inco po ated Into MP-7

[W thd awn  Inco po ated nto MP-7].

[W thd awn  Inco po ated nto MP 7].

SI-
3 6)

Mal c ous Code 
P otect on - Test ng / 
Ve f cat on

The o gan zat on
(a) Tests mal c ous code p otect on 
mechan sms [Ass gnment  o gan zat on-
def ned f equency] by nt oduc ng a 
known ben gn, non-sp ead ng test ca e 
nto the nfo mat on system  and

(b) Ve f es that both detect on of the 
test case and assoc ated nc dent 
epo t ng occu .

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes a f equency to test mal c ous code p otect on mechan sms
( ) tests mal c ous code p otect on mechan sms w th the o gan zat on-def ned f equency by nt oduc ng a known ben gn, non-
sp ead ng test case nto the nfo mat on system
( ) ve f es that detect on of the test case occu s  and
( v) ve f es that assoc ated nc dent epo t ng occu s.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng mal c ous code p otect on  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  test cases  eco ds 
p ov d ng ev dence of test cases executed on mal c ous code p otect on mechan sms  nfo mat on system aud t eco ds  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mal c ous code p otect on].

Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng test ng and ve f cat on of mal c ous code 
p otect on capab l ty].

Related cont ols  CA-2, CA-7, RA-5.

SI-
3 7)

Mal c ous Code 
P otect on - 
Nons gnatu e-Based 
Detect on

The nfo mat on system mplements 
nons gnatu e-ba ed mal c ous code 
detect on mechan sms.

Nons gnatu e-based detect on mechan sms nclude, fo  example, the use of heu st cs to detect, analyze, and desc be the cha acte st cs o  
behav o  of mal c ous code and to p ov de safegua ds aga nst mal c ous code fo  wh ch s gnatu es do not yet ex st o  fo  wh ch ex t ng 
s gnatu es may not be e fect ve. Th s ncludes polymo ph c mal c ous code ( e , code that changes s gnatu es when t epl cates). Th s cont ol 
enhancement does not p eclude the use of s gnatu e-based detect on mechan sms.

SI-
3 8)

Mal c ous Code 
P otect on - Detect 
Unautho zed 
Commands

The nfo mat on system detects 
[Ass gnment  o gan zat on-def ned 
unautho zed ope at ng system 
commands] th ough the ke nel 
appl cat on p og amm ng nte face at 
[Ass gnment  o gan zat on-def ned 
nfo mat on system ha dwa e 

components] and [Select on (one o  
mo e)  ssues a wa n ng  aud ts the 
command execut on  p events the 
execut on of the command].

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes unautho zed ope at ng system commands to be detected by the nfo mat on system
( ) the o gan zat on def nes nfo mat on system ha dwa e components fo  wh ch o gan zat on-def ned unautho zed ope at ng 
system commands a e to be detected th ough the ke nel appl cat on p og amm ng nte face
( ) the nfo mat on system detects o gan zat on-def ned unautho zed ope at ng system commands th ough the ke nel appl cat on 
p og amm ng nte face at o gan zat on-def ned nfo mat on sy tem ha dwa e components, and does one o  mo e of the follow ng
    - ssues a wa n ng
    -aud ts the command execut on  and/o
    -p events the execut on of the command.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng mal c ous code p otect on  nfo mat on 
system des gn documentat on  mal c ous code p otect on mechan sms  wa n ng messages sent upon detect on of unautho zed 
ope at ng system command execut on  nfo mat on system conf gu at on se t ngs and as oc ated documentat on  nfo mat on 
system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on sy tem  o gan zat onal 
pe onnel w th espons b l ty fo  mal c ous code p otect on].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng mal c ous code p otect on capab l ty  automated 
mechan sms suppo t ng and/o  mplement ng detect on of unautho zed ope at ng system commands th ough the ke nel 
appl cat on p og amm ng nte face].

Th s cont ol enhancement can al o be appl ed to c t cal nte faces othe  than ke nel-based nte face , nclud ng fo  example, nte faces w th 
v tual mach nes and p v leged appl cat ons. Unautho zed ope at ng system commands nclude, fo  example, commands fo  ke nel 
funct ons f om nfo mat on system p ocesses that a e not t usted to n t ate such commands, o  commands fo  ke nel funct ons that a e 
susp c ous even though commands of that type a e easonable fo  p ocesses to n t ate. O gan zat ons can def ne the mal c ous commands to 
be detected by a comb nat on of command types, command clas es, o  spec f c nstances of commands. O gan zat ons can def ne ha dwa e 
components by spec f c component, component type, locat on n the netwo k, o  comb nat on the e n. O gan zat ons may select d ffe ent 
act ons fo  d fe ent types/classe /spec f c n tances of potent ally mal c ous commands. Related cont ol  AU 6.

SI-
3 9)

Mal c ous Code 
P otect on - Authent cate 
Remote Commands

The nfo mat on system mplements 
[Ass gnment  o gan zat on-def ned 
secu ty safegua ds] to authent cate 
[Ass gnment  o gan zat on-def ned 
emote commands].

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes secu ty safegua ds to be mplemented by the nfo mat on system to authent cate emote commands
( ) the o gan zat on def nes emote commands to be authent cated by o gan zat on-def ned secu ty safegua ds  and
( ) the nfo mat on system mplements o gan zat on-def ned secu ty safegua ds to authent cate o gan zat on-def ned emote 
commands.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng mal c ous code p otect on  nfo mat on 
system des gn documentat on  mal c ous code p otect on mechan sms  wa n ng messages sent upon detect on of unautho zed 
ope at ng system command execut on  nfo mat on system conf gu at on se t ngs and as oc ated documentat on  nfo mat on 
system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on sy tem  o gan zat onal 
pe onnel w th espons b l ty fo  mal c ous code p otect on].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng mal c ous code p otect on capab l ty  automated 
mechan sms mplement ng authent cat on of emote commands  automated mechan sms suppo t ng and/o  mplement ng 
secu ty safegua ds to authent cate emote commands].

Th s cont ol enhancement p otects aga nst unautho ed commands and eplay of autho zed commands. Th s capab l ty s mpo tant fo  
those emote nfo mat on systems whose loss, ma funct on, m sd ect on, o  explo tat on would have mmed ate and/o  se ous 
consequences (e.g , n u y o  death, p ope ty damage, loss of h gh-valued assets o  sens t ve nfo mat on, o  fa lu e of mpo tant 
m ss ons/bus ness funct ons). Authent cat on safegua ds fo  emote commands help to ensu e that nfo mat on systems accept and execute 
n the o de  ntended, only autho zed commands, and that unautho zed commands a e ejected. C yptog aph c mechan sms can be 

employed, fo  example, to authent cate emote commands. Related cont ols   SC-12, SC-13, SC-23.



SI-
3 10)

Mal c ous Code 
P otect on - Mal c ous 
Code Analys s

The o gan zat on
(a) Employs [Ass gnment  o gan zat on-
def ned tools and techn ques] to analyze 
the cha acte st cs and behav o  of 
mal c ous code  and
(b) Inco po ates the esults f om 
mal c ous code analys s nto 
o gan zat onal nc dent esponse and 
flaw emed at on p ocesses.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes tools and techn ques to be employed to analy e the cha acte st cs and behav o  of mal c ous code
( ) employs o gan zat on-def ned tools and techn ques to analyze the cha acte st cs and behav o  of mal c ous code  and
( ) nco po ates the esu ts f om mal c ous code analys s nto nc dent esponse and flaw emed ate p ocesses.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng mal c ous code p otect on  p ocedu es 
add ess ng nc dent espon e  p ocedu es add ess ng law emed at on  nfo mat on system des gn documentat on  mal c ous code 
p otect on mechan sms, tools, and techn ques  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  esults 
f om mal c ous code analyses  eco ds of flaw emed at on events e u t ng f om mal c ous code analyses  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mal c ous code p otect on  o gan zat onal pe sonnel espons ble fo  flaw emed at on  o gan zat onal pe sonnel 
espons ble fo  nc dent esponse/managemen ].

Test  SELECT FROM  O gan zat onal p ocess fo  nc dent esponse  o gan zat onal p ocess fo  flaw emed at on  automated 
mechan sms suppo t ng and/o  mplement ng mal c ous code p otect on capab l ty  tools and techn ques fo  analys s of mal c ous 
code cha acte st cs and behav o ].

The appl cat on of selected mal c ous code analys s tools and techn ques p ov des o gan zat ons w th a mo e n-depth unde stand ng of 
adve sa y t adec aft ( e , tact cs, techn ques, and p ocedu es) and the funct onal ty and pu pose of spec f c nstances of mal c ous code. 
Unde tand ng the cha acte st cs of mal c ous code fac l tates mo e effect ve o gan zat onal esponses to cu ent and futu e th eats. 
O gan zat ons can conduct mal c ous code analyses by us ng eve se eng nee ng techn ques o  by mon to ng the behav o  of execut ng 
code.

SI-4 
Info mat on System 
Mon to ng

 
a. Mon to s the nfo mat on system to 
detect
1. Attacks and nd cato s of potent al 
attacks n acco dance w th [Ass gnment  
o gan zat on-def ned mon to ng 
object ves]  and
2. Unautho zed local, netwo k, and 
emote connect ons

b. Ident f es unautho zed use of the 
nfo mat on system th ough 

[Ass gnment  o gan zat on-def ned 
techn ques and methods]
c. Deploys mon to ng dev ces  ( ) 
st ateg ca ly w th n the nfo mat on 
system to co lect o gan zat on-
dete m ned e sent al nfo mat on  and 
( ) at ad hoc locat ons w th n the system 
to t ack spec f c types of t ansact ons of 
nte est to the o gan zat on

d. P otects nfo mat on obta ned f om 
nt us on-mon to ng tools f om 

unautho zed acces , mod f cat on, and 
delet on
e. He ghtens the level of nfo mat on 
system mon to ng act v ty wheneve  
the e s an nd cat on of nc eased sk to 
o gan zat onal ope at ons and assets, 

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( )def nes mon to ng ob ect ves to detect attacks and nd cato s of potent al attacks on the nfo mat on system
( ) mon to s the nfo mat on system to detect, n acco dance w th o gan zat on-def ned mon to ng object ves
    -attacks
    - nd cato s of potent al a tacks
( ) mon to s the nfo mat on ystem to detect unautho zed
    local connect ons
    -netwo k connect ons
    - emote connect ons
( v) def nes techn ques and methods to dent fy unautho zed use of the nfo mat on system
(v) dent f es unautho zed use of the nfo mat on system th ough o gan zat on-def ned techn ques and methods
(v ) deploys mon to ng dev ces
    -st ateg cally w th n the nfo mat on system to collect o gan zat on-dete m ned essent al nfo mat on
    -at ad hoc locat ons w th n the system to t ack spec f c types of t ansact ons of nte est to the o gan zat on
(v ) p otects nfo mat on obta ned f om nt us on-mon to ng tools f om unautho ed
    -access
    -mod f cat on
    -delet on
(v ) he ghtens the level of nfo mat on system mon to ng act v ty wheneve  the e s an nd cat on of nc eased sk to 
o gan zat onal ope at ons and assets, nd v dual , othe  o gan zat on , o  the Nat on based on law enfo cement nfo mat on, 
ntell gence nfo mat on, o  othe  c ed ble sou ces of nfo mat on

( x) obta ns legal op n on w th ega d to nfo mat on system mon to ng act v t es n acco dance w th appl cable fede al laws, 
Execut ve O de s, d ect ves, pol c es, o  egulat ons
(x) def nes pe sonnel o  oles to whom nfo mat on system mon to ng nfo mat on s to be p ov ded
(x ) def nes nfo mat on ystem mon to ng nfo mat on to be p ov ded to o gan zat on-def ned pe sonnel o  oles
(x ) def nes a f equency to p ov de o gan at on-def ned nfo mat on system mon to ng to o gan at on-def ned pe sonnel o  oles

              

  Info mat on system mon to ng ncludes exte nal and nte nal mon to ng. Exte nal mon to ng ncludes the obse vat on of events occu ng 
at the nfo mat on system bounda y ( .e., pa t of pe mete  defense and bounda y p otect on). Inte nal mon to ng ncludes the obse vat on 
of events occu ng w th n the nfo mat on system. O gan zat ons can mon to  nfo mat on systems, fo  example, by obse v ng aud t act v t es 
n eal t me o  by obse v ng othe  system aspects such as acce s pa te ns, cha acte st cs of access, and othe  act ons. The mon to ng 

object ves may gu de dete m nat on of the events. Info mat on system mon to ng capab l ty s ach eved th ough a va ety of tools and 
techn ques (e.g , nt us on detect on systems, nt us on p event on system , mal c ous code p otect on softwa e, scann ng tools, aud t eco d 
mon to ng so twa e, netwo k mon to ng so twa e). St ateg c locat ons fo  mon to ng dev ces nclude, fo  example, selected pe mete  
locat ons and nea  se ve  fa ms suppo t ng c t cal appl cat ons, w th such dev ces typ cally be ng employed at the managed nte faces 
assoc ated w th cont ols SC-7 and AC-17. E nste n netwo k mon to ng dev ces f om the Depa tment of Homeland Secu ty can also be 
ncluded as mon to ng dev ces. The g anula ty of mon to ng nfo mat on co lected s based on o gan zat onal mon to ng object ves and the 

capab l ty of nfo mat on systems to suppo t such object ves. Spec f c types of t ansact ons of nte est nclude, fo  example, Hype  Text 
T ansfe  P otocol (HTTP) t a f c that bypasses HTTP p ox es. Info mat on system mon to ng s an nteg al pa t of o gan zat onal cont nuous 
mon to ng and nc dent esponse p og ams. Output f om system mon to ng se ves as nput to cont nuous mon to ng and nc dent esponse 
p og ams. A netwo k connect on s any connect on w th a dev ce that commun cates th ough a netwo k (e g , local a ea netwo k, Inte net). A 
emote connect on s any connect on w th a dev ce commun cat ng th ough an exte nal netwo k (e.g., the Inte net). Local, netwo k, and 
emote connect ons can be e the  w ed o  w eles . Related cont ols  AC-3, AC-4, AC-8, AC-17, AU-2, AU-6, AU-7, AU 9, AU-12, CA-7, IR-4, PE-

3, RA 5, SC-7, SC-26, SC-35, SI 3, SI 7.

SI-4 1), SI-4(2), SI-4(3), SI-4(4), SI-4 5), SI-4 7), SI-4(9), SI-4(10), SI-
4(11), SI-4(12), SI-4(13), SI-4(14), SI-4 15), SI-4 16), SI-4(17), SI-4(18), 
SI-4 19), SI-4 20), SI-4(21), SI-4(22), SI-4(23), SI-4(24)

NIST Spec al Publ cat ons 800 61, 800-83, 800 92, 800-94  
800 137.

SI-
4 1)

Info mat on System 
Mon to ng - System-
W de Int us on Detect on 
System

The o gan zat on connects and 
conf gu es nd v dual nt us on detect on 
tools nto an nfo mat on system-w de 
nt us on detect on system.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) connects nd v dual nt us on detect on tools nto an nfo mat on system-w de nt us on detect on system  and
( ) conf gu es nd v dual nt us on detect on tools nto an nfo mat on system-w de nt us on detect on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng tools and 
techn ques  nfo mat on sy tem des gn documentat on  nfo mat on system mon to ng tools and techn ques documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mon to ng the nfo mat on system  o gan zat onal pe sonnel w th espons b l ty fo  the nt us on detect on 

system].
Test  SELECT FROM  O gan zat onal p ocesses fo  nt us on detect on/ nfo mat on system mon to ng  automated mechan sms 
suppo t ng and/o  mplement ng nt us on detect on capab l ty].

SI-
4 2)

Info mat on System 
Mon to ng - Automated 
Tools Fo  Rea -T me 
Analys s

The o gan zat on employs automated 
tools to suppo t nea  eal t me analys s 
of events.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on employs automated tools to suppo t nea  eal-t me analys s of events.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng tools and 
techn ques  nfo mat on sy tem des gn documentat on  nfo mat on system mon to ng tools and techn ques documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mon to ng the nfo mat on system  o gan zat onal pe sonnel w th espons b l ty fo  nc dent 
esponse/management].

Test  SELECT FROM  O gan zat onal p ocesses fo  nea  eal-t me analys s of events  o gan zat onal p ocesses fo  nfo mat on 
system mon to ng  automated mechan sms suppo t ng and/o  mplement ng nfo mat on system mon to ng  automated 
mechan sms/tools suppo t ng and/o  mplement ng analys s of events].

Automated tools nclude, fo  example, host-based, netwo k-based, t anspo t-ba ed, o  sto age-based event mon to ng tools o  Secu ty 
Info mat on and Event Management (S EM) technolog es that p ov de eal t me analys s of ale ts and/o  not f cat ons gene ated by 
o gan zat onal nfo mat on systems.

SI-
4 3)

Info mat on System 
Mon to ng - Automated 
Tool Integ at on

The o gan zat on employs automated 
tools to nteg ate nt us on detect on 
tools nto access cont ol and low 
cont ol mechan ms fo  ap d esponse 
to attacks by enabl ng econf gu at on of 
these mechan sms n suppo t of attack 

l t   l t

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on, fo  ap d esponse to attacks by enabl ng econf gu at on of nt us on detect on tools n suppo t of 
attack solat on and el m nat on, employs automated tools to nteg ate nt us on detect on tools nto
    -access cont ol mechan sms  and
    flow cont ol mechan sms.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  access cont ol pol cy and p ocedu es  p ocedu es add ess ng 
nfo mat on system mon to ng tools and techn ques  nfo mat on system des gn documentat on  nfo mat on system mon to ng 

tools and techn ques documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 
system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mon to ng the nfo mat on system  o gan zat onal pe sonnel w th espons b l ty fo  the nt us on detect on 

system].
Test  SELECT FROM  O gan zat onal p ocesses fo  nt us on detect on/ nfo mat on system mon to ng  automated mechan sms 
suppo t ng and/o  mplement ng nt us on detect on/ nfo mat on sy tem mon to ng capab l ty  automated mechan sms/tools 
suppo t ng and/o  mplement ng access/ low cont ol capab l ty  automated mechan sms tools suppo t ng and/o  mplement ng 
nteg at on of nt us on detect on tools nto access flow cont ol mechan sms].

SI-
4 4)

Info mat on System 
Mon to ng - Inbound 
And Ou bound 
Commun cat ons T aff c

The nfo mat on system mon to s 
nbound and outbound commun cat ons 

t a f c [Ass gnment  o gan zat on-def ned 
f equency] fo  unusual o  unautho zed 
act v t es o  cond t ons.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes a f equency to mon to
    - nbound commun cat ons t aff c fo  unusual o  unautho zed act v t es o  cond t ons
    -outbound commun cat ons t aff c fo  unusual o  unautho zed act v t es o  cond t ons
( ) mon to s, w th the o gan zat on-def ned f equency
    - nbound commun cat ons t aff c fo  unusual o  unautho zed act v t es o  cond t ons  and
    -outbound commun cat ons t aff c fo  unusual o  unautho zed act v t es o  cond t ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng tools and 
techn ques  nfo mat on sy tem des gn documentat on  nfo mat on system mon to ng tools and techn ques documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system p otocols  nfo mat on system aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mon to ng the nfo mat on system  o gan zat onal pe sonnel w th espons b l ty fo  the nt us on detect on 

system].
Test  SELECT FROM  O gan zat onal p ocesses fo  nt us on detect on/ nfo mat on system mon to ng  automated mechan sms 
suppo t ng and/o  mplement ng nt us on detect on capab l ty/ nfo mat on system mon to ng  automated mechan sms 
suppo t ng and/o  mplement ng mon to ng of nbound/outbound commun cat ons t a f c].

Unusual/unautho zed act v t es o  cond t ons elated to nfo mat on system nbound and outbound commun cat ons t aff c nclude, fo  
example, nte nal t a f c that nd cates the p esence of mal c ous code w th n o gan zat onal nfo mat on systems o  p opagat ng among 
system components, the unautho zed expo t ng of nfo mat on, o  s gnal ng to exte nal nfo mat on systems. Ev dence of mal c ous code s 
used to dent fy potent ally comp om sed nfo mat on systems o  nfo mat on system components.

SI-
4 5)

Info mat on System 
Mon to ng - System-
Gene ated Ale ts

The nfo mat on system ale ts 
[Ass gnment  o gan zat on-def ned 
pe sonnel o  oles] when the fo low ng 
nd cat ons of comp om se o  potent al 

comp om se occu  [Ass gnment  
o gan zat on-def ned comp om se 
nd cato s].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes comp om se nd cato s fo  the nfo mat on system
( ) the o gan zat on def nes pe sonnel o  oles to be ale ted when nd cat ons of comp om se o  potent al comp om se occu  and 
( ) the nfo mat on system ale ts o gan zat on-def ned pe sonnel o  oles when o gan zat on-def ned comp om se nd cato s occu . 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng tools and 
techn ques  nfo mat on sy tem mon to ng tools and techn ques documentat on  nfo mat on system conf gu at on sett ngs and 
assoc ated documentat on  ale ts/not f cat ons gene ated based on comp om se nd cato s  nfo mat on system aud t eco ds  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s  o gan at onal pe onnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal 
pe onnel w th espons b l ty fo  mon to ng the nfo mat on system  o gan zat onal pe sonnel w th espons b l ty fo  the nt us on 
detect on system].
Test  SELECT FROM  O gan zat onal p ocesses fo  nt us on detect on/ nfo mat on system mon to ng  automated mechan sms 
suppo t ng and/o  mplement ng nt us on detect on/ nfo mat on sy tem mon to ng capab l ty  automated mechan sms 
suppo t ng and/o  mplement ng ale ts fo  comp om e nd cato s].

Ale ts may be gene ated f om a va ety of sou ces, nclud ng, fo  example, aud t eco ds o  nputs f om mal c ous code p otect on 
mechan sms, nt us on detect on o  p event on mechan sms, o  bounda y p otect on dev ces such as f ewalls, gateways, and oute s. Ale ts 
can be t ansm tted, fo  example, telephon cally, by elect on c ma l messages, o  by text messag ng. O gan zat onal pe sonnel on the 
not f cat on l st can nclude, fo  example, system adm n st ato s, m ss on/bus ness owne s, system owne s, o  nfo mat on system secu ty 
o f ce s. Related cont ols  AU-5, PE 6.

SI-
4 6)

Info mat on System 
Mon to ng [W thd awn]  
Inco po ated Into AC-6 
(10) [W thd awn  Inco po ated nto AC 6 

(10)].

[W thd awn  Inco po ated nto AC-6(10)].



SI-
4 7)

Info mat on System 
Mon to ng - Automated 
Response To Susp c ous 
Events

The nfo mat on system not f es 
[Ass gnment  o gan zat on-def ned 
nc dent esponse pe sonnel ( dent f ed 

by name and/o  by ole)] of detected 
susp c ous events and takes 
[Ass gnment  o gan zat on-def ned least-
d s upt ve act ons to te m nate 
susp c ous event ].

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes nc dent esponse pe sonnel ( dent f ed by name and/o  by ole) to be not f ed of detected susp c ous 
events
( ) the o gan zat on def nes least-d s upt ve act ons to be taken by the nfo mat on system to te m nate susp c ous events
( ) the nfo mat on system not f es o gan zat on-def ned nc dent esponse pe sonnel of detected susp c ous events  and
( v) the nfo mat on system takes o gan zat on-def ned least-d s upt ve act ons to te m nate susp c ous events.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng tools and 
techn ques  nfo mat on sy tem des gn documentat on  nfo mat on system mon to ng tools and techn ques documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  ale ts/not f cat ons gene ated based on detected 

susp c ous events  eco ds of act ons taken to te m nate susp c ous events  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on sy tem  o gan zat onal 
pe onnel w th espons b l ty fo  mon to ng the nfo mat on system  o gan zat onal pe sonnel w th espons b l ty fo  the nt us on 
detect on system].
Test  SELECT FROM  O gan zat onal p ocesses fo  nt us on detect on/ nfo mat on system mon to ng  automated mechan sms 
suppo t ng and/o  mplement ng nt us on detect on/ nfo mat on sy tem mon to ng capab l ty  automated mechan sms 
suppo t ng and/o  mplement ng not f cat ons to nc dent esponse pe sonnel  automated mechan sms uppo t ng and/o  
mplement ng act ons to te m nate susp c ous events].

Least-d s upt ve act ons may nclude, fo  example, n t at ng equests fo  human esponses.

SI-
4 8)

Info mat on System 
Mon to ng [W thd awn]  
Inco po ated Into S -4

[W thd awn  Inco po ated nto SI-4].

[W thd awn  Inco po ated nto SI-4].

SI-
4 9)

Info mat on System 
Mon to ng - Test ng Of 
Mon to ng Tools

The o gan zat on te ts nt us on-
mon to ng tools [Ass gnment  
o gan zat on-def ned f equency].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes a f equency to test nt us on-mon to ng tools  and
( ) tests nt us on-mon to ng tools w th the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng test ng of nfo mat on system mon to ng 
tools and techn ques  documentat on p ov d ng ev dence of te t ng nt us on-mon to ng tools  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mon to ng the nfo mat on system  o gan zat onal pe sonnel w th espons b l ty fo  the nt us on detect on 

system].
Test  SELECT FROM  O gan zat onal p ocesses fo  nt us on detect on/ nfo mat on system mon to ng  automated mechan sms 
suppo t ng and/o  mplement ng nt us on detect on/ nfo mat on sy tem mon to ng capab l ty  automated mechan sms 
suppo t ng and/o  mplement ng test ng of nt us on-mon to ng tools].

Test ng nt us on-mon to ng tools s necessa y to ensu e that the tools a e ope at ng co ec ly and cont nue to meet the mon to ng 
object ves of o gan zat ons. The f equency of test ng depends on the types of tools used by o gan zat ons and methods of deployment. 
Related cont ol  CP-9.

SI-
4 10)

Info mat on System 
Mon to ng - V s b l ty Of 
Enc ypted 
Commun cat ons

The o gan zat on makes p ov s ons so 
that [Ass gnment  o gan zat on-def ned 
enc ypted commun cat ons t aff c] s 
v s ble to [Ass gnment  o gan zat on-
def ned nfo mat on system mon to ng 
t l ]

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes enc ypted commun cat ons t aff c equ ed to be v s ble to nfo mat on system mon to ng tools
( ) def nes nfo mat on system mon to ng tools to be p ov ded acce s to o gan zat on-def ned enc ypted commun cat ons t aff c  
and
( ) makes p ov s ons so that o gan zat on-def ned enc ypted commun cat ons t aff c s v s ble to o gan zat on-def ned nfo mat on 
system mon to ng tools.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng tools and 
techn ques  nfo mat on sy tem des gn documentat on  nfo mat on system mon to ng tools and techn ques documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system p otocols  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mon to ng the nfo mat on system  o gan zat onal pe sonnel w th espons b l ty fo  the nt us on detect on 

system].
Test  SELECT FROM  O gan zat onal p ocesses fo  nt us on detect on/ nfo mat on system mon to ng  automated mechan sms 
suppo t ng and/o  mplement ng nt us on detect on/ nfo mat on sy tem mon to ng capab l ty  automated mechan sms 
suppo t ng and/o  mplement ng v s b l ty of enc ypted commun cat ons t aff c to mon to ng tools].

O gan zat ons balance the potent ally con l ct ng needs fo  enc ypt ng commun cat ons t aff c and fo  hav ng ns ght nto uch t a f c f om a 
mon to ng pe spect ve. Fo  some o gan zat ons, the need to ensu e the conf dent al ty of commun cat ons t aff c s pa amount  fo  othe s, 
m ss on-assu ance s of g eate  conce n. O gan zat ons dete m ne whethe  the v s b l ty equ ement appl es to nte nal enc ypted t a f c, 

t  t ff  t  f  t l t t    t f th  t ff  t

SI-
4 11)

Info mat on System 
Mon to ng - Analyze 
Commun cat ons T aff c 
Anomal es

The o gan zat on analyzes outbound 
commun cat ons t aff c at the exte nal 
bounda y of the nfo mat on system and 
selected [Ass gnment  o gan zat on-
def ned nte o  po nts w th n the system 
(e g , subnetwo ks, subsystems)] to 
d scove  anomal es.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes nte o  po nts w th n the system (e g., subnetwo ks, subsystems) whe e commun cat ons t aff c s to be analyzed
( ) analyzes outbound commun cat ons t aff c, to d scove  anomal es, at
    the exte nal bounda y of the nfo mat on system  and
    -selected o gan zat on-def ned nte o  po nts w th n the system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng tools and 
techn ques  nfo mat on sy tem des gn documentat on  netwo k d ag am  nfo mat on system mon to ng tools and techn ques 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system mon to ng logs o  
eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mon to ng the nfo mat on system  o gan zat onal pe sonnel w th espons b l ty fo  the nt us on detect on 

system].
Test  SELECT FROM  O gan zat onal p ocesses fo  nt us on detect on/ nfo mat on system mon to ng  automated mechan sms 
suppo t ng and/o  mplement ng nt us on detect on/ nfo mat on sy tem mon to ng capab l ty  automated mechan sms 
suppo t ng and/o  mplement ng analys s of commun cat ons t aff c].

Anomal es w th n o gan zat onal nfo mat on systems nclude, fo  example, la ge f le t ansfe s, long-t me pe s stent connect ons, unusual 
p otocols and po ts n use, and a tempted commun cat ons w th suspected mal c ous exte nal add e ses.

SI-
4 12)

Info mat on System 
Mon to ng - Automated 
Ale ts

The o gan zat on employs automated 
mechan sms to ale t secu ty pe sonnel 
of the follow ng napp op ate o  
unusual act v t es w th secu ty 
mpl cat ons  [Ass gnment  o gan zat on-

def ned act v t es that t gge  ale t ].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes act v t es that t gge  ale ts to secu ty pe sonnel based on napp op ate o  unusual act v t es w th secu ty mpl cat ons  
and
( ) employs automated mechan sms to ale t secu ty pe sonnel of o gan zat on-def ned act v t es that t gge  ale ts based on 
napp op ate o  unusual act v t es w th secu ty mpl cat ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng tools and 
techn ques  nfo mat on sy tem des gn documentat on  nfo mat on system mon to ng tools and techn ques documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of napp op ate o  unusual act v t es (w th secu ty 
mpl cat ons) that t gge  ale ts  ale ts/not f cat ons p ov ded to secu ty pe sonnel  nfo mat on system mon to ng logs o  eco ds  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope s  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on sy tem  o gan zat onal 
pe onnel w th espons b l ty fo  mon to ng the nfo mat on system  o gan zat onal pe sonnel w th espons b l ty fo  the nt us on 
detect on system].
Test  SELECT FROM  O gan zat onal p ocesses fo  nt us on detect on/ nfo mat on system mon to ng  automated mechan sms 
suppo t ng and/o  mplement ng nt us on detect on/ nfo mat on sy tem mon to ng capab l ty  automated mechan sms 
suppo t ng and/o  mplement ng automated ale ts to secu ty pe sonnel].

Th s cont ol enhancement focuses on the secu ty ale ts gene ated by o gan zat ons and t ansm tted us ng automated means. In cont ast to 
the ale ts gene ated by nfo mat on systems n SI-4 (5), wh ch tend to focus on nfo mat on sou ces nte nal to the systems (e g , aud t 
eco ds), the sou ces of nfo mat on fo  th s enhancement can nclude othe  ent t es as well (e g , susp c ous act v ty epo ts, epo ts on 

potent al ns de  th eats). Related cont ols  AC-18, IA-3.

SI-
4 13)

Info mat on System 
Mon to ng - Analyze 
T aff c / Event Patte ns

The o gan zat on
(a) Analyzes commun cat ons 
t a f c/event pa te ns fo  the nfo mat on 
system
(b) Develops p of les ep esent ng 
common t aff c patte ns and/o  events  
and
(c) U es the t aff c/event p of les n 
tun ng system-mon to ng dev ces to 
educe the numbe  of false pos t ves and 

the numbe  of false negat ves.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) analyzes commun cat ons t a f c/event patte ns fo  the nfo mat on system
( ) develops p of les ep esent ng common t aff c patte ns and/o  events
( ) uses the t aff c/event p of les n tun ng system-mon to ng dev ces to educe the numbe  of false pos t ves and false negat ves. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng tools and 
techn ques  nfo mat on sy tem des gn documentat on  nfo mat on system mon to ng tools and techn ques documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of p of les ep esent ng common t a f c patte ns 

and/o  events  nfo mat on sy tem p otocols documentat on  l st of acceptable th esholds fo  false pos t ves and false negat ves  
othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mon to ng the nfo mat on system  o gan zat onal pe sonnel w th espons b l ty fo  the nt us on detect on 

system].
Test  SELECT FROM  O gan zat onal p ocesses fo  nt us on detect on/ nfo mat on system mon to ng  automated mechan sms 
suppo t ng and/o  mplement ng nt us on detect on/ nfo mat on sy tem mon to ng capab l ty  automated mechan sms 
suppo t ng and/o  mplement ng analys s of commun cat ons t aff c/event patte ns].

SI-
4 14)

Info mat on System 
Mon to ng - W eless 
Int us on Detect on

The o gan zat on employs a w eless 
nt us on detect on system to dent fy 
ogue w eless dev ces and to detect 

attack attempts and potent al 
comp om ses b eaches to the 
nfo mat on system.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on employs a w eless nt us on detect on system to
    - dent fy ogue w eless dev ces
    -detect a tack a tempts to the nfo mat on system  and
    -detect potent al comp om ses/b eaches to the nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng tools and 
techn ques  nfo mat on sy tem des gn documentat on  nfo mat on system mon to ng tools and techn ques documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system p otocols  nfo mat on system aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mon to ng the nfo mat on system  o gan zat onal pe sonnel w th espons b l ty fo  the nt us on detect on 

system].
Test  SELECT FROM  O gan zat onal p ocesses fo  nt us on detect on  automated mechan sms suppo t ng and/o  mplement ng 
w eless nt us on detect on capab l ty].

W eless s gnals may ad ate beyond the conf nes of o gan zat on-cont olled fac l t es. O gan zat ons p oact vely sea ch fo  unautho zed 
w ele s connect ons nclud ng the conduct of tho ough cans fo  unautho zed w ele s access po nt . Scans a e not l m ted to those a eas 
w th n fac l t es conta n ng nfo mat on systems, but also nclude a eas outs de of fac l t es as needed, to ve fy that unautho zed w eless 
access po nts a e not connected to the systems. Related cont ols  AC-18, IA-3.



SI-
4 15)

Info mat on System 
Mon to ng - W eless To 
W el ne 
Commun cat ons

The o gan zat on employs an nt us on 
detect on system to mon to  w eless 
commun cat ons t aff c as the t a f c 
passes f om w eless to w el ne 
netwo ks.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on employs an nt us on detect on system to mon to  w eless commun cat ons t aff c as the t aff c 
passes f om w eless to w el ne netwo ks.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng tools and 
techn ques  nfo mat on sy tem des gn documentat on  nfo mat on system mon to ng tools and techn ques documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system p otocols documentat on  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mon to ng the nfo mat on system  o gan zat onal pe sonnel w th espons b l ty fo  the nt us on detect on 

system].
Test  SELECT FROM  O gan zat onal p ocesses fo  nt us on detect on/ nfo mat on system mon to ng  automated mechan sms 
suppo t ng and/o  mplement ng nt us on detect on/ nfo mat on sy tem mon to ng capab l ty  automated mechan sms 
suppo t ng and/o  mplement ng w eless nt us on detect on capab l ty].

Related cont ol  AC-18.

SI-
4 16)

Info mat on System 
Mon to ng - Co elate 
Mon to ng Info mat on

The o gan zat on co elates nfo mat on 
f om mon to ng tools employed 
th oughout the nfo mat on system.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on co elates nfo mat on f om mon to ng tools employed th oughout the nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng tools and 
techn ques  nfo mat on sy tem des gn documentat on  nfo mat on system mon to ng tools and techn ques documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  event co elat on logs o  eco ds  nfo mat on system 

aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mon to ng the nfo mat on system  o gan zat onal pe sonnel w th espons b l ty fo  the nt us on detect on 

system].
Test  SELECT FROM  O gan zat onal p ocesses fo  nt us on detect on/ nfo mat on system mon to ng  automated mechan sms 
suppo t ng and/o  mplement ng nt us on detect on/ nfo mat on sy tem mon to ng capab l ty  automated mechan sms 
suppo t ng and/o  mplement ng co elat on of nfo mat on f om mon to ng tools].

Co elat ng nfo mat on f om d ffe ent mon to ng tools can p ov de a mo e comp ehens ve v ew of nfo mat on system act v ty. The 
co elat on of mon to ng tools that usually wo k n solat on (e.g., host mon to ng, netwo k mon to ng, ant -v us oftwa e) can p ov de an 
o gan zat on-w de v ew and n so do ng, may eveal othe w se unseen attack patte ns. Unde stand ng the capab l t es/l m tat ons of d ve se 
mon to ng tools and how to max m ze the ut l ty of nfo mat on gene ated by those tools can help o gan zat ons to bu ld, ope ate, and 
ma nta n effect ve mon to ng p og ams. Related cont ol  AU-6.

SI-
4 17)

Info mat on System 
Mon to ng - Integ ated 
S tuat onal Awa eness

The o gan zat on co elates nfo mat on 
f om mon to ng phys cal, cybe , and 
supply cha n act v t es to ach eve 
nteg ated, o gan zat on-w de s tuat onal 

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on, to ach eve nteg ated, o gan zat on-w de s tuat onal awa eness, co elates nfo mat on f om 
mon to ng
    -phys cal act v t es
    -cybe  act v t es  and
    -supply cha n act v t es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng tools and 
techn ques  nfo mat on sy tem des gn documentat on  nfo mat on system mon to ng tools and techn ques documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  event co elat on logs o  eco ds esult ng f om phys cal, 

cybe , and supply cha n act v t es  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mon to ng the nfo mat on system  o gan zat onal pe sonnel w th espons b l ty fo  the nt us on detect on 

system].
Test  SELECT FROM  O gan zat onal p ocesses fo  nt us on detect on/ nfo mat on system mon to ng  automated mechan sms 
suppo t ng and/o  mplement ng nt us on detect on/system mon to ng capab l ty  automated mechan sms suppo t ng and/o  
mplement ng co elat on of nfo mat on f om mon to ng tools].

Th s cont ol enhancement co elates mon to ng nfo mat on f om a mo e d ve se set of nfo mat on sou ces to ach eve nteg ated s tuat ona  
awa eness. Integ ated s tuat onal awa eness f om a comb nat on of phys cal, cybe , and supply cha n mon to ng act v t es enhances the 
capab l ty of o gan zat ons to mo e qu ckly detect oph st cated cybe  attacks and nvest gate the methods and techn ques employed to 
ca y out such a tacks. In cont ast to SI-4 16) wh ch co elates the va ous cybe  mon to ng nfo mat on, th s cont ol enhancement 
co elates mon to ng beyond just the cybe  doma n. Such mon to ng may help eveal attacks on o gan zat ons that a e ope at ng ac oss 

t l  t  t  R l t  t l  S -12

SI-
4 18)

Info mat on System 
Mon to ng - Analyze 
T aff c / Cove t 
Exf lt at on

The o gan zat on analyzes outbound 
commun cat ons t aff c at the exte nal 
bounda y of the nfo mat on system ( e , 
system pe mete ) and at [Ass gnment  
o gan zat on-def ned nte o  po nts 
w th n the system (e g., subsystems, 
subnetwo ks)] to detect cove t 
exf lt at on of nfo mat on.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes nte o  po nts w th n the system (e g., subsystems, subnetwo ks) whe e commun cat ons t aff c s to be analyzed
( ) to detect cove t exf t at on of nfo mat on, analyzes outbound commun cat ons t aff c at
    the exte nal bounda y of the nfo mat on system ( .e , system pe mete )  and
    -o gan zat on-def ned nte o  po nts w th n the system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng tools and 
techn ques  nfo mat on sy tem des gn documentat on  netwo k d ag am  nfo mat on system mon to ng tools and techn ques 
documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system mon to ng logs o  
eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mon to ng the nfo mat on system  o gan zat onal pe sonnel w th espons b l ty fo  the nt us on detect on 

system].
Test  SELECT FROM  O gan zat onal p ocesses fo  nt us on detect on/ nfo mat on system mon to ng  automated mechan sms 
suppo t ng and/o  mplement ng nt us on detect on/system mon to ng capab l ty  automated mechan sms suppo t ng and/o  
mplement ng analys s of outbound commun cat ons t a f c].

Cove t means that can be used fo  the unautho zed exf t at on of o gan zat onal nfo mat on nclude, fo  example, steganog aphy.

SI-
4 19)

Info mat on System 
Mon to ng - Ind v duals 
Pos ng G eate  R sk

The o gan zat on mplements 
[Ass gnment  o gan zat on-def ned 
add t onal mon to ng] of nd v duals 
who have been dent f ed by 
[Ass gnment  o gan zat on-def ned 
sou ces] as pos ng an nc eased level of 

sk.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes sou ces that dent fy nd v duals who pose an nc ea ed level of sk
( ) def nes add t onal mon to ng to be mplemented on nd v duals who have been dent f ed by o gan zat on-def ned sou ces as 
pos ng an nc eased level of sk  and
( ) mplements o gan zat on-def ned add t onal mon to ng of nd v duals who have been dent f ed by o gan at on-def ned 
sou ces as pos ng an nc eased level of sk.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng  
nfo mat on system des gn documentat on  l st of nd v duals who have been dent f ed as pos ng an nc ea ed level of sk  
nfo mat on system mon to ng tools and techn ques documentat on  nfo mat on system conf gu at on se t ngs and a soc ated 

documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mon to ng the nfo mat on system].

Test  SELECT FROM  O gan zat onal p ocesses fo  nfo mat on system mon to ng  automated mechan sms suppo t ng and/o  
mplement ng system mon to ng capab l ty].

Ind cat ons of nc eased sk f om nd v duals can be obta ned f om a va ety of sou ces nclud ng, fo  example, human esou ce eco ds, 
ntell gence agenc es, law enfo cement o gan zat ons, and/o  othe  c ed ble sou ce . The mon to ng of nd v duals s closely coo d nated 

w th management, legal, secu ty, and human esou ces off c als w th n o gan zat ons conduct ng such mon to ng and compl es w th fede al 
leg slat on, Execut ve O de s, pol c es, d ect ves, egulat ons, and standa ds. 

SI-
4 20)

Info mat on System 
Mon to ng - P v leged 
Use

The o gan zat on mplements 
[Ass gnment  o gan zat on-def ned 
add t onal mon to ng] of p v leged 
use s.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes add t onal mon to ng to be mplemented on p v leged use s  and
( ) mplements o gan zat on-def ned add t onal mon to ng of p v leged use s

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng tools and 
techn ques  nfo mat on sy tem des gn documentat on  l st of p v leged u e s  nfo mat on ystem mon to ng tools and 
techn ques documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
mon to ng logs o  eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mon to ng the nfo mat on system].

Test  SELECT FROM  O gan zat onal p ocesses fo  nfo mat on system mon to ng  automated mechan sms suppo t ng and/o  
mplement ng system mon to ng capab l ty].

SI-
4 21)

Info mat on System 
Mon to ng - 
P obat ona y Pe ods

The o gan zat on mplements 
[Ass gnment  o gan zat on-def ned 
add t onal mon to ng] of nd v duals 
du ng [Ass gnment  o gan zat on-
def ned p obat ona y pe od].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes add t onal mon to ng to be mplemented on nd v duals du ng p obat ona y pe ods
( ) def nes p obat ona y pe od du ng wh ch o gan zat on-def ned add t onal mon to ng of nd v duals s to be pe fo med  and
( ) mplements o gan zat on-def ned add t onal mon to ng of nd v duals du ng o gan zat on-def ned p obat ona y pe od.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng  
nfo mat on system des gn documentat on  nfo mat on system mon to ng tools and techn ques documentat on  nfo mat on 

system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system mon to ng logs o  eco ds  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mon to ng the nfo mat on system].

Test  SELECT FROM  O gan zat onal p ocesses fo  nfo mat on system mon to ng  automated mechan sms suppo t ng and/o  
mplement ng system mon to ng capab l ty].

SI-
4 22)

Info mat on System 
Mon to ng - 
Unautho zed Netwo k 
Se v ces

The nfo mat on system detects netwo k 
se v ces that have not been autho zed 
o  app oved by [Ass gnment  
o gan zat on-def ned autho zat on o  
app oval p ocesses] and [Select on (one 
o  mo e)  aud ts  ale ts [Ass gnment  
o gan zat on-def ned pe sonnel o  
oles ].

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes autho zat on o  app oval p ocesses fo  netwo k se v ces
( ) the o gan zat on def nes pe sonnel o  oles to be ale ted upon detect on of netwo k se v ces that have not been autho zed o  
app oved by o gan zat on-def ned autho zat on o  app oval p ocesses
( ) the nfo mat on system detects netwo k se v ces that have not been autho ed o  app oved by o gan zat on-def ned 
autho zat on o  app oval p ocesses and does one o  mo e of the fo low ng
    -aud ts  and/o
     -ale ts o gan zat on-def ned pe sonnel o  oles.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng tools and 
techn ques  nfo mat on sy tem des gn documentat on  nfo mat on system mon to ng tools and techn ques documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  documented autho zat on/app oval of netwo k 

se v ces  not f cat ons o  ale ts of unautho zed netwo k se v ces  nfo mat on system mon to ng logs o  eco ds  nfo mat on 
system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal 
pe onnel w th espons b l ty fo  mon to ng the nfo mat on system].
Test  SELECT FROM  O gan zat onal p ocesses fo  nfo mat on system mon to ng  automated mechan sms suppo t ng and/o  
mplement ng system mon to ng capab l ty  automated mechan sms fo  aud t ng netwo k se v ces  automated mechan sms fo  

p ov d ng ale ts].

Unautho zed o  unapp oved netwo k se v ces nclude, fo  example, se v ces n se v ce-o ented a ch tectu es that lack o gan zat onal 
ve f cat on o  val dat on and the efo e may be un el able o  se ve as mal c ous ogues fo  val d se v ces. Related cont ols  AC-6, CM 7, SA 5, 
SA-9.



SI-
4 23)

Info mat on System 
Mon to ng - Host-Based 
Dev ces

The o gan zat on mplements 
[Ass gnment  o gan zat on-def ned host-
based mon to ng mechan sms] at 
[Ass gnment  o gan zat on-def ned 
nfo mat on system components].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes host-based mon to ng mechan sms to be mplemented
( ) def nes nfo mat on system components whe e o gan zat on-def ned host-ba ed mon to ng s to be mplemented  and
( ) mplements o gan zat on-def ned host-based mon to ng mechan sms at o gan zat on-def ned nfo mat on system components.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng tools and 
techn ques  nfo mat on sy tem des gn documentat on  host-based mon to ng mechan sms  nfo mat on system mon to ng tools 
and techn ques documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of nfo mat on 
system components equ ng host-based mon to ng  nfo mat on system mon to ng logs o  eco ds  nfo mat on system aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
o gan zat onal pe sonnel nsta l ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal pe sonnel w th 
espons b l ty fo  mon to ng nfo mat on system hosts].

Test  SELECT FROM  O gan zat onal p ocesses fo  nfo mat on system mon to ng  automated mechan sms suppo t ng and/o  
mplement ng host-based mon to ng capab l ty].

Info mat on system components whe e host-based mon to ng can be mplemented nclude, fo  example, se ve , wo kstat ons, and mob le 
dev ces. O gan zat ons cons de  employ ng host-based mon to ng mechan sms f om mult ple nfo mat on technology p oduct develope s.

SI-
4 24)

Info mat on System 
Mon to ng - Ind cato s 
Of Comp om se

The nfo mat on system d scove s, 
collects, d st butes, and uses nd cato s 
of comp om se.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system
( ) d scove s nd cato s of comp om se
( ) co lects nd cato s of comp om se
( ) d st butes nd cato s of comp om se  and
( v) uses nd cato s of comp om se.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system mon to ng  
nfo mat on system des gn documentat on  nfo mat on system mon to ng tools and techn ques documentat on  nfo mat on 

system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system mon to ng logs o  eco ds  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  System/netwo k adm n st ato s  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es  
system develope  o gan zat onal pe sonnel nstall ng, conf gu ng, and/o  ma nta n ng the nfo mat on system  o gan zat onal 
pe onnel w th espons b l ty fo  mon to ng nfo mat on system hosts].
Test  SELECT FROM  O gan zat onal p ocesses fo  nfo mat on system mon to ng  o gan zat onal p ocesses fo  d scove y, 
co lect on, d st but on, and use of nd cato s of comp om se  automated mechan sms suppo t ng and/o  mplement ng system 
mon to ng capab l ty  automated mechan sms suppo t ng and/o  mplement ng the d scove y, co lect on, d st but on, and use of 
nd cato s of comp om se].

Ind cato s of comp om se ( OC) a e fo ens c a t facts f om nt us ons that a e dent f ed on o gan zat onal nfo mat on systems (at the host o  
netwo k level). IOCs p ov de o gan zat ons w th valuable nfo mat on on ob ects o  nfo mat on sy tems that have been comp om ed. IOCs 
fo  the d scove y of comp om sed hosts can nclude fo  example, the c eat on of eg st y key values. IOCs fo  netwo k t aff c nclude, fo  
example, Un ve sal Resou ce Locato  (URL) o  p otocol elements that nd cate malwa e command and cont ol se ve s. The ap d d st but on 
and adopt on of IOCs can mp ove nfo mat on secu ty by educ ng the t me that nfo mat on systems and o gan zat ons a e vulne able to 
the same explo t o  attack.

SI-5 
Secu ty Ale ts, 
Adv so es, and D ect ves

The o gan zat on
a. Rece ves nfo mat on system secu ty 
ale t , adv so es, and d ect ves f om 
[Ass gnment  o gan zat on-def ned 
exte nal o gan zat ons] on an ongo ng 
bas s
b. Gene ates nte nal secu ty ale ts, 
adv so es, and d ect ves as deemed 
necessa y
c. D ssem nates secu ty ale ts, 
adv so es, and d ect ves to  [Select on 
(one o  mo e)  [Ass gnment  
o gan zat on-def ned pe sonnel o  oles]  
[Ass gnment  o gan zat on-def ned 
elements w th n the o gan zat on]  
[Ass gnment  o gan zat on-def ned 
exte nal o gan zat ons]]  and
d. Implements secu ty d ect ves n 
acco dance w th establ shed t me 
f ames, o  not f es the ssu ng 
o gan zat on of the deg ee of 

l

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes exte nal o gan zat ons f om whom nfo mat on system secu ty ale ts, adv so es and d ect ves a e to be ece ved
( ) ece ves nfo mat on system secu ty ale ts, adv so es, and d ect ves f om o gan zat on-def ned exte nal o gan zat ons on an 
ongo ng bas s
( ) gene ates nte nal secu ty ale ts, adv so es, and d ect ves as deemed necessa y
( v) def nes pe sonnel o  oles to whom secu ty ale ts, adv so es, and d ect ves a e to be p ov ded
(v) def nes elements w th n the o gan zat on to whom secu ty ale ts, adv so es, and d ect ves a e to be p ov ded
(v ) def nes exte nal o gan zat ons to whom secu ty ale ts, adv so es, and d ect ves a e to be p ov ded
(v ) d ssem nates secu ty ale ts, adv so es, and d ect ves to one o  mo e of the follow ng
    -o gan zat on-def ned pe sonnel o  oles
    -o gan zat on-def ned elements w th n the o gan zat on  and/o
    -o gan zat on-def ned exte nal o gan zat ons  and
(v ) mplements secu ty d ect ves n acco dance w th establ shed t me f ames  o
( x) not f es the ssu ng o gan zat on of the deg ee of noncompl ance.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng secu ty ale ts, adv so es, and d ect ves  
eco ds of secu ty ale ts and adv so es  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty ale t and adv so y espons b l t es  o gan zat onal pe sonnel 
mplement ng, ope at ng, ma nta n ng, and us ng the nfo mat on system  o gan zat onal pe sonnel, o gan zat onal elements, 

and/o  exte nal o gan zat ons to whom ale ts, adv so es, and d ect ves a e to be d ssem nated  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  def n ng, ece v ng, gene at ng, d ssem nat ng, and comply ng w th secu ty 
ale ts, adv so es, and d ect ves  automated mechan sms suppo t ng and/o  mplement ng def n t on, ece pt, gene at on, and 
d ssem nat on of secu ty ale ts, adv so es, and d ect ves  automated mechan sms suppo t ng and/o  mplement ng secu ty 
d ect ves].

The Un ted States Compute  Eme gency Read ness Team (US-CERT) gene ates secu ty ale ts and adv so es to ma nta n s tuat onal awa eness 
ac oss the fede al gove nment. Secu ty d ect ves a e ssued by OMB o  othe  des gnated o gan zat ons w th the espons b l ty and autho ty 
to ssue such d ect ves. Compl ance to secu ty d ect ves s es ent al due to the c t cal natu e of many of these d ect ves and the potent al 
mmed ate adve se e fects on o gan zat onal ope at ons and assets, nd v duals, othe  o gan zat ons, and the Nat on should the d ect ves not 

be mplemented n a t mely manne . Exte nal o gan zat ons nclude, fo  example, exte nal m ss on/bus ness pa tne s, supply cha n pa tne s, 
t l    th  t  t   R l t  t l  S -2 SI 5 1) NIST S l P l t  800- 0

SI-
5 1)

Secu ty Ale ts  
Adv so es  And 
D ect ves - Automated 
Ale ts And Adv so es

The o gan zat on employs automated 
mechan sms to make secu ty ale t and 
adv so y nfo mat on ava lable 
th oughout the o gan at on.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on employs automated mechan sms to make secu ty ale t and adv so y nfo mat on ava lable 
th oughout the o gan zat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng secu ty ale ts, adv so es, and d ect ves  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  automated 

mechan sms suppo t ng the d st but on of secu ty ale t and adv so y nfo mat on  eco ds of secu ty ale ts and adv so es  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty ale t and adv so y espons b l t es  o gan zat onal pe sonnel 
mplement ng, ope at ng, ma nta n ng, and us ng the nfo mat on system  o gan zat onal pe sonnel, o gan zat onal elements, 

and/o  exte nal o gan zat ons to whom ale ts and adv so es a e to be d ssem nated  system/netwo k adm n st ato s  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  def n ng, ece v ng, gene at ng, and d s em nat ng secu ty ale ts and adv so es  
automated mechan sms suppo t ng and/o  mplement ng d ssem nat on of secu ty ale ts and adv so es].

The s gn f cant numbe  of changes to o gan zat onal nfo mat on systems and the env onments n wh ch those systems ope ate equ es the 
d ssem nat on of secu ty- elated nfo mat on to a va ety of o gan zat onal ent t es that have a d ect nte est n the success of o gan zat onal 
m ss ons and bus ness funct ons. Ba ed on the nfo mat on p ov ded by the secu ty ale ts and adv so es, changes may be equ ed at one o  
mo e of the th ee t e s elated to the management of nfo mat on secu ty sk nclud ng the gove nance level, m ss on/bus ness 
p ocess/ente p se a ch tectu e level, and the nfo mat on system level.

SI-6 
Secu ty Funct on 
Ve f cat on

The nfo mat on system
a. Ve f es the co ect ope at on of 
[Ass gnment  o gan zat on-def ned 
secu ty funct ons]
b. Pe fo ms th s ve f cat on Select on 
(one o  mo e)  [Ass gnment  
o gan zat on-def ned system t ans t onal 
states]  upon command by use  w th 
app op ate p v lege  [Ass gnment  
o gan zat on-def ned f equency ]
c. Not f es [Ass gnment  o gan zat on-
def ned pe sonnel o  ole ] of fa led 
secu ty ve f cat on te ts  and
d. [Select on (one o  mo e)  shuts the 
nfo mat on system down  esta ts the 
nfo mat on system  [Ass gnment  

o gan zat on-def ned a te nat ve 
act on(s) ] when anomal es a e 
d scove ed.

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes secu ty funct ons to be ve f ed fo  co ect ope at on
( ) the nfo mat on system ve f es the co ect ope at on of o gan zat on-def ned secu ty funct ons
( ) the o gan zat on def nes system t ans t onal states equ ng ve f cat on of o gan zat on-def ned secu ty funct ons
( v) the o gan zat on def nes a f equency to ve fy the co ect ope at on of o gan zat on-def ned secu ty funct ons
(v) the nfo mat on system pe fo ms th s ve f cat on one o  mo e of the fo low ng
    -at o gan zat on-def ned system t ans t onal states
    -upon command by u e  w th app op ate p v lege  and/o
    -w th the o gan zat on-def ned f equency
(v ) the o gan zat on def nes pe sonnel o  oles to be not f ed of fa led secu ty ve f cat on tests
(v ) the nfo mat on system not f es o gan zat on-def ned pe sonnel o  oles of fa led secu ty ve f cat on tests
(v ) the o gan at on def nes alte nat ve act on(s) to be pe fo med when anomal es a e d scove ed
( x) the nfo mat on system pe fo ms one o  mo e of the follow ng act ons when anomal es a e d scove ed
    -shuts the nfo mat on system down
    - esta ts the nfo mat on system  and/o
    -pe fo ms o gan zat on-def ned alte nat ve act on(s).

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng secu ty funct on ve f cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  

ale ts/not f cat ons of fa led secu ty ve f cat on tests  l st of system t ans t on states equ ng secu ty funct onal ty ve f cat on  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty funct on ve f cat on espons b l t es  o gan zat onal pe sonnel 
mplement ng, ope at ng, and ma nta n ng the nfo mat on system  system/netwo k adm n t ato s  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system develope ].

Test  SELECT FROM  O gan zat onal p ocesses fo  secu ty funct on ve f cat on  automated mechan sms suppo t ng and/o  
    

T ans t onal states fo  nfo mat on systems nclude, fo  example, system sta tup, esta t, shutdown, and abo t. Not f cat ons p ov ded by 
nfo mat on systems nclude, fo  example, elect on c ale ts to system adm n st ato s, me sages to local compute  consoles, and/o  ha dwa e 
nd cat ons such as l ghts. Related cont ols  CA-7, CM-6. SI 6 2), SI-6(3) None

SI-
6 1)

Secu ty Funct onal ty 
Ve f cat on [W thd awn] 
- Inco po ated Into SI 6

[W thd awn  Inco po ated nto SI 6].

[W thd awn  Inco po ated nto SI-6].

SI-
6 2)

Secu ty Funct on 
Ve f cat on - 
Automat on Suppo t Fo  
D st buted Test ng

The nfo mat on system mplements 
automated mechan sms to suppo t fo  
the management of d t buted secu ty 
test ng.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system mplements automated mechan sms to suppo t the management of d st buted secu ty 
test ng.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng secu ty funct on ve f cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty funct on ve f cat on espons b l t es  o gan zat onal pe sonnel 
mplement ng, ope at ng, and ma nta n ng the nfo mat on system  system/netwo k adm n t ato s  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  secu ty funct on ve f cat on  automated mechan sms suppo t ng and/o  
mplement ng the management of d st buted secu ty test ng].

Related cont ol  SI-2.

SI-
6 3)

Secu ty Funct on 
Ve f cat on - Repo t 
Ve f cat on Results

The o gan zat on epo ts the esu ts of 
secu ty funct on ve f cat on to 
[Ass gnment  o gan zat on-def ned 
pe sonnel o  oles].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on  
( ) def nes pe sonnel o  oles des gnated to ece ve the esults of secu ty funct on ve f cat on  and
( ) epo ts the esu ts of secu ty funct on ve f cat on to o gan zat on-def ned pe sonnel o  oles. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng secu ty funct on ve f cat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  eco ds of 

secu ty funct on ve f cat on esults  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th secu ty funct on ve f cat on espons b l t es  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  epo t ng secu ty funct on ve f cat on esults  automated mechan sms 
suppo t ng and/o  mplement ng the epo t ng of secu ty funct on ve f cat on esults].

O gan zat onal pe sonnel w th potent al nte est n secu ty funct on ve f cat on esults nclude, fo  example, sen o  nfo mat on secu ty 
o f ce s, nfo mat on system secu ty manage s, and nfo mat on systems secu ty off ce s. Related cont ols  SA-12, SI-4, SI-5.



SI-7 
Softwa e, F mwa e, and 
Info mat on Integ ty

The o gan zat on employs nteg ty 
ve f cat on tools to detect unautho zed 
changes to [Ass gnment  o gan zat on-
def ned softwa e, f mwa e, and 
nfo mat on].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes softwa e equ ng nteg ty ve f cat on tools to be employed to detect unautho ed changes
( ) def nes f mwa e equ ng nteg ty ve f cat on tools to be employed to detect unautho zed changes
( ) def nes nfo mat on equ ng nteg ty ve f cat on tools to be employed to detect unautho zed changes
( v) employs nteg ty ve f cat on tools to detect unautho zed changes to o gan zat on-def ned
    -so twa e
    f mwa e  and
    - nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng softwa e, f mwa e, and nfo mat on 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nteg ty ve f cat on tools and assoc ated documentat on  eco ds gene ated/t gge ed f om nteg ty ve f cat on tools ega d ng 

unautho zed so twa e, f mwa e, and nfo mat on changes  nfo mat on system aud t eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  so twa e, f mwa e, and/o  nfo mat on nteg ty  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  Softwa e, f mwa e, and nfo mat on nteg ty ve f cat on tools].

Unautho zed changes to so twa e, f mwa e, and nfo mat on can occu  due to e o s o  mal c ous act v ty (e.g., tampe ng). Softwa e 
ncludes, fo  example, ope at ng systems (w th key nte nal components such as ke nels, d ve s), m ddlewa e, and appl cat ons. F mwa e 
ncludes, fo  example, the Bas c Input Output System (BIOS). Info mat on ncludes metadata such as ecu ty att butes assoc ated w th 
nfo mat on. State-of the-p act ce nteg ty-check ng mechan sms (e.g., pa ty checks, cycl cal edundancy checks, c yptog aph c hashes) and 

assoc ated tools can automat cally mon to  the nteg ty of nfo mat on systems and hosted appl cat ons. Related cont ols  SA-12, SC-8, SC-
13, SI-3.

SI 7 1), SI-7(2), SI-7(3), SI-7(5), SI 7 6), SI 7 7), SI-7(8), SI-7(9), SI-7(1-), 
SI 7 11), SI 7 12), SI 7(13), SI-7(14), SI-7(15), SI-7(16) NIST Spec al Publ cat ons 800 147, 800 155.

SI-
7 1)

Softwa e  F mwa e  And 
Info mat on Integ ty - 
Integ ty Checks

The nfo mat on system pe fo ms an 
nteg ty check of [Ass gnment  

o gan zat on-def ned softwa e, f mwa e, 
and nfo mat on] Select on (one o  
mo e)  at sta tup  at [Ass gnment  
o gan zat on-def ned t ans t onal states 
o  secu ty- elevant events]  
[Ass gnment  o gan zat on-def ned 
f equency]].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes
    -so twa e equ ng nteg ty checks to be pe fo med
    f mwa e equ ng nteg ty checks to be pe fo med
    - nfo mat on equ ng nteg ty checks to be pe fo med
( ) the o gan zat on def nes t ans t onal states o  secu ty- elevant events equ ng nteg ty checks of o gan zat on-def ned
    -so twa e
    f mwa e
    - nfo mat on
(  )the o gan zat on def nes a f equency w th wh ch to pe fo m an nteg ty check of o gan zat on-def ned
    -so twa e
    f mwa e
    - nfo mat on
( v) the nfo mat on system pe fo ms an nteg ty check of o gan zat on-def ned so twa e, f mwa e, and nfo mat on one o  mo e 
of the fo low ng
    -at sta tup
    -at o gan zat on-def ned t ans t onal states o  secu ty- elevant events  and/o
    -w th the o gan zat on-def ned f equency. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng softwa e, f mwa e, and nfo mat on 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nteg ty ve f cat on tools and assoc ated documentat on  eco ds of nteg ty scans  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  so twa e, f mwa e, and/o  nfo mat on nteg ty  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s  ystem develope ].
Test  SELECT FROM  Softwa e, f mwa e, and nfo mat on nteg ty ve f cat on tools].

Secu ty- elevant events nclude, fo  example, the dent f cat on of a new th eat to wh ch o gan zat onal nfo mat on systems a e suscept ble, 
and the nsta lat on of new ha dwa e, softwa e, o  f mwa e. T ans t onal states nclude, fo  example, system sta tup, esta t, shutdown, and 
abo t.

SI-
7 2)

Softwa e  F mwa e  And 
Info mat on Integ ty - 
Automated Not f cat ons 
Of Integ ty V olat ons

The o gan zat on employs automated 
tools that p ov de not f cat on to 
[Ass gnment  o gan zat on-def ned 
pe sonnel o  oles] upon d scove ng 
d sc epanc es du ng nteg ty 

f t

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes pe sonnel o  oles to whom not f cat on s to be p ov ded upon d scove ng d sc epanc es du ng nteg ty ve f cat on  
and
( ) employs automated tools that p ov de not f cat on to o gan zat on-def ned pe sonnel o  oles upon d scove ng d sc epanc es 
du ng nteg ty ve f cat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng softwa e, f mwa e, and nfo mat on 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nteg ty ve f cat on tools and assoc ated documentat on  eco ds of nteg ty scans  automated tools suppo t ng ale ts and 

not f cat ons fo  nteg ty d sc epanc es  ale ts/not f cat ons p ov ded upon d cove ng d sc epanc es du ng nteg ty ve f cat ons  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  so twa e, f mwa e, and/o  nfo mat on nteg ty  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Softwa e, f mwa e, and nfo mat on nteg ty ve f cat on tools  automated mechan sms p ov d ng nteg ty 
d sc epancy not f cat ons].

The use of automated tools to epo t nteg ty v olat ons and to not fy o gan at onal pe onnel n a t mely matte  s an essent al p ecu so  to 
effect ve sk esponse. Pe sonnel hav ng an nte est n nteg ty v olat ons nclude, fo  example, m ss on bus ness owne s, nfo mat on system 

 t  t t  ft  l  t  t t   f t  t  f

SI-
7 3)

Softwa e  F mwa e  And 
Info mat on Integ ty - 
Cent a ly Managed 
Integ ty Tools

The o gan zat on employs cent ally 
managed nteg ty ve f cat on tools.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on employs cent ally managed nteg ty ve f cat on tools. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng softwa e, f mwa e, and nfo mat on 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nteg ty ve f cat on tools and assoc ated documentat on  eco ds of nteg ty scans  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  cent al management of nteg ty ve f cat on tools  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng cent al management of nteg ty ve f cat on tools].

Related cont ols  AU-3, SI-2, SI-8.

SI-
7 4)

Softwa e And 
Info mat on Integ ty 
[W thd awn] - 
Inco po ated Into SA-12

[W thd awn  Inco po ated nto SA 12].

[W thd awn  Inco po ated nto SA-12].

SI-
7 5)

Softwa e  F mwa e  And 
Info mat on Integ ty - 
Automated Response To 
Integ ty V olat ons

The nfo mat on system automat cally 
[Select on (one o  mo e)  shuts the 
nfo mat on system down  esta ts the 
nfo mat on system  mplements 

[Ass gnment  o gan zat on-def ned 
secu ty safegua ds]] when nteg ty 
v olat ons a e d scove ed.

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes secu ty safegua ds to be mplemented when nteg ty v olat ons a e d scove ed
( ) the nfo mat on system automat ca ly pe fo ms one o  mo e of the follow ng act ons when nteg ty v olat ons a e d scove ed
    -shuts the nfo mat on system down
    - esta ts the nfo mat on system  and/o
    - mplements the o gan zat on-def ned secu ty safegua ds.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng softwa e, f mwa e, and nfo mat on 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nteg ty ve f cat on tools and assoc ated documentat on  eco ds of nteg ty scans  eco ds of nteg ty checks and esponses to 
nteg ty v olat ons  nfo mat on aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  so twa e, f mwa e, and/o  nfo mat on nteg ty  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s  ystem develope ].
Test  SELECT FROM  Softwa e, f mwa e, and nfo mat on nteg ty ve f cat on tools  automated mechan sms p ov d ng an 
automated esponse to nteg ty v olat ons  automated mechan sms suppo t ng and/o  mplement ng secu ty safegua ds to be 
mplemented when nteg ty v olat ons a e d scove ed].

Test  SELECT FROM  Softwa e nteg ty p otect on and ve f cat on capab l ty].

O gan zat ons may def ne d ffe ent nteg ty check ng and anomaly esponses  ( ) by type of nfo mat on (e g., f mwa e, softwa e, use  data)  
( ) by spec f c nfo mat on (e.g., boot f mwa e, boot f mwa e fo  a spec f c types of mach nes)  o  ( ) a comb nat on of both. Automat c 
mplementat on of spec f c safegua ds w th n o gan zat onal nfo mat on systems ncludes, fo  example, eve s ng the changes, halt ng the 
nfo mat on system, o  t gge ng aud t ale ts when unautho zed mod f cat ons to c t cal secu ty f les occu .
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Softwa e  F mwa e  And 
Info mat on Integ ty - 
C yptog aph c P otect on

The nfo mat on system mplements 
c yptog aph c mechan sms to detect 
unautho zed changes to softwa e, 
f mwa e, and nfo mat on.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system employs c yptog aph c mechan sm to detect unautho zed changes to
    -so twa e
    f mwa e  and
    - nfo mat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng softwa e, f mwa e, and nfo mat on 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  

c yptog aph c mechan sms and assoc ated documentat on  eco ds of detected unautho zed changes to softwa e, f mwa e, and 
nfo mat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  so twa e, f mwa e, and/o  nfo mat on nteg ty  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s  ystem develope ].
Test  SELECT FROM  Softwa e, f mwa e, and nfo mat on nteg ty ve f cat on tools  c yptog aph c mechan sms mplement ng 
softwa e, f mwa e, and nfo mat on nteg ty].

C yptog aph c mechan sms used fo  the p otect on of nteg ty nclude, fo  example, d g tal s gnatu es and the computat on and appl cat on 
of s gned hashes us ng asymmet c c yptog aphy, p otect ng the conf dent al ty of the key used to gene ate the hash, and us ng the publ c 
key to ve fy the hash nfo mat on. Related cont ol  SC 13.
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Softwa e  F mwa e  And 
Info mat on Integ ty - 
Integ at on Of Detect on 
And Response

The o gan zat on nco po ates the 
detect on of unautho zed [Ass gnment  
o gan zat on-def ned secu ty- elevant 
changes to the nfo mat on system] nto 
the o gan zat onal nc dent esponse 
capab l ty.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes unautho zed secu ty- elevant changes to the nfo mat on system  and
( ) nco po ates the detect on of unautho zed o gan zat on-def ned secu ty- elevant changes to the nfo mat on nto the 
o gan zat onal nc dent esponse capab l ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng softwa e, f mwa e, and nfo mat on 
nteg ty  p ocedu es add ess ng nc dent esponse  nfo mat on system des gn documentat on  nfo mat on system conf gu at on 

sett ngs and assoc ated documentat on  nc dent esponse eco ds  nfo mat on aud t eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  so twa e, f mwa e, and/o  nfo mat on nteg ty  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  o gan at onal pe onnel w th nc dent esponse 
espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  nco po at ng detect on of unautho zed secu ty- elevant changes nto the 
nc dent esponse capab l ty  softwa e, f mwa e, and nfo mat on nteg ty ve f cat on tools  automated mechan sms uppo t ng 

and/o  mplement ng nco po at on of detect on of unautho zed secu ty- elevant changes nto the nc dent esponse capab l ty].

Th s cont ol enhancement helps to ensu e that detected events a e t acked, mon to ed, co ected, and ava lable fo  h sto cal pu poses. 
Ma nta n ng h sto cal eco ds s mpo tant both fo  be ng able to dent fy and d sce n adve sa y act ons ove  an extended pe od of t me and 
fo  poss ble legal act ons. Secu ty- elevant changes nclude, fo  example, unautho zed changes to establ shed conf gu at on se t ngs o  
unautho zed elevat on of nfo mat on system p v leges. Related cont ols  IR-4, IR-5, SI-4.
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Softwa e  F mwa e  And 
Info mat on Integ ty - 
Aud t ng Capab l ty Fo  
S gn f cant Events

The nfo mat on system, upon detect on 
of a potent al nteg ty v olat on, 
p ov des the capab l ty to aud t the 
event and n t ates the follow ng act ons  
[Select on (one o  mo e)  gene ates an 
aud t eco d  ale ts cu ent use  ale ts 
[Ass gnment  o gan zat on-def ned 
pe sonnel o  oles]  [Ass gnment  
o gan zat on-def ned othe  act ons]].

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes pe sonnel o  oles to be ale ted upon detect on of a potent al nteg ty v olat on
( ) the o gan zat on def nes othe  act ons to be taken upon detect on of a potent al nteg ty v olat on  
( ) the nfo mat on system, upon detect on of a potent al nteg ty v olat on, p ov des the capab l ty to aud t the event
( v) the nfo mat on system, upon detect on of a potent al nteg ty v olat on, n t ates one o  mo e of the follow ng act ons
    -gene ates an aud t eco d
    -ale ts cu ent use
    -ale ts o gan zat on-def ned pe sonnel o  oles  and/o
    -o gan zat on-def ned othe  act ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng softwa e, f mwa e, and nfo mat on 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nteg ty ve f cat on tools and assoc ated documentat on  eco ds of nteg ty scans  nc dent espon e eco ds, l st of secu ty-
elevant changes to the nfo mat on sy tem  automated tools suppo t ng ale ts and not f cat ons f unautho zed secu ty changes 

a e detected  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  so twa e, f mwa e, and/o  nfo mat on nteg ty  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s  ystem develope ].
Test  SELECT FROM  Softwa e, f mwa e, and nfo mat on nteg ty ve f cat on tools  automated mechan sms suppo t ng and/o  
mplement ng the capab l ty to aud t potent al nteg ty v olat ons  automated mechan sms suppo t ng and/o  mplement ng ale ts 

about potent al nteg ty v olat ons].

O gan zat ons select esponse act ons based on types of softwa e, spec f c softwa e, o  nfo mat on fo  wh ch the e a e potent al nteg ty 
v olat ons. Related cont ols  AU-2, AU-6, AU 12.
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Softwa e  F mwa e  And 
Info mat on Integ ty - 
Ve fy Boot P oce s

The nfo mat on system ve f es the 
nteg ty of the boot p ocess of 

[Ass gnment  o gan zat on-def ned 
dev ces].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes dev ces equ ng nteg ty ve f cat on of the boot p ocess  and
( ) the nfo mat on system ve f es the nteg ty of the boot p ocess of o gan zat on-def ned dev ces.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng softwa e, f mwa e, and nfo mat on 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nteg ty ve f cat on tools and assoc ated documentat on  documentat on  eco ds of nteg ty ve f cat on scans  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  so twa e, f mwa e, and/o  nfo mat on nteg ty  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system develope ].
Test  SELECT FROM  Softwa e, f mwa e, and nfo mat on nteg ty ve f cat on tools  automated mechan sms suppo t ng and/o  
mplement ng nteg ty ve f cat on of the boot p ocess].

Ensu ng the nteg ty of boot p ocesses s c t cal to sta t ng dev ces n known/t ustwo thy states. Integ ty ve f cat on mechan sms p ov de 
o gan zat onal pe sonnel w th assu ance that only t usted code s executed du ng boot p oces es.
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Softwa e  F mwa e  And 
Info mat on Integ ty - 
P otect on Of Boot 
F mwa e

The nfo mat on system mplements 
[Ass gnment  o gan zat on-def ned 
secu ty safegua ds] to p otect the 
nteg ty of boot f mwa e n 

[Ass gnment  o gan zat on-def ned 
]

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes secu ty safegua ds to be mplemented to p otect the nteg ty of boot f mwa e n dev ces
( ) the o gan zat on def nes dev ces equ ng o gan zat on-def ned secu ty safegua ds to be mplemented to p otect the nteg ty 
of boot f mwa e  and
( ) the nfo mat on system mplements o gan zat on-def ned secu ty safegua ds to p otect the nteg ty of boot f mwa e n 
o gan zat on-def ned dev ces.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng softwa e, f mwa e, and nfo mat on 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nteg ty ve f cat on tools and assoc ated documentat on  eco ds of nteg ty ve f cat on scans  nfo mat on system aud t eco ds  

othe  elevant documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  so twa e, f mwa e, and/o  nfo mat on nteg ty  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s  ystem develope ].
Test  SELECT FROM  Softwa e, f mwa e, and nfo mat on nteg ty ve f cat on tools  automated mechan sms suppo t ng and/o  
mplement ng p otect on of the nteg ty of boot f mwa e  safegua ds mplement ng p otect on of the nteg ty of boot f mwa e].

Unautho zed mod f cat ons to boot f mwa e may be nd cat ve of a soph st cated, ta geted cybe  attack. These types of cybe  attacks can 
esu t n a pe manent den al of se v ce (e g , f the f mwa e s co upted) o  a pe s stent mal c ous code p esence (e.g., f code s embedded 

w th n the f mwa e). Dev ces can p otect the nteg ty of the boot f mwa e n o gan zat onal nfo mat on systems by  ( ) ve fy ng the 
nteg ty and authent c ty of a l updates to the boot f mwa e p o  to apply ng changes to the boot dev ces  and ( ) p event ng unautho zed 

 f  f  th  t f
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Softwa e  F mwa e  And 
Info mat on Integ ty - 
Conf ned Env onments 
W th L m ted P v leges

The o gan zat on equ es that 
[Ass gnment  o gan zat on-def ned use -
nsta led softwa e] execute n a conf ned 

phys cal o  v tual mach ne env onment 
w th l m ted p v leges.  

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes use - nsta led softwa e to be executed n a conf ned phys cal o  v tual mach ne env onment w th l m ted p v leges  and
( ) equ es that o gan zat on-def ned use - nsta led softwa e execute n a conf ned phys cal o  v tual mach ne env onment w th 
l m ted p v leges.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng softwa e, f mwa e, and nfo mat on 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  so twa e, f mwa e, and/o  nfo mat on nteg ty  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Softwa e, f mwa e, and nfo mat on nteg ty ve f cat on tools  automated mechan sms suppo t ng and/o  
mplement ng execut on of so twa e n a conf ned env onment (phys cal and/o  v tual)  automated mechan ms suppo t ng 

and/o  mplement ng l m ted p v leges n the conf ned env onment].

O gan zat ons dent fy so twa e that may be of g eate  conce n w th ega d to o g n o  potent al fo  conta n ng mal c ous code. Fo  th s type 
of softwa e, use  nsta lat ons occu  n conf ned env onments of ope at on to l m t o  conta n damage f om mal c ous code that may be 
executed.
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Softwa e  F mwa e  And 
Info mat on Integ ty - 
Integ ty Ve f cat on

The o gan zat on equ es that the 
nteg ty of [Ass gnment  o gan zat on-

def ned use - nstalled so twa e] be 
ve f ed p o  to execut on.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes use - nsta led softwa e equ ng nteg ty ve f cat on p o  to execut on  and
( ) equ es that the nteg ty of o gan zat on-def ned use - nsta led softwa e be ve f ed p o  to execut on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng softwa e, f mwa e, and nfo mat on 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  
nteg ty ve f cat on eco ds  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  so twa e, f mwa e, and/o  nfo mat on nteg ty  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  Softwa e, f mwa e, and nfo mat on nteg ty ve f cat on tools  automated mechan sms suppo t ng and/o  
mplement ng ve f cat on of the nteg ty of use - nstalled softwa e p o  to execut on].

O gan zat ons ve fy the nteg ty of use - nstalled so twa e p o  to execut on to educe the l kel hood of execut ng mal c ous code o  code 
that conta ns e o s f om unautho ed mod f cat ons. O gan zat ons cons de  the p act cal ty of app oaches to ve fy ng softwa e nteg ty 
nclud ng, fo  example, ava lab l ty of checksums of adequate t ustwo th ness f om softwa e develope s o  vendo s.

SI-
7 13)

Softwa e  F mwa e  And 
Info mat on Integ ty - 
Code Execut on In 
P otected Env onments

The o gan zat on a lows execut on of 
b na y o  mach ne-executable code 
obta ned f om sou ces w th l m ted o  no 
wa anty and w thout the p ov s on of 
sou ce code only n conf ned phys cal o  
v tual mach ne env onments and w th 
the expl c t app oval of [Ass gnment  
o gan zat on-def ned pe sonnel o  oles].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) allows execut on of b na y o  mach ne-executable code obta ned f om sou ces w th l m ted o  no wa anty
( ) a lows execut on of b na y o  mach ne-executable code w thout the p ov s on of sou ce code only n conf ned phys cal o  v tual 
mach nes
( ) def nes pe sonnel o  oles equ ed to p ov de expl c t app oval to a low execut on of b na y o  mach ne-executable code  and
( v) allows execut on of b na y o  mach ne-executable code w th the expl c t app oval of o gan zat on-def ned pe sonnel o  oles.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng softwa e, f mwa e, and nfo mat on 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  

app oval eco ds fo  execut on of b na y and mach ne-executable code  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  so twa e, f mwa e, and/o  nfo mat on nteg ty  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s  ystem develope ].
Test  SELECT FROM  Softwa e, f mwa e, and nfo mat on nteg ty ve f cat on tools  automated mechan sms suppo t ng and/o  
mplement ng app ovals fo  execut on of b na y o  mach ne-executable code].

Th s cont ol enhancement appl es to all sou ces of b na y o  mach ne-executable code nclud ng, fo  example, comme c al softwa e/f mwa e 
and open sou ce softwa e.
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Softwa e  F mwa e  And 
Info mat on Integ ty - 
B na y O  Mach ne 
Executable Code

The o gan zat on
(a) P oh b ts the use of b na y o  
mach ne-executable code f om sou ces 
w th l m ted o  no wa anty and w thout 
the p ov s on of sou ce code  and
(b) P ov des except ons to the sou ce 
code equ ement only fo  compell ng 
m ss on/ope at onal equ ements and 
w th the app oval of the autho z ng 
off c al.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) p oh b ts the use of b na y o  mach ne-executable code f om sou ces w th l m ted o  no wa anty
( ) p oh b ts the use of b na y o  mach ne-executable code w thout the p ov s on of sou ce code
( ) p ov des except ons to the sou ce code equ ement only fo  compell ng m ss on equ ements  and
( v) p ov des except ons to the sou ce code equ ement only w th the app oval of the autho z ng off c al.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng softwa e, f mwa e, and nfo mat on 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  

app oval eco ds fo  execut on of b na y and mach ne-executable code  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  so twa e, f mwa e, and/o  nfo mat on nteg ty  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  autho z ng off c al  system netwo k adm n st ato s  system 
develope ].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng p oh b t on of the execut on of b na y o  mach ne-
executable code].

Th s cont ol enhancement appl es to all sou ces of b na y o  mach ne-executable code nclud ng, fo  example, comme c al softwa e/f mwa e 
and open sou ce softwa e. O gan zat ons assess so twa e p oducts w thout accompany ng sou ce code f om sou ces w th l m ted o  no 
wa anty fo  potent al secu ty mpacts. The assessments add ess the fact that these types of so twa e p oducts may be ve y d ff cu t to 
ev ew, epa , o  extend, g ven that o gan zat ons, n most cases, do not have access to the o g nal sou ce code, and the e may be no 

owne s who could make such epa s on behalf of o gan zat ons. Related cont ol  SA-5.
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Softwa e  F mwa e  And 
Info mat on Integ ty - 
Code Authent cat on

The nfo mat on system mplements 
c yptog aph c mechan sms to 
authent cate [Ass gnment  o gan zat on-
def ned softwa e o  f mwa e 
components] p o  to nstallat on.

ASSESSMENT OBJECTIVE
Dete m ne f
( ) the o gan zat on def nes softwa e components to be authent cated by c yptog aph c mechan sms p o  to nstallat on
( ) the o gan zat on def nes f mwa e components to be authent cated by c yptog aph c mechan sms p o  to nstallat on
( ) the nfo mat on system mplements c yptog aph c mechan sms to authent cate o gan zat on-def ned so twa e components 
p o  to nstallat on  and
( v) the nfo mat on system mplements c yptog aph c mechan sms to authent cate o gan zat on-def ned f mwa e components 
p o  to nstallat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng softwa e, f mwa e, and nfo mat on 
nteg ty  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  

c yptog aph c mechan sms and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  so twa e, f mwa e, and/o  nfo mat on nteg ty  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s  ystem develope ].
Test  SELECT FROM  C yptog aph c mechan sms authent cat ng softwa e/f mwa e p o  to nsta lat on].

C yptog aph c authent cat on ncludes, fo  example, ve fy ng that softwa e o  f mwa e components have been d g tally s gned us ng 
ce t f cates ecogn zed and app oved by o gan zat ons. Code s gn ng s an effect ve method to p otect aga nst mal c ous code.
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Softwa e  F mwa e  And 
Info mat on Integ ty - 
T me L m t On P ocess 
Execut on W thout 
Supe v s on

The o gan zat on does not allow 
p ocesses to execute w thout supe v s on 
fo  mo e than [Ass gnment  o gan zat on-
def ned t me pe od].

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes a t me pe od as the max mum pe od allowed fo  p ocesses to execute w thout supe v s on  and
( ) does not allow p ocesses to execute w thout supe v s on fo  mo e than the o gan zat on-def ned t me pe od.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng softwa e and nfo mat on nteg ty  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  so twa e, f mwa e, and/o  nfo mat on nteg ty  
o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es  system/netwo k adm n st ato s  ystem develope ].
Test  SELECT FROM  Softwa e, f mwa e, and nfo mat on nteg ty ve f cat on tools  automated mechan sms suppo t ng and/o  
mplement ng t me l m ts on p ocess execut on w thout supe v s on].

Th s cont ol enhancement add esses p ocesses fo  wh ch no mal execut on pe ods can be dete m ned and s tuat ons n wh ch o gan zat ons 
exceed such pe ods. Supe v s on ncludes, fo  example, ope at ng system t me s, automated esponses, o  manual ove s ght and esponse 
when nfo mat on system p ocess anomal es occu .

SI-8 Spam P otect on

The o gan zat on
a. Employs spam p otect on mechan sms 
at nfo mat on system ent y and ex t 
po nts to detect and take act on on 
unsol c ted messages  and
b. Updates spam p otect on mechan ms 
when new eleases a e ava lable n 
acco dance w th o gan zat onal 
conf gu at on management pol cy and 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) employs spam p otect on mechan sms
    -at nfo mat on system ent y po nts to detect unsol c ted messages
    -at nfo mat on system ent y po nts to take act on on unsol c ted messages
    -at nfo mat on system ex t po nts to detect unsol c ted mes ages
    -at nfo mat on system ex t po nts to take act on on unsol c ted messages  and
( ) updates spam p otect on mechan sms when new eleases a e ava lable n acco dance w th o gan zat onal conf gu at on 
management pol cy and p ocedu es.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  conf gu at on management pol cy and p ocedu es (CM-1)  
p ocedu es add ess ng spam p otect on  spam p otect on mechan sms  eco ds of spam p otect on updates  nfo mat on system 
des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  spam p otect on  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope ].

Test  SELECT FROM  O gan zat onal p ocesses fo  mplement ng spam p otect on  automated mechan sms suppo t ng and/o  
mplement ng spam p otect on].

Info mat on system ent y and ex t po nts nclude, fo  example, f ewa ls, elect on c ma l se ve s, web se ve s, p oxy se ve s, emote-access 
se ve s, wo kstat ons, mob le dev ces, and notebook/laptop compute s. Spam can be t anspo ted by d ffe ent means nclud ng, fo  example, 
elect on c ma l, elect on c ma l a tachments, and web accesses. Spam p otect on mechan sms nclude, fo  example, s gnatu e def n t ons. 
R l t  t l  T-2  T 3  SC-5  SC-7  S -3 SI 8 1)  S -8(2)  S -8(3) NIST S l P l t  800- 5

SI-
8 1)

Spam P otect on - 
Cent al Management

The o gan zat on cent ally manages 
spam p otect on mechan sms.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on cent ally manages spam p otect on mechan sms.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng spam p otect on  spam p otect on 
mechan sms  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  spam p otect on  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].

Test  SELECT FROM  O gan zat onal p ocesses fo  cent al management of spam p otect on  automated mechan ms suppo t ng 
and/o  mplement ng cent al management of spam p otect on].

Cent al management s the o gan zat on-w de management and mplementat on of spam p otect on mechan sms. Cent al management 
ncludes plann ng, mplement ng, assess ng, autho z ng, and mon to ng the o gan zat on-def ned, cent ally managed spam p otect on 

secu ty cont ols. Related cont ols  AU-3, SI-2, SI-7.

SI-
8 2)

Spam P otect on - 
Automat c Updates

The nfo mat on system automat cally 
updates spam p otect on mechan sms.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system automat ca ly updates spam p otect on mechan m .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng spam p otect on  spam p otect on 
mechan sms  eco ds of spam p otect on updates  nfo mat on system des gn documentat on  nfo mat on sy tem conf gu at on 
sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  spam p otect on  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope ].

Test  SELECT FROM  O gan zat onal p ocesses fo  spam p otect on  automated mechan sms suppo t ng and/o  mplement ng 
automat c updates to spam p otect on mechan sms].

SI-
8 3)

Spam P otect on - 
Cont nuous Lea n ng 
Capab l ty

The nfo mat on system mplements 
spam p otect on mechan sms w th a 
lea n ng capab l ty to mo e effect vely 
dent fy leg t mate commun cat ons 

t a f c.

ASSESSMENT OBJECTIVE
Dete m ne f the nfo mat on system mplements spam p otect on mechan sms w th a lea n ng capab l ty to mo e e fect vely 
dent fy leg t mate commun cat ons t aff c.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng spam p otect on  spam p otect on 
mechan sms  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  spam p otect on  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope ].

Test  SELECT FROM  O gan zat onal p ocesses fo  spam p otect on  automated mechan sms suppo t ng and/o  mplement ng 
spam p otect on mechan sms w th a lea n ng capab l ty].

Lea n ng mechan sms nclude, fo  example, Bayes an f te s that espond to use  nputs dent fy ng spec f c t a f c as spam o  leg t mate by 
updat ng algo thm pa amete s and the eby mo e accu ately sepa at ng types of t aff c.

SI-9 

Info mat on Input 
Rest ct ons [W thd awn]  
Inco po ated Into AC-2, 
AC 3, AC 5, AC 6

[W thd awn  Inco po ated nto AC 2, AC-
3, AC-5, AC-6].

[W thd awn  Inco po ated nto AC-2, AC-3, AC-5, AC-6].

SI-10 
Info mat on Input 
Val dat on

The nfo mat on system checks the 
val d ty of [Ass gnment  o gan zat on-
def ned nfo mat on nputs].

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes nfo mat on nputs equ ng val d ty checks  and
( ) the nfo mat on system checks the val d ty of o gan zat on-def ned nfo mat on nputs.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  access cont ol pol cy and p ocedu es  sepa at on of dut es 
pol cy and p ocedu es  p ocedu es add ess ng nfo mat on nput val dat on  documentat on fo  automated tools and appl cat ons 
to ve fy val d ty of nfo mat on  l st of nfo mat on nputs equ ng val d ty checks  nfo mat on system des gn documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  nfo mat on nput val dat on  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope ].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng val d ty checks on nfo mat on nputs].

Check ng the val d syntax and semant cs of nfo mat on system nputs (e.g , cha acte  set, length, nume cal ange, and acceptable values) 
ve f es that nputs match spec f ed def n t ons fo  fo mat and content. Softwa e appl cat ons typ cally follow well-def ned p otocols that use 
st uctu ed messages ( .e , commands o  que es) to commun cate between softwa e modules o  system components. St uctu ed messages 
can conta n aw o  unst uctu ed data nte spe sed w th metadata o  cont ol nfo mat on. f softwa e appl cat ons use attacke -suppl ed 
nputs to const uct st uctu ed messages w thout p ope ly encod ng uch messages, then the attacke  could nse t mal c ous commands o  

spec al cha acte s that can cause the data to be nte p eted as cont ol nfo mat on o  metadata. Consequently, the module o  component 
that ece ves the ta nted output w l pe fo m the w ong ope at ons o  othe w se nte p et the data nco ectly. P esc een ng nputs p o  to 
pass ng to nte p ete s p events the content f om be ng un ntent ona ly nte p eted as commands. Input val dat on helps to ensu e accu ate 
and co ect nputs and p event a tacks such as c o s-s te sc pt ng and a va ety of nject on attacks. SI 10(1), SI 10(2), SI 10(3), SI-10(4), SI-10(5) None



SI-
10(1)

Info mat on Input 
Val dat on - Manual 
Ove de Capab l ty

The nfo mat on system
(a) P ov des a manual ove de capab l ty 
fo  nput val dat on of [Ass gnment  
o gan zat on-def ned nputs]
(b) Rest cts the use of the manual 
ove de capab l ty to only [Ass gnment  
o gan zat on-def ned autho zed 
nd v duals]  and

(c) Aud ts the use of the manual ove de 
capab l ty.

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes nfo mat on nputs fo  wh ch the nfo mat on system p ov des a manual ove de capab l ty fo  nput 
val dat on
( ) the nfo mat on system p ov des a manual ove de capab l ty fo  nput val dat on of o gan zat on-def ned nputs
( ) the o gan zat on def nes autho zed nd v duals who can use the manual ove de capab l ty
( v) the nfo mat on system est cts the use of manual ove de capab l ty to o gan zat on-def ned autho zed nd v duals  and
(v) the nfo mat on system aud ts the use of the manual ove de capab l ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  access cont ol pol cy and p ocedu es  sepa at on of dut es 
pol cy and p ocedu es  p ocedu es add ess ng nfo mat on nput val dat on  nfo mat on system des gn documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system aud t eco ds  othe  elevant 

documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  nfo mat on nput val dat on  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope ].
Test  SELECT FROM  O gan zat onal p ocesses fo  use of manual ove de capab l ty  automated mechan sms suppo t ng and/o  
mplement ng manual ove de capab l ty fo  nput val dat on  automated mechan sms suppo t ng and/o  mplement ng aud t ng 

of the use of manual ove de capab l ty].

Related cont ols   CM-3, CM-5.

SI-
10(2)

Info mat on Input 
Val dat on - Rev ew / 
Resolut on Of E o s

The o gan zat on ensu es that nput 
val dat on e o s a e ev ewed and 
esolved w th n [Ass gnment  

o gan zat on-def ned t me pe od].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes a t me pe od w th n wh ch nput val dat on e o s a e to be ev ewed and esolved  and
( ) ensu es that nput val dat on e o s a e ev ewed and esolved w th n the o gan zat on-def ned t me pe od.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  access cont ol pol cy and p ocedu es  sepa at on of dut es 
pol cy and p ocedu es  p ocedu es add ess ng nfo mat on nput val dat on  nfo mat on system des gn documentat on  
nfo mat on system conf gu at on sett ngs and assoc ated documentat on  ev ew eco ds of nfo mat on nput val dat on e o s 

and esult ng esolut ons  nfo mat on nput val dat on e o  logs o  eco ds  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  nfo mat on nput val dat on  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  ev ew and esolut on of nput val dat on e o s  automated mechan sms 
suppo t ng and/o  mplement ng ev ew and esolut on of nput val dat on e o s].

Resolut on of nput val dat on e o s ncludes, fo  example, co ect ng system c cau es of e o s and esubm tt ng t ansact ons w th co ected 
nput.

SI-
10(3)

Information Input 
Validation - P edictable 
Behavior

The nfo mat on system behaves n a 
p ed ctable and documented manne  
that e lects o gan zat onal and system 
object ves when nval d nputs a e 
ece ved.

ASSESSMENT OBJECTIVE  
Dete m ne f the nfo mat on system behaves n a p ed ctable and documented manne  that e lects o gan zat onal and system 
ob ect ves when nval d nputs a e ece ved.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on nput val dat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  nfo mat on nput val dat on  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope ].
Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng p ed ctable behav o  when nval d nputs a e 
ece ved].

A common vulne ab l ty n o gan zat onal nfo mat on systems s unp ed ctable behav o  when nval d nputs a e ece ved. Th s cont ol 
enhancement ensu es that the e s p ed ctable behav o  n the face of nval d nputs by spec fy ng nfo mat on system esponses that 
fac l tate t ans t on ng the system to known states w thout adve se, un ntended s de effects.

SI-
10(4)

Info mat on Input 
Val dat on - Rev ew / 
T m ng Inte act ons

The o gan zat on accounts fo  t m ng 
nte act ons among nfo mat on system 

components n dete m n ng app op ate 
esponses fo  nval d nputs.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on accounts fo  t m ng nte act ons among nfo mat on system components n dete m n ng app op ate 
esponses fo  nval d nputs.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on nput val dat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  nfo mat on nput val dat on  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope ].
Test  SELECT FROM  O gan zat onal p ocesses fo  dete m n ng app op ate esponses to nval d nputs  automated mechan sms 
suppo t ng and/o  mplement ng esponses to nval d nputs].

In add ess ng nval d nfo mat on sy tem nputs ece ved ac oss p otocol nte faces, t m ng nte faces become elevant, whe e one p otocol 
needs to cons de  the mpact of the e o  esponse on othe  p otocols w th n the p otocol stack. Fo  example, 802 11 standa d w eless 
netwo k p otocols do not nte act well w th T ansm ss on Cont ol P otocols (TCP) when packets a e d opped (wh ch could be due to nval d 
packet nput). TCP assumes packet losses a e due to congest on, wh le packets lost ove  802.11 l nks a e typ cally d opped due to coll s ons 
o  no se on the l nk. If TCP makes a congest on esponse, t takes p ec sely the w ong act on n esponse to a coll s on event. Adve sa es may 
be able to use appa en ly acceptable nd v dual behav o s of the p otocols n conce t to ach eve adve se e fects th ough su table const uct on 
of nval d nput.

SI-
10(5)

Info mat on Input 
Val dat on - Rev ew / 
Rest ct Inputs To T usted 
Sou ces And App oved 
Fo mats

The o gan zat on e t cts the u e of 
nfo mat on nputs to [Ass gnment  

o gan zat on-def ned t usted sou ces] 
and/o  [Ass gnment  o gan zat on-
def ned fo mats].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes t usted sou ces to wh ch the use of nfo mat on nputs s to be est cted
( ) def nes fo mats to wh ch the use of nfo mat on nputs s to be est cted
( ) est cts the use of nfo mat on nputs to
    -o gan zat on-def ned t ust sou ces  and/o
    -o gan zat on-def ned fo mats. 

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on nput val dat on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of 

t usted sou ces fo  nfo mat on nputs  l st of acceptable fo mats fo  nput est ct ons  nfo mat on system aud t eco ds  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  nfo mat on nput val dat on  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope ].
Test  SELECT FROM  O gan zat onal p ocesses fo  est ct ng nfo mat on nputs  automated mechan sms suppo t ng and/o  
mplement ng est ct on of nfo mat on nputs].

Th s cont ol enhancement appl es the concept of wh tel st ng to nfo mat on nputs. Spec fy ng known t usted sou ces fo  nfo mat on nputs 
and acceptable fo mats fo  such nputs can educe the p obab l ty of mal c ous act v ty.

SI-11 E o  Handl ng

The nfo mat on system
a. Gene ates e o  messages that p ov de 
nfo mat on necessa y fo  co ect ve 

act ons w thout eveal ng nfo mat on 
that could be explo ted by adve sa es  
and
b. Reveals e o  messages only to 
[Ass gnment  o gan zat on-def ned 
pe sonnel o  oles].

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the nfo mat on system gene ates e o  messages that p ov de nfo mat on necessa y fo  co ect ve act ons w thout eveal ng 
nfo mat on that could be explo ted by adve sa es

( ) the o gan zat on def nes pe sonnel o  oles to whom e o  messages a e to be evealed  and
( ) the nfo mat on system eveals e o  messages only to o gan zat on-def ned pe sonnel o  oles.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on system e o  handl ng  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  

documentat on p ov d ng st uctu e/content of e o  messages  nfo mat on system aud t eco ds  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  nfo mat on nput val dat on  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope ].
Test  SELECT FROM  O gan zat onal p ocesses fo  e o  handl ng  automated mechan sms suppo t ng and/o  mplement ng e o  
handl ng  automated mechan sms suppo t ng and/o  mplement ng management of e o  messages].

O gan zat ons ca efully cons de  the st uctu e/content of e o  messages. The extent to wh ch nfo mat on systems a e able to dent fy and 
handle e o  cond t ons s gu ded by o gan zat onal pol cy and ope at onal equ ements. Info mat on that could be explo ted by adve sa es 
ncludes, fo  example, e oneous logon attempts w th passwo ds ente ed by m stake as the use name, m ss on/bus ne s nfo mat on that can 

be de ved f om ( f not stated expl c tly by) nfo mat on eco ded, and pe sonal nfo mat on such as account numbe s, soc al secu ty 
numbe s, and c ed t ca d numbe s. In add t on, e o  messages may p ov de a cove t channel fo  t ansm tt ng nfo mat on. Related cont ols  
AU-2, AU 3, SC-31. None None

SI-12 
Info mat on Handl ng and 
Retent on

The o gan zat on handles and eta ns 
nfo mat on w th n the nfo mat on 

system and nfo mat on output f om the 
system n acco dance w th appl cable 
fede al laws, Execut ve O de s, 
d ect ves, pol c es, egulat ons, 
standa ds, and ope at onal 
equ ements.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on, n acco dance w th appl cable fede al laws, Execut ve O de s, d ect ves, pol c es, egulat ons, 
standa ds, and ope at onal equ ements
    handles nfo mat on w th n the nfo mat on system
    handles output f om the nfo mat on system
    - eta ns nfo mat on w th n the nfo mat on system  and
    - eta ns output f om the nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  fede al laws, Execut ve O de s, d ect ves, pol c e , egulat ons, 
standa ds, and ope at onal equ ements appl cable to nfo mat on handl ng and etent on  med a p otect on pol cy and 
p ocedu es  p ocedu es add ess ng nfo mat on system output handl ng and etent on  nfo mat on etent on eco ds, othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  nfo mat on handl ng and etent on  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es/netwo k adm n st ato s].
Test  SELECT FROM  O gan zat onal p ocesses fo  nfo mat on handl ng and etent on  automated mechan sms suppo t ng and/o  
mplement ng nfo mat on handl ng and etent on].

Info mat on handl ng and etent on equ ements cove  the full l fe cycle of nfo mat on, n some cases extend ng beyond the d sposal of 
nfo mat on systems. The Nat onal A ch ves and Reco ds Adm n st at on p ov des gu dance on eco ds etent on. Related cont ols  AC-16, AU-

5, AU-11, MP-2, MP-4. None None



SI-13
P ed ctable Fa lu e 
P event on

The o gan zat on
a. Dete m nes mean t me to fa lu e 
(MTTF) fo  [Ass gnment  o gan at on-
def ned nfo mat on system 
components] n spec f c env onments of 
ope at on  and
b. P ov des subst tute nfo mat on 
system components and a means to 
exchange act ve and standby 
components at [Ass gnment  
o gan zat on-def ned MTTF sub t tut on 
c te a].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes nfo mat on system components fo  wh ch mean t me to fa lu e (MTTF) should be dete m ned
( ) dete m nes MTTF fo  o gan zat on-def ned nfo mat on system components n spec f c env onments of ope at on
( ) def nes MTTF subst tut on c te a to be used as a means to exchange act ve and standby components
( v) p ov des subst tute nfo mat on system components at o gan zat on-def ned MTTF subst tut on c te a  and 
(v) p ov des a means to exchange act ve and standby components at o gan zat on-def ned MTTF subst tut on c te a.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng p ed ctable fa lu e p event on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of MTTF 

subst tut on c te a  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  MTTF dete m nat ons and act v t es  o gan zat onal 
pe onnel w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  o gan zat onal pe sonnel w th cont ngency 
plann ng espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng MTTF].

Wh le MTTF s p ma ly a el ab l ty ssue, th s cont ol add esses potent al fa lu es of spec f c nfo mat on system components that p ov de 
secu ty capab l ty. Fa lu e ates eflect nstallat on-spec f c cons de at on, not ndust y-ave age. O gan zat ons def ne c te a fo  subst tut on 
of nfo mat on system components based on MTTF value w th cons de at on fo  esult ng potent al ha m f om component fa lu es. T an fe  
of espons b l t es between act ve and standby components does not comp om se safety, ope at onal ead ne s, o  secu ty capab l ty (e g., 
p ese vat on of state va ables). Standby components ema n ava lable at all t mes except fo  ma ntenance ssues o  ecove y fa lu es n 
p og ess. Related cont ols  CP 2, CP 10, MA 6. SI 13(1), SI 13(3), SI 13(4), SI-13(5) None

SI-
13(1)

P ed ctable Fa lu e 
P event on - T an fe ng 
Component 
Respons b l t es

The o gan zat on takes nfo mat on 
system components out of se v ce by 
t ansfe ng component espons b l t es 
to subst tute components no late  than 
[Ass gnment  o gan zat on-def ned 
f act on o  pe centage] of mean t me to 
fa lu e.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes max mum f act on o  pe centage of mean t me to fa lu e w th n wh ch to t ansfe  the espons b l t es of an nfo mat on 
system component that s out of se v ce to a subst tute component  and
( ) takes the nfo mat on system component out of se v ce by t ansfe ng component e pons b l t es to subst tute components no 
late  than o gan zat on-def ned f act on o  pe centage of mean t me to fa lu e.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng p ed ctable fa lu e p event on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  MTTF act v t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  o gan zat onal pe sonnel w th cont ngency plann ng 
espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng MTTF  automated mechan sms suppo t ng and/o  mplement ng 
t ansfe  of component espons b l t es to subst tute components].

SI-
13(2)

P ed ctable Fa lu e 
P event on W thd awn] - 
Inco po ated Into S -7 
(16)

[W thd awn  Inco po ated nto SI 7 (16 ].

[W thd awn  Inco po ated nto SI-7(16)].

SI-
13(3)

P ed ctable Fa lu e 
P event on - Manual 
T ansfe  Between 
Components

The o gan zat on manua ly n t ates 
t ansfe s between act ve and standby 
nfo mat on system components 

[Ass gnment  o gan zat on-def ned 
f equency] f the mean t me to fa lu e 
exceeds [Ass gnment  o gan zat on-

f  t  ]

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes the m n mum f equency w th wh ch the o gan zat on manually n t ates a t ansfe  between act ve and standby 
nfo mat on system components f the mean t me to fa lu e exceeds the o gan zat on-def ned t me pe od

( ) def nes the t me pe od that the mean t me to fa lu e must exceed befo e the o gan zat on manually n t ates a t ansfe  
between act ve and standby nfo mat on system components  and
( ) manually n t ates t ansfe s between act ve and standby nfo mat on system components at the o gan at on-def ned 
f equency f the mean t me to fa lu e exceeds the o gan zat on-def ned t me pe od.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng p ed ctable fa lu e p event on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on 

system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  MTTF act v t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  o gan zat onal pe sonnel w th cont ngency plann ng 
espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng MTTF and conduct ng the manual t ansfe  between act ve and 
standby components].

SI-
13(4)

P ed ctable Fa lu e 
P event on - Standby 
Component Insta lat on / 
Not f cat on

The o gan zat on, f nfo mat on system 
component fa lu es a e detected
(a) Ensu es that the standby components 
a e successfully and t anspa ently 
nsta led w th n [Ass gnment  

o gan zat on-def ned t me pe od]  and
(b) [Select on (one o  mo e)  act vates 
[Ass gnment  o gan zat on-def ned 
ala m]  automat cally shuts down the 
nfo mat on system].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes a t me pe od fo  standby nfo mat on system components to be successfu ly and t anspa ently nstalled when 
nfo mat on system component fa lu es a e detected

( ) ensu es that the standby components a e successfully and t anspa en ly nsta led w th n the o gan zat on-def ned t me pe od
( ) def nes an ala m to be act vated when nfo mat on system component fa lu es a e detected
( v) f nfo mat on ystem component fa lu es a e detected, does one o  mo e of the follow ng
    -act vates the o gan zat on-def ned ala m  and/o
    -automat cally shuts down the nfo mat on system.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng p ed ctable fa lu e p event on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st of 

act ons to be taken once nfo mat on system component fa lu e s detected  nfo mat on system aud t eco ds  othe  elevant 
documents o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  MTTF act v t es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  o gan zat onal pe sonnel w th cont ngency plann ng 
espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng MTTF  automated mechan sms suppo t ng and/o  mplement ng 
t anspa ent nsta lat on of standby components  automated mechan sms suppo t ng and/o  mplement ng ala ms o  system 
shutdown f component fa lu es a e detected].

Automat c o  manual t ansfe  of components f om standby to act ve mode can occu , fo  example, upon detect on of component fa lu es.

SI-
13(5)

P ed ctable Fa lu e 
P event on - Fa love  
Capab l ty

The o gan zat on p ov des Select on  
eal t me  nea  eal-t me] [Ass gnment  

o gan zat on-def ned fa love  capab l ty] 
fo  the nfo mat on system.

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes fa love  capab l ty to be p ov ded fo  the nfo mat on system
( ) p ov des one of the fo low ng o gan zat on-def ned fa love  capab l t es fo  the nfo mat on system
    - eal-t me fa love  capab l ty  and/o
    -nea  eal-t me fa love  capab l ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng p ed ctable fa lu e p event on  
nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  

documentat on desc b ng fa love  capab l ty p ov ded fo  the nfo mat on system  nfo mat on system aud t eco ds  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  fa love  capab l ty  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  o gan zat onal pe sonnel w th cont ngency plann ng 
espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  manag ng fa love  capab l ty  automated mechan sms suppo t ng and/o  
mplement ng fa love  capab l ty].

Fa love  efe s to the automat c sw tchove  to an a te nate nfo mat on system upon the fa lu e of the p ma y nfo mat on system. Fa love  
capab l ty ncludes, fo  example, nco po at ng m o ed nfo mat on system ope at ons at a te nate p ocess ng s tes o  pe od c data 
m o ng at egula  nte vals def ned by ecove y t me pe ods of o gan zat ons.

SI-14 Non-Pe s stence

The o gan zat on mplements non-
pe s stent [Ass gnment  o gan zat on-
def ned nfo mat on system components 
and se v ces] that a e n t ated n a 
known state and te m nated [Select on 
(one o  mo e)  upon end of sess on of 
use  pe od cally at [Ass gnment  
o gan zat on-def ned f equency ].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes non-pe s stent nfo mat on system components and se v ces to be mplemented
( ) def nes a f equency to te m nate non-pe s stent o gan zat on-def ned components and se v ces that a e n t ated n a known 
state
( ) mplements non-pe s stent o gan zat on-def ned nfo mat on ystem components and se v ces that a e n t ated n a known 
state and te m nated one o  mo e of the follow ng
    -upon end of sess on of use  and/o
    -pe od ca ly at the o gan zat on-def ned f equency.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng non-pe s stence fo  nfo mat on system 
components  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  non-pe s stence  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope ].

Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng n t at on and te m nat on of non-pe s stent 
components].

Th s cont ol m t gates sk f om advanced pe s stent th eats (APTs) by s gn f cantly educ ng the ta get ng capab l ty of adve a es ( .e., 
w ndow of oppo tun ty and ava lable attack u face) to n t ate and complete cybe  attacks. By mplement ng the concept of non-pe s stence 
fo  selected nfo mat on system components, o gan zat ons can p ov de a known state comput ng esou ce fo  a spec f c pe od of t me that 
does not g ve adve sa es su f c ent t me on ta get to explo t vulne ab l t es n o gan zat onal nfo mat on systems and the env onments n 
wh ch those systems ope ate. S nce the advanced pe s stent th eat s a h gh-end th eat w th ega d to capab l ty, ntent, and ta get ng, 
o gan zat ons assume that ove  an extended pe od of t me, a pe centage of cybe  attacks w l be uccessful. Non-pe s stent nfo mat on 
system components and se v ces a e act vated as equ ed us ng p otected nfo mat on and te m nated pe od cally o  upon the end of 
sess ons. Non-pe s stence nc eases the wo k facto  of adve sa es n a tempt ng to comp om se o  b each o gan zat onal nfo mat on 
systems.
Non-pe s stent system components can be mplemented, fo  example, by pe od cally e- mag ng components o  by us ng a va ety of 
common v tual zat on techn ques. Non-pe s stent se v ces can be mplemented us ng v tual zat on techn ques as pa t of v tual mach nes o  
as new nstances of p ocesses on phys cal mach nes (e the  pe s stent o  non-pe s stent).The benef t of pe od c ef eshes of nfo mat on 
system components/se v ces s that t does not equ e o gan zat ons to f st dete m ne whethe  comp om ses of components o  se v ces 
have occu ed (someth ng that may o ten be d ff cu t fo  o gan zat ons to dete m ne). The ef esh of selected nfo mat on system 
components and se v ces occu s w th suff c ent f equency to p event the sp ead o  ntended mpact of attacks, but not w th such f equency 
that t makes the nfo mat on system unstable. In some nstances, ef eshes of c t cal components and se v ces may be done pe od ca ly n 
o de  to h nde  the ab l ty of adve sa es to explo t opt mum w ndows of vulne ab l t es. Related cont ols  SC 30, SC 34. SC-14 1) None

SI-
14(1)

Non-Pe s stence - Ref esh 
F om T usted Sou ces

The o gan zat on ensu es that softwa e 
and data employed du ng nfo mat on 
system component and se v ce ef eshes 
a e obta ned f om [Ass gnment  
o gan zat on-def ned t usted sou ces].

ASSESSMENT OBJECTIVE  
Dete m ne f the o gan zat on
( ) def nes t usted sou ces f om wh ch softwa e and data employed du ng nfo mat on system component and se v ce ef eshes 
a e to be obta ned  and
( ) ensu es that softwa e and data employed du ng nfo mat on system component and se v ce ef eshes a e obta ned f om 
o gan zat on-def ned t usted sou ce .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng non-pe s stence fo  nfo mat on system 
components  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated 
documentat on  nfo mat on system aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  obta n ng component and se v ce ef eshes f om t usted 
sou ces  o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  def n ng and obta n ng component and se v ce ef eshes f om t usted sou ces  
automated mechan sms suppo t ng and/o  mplement ng component and se v ce ef eshes].

T usted sou ces nclude, fo  example, softwa e/data f om w te-once, ead-only med a o  f om selected off l ne secu e sto age fac l t es.



SI-15
Info mat on Output 
F te ng

The nfo mat on system val dates 
nfo mat on output f om [Ass gnment  

o gan zat on-def ned softwa e p og ams 
and/o  appl cat ons] to ensu e that the 
nfo mat on s cons stent w th the 

expected content.

ASSESSMENT OBJECTIVE  
Dete m ne f
( ) the o gan zat on def nes softwa e p og ams and/o  appl cat ons whose nfo mat on output equ es val dat on to ensu e that the 
nfo mat on s cons stent w th the expected content  and

( ) the nfo mat on system val dates nfo mat on output f om o gan zat on-def ned softwa e p og ams and/o  appl cat ons to 
ensu e that the nfo mat on s cons tent w th the expected content.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng nfo mat on output f lte ng  nfo mat on 
system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  nfo mat on system 
aud t eco ds  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  val dat ng nfo mat on output  o gan zat onal pe sonnel 
w th nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope ].
Test  SELECT FROM  O gan zat onal p ocesses fo  val dat ng nfo mat on output  automated mechan sms suppo t ng and o  
mplement ng nfo mat on output val dat on].

Ce ta n types of cybe  attacks (e.g , SQL nject ons) p oduce output esults that a e unexpected o  ncons stent w th the output esults that 
would no mally be expected f om so twa e p og ams o  appl cat ons. Th s cont ol enhancement focuses on detect ng ext aneous content, 
p event ng such ext aneous content f om be ng d splayed, and ale t ng mon to ng tools that anomalous behav o  has been d scove ed. 
Related cont ols  SI-3, SI-4. None None

SI-16 Memo y P otect on

The nfo mat on system mplements 
[Ass gnment  o gan zat on-def ned 
secu ty safegua ds] to p otect ts 
memo y f om unautho zed code 
execut on.

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes secu ty safegua ds to be mplemented to p otect nfo mat on system memo y f om unautho zed code 
execut on  and
( ) the nfo mat on system mplements o gan zat on-def ned secu ty safegua ds to p otect ts memo y f om unautho zed code 
execut on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng memo y p otect on fo  the nfo mat on 
system  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st 
of secu ty safegua ds p otect ng nfo mat on system memo y f om unautho zed code execut on  nfo mat on system aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  memo y p otect on  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope ].

Test  SELECT FROM  Automated mechan sms suppo t ng and/o  mplement ng safegua ds to p otect nfo mat on system memo y 
f om unautho zed code execut on].

Some adve sa es launch attacks w th the ntent of execut ng code n non-executable eg ons of memo y o  n memo y locat ons that a e 
p oh b ted. Secu ty safegua ds employed to p otect memo y nclude, fo  example, data execut on p event on and add ess space layout 
andom zat on. Data execut on p event on safegua ds can e the  be ha dwa e-enfo ced o  softwa e-enfo ced w th ha dwa e p ov d ng the 

g eate  st ength of mechan sm. Related cont ols  AC 25, SC 3. None None

SI-17 Fa l-Safe P ocedu es

The nfo mat on system mplements 
[Ass gnment  o gan zat on-def ned fa l-
safe p ocedu es] when [Ass gnment  
o gan zat on-def ned fa lu e cond t ons 

]

ASSESSMENT OBJECTIVE  
Dete m ne f  
( ) the o gan zat on def nes fa l-safe p ocedu es to be mplemented when o gan zat on-def ned fa lu e cond t ons occu
( ) the o gan zat on def nes fa lu e cond t ons esult ng n o gan zat on-def ned fa l- afe p ocedu es be ng mplemented when such 
cond t ons occu  and
( ) the nfo mat on system mplements o gan zat on-def ned fa l-safe p ocedu es when o gan zat on-def ned fa lu e cond t ons 
occu .

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  System and nfo mat on nteg ty pol cy  p ocedu es add ess ng memo y p otect on fo  the nfo mat on 
system  nfo mat on system des gn documentat on  nfo mat on system conf gu at on sett ngs and assoc ated documentat on  l st 
of secu ty safegua ds p otect ng nfo mat on system memo y f om unautho zed code execut on  nfo mat on system aud t 
eco ds  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  fa l-safe p ocedu es  o gan zat onal pe sonnel w th 
nfo mat on secu ty espons b l t es  system/netwo k adm n st ato s  system develope ].

Test  SELECT FROM  O gan zat onal fa l-safe p ocedu es  automated mechan sms suppo t ng and/o  mplement ng fa l-safe 
p ocedu es].

Fa lu e cond t ons nclude, fo  example, loss of commun cat ons among c t cal system components o  between system components and 
ope at onal fac l t es. Fa l-safe p ocedu es nclude, fo  example, ale t ng ope ato  pe sonnel and p ov d ng spec f c nst uct ons on subsequent 
steps to take (e g , do noth ng, eestabl sh system sett ngs, shut down p oces es, esta t the system, o  contact des gnated o gan zat onal 

)  R l t  t l  CP-12  CP-13  SC-2  S -13 N N

PM 1
Info mat on Secu ty 
P og am Plan

 
a. Develops and d ssem nates an 
o gan zat on-w de nfo mat on ecu ty 
p og am plan that
1. P ov des an ove v ew of the 
equ ements fo  the secu ty p og am 

and a desc pt on of the secu ty 
p og am management cont ols and 
common cont ols n place o  planned fo  
meet ng those equ ements
2. Includes the dent f cat on and 
ass gnment of oles, espons b l t es, 
management comm tment, coo d nat on 
among o gan zat onal ent t es, and 
compl ance
3. Reflects coo d nat on among 
o gan zat onal ent t es espons ble fo  
the d fe ent aspects of nfo mat on 
secu ty ( e , techn cal, phys cal, 
pe sonnel, cybe -phys cal)  and
4. Is app oved by a sen o  off c al w th 
espons b l ty and accountab l ty fo  the 
sk be ng ncu ed to o gan zat onal 

ope at ons ( nclud ng m ss on, funct ons, 
mage, and eputat on), o gan zat onal 

assets, nd v duals, othe  o gan zat ons, 
and the Nat on
b. Rev ews the o gan zat on-w de 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops and d ssem nates an o gan zat on-w de nfo mat on secu ty p og am plan that
    -p ov des an ove v ew of the equ ements fo  the secu ty p og am
    -p ov des a desc pt on of the
        (a) secu ty p og am management cont ols n place o  planned fo  meet ng those equ ements
        (b) common cont ols n place o  planned fo  meet ng those equ ements
( ) ncludes the dent f cat on and ass gnment of
    - oles
    - espons b l t es
    -management comm tment
    -coo d nat on among o gan zat onal ent t es
    -compl ance
( ) eflects coo d nat on among o gan zat onal ent t es espons ble fo  the d ffe ent aspects of nfo mat on secu ty ( .e., techn cal, 
phys cal, pe sonnel, cybe -phys cal)
( v) s app oved by a sen o  off c al w th espons b l ty and accountab l ty fo  the sk be ng ncu ed to o gan zat onal ope at ons, 
o gan zat onal assets, nd v duals, othe  o gan zat ons, and the Nat on
(v) def nes the f equency to ev ew the secu ty plan fo  the nfo mat on system
(v ) ev ews the o gan zat on-w de nfo mat on secu ty p og am plan w th the o gan zat on-def ned f equency
(v ) updates the plan to add ess o gan zat onal
    -changes dent f ed du ng plan mplementat on
    -changes dent f ed du ng secu ty cont ol asses ments
    -p oblems dent f ed du ng plan mplementat on
    -p oblems dent f ed du ng secu ty cont ol assessments
(v ) p otects the nfo mat on secu ty p og am plan f om unautho zed
    -d sclosu e  and
    -mod f cat on.

Info mat on secu ty p og am plans can be ep esented n s ngle documents o  comp lat ons of documents at the d sc et on of o gan zat ons. 
The plans document the p og am management cont ols and o gan zat on-def ned common cont ols. Info mat on secu ty p og am plans 
p ov de suff c ent nfo mat on about the p og am management cont ols/common cont ols ( nclud ng spec f cat on of pa amete s fo  any 
ass gnment and select on statements e the  expl c tly o  by efe ence) to enable mplementat ons that a e unamb guously compl ant w th 
the ntent of the plans and a dete m nat on of the sk to be ncu ed f the plans a e mplemented as ntended.
The secu ty plans fo  nd v dual nfo mat on systems and the o gan zat on-w de nfo mat on secu ty p og am plan togethe , p ov de 
complete cove age fo  a l secu ty cont ols employed w th n the o gan at on. Common cont ols a e documented n an append x to the 
o gan zat on s nfo mat on secu ty p og am plan unless the cont ols a e ncluded n a sepa ate secu ty plan fo  an nfo mat on system (e.g., 
secu ty cont ols employed as pa t of an nt us on detect on system p ov d ng o gan zat on-w de bounda y p otect on nhe ted by one o  
mo e o gan zat onal nfo mat on systems). The o gan zat on-w de nfo mat on secu ty p og am plan w l nd cate wh ch sepa ate secu ty 
plans conta n desc pt ons of common cont ols. 
O gan zat ons have the flex b l ty to de c be common cont ols n a s ngle document o  n mult ple documents. In the case of mult ple 
documents, the documents desc b ng common cont ols a e ncluded as a tachments to the nfo mat on secu ty p og am plan. If the 
nfo mat on secu ty p og am plan conta ns mu t ple documents, the o gan zat on spec f es n each document the o gan zat onal off c al o  

o f c als espons ble fo  the development, mplementat on, assessment, autho zat on, and mon to ng of the espect ve common cont ols. 
Fo  example, the o gan at on may equ e that the Fac l t es Management O f ce develop, mplement, assess, autho ze, and cont nuously 
mon to  common phys cal and env onmental p otect on cont ols f om the PE fam ly when such cont ols a e not assoc ated w th a pa t cula  
nfo mat on system but nstead, uppo t mult ple nfo mat on systems. Related cont ol  PM 8. None None

PM 2
Sen o  Info mat on 
Secu ty Off ce The o gan zat on appo nts a sen o  

nfo mat on secu ty o f ce  w th the 
m ss on and esou ces to coo d nate, 
develop, mplement, and ma nta n an 
o gan zat on-w de nfo mat on ecu ty 
p og am. 

Dete m ne f the o gan zat on appo nts a sen o  nfo mat on secu ty o f ce  w th the m ss on and esou ces to
( ) coo d nate an o gan zat on-w de nfo mat on secu ty p og am
( ) develop an o gan zat on-w de nfo mat on secu ty p og am
( ) mplement an o gan zat on-w de nfo mat on secu ty p og am  and
( v) ma nta n an o gan zat on-w de nfo mat on secu ty p og am.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on secu ty p og am plan  p ocedu es add ess ng p og am plan development and 
mplementat on  p ocedu es add ess ng p og am plan ev ews and updates  p ocedu es add ess ng coo d nat on of the p og am 

plan w th elevant ent t es  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty p og am plann ng and plan mplementat on 
espons b l t es  sen o  nfo mat on secu ty off ce  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

The secu ty o f ce  desc bed n th s cont ol s an o gan zat onal off c al.  Fo  a fede al agency (as def ned n appl cable fede al laws, Execut ve 
O de s, d ect ves, pol c es, o  egulat ons) th s off c al s the Sen o  Agency Info mat on Secu ty Off ce . O gan zat ons may also efe  to th s 
o f c al as the Sen o  Info mat on Secu ty Off ce  o  Ch ef Info mat on Secu ty Off ce . None None

PM 3
Info mat on Secu ty 
Resou ces

The o gan zat on
a. Ensu es that a l cap tal plann ng and 
nvestment equests nclude the 
esou ces needed to mplement the 
nfo mat on secu ty p og am and 

documents all except ons to th s 
equ ement

b. Employs a bus ness case/Exh b t 
300/Exh b t 53 to eco d the e ou ces 
equ ed  and

c. Ensu es that nfo mat on secu ty 
esou ces a e ava lable fo  expend tu e 

as planned.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) ensu es that all cap tal plann ng and nvestment equests nclude the esou ces needed to mplement the nfo mat on secu ty 
p og am plan
( ) documents a l except ons to the equ ement
( ) employs a bus ness case/Exh b t 300/Exh b t 53 to eco d the esou ces equ ed  and
( v) ensu es that nfo mat on secu ty esou ces a e ava lable fo  expend tu e as planned.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on secu ty p og am plan  Exh b ts 300  Exh b ts 53  bus ness cases fo  cap tal plann ng and 
nvestment  p ocedu es fo  cap tal plann ng and nvestment  documentat on of except ons to cap tal plann ng equ ements  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty p og am plann ng espons b l t es  o gan zat onal 
pe onnel espons ble fo  cap tal plann ng and nvestment  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  cap tal plann ng and nvestment  o gan zat onal p ocesses fo  bus ness 
case/Exh b t 300/Exh b t 53 development  automated mechan sms suppo t ng the cap tal plann ng and nvestment p oce s].

O gan zat ons cons de  establ sh ng champ ons fo  nfo mat on secu ty e fo ts and as pa t of nclud ng the necessa y esou ces, ass gn 
spec al zed expe t se and esou ces as needed. O gan zat ons may des gnate and empowe  an Investment Rev ew Boa d (o  s m la  g oup) to 
manage and p ov de ove s ght fo  the nfo mat on secu ty- elated aspects of the cap tal plann ng and nvestment cont ol p ocess. Related 
cont ols  PM-4, SA-2. None NIST Spec al Publ cat on 800 65.

PM 4
Plan of Act on and 
M lestones P ocess

The o gan zat on
a. Implements a p oce s fo  ensu ng 
that plans of act on and m lestones fo  
the secu ty p og am and assoc ated 
o gan zat onal nfo mat on systems
1. A e developed and ma nta ned
2. Document the emed al nfo mat on 
secu ty act ons to adequately espond 
to sk to o gan zat onal ope at ons and 
assets, nd v duals, othe  o gan zat ons, 
and the Nat on  and
3. A e epo ted n acco dance w th OMB 
FISMA epo t ng equ ements.
b. Rev ews plans of act on and 
m lestones fo  cons stency w th the 
o gan zat onal sk management st ategy 
and o gan zat on-w de p o t es fo  sk 

 t

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) mplements a p ocess fo  ensu ng that plans of act on and m lestones fo  the secu ty p og am and assoc ated o gan zat onal 
nfo mat on systems

    -a e developed
    -a e ma nta ned
( ) document the emed al nfo mat on secu ty act ons to adequately espond to sk to o gan zat onal ope at ons and assets, 
nd v duals, othe  o gan zat ons, and the Nat on

( ) a e epo ted n acco dance w th OMB FISMA epo t ng equ ements
( v) ev ews plans of act on and m lestones fo  cons stency w th
    the o gan zat onal sk management st ategy  and
    -o gan zat on-w de p o t es fo  sk esponse act ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on secu ty p og am plan  plans of act on and m lestones  p ocedu es add ess ng plans of act on 
and m lestones development and ma ntenance  p ocedu es add ess ng plans of act on and m lestones epo t ng  p ocedu es fo  
ev ew of plans of act on and m lestones fo  cons stency w th sk management st ategy and sk esponse p o t es  esults of sk 

assessments as oc ated w th plans of act on and m lestones  OMB FISMA epo t ng equ ements  othe  elevant documents o  
eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  develop ng, ma nta n ng, ev ew ng, and epo t ng plans 
of act on and m lestones  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  plan of act on and m lestones development, ev ew, ma ntenance, epo t ng  
automated mechan sms suppo t ng plans of act on and m lestones].

The plan of act on and m lestones s a key document n the nfo mat on secu ty p og am and s subject to fede al epo t ng equ ements 
establ shed by OMB. W th the nc eas ng emphas s on o gan zat on-w de sk management ac oss all th ee t e s n the sk management 
h e a chy ( e , o gan zat on, m ss on/bus ness p ocess, and nfo mat on sy tem), o gan zat ons v ew plans of act on and m le tones f om an 
o gan zat onal pe spect ve, p o t z ng sk esponse act ons and ensu ng cons stency w th the goals and object ves of the o gan zat on. Plan 
of act on and m lestones updates a e based on f nd ngs f om secu ty cont ol assessments and cont nuous mon to ng act v t es. OMB FISMA 

t   t  t t   t l l  f t   l t  R l t  t l  C -5 N
OMB Memo andum 02-01  N ST Spec al Publ cat on 800-
37

PM 5
Info mat on System 
Invento y

The o gan zat on develops and ma nta ns 
an nvento y of ts nfo mat on systems. 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops an nvento y of ts nfo mat on systems  and
( ) ma nta ns the nvento y of ts nfo mat on systems.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on secu ty p og am plan  nfo mat on ystem nvento y  p ocedu es add ess ng nfo mat on 
system nvento y development and ma ntenance  OMB FISMA epo t ng gu dance  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty p og am plann ng and plan mplementat on 
espons b l t es  o gan zat onal pe sonnel espons ble fo  develop ng and ma nta n ng the nfo mat on system nvento y  

o gan zat onal pe sonnel w th nfo mat on secu ty e pons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  nfo mat on system nvento y development and ma ntenance  automated 
mechan sms suppo t ng the nfo mat on system nvento y].

Th s cont ol add esses the nvento y equ ements n F SMA. OMB p ov des gu dance on develop ng nfo mat on systems nvento es and 
assoc ated epo t ng equ ements. Fo  spec f c nfo mat on sy tem nvento y epo t ng equ ements, o gan zat ons consu t OMB annual 
FISMA epo t ng gu dance. None Web  http //www.omb.gov

PM 6
Info mat on Secu ty 
Measu es of Pe fo mance

The o gan zat on develop , mon to s, 
and epo ts on the esu ts of nfo mat on 
secu ty measu es of pe fo mance.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops nfo mat on secu ty measu es of pe fo mance
( ) mon to s nfo mat on secu ty measu es of pe fo mance  and
( ) epo ts nfo mat on secu ty measu es of pe fo mance.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on secu ty p og am plan  nfo mat on ecu ty measu es of pe fo mance  p ocedu es 
add ess ng development, mon to ng, and epo t ng of nfo mat on secu ty measu es of pe fo mance  othe  elevant documents 
o  eco d ].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty p og am plann ng and plan mplementat on 
espons b l t es  o gan zat onal pe sonnel espons ble fo  develop ng, mon to ng, and epo t ng nfo mat on secu ty mea u es of 

pe fo mance  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  develop ng, mon to ng, and epo t ng nfo mat on secu ty measu es of 
pe fo mance  automated mechan sms suppo t ng the development, mon to ng, and epo t ng of nfo mat on secu ty measu es of 
pe fo mance]. Measu es of pe fo mance a e outcome-based met cs used by an o gan zat on to measu e the e fect veness o  eff c ency of the nfo mat on 

secu ty p og am and the secu ty cont ols employed n uppo t of the p og am. None NIST Spec al Publ cat on 800 55.



PM 7 Ente p se A ch tectu e

The o gan zat on develops an ente p se 
a ch tectu e w th cons de at on fo  
nfo mat on secu ty and the esult ng 
sk to o gan zat onal ope at ons, 

o gan zat onal assets, nd v duals, othe  
o gan zat ons, and the Nat on. 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on develops an ente p se a ch tectu e w th cons de at on fo  nfo mat on secu ty and the esu t ng sk 
to o gan zat onal ope at ons, o gan zat onal assets, nd v duals, othe  o gan zat ons, and the Nat on.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on secu ty p og am plan  ente p se a ch tectu e documentat on  p ocedu es add ess ng 
ente p se a ch tectu e development  esults of sk assessment of ente p se a ch tectu e  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty p og am plann ng and plan mplementat on 
espons b l t es  o gan zat onal pe sonnel espons ble fo  develop ng ente p se a ch tectu e  o gan zat onal pe sonnel espons ble 

fo  sk assessment of ente p se a ch tectu e  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  ente p se a ch tectu e development  automated mechan sms suppo t ng the 
ente p se a ch tectu e and ts development].

The ente p se a ch tectu e developed by the o gan zat on s al gned w th the Fede al Ente p se A ch tectu e. The nteg at on of nfo mat on 
secu ty equ ements and assoc ated secu ty cont ols nto the o gan zat on s ente p se a ch tectu e helps to ensu e that secu ty 
cons de at ons a e add essed by o gan zat ons ea ly n the system development l fe cycle and a e d ectly and expl c tly elated to the 
o gan zat on s m ss on/bus ness p ocesses. Th s p ocess of secu ty equ ements nteg at on also embeds nto the ente p se a ch tectu e, an 
nteg al nfo mat on secu ty a ch tectu e cons stent w th o gan zat onal sk management and nfo mat on secu ty st ateg es. Fo  PM-7, the 
nfo mat on secu ty a ch tectu e s developed at a sy tem-of-systems level (o gan zat on-w de), ep esent ng a l of the o gan zat onal 
nfo mat on systems. Fo  PL 8, the nfo mat on secu ty a ch tectu e s developed at a level ep esent ng an nd v dual nfo mat on system 

but at the same t me, s cons stent w th the nfo mat on secu ty a ch tectu e def ned fo  the o gan zat on. Secu ty equ ements and 
secu ty cont ol nteg at on a e most e fect vely accompl shed th ough the appl cat on of the R sk Management F amewo k and suppo t ng 
secu ty standa ds and gu del nes. The Fede al Segment A ch tectu e Methodology p ov des gu dance on nteg at ng nfo mat on secu ty 
equ ements and secu ty cont ols nto ente p se a ch tectu es. Related cont ols  PL-2, PL 8, PM-11, RA 2, SA-3. None NIST Spec al Publ cat on 800 39.

PM 8
C t cal Inf ast uctu e 
Plan

The o gan zat on add esses nfo mat on 
secu ty ssues n the development, 
documentat on, and updat ng of a 
c t cal nf ast uctu e and key esou ces 
p otect on plan. 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on add esses nfo mat on secu ty ssues n the
( ) development of a c t cal nf ast uctu e and key esou ces p otect on plan
( ) documentat on of a c t cal nf ast uctu e and key esou ces p otect on plan  and
( ) updat ng of the c t cal nf ast uctu e and key esou ces p otect on plan.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on secu ty p og am plan  c t cal nf ast uctu e and key esou ces p otect on plan  p ocedu es 
add ess ng development, documentat on, and updat ng of the c t cal nf ast uctu e and key esou ces p otect on plan  HSPD 7  
Nat onal Inf ast uctu e P otect on Plan  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty p og am plann ng and plan mplementat on 
espons b l t es  o gan zat onal pe sonnel espons ble fo  develop ng, document ng, and updat ng the c t cal nf ast uctu e and key 
esou ces p otect on plan  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  develop ng, document ng, and updat ng the c t cal nf ast uctu e and key 
esou ces p otect on plan  automated mechan sms suppo t ng the development, documentat on, and updat ng of the c t cal 
nf ast uctu e and key esou ces p otect on plan].

P otect on st ateg es a e based on the p o t zat on of c t cal assets and esou ces. The equ ement and gu dance fo  def n ng c t cal 
nf ast uctu e and key esou ces and fo  p epa ng an assoc ated c t cal nf ast uctu e p otect on plan a e found n appl cable fede al laws, 

Execut ve O de s, d ect ves, pol c es, egulat ons, standa ds, and gu dance. Related cont ols  PM-1, PM-9, PM 11, RA-3. None HSPD 7  Nat onal Inf ast uctu e P otect on Plan.

PM 9
R sk Management 
St ategy

The o gan zat on
a. Develops a comp ehens ve st ategy to 
manage sk to o gan zat onal ope at ons 
and assets, nd v duals, othe  
o gan zat ons, and the Nat on assoc ated 
w th the ope at on and use of 
nfo mat on systems

b. Implements the sk management 
st ategy cons stently ac oss the 
o gan zat on  and
c. Rev ews and updates the sk 
management st ategy [Ass gnment  
o gan zat on-def ned f equency] o  as 
equ ed, to add ess o gan zat onal 

changes. 

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) develops a comp ehens ve st ategy to manage sk to o gan zat onal ope at ons and assets, nd v duals, othe  o gan zat ons, and 
the Nat on assoc ated w th the ope at on and use of nfo mat on ystems
( ) mplements the k management st ategy cons stently ac oss the o gan zat on
( ) def nes the f equency to ev ew and update the sk management st ategy
( v) ev ews and updates the sk management st ategy to add ess o gan zat onal changes
    -w th the o gan zat on-def ned f equency  o
    -as equ ed.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on secu ty p og am plan  sk management st ategy  p ocedu es add ess ng development, 
mplementat on, ev ew, and update of the sk management st ategy  sk assessment esults elevant to the sk management 

st ategy  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty p og am plann ng and plan mplementat on 
espons b l t es  o gan zat onal pe sonnel espons ble fo  development, mplementat on, ev ew, and update of the sk 

management st ategy  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t e ].
Test  SELECT FROM  O gan zat onal p ocesses fo  development, mplementat on, ev ew, and update of the sk management 
st ategy  automated mechan sms suppo t ng the development, mplementat on, ev ew, and update of the sk management 
st ategy].

An o gan zat on-w de sk management st ategy ncludes, fo  example, an unamb guous exp ess on of the sk tole ance fo  the o gan zat on, 
acceptable sk assessment methodolog es, sk m t gat on st ateg es, a p ocess fo  cons stently evaluat ng sk ac oss the o gan zat on w th 
espect to the o gan at on s sk tole ance, and app oaches fo  mon to ng sk ove  t me. The use of a sk execut ve funct on can fac l tate 

cons stent, o gan zat on-w de appl cat on of the sk management st ategy. The o gan zat on-w de sk management st ategy can be 
nfo med by sk- elated nputs f om othe  sou ces both nte nal and exte nal to the o gan zat on to ensu e the st ategy s both b oad-based 

and comp ehens ve. Related cont ol  RA-3. None NIST Spec al Publ cat ons 800 30, 800-39.

PM-
10

Secu ty Autho zat on 
P ocess

The o gan zat on
a. Manages ( .e., documents, t acks, and 
epo ts) the secu ty state of 

o gan zat onal nfo mat on systems and 
the env onments n wh ch those 
systems ope ate th ough secu ty 
autho zat on p ocesses
b. Des gnates nd v duals to fulf ll spec f c 
oles and espons b l t es w th n the 

o gan zat onal sk management p ocess  
and
c. Fu ly nteg ates the secu ty 
autho zat on p ocesses nto an 
o gan zat on-w de sk management 
p og am.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) manages ( e , documents, t acks, and epo ts) the secu ty state of o gan zat onal nfo mat on systems and the env onments n 
wh ch those systems ope ate th ough secu ty autho zat on p ocesses
( ) des gnates nd v duals to fulf ll spec f c oles and espons b l t es w th n the o gan zat onal sk management p ocess  and
( ) fully nteg ates the secu ty autho zat on p ocesses nto an o gan zat on-w de sk management p og am.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on secu ty p og am plan  p ocedu es add ess ng management ( e , documentat on, t ack ng, 
and epo t ng) of the secu ty autho zat on p ocess  secu ty autho zat on documents  l sts o  othe  documentat on about 
secu ty autho zat on p ocess oles and espons b l t es  sk assessment esu ts elevant to the secu ty autho zat on p ocess and 
the o gan zat on-w de k management p og am  o gan zat onal sk management st ategy  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty p og am plann ng and plan mplementat on 
espons b l t es  o gan zat onal pe sonnel espons ble fo  management of the secu ty autho zat on p ocess  autho z ng off c als  

system owne s, sen o  nfo mat on secu ty off ce  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  secu ty autho zat on  automated mechan sms suppo t ng the secu ty 
autho zat on p ocess].

Secu ty autho zat on p ocesses fo  nfo mat on systems and env onments of ope at on equ e the mplementat on of an o gan zat on-w de 
sk management p ocess, a R sk Management F amewo k, and assoc ated secu ty standa ds and gu del nes. Spec f c oles w th n the sk 

management p ocess nclude an o gan zat onal sk execut ve (funct on) and des gnated autho z ng o f c als fo  each o gan zat onal 
nfo mat on system and common cont ol p ov de . Secu ty autho zat on p oce ses a e nteg ated w th o gan zat onal cont nuous 

mon to ng p ocesses to fac l tate ongo ng unde stand ng and acceptance of sk to o gan zat onal ope at ons and assets, nd v duals, othe  
o gan zat ons, and the Nat on. Related cont ol  CA-6. None NIST Spec al Publ cat ons 800 37, 800-39.

PM-
11

M ss on/Bus ness P ocess 
Def n t on

The o gan zat on
a. Def nes m ss on/bus ness p ocesses 
w th cons de at on fo  nfo mat on 
secu ty and the esult ng sk to 
o gan zat onal ope at ons, o gan zat onal 
assets, nd v duals, othe  o gan zat ons, 
and the Nat on  and
b. Dete m nes nfo mat on p otect on 
needs a s ng f om the def ned 
m ss on/bus ness p ocesses and ev ses 
the p oces es as necessa y, unt l 
ach evable p otect on needs a e 
obta ned.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) def nes m ss on bus ness p ocesses w th cons de at on fo  nfo mat on secu ty and the esult ng sk to o gan zat onal 
ope at ons, o gan zat onal assets, nd v duals, othe  o gan zat ons, and the Nat on
( ) dete m nes nfo mat on p otect on needs a s ng f om the def ned m ss on/bus ness p ocess  and
( ) ev ses the p ocesses as necessa y unt l ach evable p otect on needs a e obta ned.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on secu ty p og am plan  sk management st ategy  p ocedu es fo  dete m n ng 
m ss on/bus ness p otect on needs  sk assessment esu ts elevant to dete m nat on of m ss on/bus ne s p otect on needs  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty p og am plann ng and plan mplementat on 
espons b l t es  o gan zat onal pe sonnel espons ble fo  m ss on/bus ness p ocesses  o gan zat onal pe sonnel espons ble fo  

dete m n ng nfo mat on p otect on needs fo  m ss on/bus ness p ocesses  o gan zat onal pe sonnel w th nfo mat on secu ty 
espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  def n ng m ss on/bus ness p ocesses and the  nfo mat on p otect on needs].

Info mat on p otect on needs a e technology- ndependent, equ ed capab l t es to counte  th eats to o gan zat ons, nd v duals, o  the 
Nat on th ough the comp om se of nfo mat on ( e., loss of conf dent al ty, nteg ty, o  ava lab l ty). Info mat on p otect on needs a e 
de ved f om the m ss on/bus ness needs def ned by the o gan zat on, the m ss on/bus ness p oce ses selected to meet the stated needs, and 
the o gan zat onal sk management st ategy.  Info mat on p otect on needs dete m ne the equ ed secu ty cont ols fo  the o gan zat on 
and the assoc ated nfo mat on systems suppo t ng the m ss on/bus ne s p ocesses. Inhe ent n def n ng an o gan zat on s nfo mat on 
p otect on needs s an unde stand ng of the level of adve se mpact that could esu t f a comp om se of nfo mat on occu s. The secu ty 
catego zat on p ocess s used to make such potent al mpact dete m nat ons. M ss on/bus ness p ocess def n t ons and assoc ated 
nfo mat on p otect on equ ements a e documented by the o gan at on n acco dance w th o gan zat onal pol cy and p ocedu e. Related 

cont ols  PM-7, PM-8, RA-2. None F PS Publ cat on 199  N ST Spec al Publ cat on 800-60.

PM-
12

Ins de  Th eat P og am

The o gan zat on mplements an ns de  
th eat p og am that ncludes a c oss-
d sc pl ne ns de  th eat nc dent 
handl ng team.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on mplements an ns de  th eat p og am that ncludes a c oss-d sc pl ne ns de  th eat nc dent 
handl ng team.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on secu ty p og am plan  ns de  th eat p og am documentat on  p ocedu es fo  the ns de  
th eat p og am  k assessment esu ts elevant to ns de  th eats  l st o  othe  documentat on on the c oss-d sc pl ne ns de  
th eat nc dent handl ng team  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty p og am plann ng and plan mplementat on 
espons b l t es  o gan zat onal pe sonnel espons ble fo  the ns de  th eat p og am  membe s of the c oss-d sc pl ne ns de  th eat 
nc dent handl ng team  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].

Test  SELECT FROM  O gan zat onal p ocesses fo  mplement ng the ns de  th eat p og am and the c oss-d sc pl ne ns de  th eat 
nc dent handl ng team  automated mechan sms suppo t ng and/o  mplement ng the ns de  th eat p og am and the c oss-

d sc pl ne ns de  th eat nc dent handl ng team].

O gan zat ons handl ng class f ed nfo mat on a e equ ed, unde  Execut ve O de  13587 and the Nat onal Pol cy on Ins de  Th eat, to 
establ sh ns de  th eat p og ams. The standa ds and gu del nes that apply to ns de  th eat p og ams n class f ed env onments can also be 
employed effect vely to mp ove the secu ty of Cont olled Unclass f ed Info mat on n non-nat onal secu ty systems. Ins de  th eat p og ams 
nclude secu ty cont ols to detect and p event mal c ous ns de  act v ty th ough the cent al zed nteg at on and analys s of both techn cal 

and non techn cal nfo mat on to dent fy potent al ns de  th eat conce ns. A sen o  o gan zat onal off c al s des gnated by the 
depa tment/agency head as the espons ble nd v dual to mplement and p ov de ove s ght fo  the p og am. In add t on to the cent al zed 
nteg at on and analys s capab l ty, ns de  th eat p og ams as a m n mum, p epa e depa tment/agency ns de  th eat pol c es and 
mplementat on plans, conduct host-based use  mon to ng of nd v dual employee act v t es on gove nment-owned class f ed compute s, 

p ov de ns de  th eat awa eness t a n ng to employees, ece ve access to nfo mat on f om a l off ces w th n the depa tment/agency (e g., 
human esou ces, legal, phys cal secu ty, pe sonnel secu ty, nfo mat on technology, nfo mat on system secu ty, and law enfo cement) fo  
ns de  th eat analys s, and conduct self-a sessments of depa tment/agency ns de  th eat postu e.

Ins de  th eat p og ams can leve age the ex stence of nc dent handl ng teams o gan zat ons may al eady have n place, such as compute  
secu ty nc dent esponse teams. Human esou ces eco ds a e e pec a ly mpo tant n th s effo t, as the e s compell ng ev dence to show 
that some types of ns de  c mes a e often p eceded by nontechn cal behav o s n the wo kplace (e g., ongo ng pa te ns of d sg untled 
behav o  and confl cts w th cowo ke s and othe  co leagues). The e p ecu so s can bette  nfo m and gu de o gan zat onal off c als n mo e 
focused, ta geted mon to ng effo ts. The pa t c pat on of a legal team s mpo tant to en u e that all mon to ng act v t es a e pe fo med n 
acco dance w th app op ate leg slat on, d ect ves, egulat ons, pol c es, standa ds, and gu del nes. Related cont ols  AC-6, AT-2, AU-6, AU-7- 
AU-10, AU-12, AU-13, CA 7, IA-4, IR-4, MP-7, PE 2, PS-3, PS-4, PS-5, PS 8, SC-7, SC-38, SI-4, PM-1, PM-14. None Execut ve O de  13587.

PM-
13

Info mat on Secu ty 
Wo kfo ce

The o gan zat on establ shes an 
nfo mat on secu ty wo kfo ce 

development and mp ovement 
p og am.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on establ shes an nfo mat on secu ty wo kfo ce development and mp ovement p og am.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on secu ty p og am plan  nfo mat on ecu ty wo kfo ce development and mp ovement 
p og am documentat on  p ocedu es fo  the nfo mat on secu ty wo kfo ce development and mp ovement p og am  othe  
elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty p og am plann ng and plan mplementat on 
espons b l t es  o gan zat onal pe sonnel espons ble fo  the nfo mat on secu ty wo kfo ce development and mp ovement 

p og am  o gan zat onal pe sonnel w th nfo mat on secu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  mplement ng nfo mat on secu ty wo kfo ce development and mp ovement 
p og am  automated mechan sms suppo t ng and/o  mplement ng the nfo mat on secu ty wo kfo ce development and 
mp ovement p og am].

Info mat on secu ty wo kfo ce development and mp ovement p og ams nclude, fo  example  ( ) def n ng the knowledge and k ll levels 
needed to pe fo m nfo mat on secu ty dut es and tasks  ( ) develop ng ole-based t a n ng p og ams fo  nd v duals a s gned nfo mat on 
secu ty oles and espons b l t es  and ( ) p ov d ng standa ds fo  measu ng and bu ld ng nd v dual qual f cat ons fo  ncumbents and 
appl cants fo  nfo mat on ecu ty- elated pos t ons. Such wo kfo ce p og ams can also nclude assoc ated nfo mat on secu ty ca ee  paths 
to encou age  ( ) nfo mat on secu ty p ofess onals to advance n the f eld and f ll pos t ons w th g eate  espons b l ty  and ( ) o gan zat ons 
to f ll nfo mat on secu ty- elated pos t ons w th qual f ed pe sonnel. Info mat on secu ty wo kfo ce development and mp ovement 
p og ams a e complementa y to o gan zat onal secu ty awa ene s and t a n ng p og ams. Info mat on secu ty wo kfo ce development and 
mp ovement p og ams focus on develop ng and nst tut onal z ng co e nfo mat on secu ty capab l t es of selected pe sonnel needed to 

p otect o gan zat onal ope at ons, assets, and nd v duals. Related cont ols  AT-2, AT-3. None. None

PM-
14

Test, T a n ng, and 
Mon to ng

The o gan zat on
a. Implements a p oce s fo  ensu ng 
that o gan zat onal plans fo  conduct ng 
secu ty te t ng, t a n ng, and mon to ng 
act v t es assoc ated w th o gan zat onal 
nfo mat on systems

1. A e developed and ma nta ned  and
2. Cont nue to be executed n a t mely 
manne
b. Rev ews test ng, t a n ng, and 
mon to ng plans fo  cons stency w th 
the o gan zat onal sk management 
st ategy and o gan zat on-w de p o t es 
fo  sk esponse act ons.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on
( ) mplements a p ocess fo  ensu ng that o gan zat onal plans fo  conduct ng secu ty te t ng, t a n ng, and mon to ng act v t es 
assoc ated w th o gan zat onal nfo mat on systems
    -a e developed
    -a e ma nta ned
( ) ev ews test ng, t a n ng, and mon to ng plans fo  cons stency w th
    the o gan zat onal sk management st ategy  and
    -o gan zat on-w de p o t es fo  sk esponse act ons.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on secu ty p og am plan  plans fo  conduct ng secu ty test ng, t a n ng, and mon to ng 
act v t es  o gan zat onal p ocedu es add ess ng development and ma ntenance of plans fo  conduct ng secu ty test ng, t a n ng, 
and mon to ng act v t es  sk management st ategy  p ocedu es fo  ev ew of plans fo  conduct ng secu ty test ng, t a n ng, and 
mon to ng act v t es fo  cons tency w th sk management st ategy and sk esponse p o t es  esults of sk assessments 
assoc ated w th conduct ng secu ty test ng, t a n ng, and mon to ng act v t es  ev dence that plans fo  conduct ng secu ty test ng, 
t a n ng, and mon to ng act v t es a e executed n a t mely manne  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th e pons b l ty fo  develop ng and ma nta n ng plans fo  conduct ng 
secu ty test ng, t a n ng, and mon to ng act v t es  o gan zat onal pe sonnel w th nfo mat on ecu ty espons b l t es].
Test  SELECT FROM  O gan zat onal p ocesses fo  development and ma ntenance of plans fo  conduct ng secu ty test ng, t a n ng, 
and mon to ng act v t es  automated mechan sms suppo t ng development and ma ntenance of plans fo  conduct ng secu ty 
test ng, t a n ng, and mon to ng act v t es].

Th s cont ol ensu es that o gan zat ons p ov de ove s ght fo  the secu ty test ng, t a n ng, and mon to ng act v t es conducted o gan zat on-
w de and that tho e act v t es a e coo d nated. W th the mpo tance of cont nuous mon to ng p og ams, the mplementat on of nfo mat on 
secu ty ac oss the th ee t e s of the sk management h e a chy, and the w desp ead use of common cont ols, o gan zat ons coo d nate and 
consol date the test ng and mon to ng act v t es that a e out nely conducted as pa t of ongo ng o gan zat onal assessments suppo t ng a 
va ety of secu ty cont ols. Secu ty t a n ng act v t es, wh le typ ca ly focused on nd v dual nfo mat on systems and spec f c oles, also 
necess tate coo d nat on ac oss all o gan zat onal elements. Test ng, t a n ng, and mon to ng plans and act v t es a e nfo med by cu ent 
th eat and vulne ab l ty assessment . Related cont ols  AT-3, CA-7, CP-4, IR-3, SI-4. None

NIST Spec al Publ cat ons 800 16, 800-37, 800 53A, 800-
137.

PM-
15

Contacts w th Secu ty 
G oups and Assoc at ons

The o gan zat on establ shes and 
nst tut onal zes contact w th selected 

g oups and assoc at ons w th n the 
secu ty commun ty
a. To fac l tate ongo ng secu ty 
educat on and t a n ng fo  o gan zat onal 
pe sonnel
b. To ma nta n cu ency w th 
ecommended secu ty p act ces, 

techn ques, and technolog es  and
c. To sha e cu ent secu ty- elated 
nfo mat on nclud ng th eats, 

vulne ab l t es, and nc dents.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on establ shes and nst tut onal zes contact w th selected g oups and assoc at ons w th the secu ty 
commun ty to
( ) fac l tate ongo ng secu ty educat on and t a n ng fo  o gan at onal pe onnel
( ) ma nta n cu ency w th ecommended secu ty p act ces, techn ques, and technolog es  and
( ) sha e cu ent secu ty- elated nfo mat on nclud ng th eats, vulne ab l t es, and nc dents.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on secu ty p og am plan  sk management st ategy  p ocedu es fo  contacts w th secu ty 
g oups and assoc at ons  ev dence of establ shed and nst tut onal zed contact w th secu ty g oups and assoc at ons  l sts o  othe  
documentat on about contact w th and/o  membe sh p n secu ty g oups and assoc at ons  othe  elevant documents o  eco ds].
Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty p og am plann ng and plan mplementat on 
espons b l t es  o gan zat onal pe sonnel espons ble fo  establ sh ng and nst tut onal z ng contact w th secu ty g oups and 

assoc at ons  o gan zat onal pe sonnel w th nfo mat on ecu ty espons b l t es  pe sonnel f om selected g oups and assoc at ons 
w th wh ch the o gan zat on has establ shed and nst tut onal zed contact].
Test  SELECT FROM  O gan zat onal p ocesses fo  establ sh ng and nst tut onal z ng contact w th ecu ty g oups and assoc at ons  
automated mechan sms suppo t ng contacts w th secu ty g oups and assoc at ons].

Ongo ng contact w th secu ty g oups and assoc at ons s of pa amount mpo tance n an env onment of ap dly chang ng technolog es and 
th eat . Secu ty g oups and assoc at ons nclude, fo  example, spec al nte est g oups, fo ums, p ofess onal assoc at ons, news g oups, 
and/o  pee  g oups of secu ty p ofess onals n s m la  o gan zat ons. O gan zat ons select g oups and assoc at ons based on o gan zat onal 
m ss ons/bus ness funct ons. O gan zat ons sha e th eat, vulne ab l ty, and nc dent nfo mat on cons stent w th appl cable fede al laws, 
Execut ve O de s, d ect ves, pol c es, egulat ons, standa ds, and gu dance. Related cont ol  SI 5. None None

PM-
16

Th eat Awa eness 
P og am

The o gan zat on mplements a th eat 
awa eness p og am that ncludes a c oss-
o gan zat on nfo mat on-sha ng 
capab l ty.

ASSESSMENT OBJECTIVE
Dete m ne f the o gan zat on mplements a th eat awa eness p og am that ncludes a c oss-o gan zat on nfo mat on-sha ng 
capab l ty.

POTENTIAL ASSESSMENT METHODS AND OBJECTS
Exam ne  [SELECT FROM  Info mat on secu ty p og am plan  th eat awa eness p og am documentat on  p ocedu es fo  the th eat 
awa eness p og am  sk assessment esults elevant to th eat awa ene s  l st o  othe  documentat on on the c oss-o gan zat on 
nfo mat on-sha ng capab l ty  othe  elevant documents o  eco ds].

Inte v ew  [SELECT FROM  O gan zat onal pe sonnel w th nfo mat on secu ty p og am plann ng and plan mplementat on 
espons b l t es  o gan zat onal pe sonnel espons ble fo  the th eat awa eness p og am  o gan zat onal pe sonnel w th 
espons b l ty fo  the c oss-o gan zat on nfo mat on-sha ng capab l ty  o gan zat onal pe sonnel w th nfo mat on secu ty 
espons b l t es  pe sonnel w th whom th eat awa eness nfo mat on s sha ed by the o gan zat on].

Test  SELECT FROM  O gan zat onal p ocesses fo  mplement ng the th eat awa eness p og am  O gan zat onal p oces es fo  
mplement ng the c oss-o gan zat on nfo mat on-sha ng capab l ty  automated mechan sms suppo t ng and/o  mplement ng the 

th eat awa eness p og am  automated mechan sms suppo t ng and/o  mplement ng the c oss-o gan zat on nfo mat on-sha ng 
capab l ty].

Because of the constantly chang ng and nc eas ng soph st cat on of adve sa es, espec ally the advanced pe s stent th eat (APT), t s 
becom ng mo e l kely that adve sa es may successfully b each o  comp om se o gan at onal nfo mat on systems. One of the best 
techn ques to add ess th s conce n s fo  o gan zat ons to sha e th eat nfo mat on. Th s can nclude, fo  example, sha ng th eat events ( .e., 
tact cs, techn ques, and p ocedu es) that o gan zat ons have expe enced, m t gat ons that o gan zat ons have found a e effect ve aga nst 
ce ta n types of th eats, th eat ntell gence ( e., nd cat ons and wa n ngs about th eats that a e l kely to occu ). Th eat nfo mat on sha ng 
may be b late al (e.g., gove nment-comme c al coope at ves, gove nment-gove nment coope at ves), o  mu t late al (e g , o gan zat ons 
tak ng pa t n th eat-sha ng conso t a). Th eat nfo mat on may be h ghly sens t ve equ ng spec al ag eements and p otect on, o  less 
sens t ve and f eely sha ed. Related cont ols  PM-12, PM-16. None None




